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Abstract

Smart buildings employ a diverse range of technologies, including sensors, to monitor the

environment and create a comfortable space for users via data collection. This monitoring

reveals data about users' activities that could raise privacy concerns. In recent years, privacy

has received increasing attention in smart home environments. Several studies have proposed

solutions that allow smart home users to retain control over data collection and manage their

privacy. However, little attention has been paid to user privacy in smart buildings that serve as

places of work or study. Research on privacy in smart buildings has predominantly focused

on technical aspects, with relatively limited public voice engagement in the literature.

In order to effectively manage smart building environments, it is necessary to collect

data. However, it is equally important to prioritise and respect the privacy principles and

regulations. Users in smart buildings typically have limited or no ownership or control over

captured data, along with limited awareness and insuf�cient disclosure from the building

management which limits their ability to manage their privacy. This stands in contrast to

smart home users who often possess partial ownership and control over their infrastructure.

Privacy management in smart buildings poses a signi�cant challenge, consequently, there is a

need to identify a privacy design mechanism that can incorporate users' voices into the data

practices and �nd a balanced trade-off between the utility and privacy of smart building data.

In this thesis, three studies are conducted to make signi�cant contributions to the manage-

ment of user privacy in university smart buildings. The �rst contribution involves analysing

the impact of various building technologies on users' privacy. These technologies are then

mapped to different facets of privacy harm using the Solove taxonomy. The second contribu-

tion involves conducting semi-structured interviews to understand users' privacy perceptions,

preferences, and trade-offs, thereby identifying key requirements for privacy mechanisms in

smart buildings. The third contribution involves a con�rmatory study aimed at designing a

privacy mechanism for smart buildings. In light of these contributions, this thesis introduces

a trust-based privacy design mechanism called the Privacy Committee. The main goal of

the Privacy Committee is to incorporate user voices into the decision-making process con-

cerning data sharing and to establish comprehensive oversight of data practices within smart

buildings.
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Chapter 1

Introduction

The Internet of Things (IoT) is a broad concept used to refer to combinations of sensors,

actuators, controllers, machines, systems, and connectivity which allow multiple objects to

communicate with each other directly without the need for human intervention. With the

development of the IoT, the number of items connected to the internet has exceeded the

total global population [110], and one forecast estimates that the number of IoT devices

worldwide will almost triple from 9.7 billion in 2020 to more than 29 billion in 2030. Since

the introduction of the IoT, this technology has been adopted to embed features of `smartness'

into physical objects in many different domains, from wearable devices to buildings and

whole cities. This IoT connectivity provides a wide range of bene�ts to individuals, businesses

and society. Some of the key bene�ts include improved sustainability, ef�ciency, safety and

security, and reduced costs. Additionally, smart IoT connectivity supports better decision-

making through the use of real-time data and analytics that enable various entities to make

informed decisions and optimise their operations. The IoT plays a fundamental role in

making buildings `smart' by enabling connectivity and communication between various

devices and systems within the building. Through the deployment of IoT devices such

as sensors, actuators, and controllers, a smart building can gather real-time data from its

environment and occupants. A smart building can be de�ned as a network of interconnected

devices, sensors and systems used to observe occupant presence and automatically manage

and control building functions such as heating, ventilation, and air conditioning (HVAC),

access control, and lighting among others [80]. These systems collect data for different

variables via numerous devices so as to monitor energy consumption, optimise performance

and ensure indoor environmental quality (IEQ) and operations for the well-being and comfort

of occupants [137]. These solutions aim to improve the quality of our lives, such as in terms

of productivity, communication, and health and safety, but issues of individual data privacy

also arise [317, 318, 148, 293].
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The extensive use of IoT devices and sensors in smart buildings enables the collection

of large amounts of data, including that relating to personal information and occupant

behaviour patterns. Unmanaged access to this data poses potential privacy threats in terms

of the monitoring, tracking, surveillance, and pro�ling of behaviour, activity, location, and

preferences of occupants [146, 180, 223, 286, 293]. For example, room climate data can be

used to make inferences concerning aspects of the lifestyles, work habits, and schedules of

smart building occupants. Furthermore, the number of these devices is rapidly increasing to

provide a wide variety of services, whereas occupants may have no awareness of or control

over the data captured [154, 234, 173].

Privacy has been extensively studied and researchers have offered various de�nitions

to address different contexts. Within the context of IoT environments, Ziegeldorf de�nes

information privacy as a concept that ensures individuals have awareness of the privacy risks

associated with smart devices and services, control over the personal data which is collected,

and awareness and control over subsequent uses of that data [318]. Additionally, Nissenbaum

has proposed a privacy theory based on the concept of contextual integrity, which suggests

that the protection of privacy is closely tied to the social context, including the norms and

values established within it [217]. Research has demonstrated that the context in which

data is collected plays a signi�cant role in users' perceptions of and attitudes toward privacy

[195]. These de�nitions of privacy share a common focus on users' awareness of and control

over the data collected. Furthermore, legislation has been established in recent years that

places a strong emphasis on individual data privacy. The General Data Protection Regulation

(GDPR) is one such measure that sets key principles for controlling how data are stored,

accessed, and used, with the aim of protecting the privacy of individuals and giving them

more control over their personal data.

Several studies have investigated perceptions, concerns, and preferences related to privacy

among smart home users [123, 179, 57, 29, 316]. However, much less research has focused

on the privacy of users in smart buildings. Smart home users typically possess a certain level

of awareness regarding the technologies installed, since they make choices for their own

homes. Furthermore, users often have partial ownership and control over the infrastructure,

and the number of occupants is limited [195]. Studies on user perceptions of privacy in

smart homes indicate that the convenience and connectivity of these buildings are highly

valued, positively in�uencing users' attitudes toward privacy. Smart home users believe that

these technologies enable them to be organised and capable individuals, allowing them to

maintain parity with their neighbors and friends [195]. Additionally, these technologies make

them feel as if they are living up to the aspirations of the modern world [195]. These users



3

understand the privacy trade-off in these environments and believe that allowing their data to

be accessed by external entities depends on the perceived bene�ts.

In contrast to smart homes, smart buildings, such as those used by retailers, hospitals,

airports, university campuses, of�ces, or manufacturing facilities [8, 310, 151, 175, 272, 278,

280, 314], are shared by various user groups depending on the organisations involved. In the

context of smart university buildings, which is the focus of this thesis, user groups include

students, staff, researchers, visitors, and industry partners [139, 182]. These buildings often

involve larger numbers of stakeholders, with diverse types of data collected, and complex

data sharing and access requirements. Additionally, occupants can be subject to continuous

and unexpected monitoring due to regular visits to study or work, and their data could be

accessed by the building management and even external parties [138, 154].

A primary privacy concern in these settings revolves around reputation management,

especially with increased apprehension of surveillance [195]. Many users are concerned

about their ability to conceal the intricacies of their daily professional lives from colleagues,

supervisors, or others who could scrutinize and potentially take punitive actions based on

non-work-related information [195]. Users of such buildings lack ownership and awareness

of and control over the environment and the data that is captured, and they may have limited

choices regarding the deployment and usage of sensors [138, 154]. Additionally, there

is a lack of disclosure about these matters from those who manage the buildings [285],

so any privacy trade-offs are unclear to users. Furthermore, the data-ownership model in

smart buildings is distinct but is not well de�ned in data protection regulations such as the

GDPR [138]. Since data in smart buildings is public, the risk of invasion of privacy becomes

a critical issue because the privacy of hundreds of occupants could be at risk.

Much of the literature on smart building privacy has focused on two main areas: the

impact of shared control environments, such as smart of�ces, on user behavior and levels of

interaction, and the threats to users' privacy while using these environments [138, 193, 279,

285]. These studies demonstrate the existence of privacy concerns and threats that need to

be addressed. However, to effectively address these concerns, it is important to understand

the privacy perceptions and preferences of smart building users. This understanding can

aid in addressing their concerns and exploring the trade-offs they are willing to make in

smart buildings, such as those at universities where they work or study. By considering the

voices of users and involving them in the design and decision-making processes, privacy

requirements can be identi�ed, and an environment more focused on privacy can be created.

It is essential to handle smart building data ethically and lawfully to mitigate potential risks.

Failure to do so could lead to a lack of trust and acceptance by users, non-compliance with

legal and regulatory requirements, ethical concerns, and negative societal impacts.
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The scope of the study is to investigate the perceptions and preferences of smart university

building users regarding their privacy within these environments. However, this is also

applicable to any open environment such as hospitals, city councils, and airports. These

environments are open to the public, with general accessibility to the building, despite some

restricted areas for speci�cally identi�ed individuals as per the management of the building

and organisation.

In regards to the smart building case study and user privacy, there are three possible

scenarios of privacy compliance with the law and the GDPR. The �rst scenario is that the

building doesn't comply with the law and regulations of the GDPR to manage data privacy

and preserve users' privacy within the building, which could lead to legal action against the

building management. The second scenario is that the building complies with the privacy

laws and regulations of the GDPR, but the building users might still worry that the building

is not compliant, which presents another problem. The third scenario, which is the focus of

this thesis, is that the building complies with the law and regulations of the GDPR, and the

building users believe it does, but they cannot yet verify this compliance.

Data collection is a key factor in the operation of smart buildings for several bene�ts,

including energy ef�ciency and sustainability. The building might be GDPR compliant,

but users might not necessarily be satis�ed with these data practices. Therefore, the focus

of the study is not on whether the smart building is breaking the law or not, but rather on

understanding what users perceive about the building's compliance with the law and whether

their privacy preferences are being met.

Users in smart buildings cannot verify the building's compliance with GDPR as they are

not properly informed about the data practices. Due to the nature of these environments, it

is challenging for smart buildings to precisely align with GDPR laws. For instance, some

aspects of data collection require informed consent, which is not easily obtained in such

large, structured environments. Establishing a privacy committee to obtain consent on behalf

of users would help ensure compliance with GDPR laws and regulations.

1.1 Research Questions

Question 1

How is the privacy impact of smart building technologies mapped to the various facets

of the privacy harm taxonomy?

As described in Chapter 3 of this thesis, large numbers of sensors are installed in smart

buildings which collect different types of data used to operate the building automatically,

provide comfort to building occupants and give building management insights into the usage
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of space. However, several privacy concerns arise with these data collection that allows

monitoring and tracking users in these buildings as described in Chapter 2. To address

these privacy concerns, this research investigates various types of sensors utilised in a smart

university building and the kinds of data collected that could potentially compromise user

privacy. In this study, I have mapped different facets of privacy harms using Solove's

taxonomy to categorise the effects of these technologies on user privacy.

Question 2

What are the perceptions and preferences of smart building users in relation to the data

collected, and how do they perceive the trade-off between utility and privacy in this

context?

The aim is to capture and understand perceptions and preferences concerning privacy among

smart university building users and to identify trade-offs between utility and privacy in the

collection and use of smart building data to help determine privacy requirements in the

context of smart university buildings.

Question 3

Can we establish a privacy design mechanism to meet users' privacy preferences and

explore the possibility of the trade-off between utility and privacy in the collection and

use of data within a smart building?

The aim is to develop a concept of privacy that smart building management can use to make

data-sharing decisions in�uenced by user input, while also investigating the trade-off between

utility and privacy concerning smart building data, and enforcing it if possible.

1.2 Contributions

The most signi�cant contribution of this thesis is the proposal for a privacy protection

mechanism, namely a Privacy Committee, to include user voices in the decision-making

process regarding data sharing and to provide general oversight of data practices in smart

buildings. The proposed privacy protocol introduces a new design that smart building

management can utilise to make decisions on behalf of users. The contributions of this

research can be summarised as follows.

• To answer the �rst research question, an exploration of sensors currently used in smart

university buildings through secondary research is conducted. The study focuses on

various privacy concerns and issues that arise from the use of different sensors, as well

as the type of information collected by these devices that reveal information about

the activities and locations of users and, therefore, impact their privacy. The study's
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�ndings related to the privacy impacts of smart university building technologies were

ef�ciently mapped to privacy harms as de�ned by Solove's taxonomy, effectively

characterising the impacts on user privacy caused by these technologies. In Chapter

3, I explored the risks associated with smart building technology to address the �rst

research question.

• To answer the second research question, an investigation is conducted using semi-

structured interviews with smart university building users regarding their perceptions

and preferences regarding privacy and the trade-offs they would be willing to make.

This study aims to collect valuable data from the participants re�ecting their thoughts

and opinions regarding their perception of privacy and their preferences in their place

of work or study, and to identify their privacy requirements in the context of smart

buildings. This study uses a qualitative analysis of data from open-ended interview

questions conducted with a variety of participants, as well as measuring the frequency

of different themes and terms mentioned by participants on the topic of privacy [86,

245]. In Chapter 4, I utilised semi-structured interviews to explore user perceptions

and concerns regarding privacy in smart buildings and answer the second research

question.

• To answer the third research question, a con�rmatory co-design study is conducted

by working closely with users of a smart university building in order to incorporate

their voices and concerns about privacy in decisions about data sharing and privacy

design in smart buildings. To address user privacy concerns, a privacy decision-making

mechanism called a Privacy Committee is co-designed with the participants. This

mechanism actively includes user voices in making decisions regarding data sharing

and ensures the oversight of smart building data management. The primary objective

was to explore a user-centred privacy design approach for smart buildings. This study

helps bridge the gap in the literature between the study of user privacy concerns and

the design of privacy protection approaches by experts only. The results of the study

include the identi�cation of key principles that should be considered when making

decisions on behalf of smart building users. Finally, a survey is conducted with the

participants to con�rm the concept of the privacy committee, and the results show that

users would like to have a privacy committee that makes decisions on their behalf in

a fully automated environment. The bene�ts of such a privacy concept for users are

the establishment of trustworthiness and �nding an acceptable trade-off between the

bene�ts in terms of utility and the protection of privacy in relation to smart building

data. This study uses a mixed-methods approach, qualitative and quantitative data
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analysis [231]. In Chapter 5, I conducted a co-design study with smart building users

to address their privacy concerns and create a privacy decision-making mechanism to

answer the third research question.

In this study, I worked closely with users to co-design a privacy mechanism that can be

used in making smart building data-sharing decisions. This study establishes a structure

and procedure of the privacy committee that includes the necessary quali�cations, training,

and support while outlining the key roles, duties, and responsibilities of its members. Both

quantitative and qualitative methods were used to design the privacy mechanism that can be

adopted by the management of a building to comply with legislation and ensure that occupant

privacy is preserved by incorporating their voices in the data practice and management

process.

1.3 List of Publications

Material from Chapters 3 and 4 in this thesis has been published at international conferences

and in respected journals. The present researcher accomplished all of the work involved,

including writing the papers. The co-authors contributed through discussions, making

suggestions for revision and editing, and providing comments. A list of these publications

can be seen below.

Poster:

1. Rawan Taher and Charles Morisset. 2020. `Privacy of Smart Building - User Notice

over Data Collection`. Computing PGR Conference 2020, Newcastle University

[Chapter 3].

Conference Paper:

2. Rawan Taher, Maryam Mehrnezhad, and Charles Morisset. 2022. `"I feel spied on

and I don't have any control over my data": User Privacy Perception, Preferences and

Trade-offs in University Smart Buildings` . In Proceedings of the 12th International

Workshop on Socio-Technical Aspects in Security (STAST2022). Af�liated with the

27th European Symposium on Research in Computer Security (ESORICS 2022). DOI:

https://doi.org/10.57711/c7kk-0902 [Chapter 4].

1.4 Thesis Structure

• Chapter 2. Background information, related work, and background information

about relevant methods. In this chapter, background information on smart homes and
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buildings, data collection, and privacy is given. Details of the Urban Science Building

case study are presented, and research studies on privacy in smart homes and buildings

are discussed in this chapter. Furthermore, this chapter considers relevant work on

user experiences, concerns and preferences in smart buildings and discusses privacy

management in such buildings, that is, universities or workplaces. Finally, details are

provided on the background of the relevant methods used in this thesis.

• Chapter 3. Impacts of smart university building technology on privacy. A secondary

research was applied to explore the impact of smart building technologies and sensors

on user privacy within these buildings. The term secondary in this context means that

the present researcher did not play a part in the collection of the original data [35]. This

study characterised and mapped the user-privacy implications of these technologies to

Solove's taxonomy of privacy harms.

• Chapter 4. User privacy perceptions, preferences, and trade-offs in smart buildings.

This chapter presents information concerning the semi-structured interviews conducted

with smart building users to investigate their perceptions of privacy, their preferences,

and the trade-offs they would be willing to make in smart buildings as places of work

or study and to identify their privacy requirements in the context of smart buildings.

• Chapter 5. A con�rmatory study of smart building privacy committees. The de-

sign of the privacy committee for smart buildings and the procedure, scenarios, and

con�rmation of the proposed design are explained in detail in this chapter.

• Chapter 6. Conclusion. This chapter summarises the contributions and �ndings of

this research, the limitations of the research, and �nally the future work of the research.



Chapter 2

Background, Related Work and

Background Information about Relevant

Methods

Overview

This chapter provides background information on the technologies, information, and methods

related to the research conducted in this thesis. Section 2.2 provides a general overview

and background information on the de�nition of smart homes, smart buildings, and privacy.

Section 2.3 provides an overview of related work on privacy in smart homes and buildings

and user studies. Section 2.4 outlines the background information about relevant methods

followed to conduct this research. Section 2.5 provides details on the case study -Urban

Science Building. Finally, Section 2.6 concludes the chapter.
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2.1 Introduction

Smart technology adoption offers new services that are highly sought by both workers and

residents, while also delivering an unprecedented amount of visibility into the activities

occurring within homes and buildings. Privacy is acknowledged as a potential barrier to user

acceptability as people become more aware of the volume and perhaps sensitive nature of

the data collected by these technologies [195]. There are several similarities and differences

between smart home and smart building environments.

Smart home and smart building are similar in the following:

• Utilising automation technologies to enhance convenience and ef�ciency

• Encompassing security features

• The use of HVAC (heating, ventilation, and air conditioning) systems, and automated

lighting [56]

• The use of IoT technologies to connect various devices and systems emphasises

connectivity and integration, allowing centralised control and monitoring of these

environments [265]

• Both settings involve the collection and analysis of data to optimise operations, con-

tributing to energy ef�ciency, security, and the overall user experience [287]

Smart home and smart building are different in the following:

• Smart homes are typically crafted for individual or family occupancy, with usage

patterns customised to personal preferences. Conversely, smart buildings cater to

varied groups, including employees, students, visitors, and customers, each with

unique requirements [195].

• The scale and complexity of the systems, smart buildings are frequently more extensive

and intricate, serving diverse user groups and engaging a greater number of stakeholders

compared to individual smart homes.

• In smart homes, privacy concerns might centre around personal activities and daily

routines, whereas in smart buildings, the emphasis may extend to the privacy of

individuals within a shared space, particularly in areas like workplaces or public

facilities [195].
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• Residents of smart homes usually wield more control over the frequency of monitor-

ing. Conversely, in smart buildings, individuals might be subject to continuous and

occasionally unforeseen monitoring due to the diverse activities occurring in shared

spaces [195].

Comprehending these presumed similarities and differences is essential for tackling the

distinct challenges and considerations linked to the design, implementation, and utilisation

of smart home and smart building technologies.

The focus of this thesis revolves around university smart buildings, motivated by several

factors. Firstly, as a researcher af�liated with the university, I have privileged access to

the smart buildings where the study was conducted. Moreover, there has been a notable

emphasis on the development of �agship university smart buildings in the UK, as evidenced

by prominent projects such as those undertaken at Newcastle and Shef�eld universities [136].

These buildings serve as showcases for a diverse range of technologies and research elements,

offering researchers unique opportunities across various domains.

In contrast to corporate-operated buildings, university smart buildings often prioritise

open and �exible environments conducive to research exploration. Additionally, the popula-

tion of university smart buildings is inherently intriguing, functioning within an academic

setting characterised by openness and �exibility, where anybody can access the building's

general areas. Unlike more regimented environments, such as military facilities, occupants

in university settings typically can opt out entirely by not attending the building.

Furthermore, the scope of this study extends beyond smart university buildings to en-

compass other public-accessible smart building contexts, such as hospitals and city councils,

where access is not restricted to speci�c individuals. This is in contrast to corporate smart

buildings, where access is mostly limited to company employees or identi�ed visitors. Ad-

ditionally, although the study is conducted in a smart university building, the focus is not

speci�cally on individuals who give lectures or conduct research; rather, it aims to engage

with users of smart buildings in general and to understand their perceptions of such buildings.

To illustrate, the study's focus is to understand users' perceptions and feelings towards

attending a building where the environment can be monitored for energy and sustainability

purposes, but at the same time, it could invade their privacy.

2.2 Background Information

This section provides background information on smart homes, smart buildings and data

collection. Furthermore, this section describes the different forms of privacy, general privacy,

information privacy, privacy threats and concerns, and privacy rights.
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2.2.1 Smart Home

A smart home can be de�ned as a home with the integration of sensors, technologies, systems

and communication devices to provide services through seamless communication, which

can also be referred to as home automation [132, 295]. Aldrich de�nes a smart home as “a

residence equipped with computing and information technology that anticipates and responds

to the needs of occupants, working to promote their comfort, convenience, security and

entertainment through the management of technology within the home and connections to

the world beyond" [10]. Many researchers have introduced a de�nition of the term "smart

home", with most of these de�nitions signi�cantly overlapping in the three characteristics of

technology, services, and ability to meet user needs [45, 107, 66].

The core of the smart home is the enablingtechnology, which consists of hardware and

software segments, including sensors and home appliances, with these sensors being able

to detect changes in human behaviour and the environment [22]. Smart home sensors are

integrated into household appliances via either wireless or wired systems and allow residents

to be monitored and tracked during various activities such as watching TV, cooking, sleeping

and cleaning [222]. These appliances allow user con�gurations to provide a wide variety of

services and be tailored to residents' needs [227].

Given the ongoing trends in smart home research, a smart home can be characterised as

an application of ubiquitous computing that has the ability to provide user context-sensitive

automated orservices, encompassing ambient intelligence, remote home control or home

automation [227]. Within the smart home environment, comfort and healthcare services

can be provided both locally and remotely. Recent advancements in smart home devices

include features like microphones for voice interaction and the utilisation of cloud technology

for storage or processing purposes [7, 57]. Furthermore, these devices may incorporate

programming frameworks that facilitate the development of smart home services, exempli�ed

by platforms like Apple's HomeKit, Google's Weave/Brillo, and Samsung's SmartThings [7,

57]. In the contemporary landscape, it has become increasingly feasible to retro�t any home

with personalised, affordable, and potentially smart devices [7]. Home networks are currently

perceived not only as facilitators of in-house interoperability but also as gateways to various

external networks, such as the Internet, "telecare" services, or mobile communication [7].

Moreover, the design connectivity of these systems and sensors allows empowers users

to remotely control home appliances, and effectively manage their energy usage, while

enhancing their convenience and comfort in their daily routine taking into consideration

ability to meet user needs [227, 7]. According to Lutolf, the smart home concept is

the integration of different services within a home by using a common communication

system [181]. It assures an economic, secure, and comfortable operation of the home and
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includes a high degree of intelligent functionality and �exibility which gives the ability to

meet occupants needs [7, 181]. The type of home automation varies in the control of lights,

heaters, security gates, locks, etc [283, 49, 115]. Smart home user groups vary between

family members, visitors, children or service providers. Overall, Smart home owners have

control over the setting of environmental parameters and data collection. Smart homes aim to

provide users with automation with less or no human intervention, convenience and decision

support by reading collected data [300, 306].

2.2.2 Smart Buildings

The concept of smart buildings has been studied in depth by various researchers, organisations

and companies. Smart buildings are considered intelligent buildings, but with additional

aspects related to integrated functions and adaptive control. An academic de�nition of the

term 'smart building' comes from Wang et al. who state that these buildings take into account

both intelligence and sustainability by using computer technologies to achieve the goal of an

ultimate combination of user comfort and energy consumption [297]. According to Clements-

Croome, an intelligent building is one that meets the needs of its occupants, organisations,

and society [127]. These buildings prioritise sustainability by minimising energy and water

consumption while keeping emissions and waste at a low level. Additionally, it promotes well-

being for its residents or workers and functions in accordance with user requirements [56]. An

intelligent building refers to a structure that exercises complete control over its environments.

This involves the technical regulation of heating and air conditioning, lighting, security,

�re protection, telecommunication and data services, lifts, and other building operations,

typically managed by a central computer system [235]. Furthermore, an intelligent building

can be characterised as a dynamic and responsive architectural structure that ensures that each

occupant experiences productive, cost-effective, and environmentally friendly conditions.

This is achieved through ongoing interaction among its four fundamental elements: places

(fabric, structure, facilities); processes (automation, control, systems); people (services,

users); and management (maintenance, performance), and the interconnected relationships

among them [114].

Building automation requires a large number of smart devices to be connected, and smart

buildings are increasingly using these devices and sensors to operate the building [250].

Kiliccote et al. propose that smart buildings are self-aware and grid-aware, interacting with a

smart grid while focusing on real-time demand response and higher granularity of control

to cover themes such as responsiveness, adaptability, and �exibility [163]. Additionally,

McGlinn et al. de�ne smart buildings as a subset of intelligent environments that are able
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to maintain and use knowledge about the environment and its occupants to enhance their

overall experience in that environment [196].

While academic research offers a broader and more neutral perspective, industry organ-

isations and companies often focus on practical implementations and more market-driven

de�nitions. In contrast to academic research in this area, there are various de�nitions of

smart buildings established by organisations and companies such as the General Services

Administration (GSA), the Climate Group, and the Continental Automated Buildings Associ-

ation (CABA). The Climate Group proposes a de�nition of the concept of a smart building,

“a set of technologies used to make the design, construction, and operation of buildings more

ef�cient and applicable to both existing and newly constructed buildings" [125]. According

to CABA, the concept of these buildings can be de�ned as “the ability to take into account

the behaviour and impact of the parameters surrounding them" [27]. This de�nition implies

that smart buildings are able to use contextual data from the environment to adapt to the

different behaviour of the occupants.

A common feature of current de�nitions of smart buildings is the focus on occupancy

and the degree of interaction with building occupants [163, 202]. In the context of smart

buildings, occupancy refers to the presence or number of people within a building or a

speci�c area within that building. Smart Buildings center around the occupants, engaging

them as active participants [54]. This involvement is facilitated by gathering feedback from

occupants regarding their building utilisation and enabling them to exert inherent control

through integrated enterprise and intelligent systems. The building empowers the occupants

to make independent decisions about their comfort while ensuring regulated control [56].

Monitoring occupancy is a key aspect of smart building systems, and it involves the use of

sensors, cameras, or other technologies to detect and track the movement and presence of

individuals [56].

There is a wide debate about how much control occupants should be given in smart

buildings to ensure both occupant comfort and energy ef�ciency. Recent research on advanced

buildings suggests that a state of convergence needs to be created between smart building

technology and occupants [2, 236]. In general, smart buildings are buildings that integrate

intelligence, enterprise, control, materials, and construction as a whole building system and

have the ability to process various contextual data to meet the driving factors for building

performance: energy ef�ciency, durability, sustainability, comfort, and satisfaction. The

increasing amount of information provided from this wider range of sources will allow these

building systems to become more adaptable and allow the building to prepare for different

changes in context and adapt across all time periods.
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Smart buildings use sensors, systems, automation and data analytics to improve the

ef�ciency, sustainability and user experience of a building. Smart building term expanded to

cover buildings with commercial activities - smart commercial buildings such as retailers,

hospitals, airports, university campuses, of�ces, or manufacturing [8, 310, 151, 175, 272,

278, 280, 314]. These buildings are utilised by various user groups depending on the purpose

of the building. In the case of a smart university building, which is the focus of this thesis,

for example, the user group could consist of a mix of staff, visitors, and students.

2.2.3 Smart Buildings and Data Collections

Data collection is a vital element of smart building technology, as it enables the building

management system to monitor and optimise various aspects of the building's operation.

There are many types of sensors used in smart buildings, including occupancy sensors,

temperature sensors, humidity sensors, light sensors, CO2 sensors, etc. These sensors collect

data on the building's occupancy, energy use, indoor air quality, and other factors [75, 195].

The data is then transmitted to the building management system for analysis [232]. The

building management system uses advanced analytical tools to analyse the data collected

by the sensors. This analysis provides insight into how the building is being used and

how the various systems are working [317, 95]. For example, the system can identify

areas where energy is being wasted so that building managers can make adjustments to

reduce energy consumption. Data collection also enables predictive maintenance of building

systems. Analysing data on the performance of building systems over time allows the

building management system to predict when maintenance is needed and schedule it before

failure occurs. There are a number of smart building data collected through technological

functions that are essential for the intelligent management of building operations:

• Energy data: Smart building technologies can monitor and track energy consumption in

real time, helping building managers identify energy-saving opportunities and optimise

building performance.

• Environmental data: Sensors can measure and monitor the temperature, humidity, air

quality and other environmental parameters to create a more comfortable and healthy

indoor environment.

• Occupancy data: Sensors detect the presence of people in different areas of a building

and provide information on how the rooms are being used so that the building can be

utilised for optimal occupancy.
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• Security data: Smart building technologies and systems can integrate surveillance

cameras, access control systems and other sensors to ensure the occupants' safety and

security.

• Maintenance data: Building systems can monitor the performance of building systems

and devices, providing warning of potential failures and helping to reduce downtime.

The analysis and use of this data can help buildings' managers make informed decisions

about the operation, maintenance and modernisation of buildings, leading to improved energy

ef�ciency, greater comfort and safety for occupants and lower operating costs overall [106,

285, 138]. Collecting and analysing data from smart buildings offers numerous advantages.

Here are some of the most important ones:

• Improved energy ef�ciency: Smart building data can help identify areas where energy

is wasted and provide insights into optimising energy use, resulting in lower energy

consumption and lower energy bills.

• Increased comfort and productivity: Through monitoring and analysis of environmental

factors such as temperature, humidity and air quality, smart buildings can optimise in-

door conditions for comfort and productivity, resulting in more satis�ed and productive

occupants.

• Increased safety and security: Smart building data can help identify potential security

issues such as unauthorised access, equipment malfunctions and environmental risks

so that building managers can take immediate action.

• Real-time analytics: Smart building data can be analysed in real-time to provide

insights into building performance, occupant behaviour and energy consumption

patterns, enabling building managers to make informed decisions about building

operation and maintenance.

• Better maintenance and performance: By tracking equipment performance and identi-

fying potential problems early, smart building data can help reduce maintenance costs

and downtime, and extend the life of building systems.

• Sustainability: Smart building data can be used to monitor and measure building

performance in terms of energy and water consumption and waste disposal, and

provide information on areas where sustainability can be enhanced.

Overall, smart building data can provide a wealth of information that can be used for making

decisions to optimise building operations, reduce costs, improve occupant comfort and safety,

and promote sustainability [106, 285, 138].
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2.2.4 Privacy

This section provides de�nitions and an overview of privacy, covering general privacy

concepts, information privacy, threats to privacy and privacy rights.

General Privacy

Given the complexity of the privacy issues, many studies are being undertaken to de�ne

user privacy in general although there is no single de�nition of privacy [20]. Nevertheless,

many people consider privacy to be a fundamental human right without being able to de�ne

it precisely [41]. The concept of privacy is indeed dif�cult to de�ne, as it varies greatly

depending on the environment and context [65]. Nonetheless, privacy can mean drawing

the line to what extent society can intrude into individuals' affairs [65]. On the contrary,

rather than viewing privacy as a right, many researchers argue that privacy is the ability of the

individual to control information about themselves [39]. In the book “Privacy and Freedom”

on the modern concept of privacy, Westin de�nes privacy as follows: “privacy is the claim

of individuals, groups, or institutions to determine for themselves when, how, and to what

extent information about them is communicated to others” [299].

Privacy can be de�ned by contextual integrity, which refers to the idea that the meaning

of information depends on the context in which it is presented. Nissenbaum identi�ed privacy

theory based on contextual integrity, where the protection of privacy is highly associated with

the social context and norms and values de�ned within it [217]. It has been proven that the

context in which data is collected plays an important role in users' perceptions and attitudes

toward privacy [195]. Therefore, it is crucial to explore the components that contribute to

privacy perceptions and preferences based on identi�ed privacy norms and values in different

contexts. Clark, on the other hand, de�nes privacy as: “privacy is often understood as a moral

right or a legal right" [81]. According to Clarke and Belanger, privacy can be divided into

four basic categories [81, 37]:

• Information privacy, concerns the rules and regulations for the collection and processing

of personal data.

• Bodily privacy, which represents the aspects of privacy that concern the protection of

the human physical body from invasive interventions.

• Privacy of personal behaviour, represents issues related to sensitive topics, activities

and behaviour such as political activities, religion and sexual preferences.

• Privacy of personal communications, covers the security and privacy of mail, email,

telephones and any other type of communication.
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Information Privacy

The concept of information privacy existed long before the changes in communications and

technologies, impact, occurrence and management. Since nowadays most communication is

digitised and stored in the form of information, the privacy of communication and information

can be considered as one category [37]. The de�nition of information privacy also varies

widely, although most de�nitions include user control over the use of the data collected and

that it should not be used beyond the actual purpose of collection [39].

Clarke de�ned information privacy speci�cally as “the interest an individual has in

controlling, or at least signi�cantly in�uencing, the handling of data about themselves" [81].

Another de�nition of information privacy is by Smith et al. who identi�ed four aspects

of information privacy: collection, unauthorised secondary use, inappropriate access and

error [262]. Additionally, in the context of IoT, Ziegeldorf et al. de�ne information privacy

as a guarantee to users that combines: the awareness of the privacy risks associated with

smart things and services, user control over their data, and the awareness and control of the

subsequent use of personal data [318].

The interest in information privacy increased in 1960, which is related to the acceleration

of computer capabilities in general [81]. The more information is gained about people

through interconnected devices, the more dif�cult it becomes for people to prevent infor-

mation about their lives from becoming known to others [268]. In addition, the ef�ciency

of technologies for collecting, storing and analysing large amounts of data has increased

signi�cantly over the past years. These leading conditions are raising concerns about the

potential erosion of personal privacy in different contexts [218].

Notwithstanding, individuals are free to disclose personal information if they anticipate a

bene�t or reward in return [124, 218]. Research has shown that even though people have a

theoretical interest in protecting their online privacy, research on actual online communication

shows the opposite behaviour [234]. This is re�ected as a paradox where individuals

raise their concerns about privacy invasion and still are willing to disclose their personal

information for consideration, which is called the privacy paradox [167]. There are however

only a few studies that provide empirical evidence of this asymmetric exchange, in which the

consumer receives limited value for the information they provide to a company [218].

Bodily Privacy

The concept of privacy of the person, sometimes termed bodily privacy, pertains to the

preservation of an individual's bodily integrity and is linked to the Physiological and Safety

levels of Maslow's hierarchy [122, 82, 240]. In its broadest sense, it could encompass freedom
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from torture and the right to medical treatment, but these are more commonly regarded as

human rights rather than facets of privacy [82, 65]. Privacy issues more commonly associated

include compulsory immunisation, enforced treatments like lobotomy and sterilisation, blood

transfusion without consent, mandatory provision of samples of body �uids and tissues, and

mandates for compliance with biometric measurements [82, 240].

Privacy of Personal Behaviour

The privacy of personal behavior, occasionally known as media privacy, is connected to

both the Belonging and Self-Esteem levels of Maslow's hierarchy, and possibly to Self-

Actualization as well [122, 82, 240]. Numerous issues that attract attention involve sensitive

topics like sexual preferences and habits, political activities, and religious practices [65].

However, the concept of private space is crucial to all aspects of behavior, applicable in

private places such as the home and toilet cubicle, and also pertinent in public places where

casual observation by a few people in the vicinity signi�cantly differs from systematic

observation and the recording of images and sounds [82, 240, 65].

Privacy of Personal Communications

The privacy of personal communication is sometimes referred to as interception privacy, is

also related to both the Belonging and Self-Esteem levels of Maslow's hierarchy, and perhaps

to Self-Actualisation as well [122]. The privacy of personal communication pertains to indi-

viduals asserting the right to communicate among themselves through various media without

routine monitoring by other individuals or organisations [82, 240]. Given the profound

integration of computing and communications, especially since the 1980s, communication

privacy and data privacy have become intricately connected. The term information privacy

is useful in encompassing both communications privacy and data privacy [82, 240]. The

privacy of personel communication encompasses the security and privacy of mail, email, tele-

phones, and other forms of communication, some of the issues related to this concept include

mail covers, use of directional microphones and bugs with or without recording apparatus,

telephonic interception and recording, and third-party access to email-messages [82, 240,

65].

Privacy Threats, Concerns and Perceptions

This section provides an overview of the background to privacy threats, concerns and

perceptions. The privacy threats to data collection can be divided into two categories, namely

authorisation to access the data and authorisation to use the data [75]. The �rst category
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checks whether access to the data is authorised or not, and the second category checks

whether the use of the data is authorised or not. Users in IoT environments are often unaware

of what data an application collects and to which third parties it is shared. Therefore, the most

known threat comes from collected data that is illegally accessed and used [75]. Intruders

could gain unauthorised access to the data and process it.

Choenni et al. classify data access as unauthorised access if the user is not aware of

the data collection, impact and consequences, even if the data access has been of�cially

granted and authorised [75]. Users frequently make incorrect decisions in situations where

transparency is lacking or when immediate rewards are involved. Additionally, device mal-

functions and malicious programs pose risks to personal information. Even with authorized

access and usage of data, problems may arise. Furthermore, when data is utilised in a

different context from its original purpose, it can lead to transparency issues [75]. Even with

authorized access to data, there is a possibility of third parties combining and aggregating

various data without the user's consent or knowledge [30]. However, it is worth noting that

Choenni et al. argue that unauthorised access to data can still be deemed authorised in certain

cases [75]. This may occur when the usage of such unauthorised data is in the public interest

or for safety purposes.

Moreover, Solove's taxonomy was developed in 2005 to identify and comprehend the

various forms of privacy violations, with the primary objective of assisting policymakers in

achieving a better balance between privacy concerns and competing interests [266]. While

its primary focus is on legal matters, this taxonomy is not merely an attempt to catalog

existing laws. Instead, it seeks to provide insight into numerous privacy harms and issues that

have gained substantial societal recognition [266]. Solove's taxonomy of privacy classi�es

privacy into four categories of privacy harms: information collection, information processing,

information dissemination, and privacy invasion [266]. Information collection includes

surveillance and interrogation, information processing covers aggregation, identi�cation,

insecurity, secondary use, and exclusion. Information dissemination encompasses breach of

con�dentiality, disclosure, increased accessibility, blackmail, appropriation, and distortion,

while privacy invasion includes intrusion and decisional interference [266].

Several studies have utilised Solove's taxonomy to articulate privacy threats. For instance,

Frik et al. conducted a study to characterise older adults' threat models concerning privacy

and security using this taxonomy [118]. Additionally, Xia et al. applied Solove's taxonomy

to investigate threats and challenges in crowdsourcing [304]. The taxonomy framework

developed by Solove is employed to understand and address various privacy threats, guiding

the development of laws.
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In exploring the threats to privacy, Edwards identi�ed the following main threats to

privacy [110, 168]:

• The possibility of re-identifying anonymised data

• The reuse of collected data to be used for purposes other than the original ones

• The lack of transparency in how the results are derived from the data

• The extensive collection of data and the abandonment of the principle of minimising

data collection

Smart buildings are both producers and consumers of big data [95]. In the case of big data,

Edwards notes that this data does not necessarily have to include personal data, but IoT

devices inevitably might do so [110]. Data mining across different data sets can identify

a known individual, even if these data sets are anonymised; this is known as the Mosaic

effect [110]. In addition, user-identifying information such as picture, name or online name

can be used as a unique or near-unique identi�er across different data sets [110]. Speci�cally,

this means that a particular entity can learn more from a particular piece of information if that

piece can be placed in the context of a broader pattern, described as a Mosaic [171]. In other

words, a person's personal life can be pieced together from meaningless individual pieces of

information into thousands of data points that create a meaningful picture [261]. This means

that data collected in smart buildings are at risk of cross-referencing threats, which is a major

problem in these environments, as data from different sources such as carbon dioxide CO2

sensors can be used to reveal the activities of occupants, even if anonymised [38, 103].

With the increasing development of storage technologies and digital networks, concerns

about data privacy are also growing [104]. Dinev et al. examined the underlying privacy

concerns, i.e. perceived vulnerability and perceived ability to control personal information on

the internet [104]. This results in two factors that raise privacy concerns among users when it

comes to whether or not personal information should be disclosed. According to Petronio's

study, vulnerability describes the perceived potential risk when personal information is

available and can be interpreted as a factor that in�uences the individual's experience and

perception of privacy [230]. Culnan et al. �nd that individuals view the disclosure of

information as less invasive if they believe they will retain control over the information in the

future. [93]. In particular, individuals would be reluctant to disclose their information if they

were unable to control it in the future.
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Privacy Rights

Data protection legislation refers to laws and regulations that aim to safeguard the privacy

and rights of individuals in relation to their personal data such as the General Data Protection

Regulation (GDPR) and The European Data Protection Board (EDPB). These laws set out

the rules and requirements for the collection, storage, processing and disclosure of personal

data by organisations and entities. Under the Data Protection Act 2018, GDPR states that“

you have the right to �nd out what information the government and other organisations store

about you"(Article 15) [292]. These include the right to:

• Be informed about how your data is being used

• Access personal data

• Update incorrect data

• Have your data erased

• Stop or restrict the processing of your data

• Data portability (allowing you to get and reuse your data for different services)

• Object to how your data is processed in certain circumstances

• Rights relating to automated decision-making and pro�ling.

The Data Protection Act in the GDPR dictates that “everyone responsible for using

personal data has to follow strict rules called data protection principles", where they should

ensure the information is:

• Used fairly, lawfully and transparently

• Used for speci�ed, explicit purposes

• Used in a way that is adequate, relevant and limited to only what is necessary

• Accurate and, where necessary, kept up to date

• Kept for no longer than is necessary

• Handled in a way that ensures appropriate security, including protection against unlaw-

ful or unauthorised processing, access, loss, destruction or damage
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In speci�c user privacy rights refer to the rights of individuals to have control over their

personal information and how it is collected, used, shared, and stored by organisations. These

rights are protected by various laws and regulations, such as the GDPR. It is important for

organisations to respect these privacy rights and to implement appropriate measures to protect

personal information. This includes implementing strong data security measures, providing

clear privacy policies and notices, and obtaining proper consent for the collection and use of

personal information.

2.3 Related Work

Smart buildings are increasingly available and can be further expanded, with integration

features allowing more and new devices to be connected to the building. However, data

collection in smart buildings poses a threat to the privacy of occupants. Privacy in smart

buildings is a critical issue as described in Section 2.2. While many researchers are studying

privacy in smart homes; relatively little attention has been paid to privacy in smart buildings

where commercial and academic activities may take place [57, 312, 72]. Therefore, this

section presents research studies on privacy in smart homes and buildings. In addition, this

section highlights studies on user experiences, concerns, and preferences in smart buildings

and discusses privacy management in large-scale common contexts.

2.3.1 Privacy in Smart Homes

Although research on smart commercial buildings is limited, extensive studies have been

conducted on the privacy concerns of smart homes. This section will explore a selection of

these studies. Since smart homes rely heavily on data collection, many researchers have been

looking at smart home security and privacy issues [57, 312, 72]. With the increasing use

of smart devices in the home environment, there is a possibility that security and privacy

risks will increase. This is possible because in these environments new networked devices

are introduced that are connected to the internet and the vulnerability and reliability of these

devices would be questionable [312].

Chhetri et al. investigated smart home users' concerns through an analysis of 128

online reviews focused on smart home devices. To articulate these concerns, this study

makes recommendations to improve the design of smart home devices [72]. Another study

conducted by Zeng et al. addresses the privacy concerns of smart home users. Using semi-

structured interviews with smart home end-users, this study found that participants were not

aware of the potential technological threats, due to a lack of knowledge and understanding of
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smart home technologies [312]. A similar study was conducted to assess users' knowledge

of smart home technologies and their risks through semi-structured interviews [274]. The

study found that users' knowledge of smart home technologies does not in�uence their threat

models, instead users' concerns are shaped by their previous experiences with the companies

developing the products in other contexts [274].

Zheng et al. conducted semi-structured interviews with 11 smart home users to gather

insights about their long-term experiences with IoT devices. They found that users demand

improved privacy noti�cations and user-friendly settings, in addition to the fact that these

smart home users do trust IoT device manufacturers to protect their privacy [316]. In addition,

another study was conducted to investigate personal smart home assistants such as Alexa by

exploring users' perceptions of security and privacy through semi-structured interviews [1].

The study concludes that users are not fully aware of the potential risks associated with these

smart devices, which leads to incomplete mental models of these devices, which in turn leads

to users having a misconception of how the data is stored and what is done with it [1].

Moreover, a study explored the concerns expressed by users regarding IoT devices,

which involved a comprehensive examination with over 1000 participants who were asked to

provide their privacy preferences across a range of supplied scenarios. The �ndings indicate

that privacy preferences are varied and in�uenced by the speci�c context [209]. Participants

displayed greater comfort with data collection in public settings compared to private ones.

Additionally, they expressed more comfort when data collection was perceived as bene�cial

to them. The participants also expressed a desire to be informed about any data collection

activities and scenarios that made them less comfortable [209].

2.3.2 Privacy in Smart Building

The number of smart buildings is increasing worldwide thanks to the integration capabilities

of IoT devices [120]. This adding features of IoT devices, introduces new security and

privacy threats to the environment. This is due to the vulnerability and reliability of devices

that are connected or can connect to the internet [312, 290]. Sensors and devices in smart

buildings collect, process, and store large amounts of occupants and environmental data [317].

Occupants of smart buildings interact with the building in different ways to use its services.

The type of interaction with these devices varies widely: sensors, devices with limited

interfaces, RFID (Radio Frequency Identi�cation) tags, Near Field Communication (NFC),

and devices that respond to buttons or touch. It is worth noting that most of these devices have

limited or no interface, so users have no control over their con�guration. Smart building data

is generated from the interaction of users with the environment, with building management

managing the data in a centralised approach. When considering the design of smart buildings,
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it is essential to acknowledge that occupants may encounter privacy risks, including pro�ling,

tracking, monitoring, identi�cation, and surveillance.

Access control mechanisms are used in smart buildings using smart card readers, with

most organisations providing occupants with a unique smart ID card for use in building

facilities. A smart ID card is used to authenticate the identity of a person whose personal

details are registered in an organisation's knowledge base. This mechanism helps automate

authentication, access control, and authorization processes in a smart building. Conversely,

the use of this technology can enable the monitoring of occupants and the tracking of a

data subject's identity, location, and activities [293]. This could lead to users changing their

behaviour and work patterns when they are aware that these devices are constantly collecting

their data.

Akkaya et al. used spatio-temporal data collected from IoT devices such as temperature

sensors, RFID tags and surveillance cameras to monitor occupants and environments in real

time [4]. In this study, occupancy monitoring is carried out using different approaches such

as Wi-Fi, cameras, and sensors that reveal data about occupants in the context of behaviour

detection [4]. The data obtained from building sensors helps to manage the operation

of the building. This data can be analysed using various analytics to provide valuable

information. For example, applying machine learning to room temperature data can identify

individual activities in a particular area, whether reading, standing, walking, or working on a

laptop [205]. The sensors and devices used to collect, process, and manage a large amount of

user and environmental data, as the data collected is usually linkable [317]. The potential for

privacy violations arises when users connect to the building's Wi-Fi, as building management

systems have the capability to collect, store, and share information about occupants' locations

and movements while they utilise the building's facilities. Uncontrolled access to this data

poses a potential threat to privacy when it comes to monitoring and pro�ling occupants'

behaviour, activities, and preferences.

Furthermore, users' privacy can be violated by monitoring environmental sensor data

such as users' carbon dioxide CO2 footprint [55]. Monitoring and analysing the carbon

footprint of occupants can be a useful tool to promote sustainability and limit environmental

impacts. Tracking the carbon footprint in smart buildings generally involves capturing

data from a variety of sources such as HVAC systems, energy consumption meters, and

occupancy sensors. This data is analysed to calculate and assess the carbon emissions

generated by the operation of the building and the behaviour of its occupants [55]. This

implies that environmental sensor data can reveal information about occupants' activities,

location and even health status, which is seen as a threat to individual privacy. Moreover,

data aggregation through different IoT devices such as CO2 can be used to track and monitor
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occupants' activities [103]. Part of the data is considered public [138, 205], and may be

openly and unintentionally accessed via IoT search engines (e.g. shodan.io), while some

ambient and motion sensors are not protected and can be easily accessed by developers [197,

138]. Occupants do not have any control of their captured data and their awareness is limited

too [154, 138], and there is a lack of disclosure from those who manage these buildings [285,

138].

Privacy concerns arise from the fact that users are often unaware of what data is being

collected and how it is being used, and that consent is often implicit [225]. A study conducted

by Harper et al. in smart commercial buildings found that participants were not suf�ciently

informed about data collection and its use. Moreover, when the participants were presented

with a list of real sensors in the building and fake sensors (which do not exist in the case

study building), they were not able to distinguish between them, which shows a lack of

knowledge about what sensors are used in smart buildings [138]. Smart building users want

to determine what data is collected, who accesses the collected data, what data is used for

what purpose, and decide on the sensitivity of the data [138]. The study reported in this

section that the majority of the participants understand that there is a level of monitoring and

tracking at the workplace [138]. Notwithstanding, these participants are also concerned about

data inferences that would expose their private personal information through the monitoring

of various data sources [138]. Some potential implications would be fear from people in

leadership positions that they can use the data against those beneath them which is identi�ed

as a power relationships [138]. This kind of inference about the user's activities can increase

signi�cantly as more smart devices are brought together. User privacy concerns vary between

lack of control, awareness, transparency in data collection and pro�ling, and identi�cation

and monitoring of user activities, and it is essential to address these concerns in order to

protect user privacy in the smart workplace.

In conclusion, while a signi�cant body of research has examined the impact of user

privacy within the context of smart homes, studies in the context of smart buildings are

relatively less common. It is widely acknowledged that smart building technologies do

indeed have an impact on user privacy. However, the speci�c nature and extent of this impact

and harm remain uncertain, as it has yet to be comprehensively mapped to a privacy harm

taxonomy. Therefore, this thesis intends to answer the following �rst research question in

Chapter 1, 1.1:How is the privacy impact of smart building technologies mapped to the

various facets of the privacy harm taxonomy?
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2.3.3 User Studies

User Experience in Smart Buildings

The user experience in smart buildings can be greatly enhanced by using technology and data

to optimise building systems and create a more comfortable and ef�cient environment. These

buildings are designed to provide occupant bene�ts such as enhanced security, personalised

settings, real-time information and convenience. Overall, smart building technology can

signi�cantly improve the user experience by using data and enabling technologies to optimise

building operations for users. However, research in this area shows that users' experiences of

a smart building as a place to work/study are not always positive due to automation and other

factors.

The lack of system integration is seen as the main barrier to users adapting to these

environments. Tuzcuoglu et al. conducted eleven semi-structured interviews with of�ce

users after moving into a new smart of�ce building to analyse social interactions and user

satisfaction [279]. This study shows the users' need for spontaneous meetings and non-work-

related conversations between employees. Nevertheless, users expect smart technologies to

ful�l these needs. Smart of�ce layouts need to provide users with social areas away from

workstations that provide the necessary level of privacy and allow users to interact and build

social bonds [279]. Additionally, Vasileva et al. conducted a user study focused on smart

campuses as smaller-scale smart cities. The results suggest that using data and making it

publicly available is bene�cial, as open data can improve user experiences and provide an

example of a smart city [285]. However, this data needs to be explained to the user and

suf�cient protection measures need to be in place.

Moreover, Martin studied users' experience of a smart university building, focusing on

the con�icts in shared control systems [193]. This study employed a factorial survey to

measure the effect of the of�ce control interface and the con�ict type among the users. The

results illustrate that there are limited effects related to shared control systems, in terms

of con�ict with management decisions to manage the environment regarding the set value

for temperature and noise levels [193]. Moreover, several interviews were conducted with

academic staff to explore their experience with the building's environment. The results reveal

complaints concerning temperature and noise controls. Overall, this paper suggests that the

technology evolution should provide a pleasant user experience and a more comfortable

environment [193].

Furthermore, Harper et al. conducted an online survey involving 81 participants, residents

of a smart university building, to investigate their privacy concerns and preferences [138].

The study revealed that occupants of the smart building exhibited a lack of awareness



28 Background, Related Work and Background Information about Relevant Methods

regarding data collection and its utilisation. Additionally, participants were not able to

distinguish sensors that existed in the occupied building from dummy ones as they don't have

proper knowledge on the actual sensor collection in their work environment [138]. The paper

proposed several areas for enhancement in the user experience by smart building managers. A

key recommendation is to prioritise increased transparency, which can be facilitated through

induction sessions, online resources, visual dashboards, explicit consent, opt-out options,

and similar measures [138].

User Concerns in Smart Buildings

To understand the impact and consequences of the use of smart environments on users and

their concerns, a study was conducted with 575 participants from three different countries

(Germany, Spain, Romania) focusing on smart health environments [173]. The results show

that security and privacy are important concerns for users. Users gave various examples of

risks, such as the possible misuse of personal data, spying, pro�ling, invasion of privacy,

intrusions, personalised advertising and identity theft. This research shows that users are

highly aware of the potential risks associated with the use of these environments [173].

Users in smart environments use various personal IoT devices, such as smart watches,

where owners of these devices possess privacy concerns in these environments. Marky et al.

conducted 42 interviews to understand their perceptions of privacy in such conditions [191].

The results show that visitors to these environments want to be informed about the data

collected about them and want to communicate their privacy preferences within the envi-

ronment [191]. IoT device owners want to adjust the output of their devices when visitors

are on site. There is an urgent need to address these concerns as the number of IoT devices

increases and device owners and bystanders need to meet personal self-determination and

privacy requirements [191].

Moreover, through an online survey, Harper et al. studied 81 participants, the residents of

a smart university building, regarding their privacy concerns and preferences [138]. They

found that occupants of a smart building lacked knowledge about data collection and its use.

In addition, they reported common concerns about the privacy of the data collected and how

it might be used. Finally, participants expressed a desire for more transparency regarding

data collection processes and for consent and/or opt-out mechanisms [138].

User Preference in Smart Buildings

Several studies have been conducted to understand users' privacy perceptions and preferences

in shared smart buildings. Mare et al. surveyed 82 hosts and 554 guests to explore their
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preferences for smart devices, data collection and sharing, and their privacy concerns about

Airbnb accommodations [187]. They found some forms of tension and disagreement between

the guests and the hosts regarding data collection. Although the guests generally like the

presence of some smart devices, they are concerned about the monitoring of the users by

these devices [187].

Additionally, Bernd et al. studied bystanders' privacy concerns in the context of babysit-

ting [44]. This research conducted 26 interviews with nannies and 16 with parents to examine

domestic workers' experiences and privacy concerns in smart homes. The results show that,

although most nannies expect the house that they work in may have cameras and acknowl-

edge the bene�ts of cameras, they would like to be informed by their employers about these

cameras and their purposes [44].

Introna studied surveillance, privacy, and distributive justice in the workplace environ-

ment [148]. Modern technologies are used in workplaces and open opportunities for employee

surveillance, especially when these technologies are parts of the work infrastructure -the case

of smart buildings. This work argues that the private/public distinction is not effective in

workplace surveillance since the fundamental claim for workplace privacy is not related to

some personal space but rather a protection against the inherently political interests in the

`gaze' of the employer. Furthermore, allocating privacy rights and transparency is heavily

related to organisational justice [148]. These �ndings suggest that monitoring at work should

be avoided unless explicitly justi�ed by the employer, and employees have control over using

these data [148].

In conclusion, there are many research studies related to user privacy perception and

preferences in smart homes, i.e., babysitting and Airbnb accommodations, in contrast to smart

buildings. Moreover, studies that focus on smart buildings, i.e., of�ces, health environments,

and universities, investigate privacy in terms of personal IoT devices, users' social interaction,

or con�icts in shared control environments, leaving other matters like user privacy perception,

preferences, and concerns understudied. Therefore, this thesis intends to answer the following

second research question in Chapter 1, 1.1:What are the perceptions and preferences

of smart building users in relation to the data collected, and how do they perceive the

trade-off between utility and privacy in this context?

Privacy Mechanism: Decision on Behalf of Users

Several studies have been conducted to provide mechanisms to manage large-scale user

privacy in different shared contexts i.e., smart city, and health data [121, 21]. Data privacy

controls can be de�ned as technical, administrative, and physical measures used by organ-

isations to protect personal information from unauthorised access, misuse, alteration, or
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destruction [255]. These controls help organisations to comply with data privacy laws and

regulations and ensure the privacy of individuals. The need for data privacy control has

increased with the growing amount of personal information being collected, stored, and

processed by organisations. This information can include sensitive information related to user

identity, activities and routines, making it crucial for organisations to implement strong data

privacy measures to protect users' data. Management of the organisation plays an important

role in deciding individual privacy and data collection and sharing practices.

In the context of health data, a study was conducted to facilitate the use of health data

for research while protecting the privacy of users [121]. The study aims to make more

meaningful use of health data and improve patient health and care by making this data

available for research by scientists, healthcare providers, and commercial organisations. The

paper proposes that a data trust committee - a group of citizens that makes decisions on

behalf of users and advises on whether data access requests should be supported - would

be responsible for reviewing all requests and making a decision based on privacy principles

previously agreed with users. These principles were developed based on several workshops

held with patients/citizens to regulate access to routinely collected health data [121]. These

were used to inform the protocol.

Another research was conducted to address users' privacy in the smart city through urban

data trust [21]. The study developed a trust mechanism towards collected data with the

support of the “steward of urban data and the public interest" [21] and established a list of

actions to respond to problems related to data extraction practices. The urban data trust's

mission is to protect users' privacy, make decisions on their behalf, set responsible standards

for data sharing, and allow citizens to share the bene�ts of the data collected about them.

As per the literature review, privacy can be managed through a trust mechanism in which

users' privacy can be decided upon by a select group of people through certain procedures.

In the domain of health data and smart cities, this notion has been successfully utilised, but

not in the context of smart buildings. Therefore, this thesis intends to answer the following

third research question in Chapter 1, 1.1:Can we establish a privacy design mechanism

to meet users' privacy preferences and explore the possibility of the trade-off between

utility and privacy in the collection and use of data within a smart building?

2.4 Background Information about Relevant Methods

This section provides a clear description of the background information concerning relevant

methods and approaches, including their de�nitions and understanding. These were utilised to

address the research questions outlined in Chapter 1. A comprehensive study was conducted
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on the various smart building technologies and devices to understand their impact on users'

privacy violations and disclosure of their data, which helped me design a mechanism to

protect users' privacy - the Privacy Committee in Chapter 5.

The background information in 2.2, helps to better de�ne the problem area and narrow

down the focus of the research. A detailed overview of the de�nition of privacy, privacy

threats, and privacy concerns has been provided to better understand the privacy threats and

requirements of users in smart buildings. Related work in 2.3 provides a current review of

similar problems, solutions, and their limitations that future researchers should address. The

results of these research studies de�ne the research questions that will be answered in this

thesis.

Different research methodologies are used in this thesis to answer the research questions

presented in Chapter 1. A summary of the different methodologies used in this thesis can

be found in Table 2.1. Detailed methodologies and relevant objectives for each study are

presented in the respective chapters: Chapter 3, Section 3.2; Chapter 4, Section 4.4; and

Chapter 5, Section 5.4.

Chapter Methodology

Chapter 3 Secondary Qualitative Research and Solove's Taxonomy
Chapter 4 Semi Structure Interviews with smart building users
Chapter 5 Focus Group with smart building users

Table 2.1 Summary of The Different Methodologies Utilised In This Thesis

In the following subsections, I will provide detailed explanations of the de�nition and

understanding of each different method utilised for this thesis.

2.4.1 Secondary Research

In contrast to primary research, which involves acquiring fresh material directly from original

sources, secondary research entails gathering information and data that already exist. Sec-

ondary searches are an important step in the research process and are frequently used to get a

more comprehensive understanding of a subject, spot gaps in the literature, examine previous

research, and acquire data to support your own �ndings or positions [144]. Secondary

information sources include books, databases, papers, meta-analyses, and reviews of linked

literature. During a secondary search, it is essential to develop effective search strategies

such as utilising �lters, Boolean operators (AND, OR, NOT), and keywords to �nd relevant

sources.
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2.4.2 The Solove's Taxonomy

In 2005, legal scholar Daniel J. Solove introduced a Taxonomy of Privacy [266]. The Solove

Privacy Taxonomy aims to provide a comprehensive insight into the multitude of privacy

issues acknowledged by various cultures worldwide [266, 267]. Solove emphasises that

to grasp the concept of privacy, we must perceive and comprehend it within its diverse

context, rather than as a singular common factor [266, 267]. In other words, instead of

trying to identify the common factor among the freedoms encompassed by privacy, we should

conceptualise it by concentrating on the domains of disruption. From this perspective, privacy

does not possess a uniform value universally across all contexts and cultures [266, 267].

In Solove's book, "Understanding Privacy" he observed that people have delineated

privacy in numerous ways, encompassing concepts such as freedom of thought, autonomy

over one's body, seclusion in one's home, control over personal information, immunity

from surveillance, safeguarding one's reputation and defense against searches and interroga-

tions [267, 141].

The confusion and ineffectiveness arising from con�icting interpretations of privacy

underscore the signi�cance and in�uence of Daniel Solove's research on the contemporary

privacy dilemma [266]. Beginning in 2001 with a series of ongoing articles and books, Solove

aimed to transform the entire discourse on privacy. Instead of �xating on de�ning privacy, he

advocated a shift towards questioning the purpose of privacy [84]. Solove contended that

automated systems fueled by personal data not only drive surveillance tools but also underpin

systems that make decisions impacting individuals' personal lives [141].

The Solove Taxonomy takes an approach to conceptualise the social and legal dimensions

of privacy from the grassroots level, as opposed to de�ning privacy as a singular concept

from a top-down perspective [267]. Initially introduced in a law review article, the Solove

Taxonomy has undergone revisions and has been emphasised as a tool for comprehending

privacy [266, 267]. The primary objective of this taxonomy is to improve privacy legislation

and policy by breaking down the concept of privacy into distinct actionable elements [267].

Solove's contributions to the �eld of privacy have had a signi�cant impact on scholars,

policymakers, and practitioners. The taxonomy is categorised into 16 sections distributed in

four primary classi�cations, as illustrated in Table 2.2.

To illustrate,information collection focuses solely on privacy issues arising from the

gathering of information, encompassing surveillance and interrogation [71]. Surveillance

techniques include means to observe, hear and document movements of a subject, while the

term interrogation refers to techniques an organisation can employ to question or extract

information from a person [71].
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Information Collection Information Processing

Surveillance Aggregation
Interrogation Identi�cation

Insecurity
Secondary Use
Exclusion

Information Dissemination Invasion

Breach of Con�dentiality Intrusion
Disclosure Decisional Interference
Exposure
Increased Availability
Blackmail
Appropriation
Distortion

Table 2.2 The Solove Taxonomy

Information processing refers to techniques for storing, modifying, or working with

data about a subject. Aggregation brings together disparate, previously independent data

points on a topic. Identi�cation demonstrates the process a business uses to determine to

which individual a particular set of data belongs to [71]. Insecurity arises from improper

data storage protection. Secondary use is the use of data for reasons other than the original

ones for which it was provided. Conversely, exclusion refers to a subject's incapacity to

understand how their data is being used [71].

Furthermore,information dissemination includes privacy violations that arise from

the disclosure of personal information about an individual. The harm resulting from the

breakdown of a trust agreement protecting the privacy of a subject's information is referred

to as a "breach of con�dentiality" [71]. "Disclosure" refers to the negative consequences

of making correct information about a data subject publicly known. The term "exposure"

means that information about a person's body, grief, or physiological processes is shared.

"Increased accessibility" refers to the methods by which publicly available information on

a subject can reach a larger audience than it did in the past [71]. A threat of data release

is known as "blackmail" and is directed towards those who provide their information. The

utilisation of a subject's identity or information for the bene�t of the organisation rather than

the individual is termed "appropriation." Damages linked to the disclosure of falsi�ed data

about a subject are categorised under "distortion" [71].



34 Background, Related Work and Background Information about Relevant Methods

Additionally, the many incursions in a person's private life are collectively referred to

asinvasions. The term intrusion refers to any harm that arises when someone's privacy

and tranquility are violated. An intrusion into a person's private decision-making process is

known as decisional interference [71].

2.4.3 Qualitative Analysis

There are three primary methodological approaches: qualitative, quantitative, and a com-

bination of both known as mixed-methods [203]. Interpretivism serves as the foundation

for qualitative research, as it involves the researcher examining the social reality by relying

on their own comprehension and subjective interpretation of the phenomenon being investi-

gated [100, 214]. According to Aspers, qualitative research can be de�ned as "an iterative

process in which improved understanding for the scienti�c community is achieved by making

new signi�cant distinctions resulting from getting closer to the phenomenon studied" [25].

Qualitative research employs a multi method approach, emphasising interpretation and

a naturalistic investigation of its subject matter. This approach involves studying phenom-

ena within their authentic environments, with the aim of comprehending and interpreting

the signi�cance attributed to them by the individuals involved [26]. Qualitative research

encompasses the deliberate use and gathering of various empirical materials, such as case

studies, personal experiences, introspection, life stories, interviews, observations, historical

records, interactive data, and visual texts. These materials serve to depict both ordinary and

challenging moments as well as the signi�cance attributed to them in individuals' lives [101].

While interpretivism, as a research approach, presents its strengths, it also comes with

limitations. The approach is heavily based on subjective interpretation and understanding,

which can introduce bias into the research process. The personal perspectives and experi-

ences of researchers may in�uence data collection, analysis, and interpretation [15, 206].

Interpretive studies often concentrate on speci�c contexts or individuals, posing challenges in

generalizing �ndings to broader populations or situations. These studies can involve unique

contexts, interactions, or interpretations that are dif�cult to replicate. It's crucial to note that

the suitability of the interpretive approach depends on the research question, context, and

goals of the study [264]. Researchers should thoroughly contemplate these limitations and

select a research approach that aligns with their objectives and the nature of the phenomena

under investigation. Furthermore, regardless of the study topic, there has been signi�cant

and substantial growth in the use of quantitative studies in the past �ve decades [26].

Qualitative research frequently produces conceptual frameworks that are implemented

through a variety of techniques for data collection and analysis. Exploring does not adhere

to prede�ned questions or structured procedures, allowing the emergence of unexpected
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�ndings [90]. The prominent data collection techniques frequently used in qualitative

research include narratives, case studies, phenomenologies, ethnographies, and grounded

theories [51].

2.4.4 Quantitative Analysis

Quantitative research involves the numerical representation and manipulation of observations

with the aim of describing and explaining the phenomena they re�ect. This methodology

�nds application across a broad range of natural and social sciences, spanning disciplines

such as physics, biology, psychology, and sociology. Furthermore, as de�ned by Cohen,

quantitative research refers to social research that utilises empirical methods and makes

empirical statements [85]. According to Cohen, an empirical statement is characterised

as a descriptive statement that pertains to what is observed in the "real world" rather than

expressing normative judgments about what should be [85]. Quantitative research commonly

expresses empirical statements in numerical terms. Another aspect of quantitative research

is the application of empirical evaluations, which involve assessing the extent to which

a speci�c program or policy empirically meets or fails to meet a particular standard or

norm [85]. Furthermore, Creswell has provided a succinct de�nition of quantitative research

as a research approach that aims to explain phenomena by gathering numerical data and

subjecting them to analysis using mathematically based methods, notably statistics [89].

Compared to qualitative research, the quantitative approach is characterised by its strict

objectivity, which is often associated with the positivist paradigm [92, 253]. Quantitative

research aims to derive knowledge by testing hypotheses regarding the relationships between

variables. As a result, the analysis focuses on numeric and measurable values to assess these

relationships [26]. The data undergoes analysis through a variety of statistical techniques,

accompanied by the validation process that includes conducting reliability and validity tests.

Common approaches to data collection in quantitative research include experiments, cross-

sectional studies, and longitudinal strategies [74]. Additionally, quantitative experiments

have a higher rate of validity because they can introduce control conditions [169, 200].

2.4.5 Mixed-method

Mixed-method research combines elements of both quantitative and qualitative approaches,

incorporating characteristics from both. This type of research does not align strictly with

either the interpretive or positivist research paradigms. The research takes a pragmatic

approach, where the choice of research methods is context-speci�c. The researcher has the

freedom to select the method that is most suitable for a given situation in order to address
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the research problem effectively [89]. The rationale for integrating research methods must

be adequately justi�ed [90]. Various reasons may underlie the decision to combine research

methods, including the desire to complement �ndings, gain a deeper understanding of the

phenomenon under investigation, or introduce a transformative agenda to the research [91].

Mixed-method research approaches can vary depending on how two contrasting methodolo-

gies are combined. The integration can take place within the same stages, leading to a partial

integration. Conversely, when the combination of research methods occurs at different stages,

it signi�es full integration [211, 221]. Additionally, the use of qualitative and quantitative

research methods can be concurrent, taking place at a single phase or point in time, or

sequential, occurring at different phases [90].

2.4.6 Thematic Analysis

Thematic analysis (TA) is a widely used method for analysing collected data and generating

insights both in psychology and beyond [277]. In this method, themes and content analyses

are identi�ed [96] for qualitative [33] and quantitative data [77]. In terms of qualitative

data, large amounts of information are often collected through methods such as interviews,

observations, and document analysis. Unlike quantitative data, which can be easily measured

and analysed using statistical methods, qualitative data is usually textual or visual in nature

and requires interpretation.

Thematic analysis is suitable for data interpretation, deductive and inductive approach,

analysis in two different phases of the data and coding and categorisation. Interpretation plays

a crucial role in analyzing qualitative data because it involves making sense of the collected

information, identifying patterns, themes, and relationships, and deriving meaningful insights

from the data. Researchers engage in a process of coding, categorising, and organizing the

data to uncover underlying meanings and themes [62, 85]. Researchers often start with a

descriptive level of coding, where they identify and label different segments or units of data

based on their content or characteristics. This initial coding helps in organizing the data and

creating a preliminary structure for analysis. This involves making connections between

codes, exploring the underlying meanings, and developing a conceptual understanding of the

data. As the analysis progresses, researchers may re�ne or revise the codes and categories,

merge similar codes, or create new ones to capture emerging themes or concepts. This

iterative process of coding and analysis helps to identify and highlight meaningful hidden

insights about the data [174]. Moreover, the �exibility of thematic analysis allows researchers

to conduct inductive and deductive methodologies [119].

The inductive approach in data collection starts with precise content and then moves to

broader generalisations and �nally to theories. On the other hand, the deductive method aims
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to test existing theories. Furthermore, in order to compare the collected data with the partic-

ipants' perceptions, other comparative methods need to be applied, e.g. the questionnaire

as a deductive approach [12]. To examine the matched observational data in terms of the

constructed meanings that emerged from participants' opinions or feedback during the study,

an in-depth analysis could be conducted focusing either on the perspectives of individuals or

groups of individuals [74].

Different researchers have different preferences when it comes to preparing and analyzing

qualitative data. While some researchers choose automated tools like NVivo, others prefer

traditional manual methods. Software like NVivo is bene�cial for qualitative data analysis as

it helps in gathering, organizing, and grouping the evidence into relevant themes or ideas.

It enhances the rigour of the analytical process by providing a structured framework for

analysis and validating �ndings that go beyond the researcher's subjective impressions of

the data. Moreover, using software allows for analysis at a more granular and speci�c level,

enabling deeper exploration of the data [12].

2.4.7 Data Collection Method

This section discusses the data collection methods conducted in this research to identify

users' perceptions, preferences, and concerns in smart buildings, to co-design the privacy

mechanism, and to evaluate the designed approach for privacy management in these buildings.

Interviews

In qualitative research, interviews and focus groups are widely used as primary methods for

data collection. Interviews serve as a means to delve into the perspectives, experiences, be-

liefs, and motivations of individual participants, while focus groups leverage group dynamics

to generate qualitative data [128].

Semi structure Interview

The bene�ts of conducting qualitative research lie in presenting a holistic understanding of

the phenomenon under inquiry using predominantly subjective qualitative data, where the

results are concluded based on observational and other quantitative data [86, 245]. One form

of qualitative research is the interviews, which serve as a means for researchers to directly

collect information from participants. Through interviews, existing information is elicited

from participants in the form of answers, enabling its interpretation and understanding of

the topic under study [117]. The interview can take the form of one-on-one interactions
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or group meetings, both of which are purposeful conversations aimed at achieving speci�c

goals [198].

A semi-structured interview (SSI) is a type of interview methodology that lies between

structured and unstructured interviews. In a semi-structured interview, the researcher has

a predetermined set of questions or topics to guide the conversation, but there is also

the �exibility to explore new avenues and delve deeper into certain areas based on the

participant's responses. Semi-structured interviews are related to interviews in general

as they are a speci�c approach within the broader spectrum of interview methodologies.

They provide a balance between the rigid structure of a fully structured interview and the

open-ended nature of an unstructured interview. This approach allows for both standardized

data collection and the opportunity for participants to provide more nuanced and contextual

information about feelings, beliefs, and perceptions on speci�c topics [31, 159].

The SSI methodology enables researchers to obtain comprehensive and detailed data

directly from the participants, capturing their emotions, motivations, and interpretations

through their own words and expressions and to uncover knowledge through interaction,

conversations, and subjects from different life experiences [158]. The SSI serves as a method

crafted to paint a vivid portrayal of the participant's viewpoint on the research topic. The

researcher's interviewing techniques stem from a keen interest in extracting all information

the participant can provide on the research topic.

There are advantages and disadvantages regarding SSI, for the advantages this method is

considered invaluable for encouraging participants to openly share their personal feelings,

opinions, and experiences. Generally, in-depth interviews foster a sense of con�dence and

relaxation among participants, prompting them to articulate their deepest thoughts on the

research topic. The SSI has the capacity to synthesise various themes, allowing for �exibility

in discussing multiple topics with different themes in this approach [158]. Furthermore,

the interactive nature of the SSI creates space for free responses from the interviewee

[158]. During SSIs, researchers can critically analyse conversations and initially super�cial

responses, uncovering multi-layered conclusions [158]. Researchers can diligently follow

up on both verbal and non-verbal responses, such as hunches, laughter, and silence, to

unveil hidden information crucial for the �nal data analysis of various themes extracted from

the conversation [243]. Moreover, this approach is considered cost-effective and provides

valuable information challenging to obtain through other quantitative research methods.

However, the disadvantages of SSI include limitations in generalising results, potential

alteration of results with improper use, and the responsibility on the researcher to construct

written transcripts, which may lead to misinterpretation of the interviewee's intended meaning.

Additionally, the researcher's ideology and theoretical standpoint can in�uence interview
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outcomes. Therefore, interviews require careful preparation and convenient scheduling

[244]. Some argue that recognising the race and gender of the interviewee might impact the

interview outcome, although due to insuf�cient knowledge, this issue may not signi�cantly

affect the interview outcome [23].

Focus Group

Focus group workshops offer valuable insights that individual data collection methods cannot

capture due to their group dynamics, making them particularly useful for gaining deeper un-

derstandings of complex issues. While they share similarities with less structured interviews,

focus groups go beyond gathering similar data from multiple participants simultaneously.

They entail structured group discussions guided, monitored, and recorded by a researcher,

often referred to as a moderator or facilitator [166, 204].

A focus group aims to uncover the perceptions, thoughts, and impressions of a chosen

group of individuals regarding a speci�c investigation topic [157]. Participants should feel

free to express any opinion, creating a non-threatening environment, regardless of alignment

with others in the group [199].

The application of focus group techniques has evolved differently in the public and private

sectors, serving as a valuable tool for gathering collective perspectives and understanding

participants' experiences and beliefs [204]. Criteria for using focus groups in research

include exploring group norms, meanings, and processes; complementing other methods;

and providing feedback to research participants [47].

Careful consideration of group dynamics and composition is crucial for ensuring high-

quality discussions. Factors like age, gender, and social and professional backgrounds

in�uence the data, and understanding group interactions is essential for creating an optimal

environment [271]. Interaction is key to the success of focus groups.

Group size is signi�cant in focus group research. Over-recruitment is advisable to manage

potential non-attendance, with an ideal group size of six to eight participants, although

successful groups can range from three to 14 participants. Small groups may limit discussion

depth, while larger groups can pose challenges for moderators and frustrate participants [271,

47].

There are advantages and disadvantages to the focus group method, the advantages of

this method is to provide valuable information, particularly when participants represent

smaller groups of interest overlooked by quantitative research or within speci�c areas of

investigation [199]. Similar to SSI, the focus-group method is considered among the most

practical applications of qualitative studies because it provides valuable information to

investigate the topic at a low cost compared to other quantitative studies. Participants can
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actively challenge, argue, and engage in debates with each other, often resulting in the

emergence of in-depth and rich data. Moreover, focus groups are particularly effective

for addressing sensitive topics [60]. The experience is enjoyable for interviewees and is

applicable even for illiterate individuals [244].

In regards to the disadvantages of the focus group method, this type of interview requires

careful prearrangement. Additionally, transcription can be challenging, especially when

overlapping occurs [99]. The number of questions tends to be fewer compared to other

interview types, and con�dentiality becomes a concern with this approach [244]. The analysis

stage is a complex process, especially in the context of focus groups, due to the substantial

amount of recorded data [60, 15]. Moreover, the focus group method has a limitations in

generalising the results. Also, the results can be altered if the approach followed is used in

an improper manner [199]. In a focus group, participants tend to behave according to their

personalities, and there is a risk that people with weaker personalities may follow those with

stronger personalities in certain situations [199]. Additionally, there are instances when the

topic being discussed is uncomfortable, which leads participants to hesitate to express their

genuine opinions. Their primary concern becomes the perception that other participants may

form about them rather than expressing their true thoughts on the subject [199].

Co design Study

Co-design is an innovative approach that promotes and allows inclusive participation of

individuals in the resolution of social problems. It serves as a powerful tool to manage change

by fostering collaboration within organisations and among local communities. Co-design also

carries intrinsic value, where the act of participation itself holds signi�cance, independent of

any instrumental value it may have in achieving other positive outcomes [251].

Co-design can be described as a meticulously guided and collaborative process, involving

the concerted efforts of researchers, and developers working in de�ned roles. Co-design

focuses on addressing a speci�c and tangible innovation challenge [246]. Similar to partici-

patory design, co-design starts with the objective of creating a concrete innovation. However,

this characteristic sets co-design apart from open-ended and exploratory research on learning

innovations, which aims to explore problem spaces or theoretical constructs without a prede-

�ned outcome in mind [246]. The co-design approach enables collaborative design in which

different users share their views and work together to develop new designs [291, 270].

Co-design places signi�cant emphasis on the usability of designs within speci�c learning

contexts, aligning it with the user-centered design principles [61] and the scenario-based

design processes [247]. The commitment to active teacher participation in the design process

is a shared value between co-design and participatory design [111, 172, 246]. In co-design,
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the user is considered a collaborator rather than a sole research subject, as Sanders [251].

This perspective diverges from the traditional view of users in other design domains, where

their participation is sought but primarily as research subjects [273]. At the conclusion of a

co-design study, a diverse range of ideas and opportunities are gathered, encompassing both

low-cost solutions and potential policy-in�uencing and inspiring ideas, as highlighted by

Szebeko [273].

Questionnaires

A questionnaire is a valuable research instrument comprising a series of carefully crafted

questions aimed at collecting data from respondents. It serves as a crucial method for data

collection, enabling researchers to quantitatively measure speci�c variables or objectives

through the use of structured questions [319]. In any study employing questionnaires,

it is essential for researchers to uphold the validity and reliability of the collected data

in order to facilitate accurate data analysis [242]. Broadly speaking, questionnaires can

be divided into three main types: qualitative questionnaires (closed-ended or structured),

quantitative questionnaires (open-ended or unstructured), and mixed-method questionnaires

(closed-ended and open-ended).

However, it is important to note that each type of questionnaire has its own advantages

and disadvantages [258]. Qualitative or closed-ended questionnaires are known for their

ef�ciency and ability to provide accurate results that can be easily analysed [129]. On the

other hand, Gillham argues that open-ended questionnaires can yield a greater diversity of

responses but may pose challenges in analyzing the results [129]. Alderson and Scott further

support the idea that quantitative questionnaires are more precise in capturing participants'

opinions [9]. Therefore, researchers often �nd that employing mixed methods questionnaires,

which incorporate both closed-ended and open-ended questions, is a suitable approach to

data collection, allowing for a comprehensive understanding of the research topic.

2.5 Case Study - Urban Science Building

The design of this study is tailored to investigate the sensors and functions employed in a

speci�c smart building, the Urban Sciences Building (USB). Completed in August 2017, the

USB is a £58 million state-of-the-art structure situated on the £350 million Newcastle Helix

regeneration site in the heart of Newcastle, United Kingdom. The Newcastle Helix aims to

establish a large-scale urban innovation demonstration, or "living laboratory", to support

research aimed at making urban areas more sustainable for future generations. An integral
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part of this concept is the USB, which is testing innovative energy systems, materials, and

smart engineering.

The USB was designed to host a wide range of activities, including teaching, laboratory

research, conference events, and the testing of smart technologies in real time for emerging

urban sustainability. This university building may be occupied by as many as 1200 students,

55 academic staff, and 120 postdoctoral researchers, alongside regular visitors from across

academia, industry, and government. Moreover, large parts of the USB are also open to

the general public. The core functionality of the building is comparable to that of other

contemporary smart buildings. Due to the `building-as-a-lab' design employed, over 4000

sensors have been integrated in open spaces and in the structure of the building itself, and

these collect an average of one million data points per day and with around 16000 data

networks. These features make the USB one of the most heavily monitored buildings in the

world.

Moreover, USB smart building systems use different sensors to ful�ll various functions

and provide different services. These sensors collect digital or analog data relating to

temperature, humidity, CO2, sound, presence, position, brightness, heat, and occupancy.

In addition, many sensors collect data related to building system performance to monitor

operations and detect faults. However, most of these sensors collect data from the occupied

building space automatically or through data input directly from the building occupants. A

list of installed sensors that collect environmental data in the USB is shown in Table 2.3.

Sensors and devices in smart buildings collect, process, and store large amounts of data

concerning occupants and environmental variables [317]. Occupants of smart buildings

interact with the building in different ways when using its services. The types of devices

vary widely and include sensors, devices with limited interfaces; RFID (radio frequency

identi�cation) tags [202], near-�eld communication (NFC) [11], and devices that respond

to buttons or touch [152]. It is worth noting that most of these devices have limited or no

interface, and so users have no control over their con�guration or settings. Smart building data

is generated from the interaction of users with the environment, and building management

staff manages the data using a centralized approach. When considering the design of smart

buildings, it is essential to acknowledge that occupants may be subjected to privacy risks,

including pro�ling, tracking, monitoring, identi�cation, and surveillance, without being

aware of the technologies involved and associated privacy issues.

All sensor data can be collected and stored in a central building management system

(BMS) server that can receive a massive amount of data and store it securely. These data

can be accessed and visualized through a web-based user interface. Building owners and

managers can use visualization to view information related to the current state of building
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systems and the internal environment, such as temperature, air pressure and presence. The

data is temporarily stored in the controllers of building systems and interconnected BMS

networks. Data transmitted in BMS networks contain more detailed information than is

accessible through the BMS server.

To enable research and building experiments to be conducted in the smart university

building as a living laboratory, large-scale data storage is required. Therefore, the building

observatory captures live BMS data from the networks and stores them on campus servers.

Data are particularly stored when an event changes, such as a room changing from being

unoccupied to occupied. Captured building data is shared with multiple parties to manage

and monitor building performance. These include building management staff, estate services,

IT support, network support, and organisation management. Additionally, data is shared with

external engineers who perform regular maintenance on building systems. Smart building

data is also shared with building system suppliers to monitor performance, provide updates,

and inform future system designers. In addition, building data can be shared for research

purposes related to environmental, sustainability, building systems and materials, and energy

usage research. In addition, high rates of requests for access to the data are received from

researchers within and outside the university.

Further details of the USB can be found at its dedicated webpage at:

https://www.ncl.ac.uk/computing/about/usb/.
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Environmental Data Collectors Environmental Data Sources

Temperature sensors HVAC systems
Thermostats HVAC systems
CO2 sensors HVAC systems
Humidity sensors HVAC systems
Water meters Water management systems
Energy meters HVAC and lighting systems
Occupancy sensors HVAC and lighting systems
Light level sensors Lighting systems
Lighting controls Lighting systems
Smart card readers Electronic door locks
Smart card readers Elevators
Smart card readers Attendance system
Door releases Electronic door locks
Surveillance cameras CCTV systems
Contact sensors Doors and Windows
Elevator controls Elevators
Smoke detectors Fire detection system
Heat detectors Fire detection system
Manual �re call points Fire detection system
Card payment terminals Cafe, Vending machines

Table 2.3 The USB data collectors and sources

2.6 Conclusion

This chapter serves as a comprehensive background to key topics relevant to the research

conducted in this thesis, aiming to provide thorough background information and review

related work pertaining to privacy issues in smart buildings. Topics covered in this chapter

include an overview of smart buildings, privacy, and an overview of the concerns, perceptions,

and preferences of users in these buildings. Furthermore, related studies conducted in a

similar context, namely in the �eld of smart homes, are presented in this chapter. The

characteristics of the case study and the smart building in which the study was conducted

are also presented in detail. In addition, this chapter provides an introduction to privacy

mechanisms and solutions in shared contexts. The background information about relevant

methods was also presented in detail in this chapter.

While previous studies have focused on users' perceptions of privacy and preferences on a

small scale, for instance, in smart homes, there is a lack of in-depth studies investigating user

privacy in smart commercial buildings, e.g. of�ces, universities, etc. Most previous studies

on smart of�ce buildings were conducted in the form of quantitative surveys, which did not

allow participants to be interviewed and questioned. In addition, research areas that address
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the design of privacy mechanisms in these environments are important and less explored. The

different user attitudes and power dynamics between occupants of smart buildings motivate

further research on users' privacy perceptions and preferences in these buildings.

In this thesis, I contribute to �lling this gap by conducting user studies to understand the

factors that impact users' privacy concerns and to help shape how they want to protect their

privacy in smart buildings at the university.

In the next chapter, I will conduct secondary research on the impact of smart building

technologies on user privacy. The motivation behind this research is to identify the issues

relevant to the use of these technologies in terms of user privacy, including the types of data

that could be revealed by these devices. This research aims to explore how such data can

lead to the identi�cation, monitoring, and tracking of users, with the intention of mapping

these impacts to Solove's taxonomy of privacy harms.





Chapter 3

Impact of Smart Building Technology on

Privacy

Overview

This chapter describes a secondary research study in which relevant research �ndings on

smart building technologies (SBT) and privacy are gathered and analysed. To address privacy

concerns associated with smart buildings, the objective of this study is to investigate and

understand the underlying causes of privacy issues by exploring the types of data that can

be collected through sensor use and mapping these privacy impacts to Solove's taxonomy

of privacy harms. By examining the functioning of various sensors within smart buildings,

the study seeks to uncover speci�c information that can potentially be disclosed about its

occupants. This chapter focuses on two main topics: smart building technologies and privacy.

Firstly, the smart technologies that are used in these buildings are examined along with

their functionalities, and secondly, the privacy implications for occupants of these SBT are

summarised. The study begins by highlighting that users interact directly with the building

sensors such as through smart card readers or indirectly via environmental sensors, which

might violate their privacy and facilitate surveillance, tracking, and personal identi�cation.

The Urban Science Building (USB) is the site of the case study for this research, and the

�ndings indicate that the privacy of occupants in a smart building can be compromised

due to extensive data collection practices which may result in the disclosure of personally

identi�able information. This work contributes to the analysis of SBT privacy impacts from

the perspective of privacy taxonomy theory. It aims to map the different SBT based on

their privacy impacts with Solove's taxonomy of privacy, which is a well-recognised privacy

taxonomy for informational privacy.
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3.1 Introduction

There are some motivational real-world examples of smart buildings as workplaces where

privacy vulnerabilities and threats to employees have been explored. In 2017, the HRDIVE

news reported that the London-based bank Barclays installed sensors to monitor which

bankers were at their desks. These devices, called OccupEye, utilise heat and motion

sensors to record the duration employees spend at their desks [282]. While the primary

purpose of these sensors is to manage space and reduce costs, employees reported not being

adequately informed about this technology and expressed concerns that being tracked in this

manner could violate their privacy [282, 140]. Technology is increasingly being utilised

by investment banks to monitor employee time. At Barclays and through this technology

supervisors can determine how much time traders, analysts, and salespeople should allocate

to each client, thanks to a computer system that tracks the revenue generated from each

client interaction [282, 149]. Similar cases have been reported in other banks, such as Lloyds

Banking Group [282].

In a smart workplace, employers have access to various technologies for monitoring em-

ployees, such as phones, computer screens, video surveillance, and even smart seat cushions

that track health metrics. Despite the need for further research, some companies perceive em-

ployee monitoring tools as potential avenues for improving worker ef�ciency, accountability,

productivity, and safety. However, such systems can give rise to legal challenges, including

invasion of privacy, allegations of unfair labor practices, and accusations of discrimination.

Employers who monitor employees should ensure compliance with evolving federal and

state laws and carefully review their employee handbooks and relevant written policies [18].

In the realm of education, privacy stands out as a primary concern for higher education

institutions. The advent of the Internet of Things (IoT) has introduced complexities to the

landscape of data privacy, giving rise to two distinct privacy considerations: autonomy privacy,

which pertains to individuals' rights to conduct their activities without undue surveillance by

an organisation, and information privacy, which concerns individuals' rights to have a say

in how their personal data is utilised by an institution [216]. The IoT enables institutions to

gather an ever-expanding volume of data, much of which is unprecedented. For example,

colleges could employ various technologies such as beacons, smartphones, wearables, and

smart ID cards linked to student devices to track students' movements across campus, from

the library to the recreation center. While the motive behind collecting such data may be

noble — for instance, to assist students in identifying behavioral patterns and correlating

them with their academic performance — the ethical terrain remains largely uncharted, and

the potential risks are signi�cant. Although certain surveys indicate that students may be

accepting of data usage provided it is transparent and serves their interests, institutions
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should actively seek students' input on data initiatives. Educational leaders ought to consider

implementing campuswide training programs to ensure that staff, faculty, and students alike

comprehend these parameters and are equipped to uphold them. Additionally, IT personnel

should collaborate closely with other departments to integrate privacy safeguards into all

data-driven initiatives [216].

Examination of three prominent learning analytics platforms, designed to monitor student

attendance at lectures, library visits, and other activities, reveals that at least 27 universities

across the UK have implemented such software. However, the extent of intrusive tracking

mechanisms employed by universities to monitor their students remains opaque and lacks

adequate oversight [76].

Hannah Smethurst, a legal tutor conducting research on the impact of technology at the

University of Edinburgh, notes that many of these software systems possess a wealth of

student information surpassing that held by some �nancial institutions. While the initial aim

may appear benign, ensuring student attendance in classes, Smethurst warns of the potential

for well-being checks to morph into data-driven mandates compelling students to perform

speci�c tasks. This prospect has also raised concerns within the National Union of Students

(NUS) [76].

According to Larissa Kennedy, NUS president, such tools are often deployed with

minimal explanation regarding their purpose, necessitating legal assurances regarding the

utilisation of student data at the very least. The lack of transparency not only contributes

to students' mistrust of universities but also exacerbates anxiety, worsens mental health,

and discourages political engagement. Kennedy emphasises the importance of resisting the

transformation of educational environments into surveillance apparatuses [76].

These instances demonstrate that smart building technologies have the potential to infringe

upon users' privacy in real-world scenarios, underscoring the importance of further research

focusing on the impact of these technologies on user privacy and the ethical considerations

in their implementation.

3.2 Methodology

The main research question in this study is "How is the privacy impact of smart building

technologies mapped to the various facets of the privacy harm taxonomy?", as mentioned

in Chapter 1. The study begins by identifying the different types of sensors and devices

currently installed in the smart building under study and for what purposes they are used. In

addition, the study focuses on the type of data collected by each sensor and device in order

to show how user privacy may be compromised. To explore how the use of smart building
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sensors and devices might violate users' privacy and expose their personal data, secondary

scienti�c qualitative research [276] is conducted. The term secondary in this context means

that the present researcher did not play a part in the collection of the original data [35].

After conducting the secondary search, I identi�ed the privacy implications associated with

various SBT, such as monitoring and surveillance, from the selected articles. I categorised

these technologies and their privacy implications based on Solove's taxonomy of privacy

harms [266], which includes information collection, information processing, information

dissemination, and privacy invasion.

3.2.1 Case Study

The design of this study is tailored to investigate the sensors and functions employed in a

speci�c smart building, the Urban Sciences Building (USB). The case study of the USB is

described in detail in Chapter 2, Section 2.5.

3.2.2 Secondary Search and Analysis

In this phase, a secondary search was performed to identify pertinent papers related to the

research subject of SBT and privacy. The term secondary in this context means that the present

researcher did not play a part in the collection of the original data [35]. Secondary analysis

involves the re-use of pre-existing research data derived from prior research studies [144].

These data encompass various materials, including but not limited to interviews, focus

groups, questionnaires, observations, and examinations of existing topics, or a variety of

other collection methods [284]. The secondary search entails data analysis aimed at answering

the research question, different from the questions for which data were originally collected,

to support the presented research, which distinguishes it from a literature review [284, 263].

A literature review, as discussed in Chapter 2, aims to identify, evaluate, and synthesise

relevant academic sources, such as peer-reviewed journal articles, books, and conference

proceedings, to develop a comprehensive understanding of the research landscape [263]. The

distinction between a secondary search and a literature review lies in their methodologies. A

literature review provides a detailed summary of previous studies conducted on a given topic,

while a secondary search involves the use of existing data as a method to answer the research

question in the current study [284, 263].

The method of secondary analysis [249, 69] has been employed in various studies across

different contexts, including research on the 'smart campus' and other domains within social

research [145].
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In this secondary analysis, the selection of relevant papers is guided by criteria that

encompass the diverse technologies and sensors utilised in smart buildings, particularly

focusing on their implications for privacy. The objective is to clarify the functions of these

integrated technologies and evaluate the privacy implications associated with both the sensors

and the buildings themselves. This process aims to provide insights into the privacy concerns

of occupants within these environments.

I conducted the search of reputable scienti�c databases known for hosting in�uential

and high-quality articles in the �elds of smart building sensors and privacy. The scienti�c

databases used in the secondary search include:

• IEEE Xplore [109]

• ACM Digital Library [43]

• Springer [94]

To re�ne the scope of this study, I conducted two secondary searches. In the �rst search,

for each database, I utilised a combination of the following search terms: sensors AND

smart building AND functionality AND privacy. The term 'functionality' was included to

provide insights into how sensors operate and their approach to ful�lling their intended tasks

or functions, including the detection, measurement, or monitoring of speci�c parameters or

phenomena. A total of 2,810 results were yielded from the initial search. In focusing on

sensors installed in the USB, a total of 121 articles were identi�ed. Titles and/or abstracts

were reviewed, and in the subsequent screening phase, only relevant articles were selected

based on the study criteria related to sensors and devices used in the USB, with a focus on

articles discussing the privacy impact on users. Accordingly, 37 papers were analysed in the

secondary analysis. The list of selected papers includes the following:

• Security and privacy issues in smart cities/industries: technologies, applications, and

challenges, [239]

• SCVS: On AI and Edge Clouds Enabled Privacy-preserved Smart-city Video Surveil-

lance Services, [208]

• User Privacy Concerns and Preferences in Smart Buildings, [139]

• Forensic readiness of smart buildings: Preconditions for subsequent cybersecurity

tests, [28]

• A Privacy-Enhancing Framework for Internet of Things Services, [184]
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• Privacy in Video Surveillance [In the Spotlight], [63]

• Indoor Air Quality Assessment Using a CO2 Monitoring System Based on Internet of

Things, [192]

• A progress review of intelligent CCTV surveillance systems, [98]

• Legal aspects of CCTV data de-identi�cation, [224]

• Characterizing privacy leakage of public wi� networks for users on travel, [70]

• IoT-based occupancy monitoring techniques for energy-ef�cient smart buildings, [4]

• The costs of privacy in local energy markets, [55]

• Occupancy detection for emergency management of smart building based on indoor

localization: a feasibility study, [162]

• Smart building based on internet of things technology, [142]

• Unexpected Inferences from Sensor Data: A Hidden Privacy Threat in the Internet of

Things, [170]

• The �eld of human building interaction for convergent research and innovation for

intelligent built environments, [34]

• Who refuses to wash hands? privacy issues in modern house installation networks, [207]

• User Privacy Concerns in Commercial Smart Buildings, [138]

• An informed consent model for managing the privacy paradox in smart buildings, [225]

• Privacy Sensitive Location Information Systems in Smart Buildings, [50]

• Privacy for IoT: Informed consent management in Smart Buildings, [226]

• Workplace surveillance, privacy and distributive justice, [148]

• WIFI network information security analysis research, [228]

• The Contextual Complexity of Privacy in Smart Homes and Smart Buildings, [195]

• Privacy implications of room climate data, [205]

• Automation systems in smart buildings: a review, [289]
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• Secure and Privacy Preserving RFID Based Access Control to Smart Buildings, [5]

• Non-invasive user tracking via passive sensing: Privacy risks of time-series occupancy

measurement, [296]

• The smart building privacy challenge, [303]

• Data linkage in smart internet of things systems: A consideration from a privacy

perspective, [317]

• Sensing or Watching?: Balancing Utility and Privacy in Sensing Systems via Collection

and Enforcement Mechanisms, [176]

• Internet of Things Security: A Survey, [6]

• The Privacy Paradox of Utilizing the Internet of Things and Wi-Fi Tracking in Smart

Cities, [42]

• Abstracting Interactions with IoT Devices Towards a Semantic Vision of Smart

Spaces, [311]

• Towards an Occupancy Count Functionality for Smart Buildings - An Industrial Per-

spective, [133]

• Demand Response and Smart Buildings: A Survey of Control, Communication, and

Cyber-Physical Security, [237]

• Anonymizing Building Data for Data Analytics in Cross-Organizational Settings, [257]

In the second search, again for each database, I conducted a search using a combination

of the following search terms: sensors AND smart building AND privacy. The purpose of this

second search was to explore publications without the inclusion of the term 'functionality'.

It is possible that relevant research may exist that does not explicitly use this term, hence

the need for a separate search. A total of 8,626 results were yielded from the initial search.

In focusing on sensors installed in the USB, a total of 152 articles were identi�ed. Titles

and/or abstracts were reviewed, and in the subsequent screening phase, only relevant articles

were selected based on the study criteria related to sensors and devices used in the USB,

with a focus on articles discussing the privacy impact on users. Accordingly, 54 papers were

selected for full-text review and analysed for the secondary analysis. Among the 54 articles,

there was an overlap of 33 articles from within the �rst search with the word `functionality'.

The second search without using the word `functionality' yielded an additional 21 papers,
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which represent additional evidence related to the impact of smart building technologies

within the USB on users' privacy and were included in the study results. The list of the 21

additional papers includes the following:

• User-Smart Building Interactions: An Analysis of Privacy and Productivity Human

Factors, [52]

• Caveat (IoT) Emptor: Towards Transparency of IoT Device Presence, [150]

• Performance study of crowd �ow in academic buildings of an institution, [67]

• Towards Federated Learning for HVAC Analytics: A Measurement Study, [135]

• Towards Privacy-Aware Smart Buildings: Capturing, Communicating, and Enforcing

Privacy Policies and Preferences, [223]

• Mitigating Privacy Leakage in Anomalous Building Data Streams, [13]

• A privacy-preserving protocol for indoor wi-� localization, [113]

• Privacy-enhanced architecture for occupancy-based HVAC Control, [153]

• Towards secure and privacy sensitive surveillance, [116]

• Getting it just right: towards balanced utility, privacy, and equity in shared space

sensing, [305]

• Smart Light-Based Information Leakage Attacks, [183]

• Cybersecurity Perspectives for Smart Building Automation Systems, [269]

• A Low-cost Privacy Concerning Occupancy Estimation System for HVAC Con-

trol, [315]

• Indoor air quality monitoring system for smart buildings [68]

• A Survey on Internet of Things Security Issues and Applications [3]

• Security and Privacy Issue in Internet of Things, Smart Building System: A Re-

view [210]

• Sensing within Smart Buildings: A Survey [16]

• Exploring smart home and internet of things technologies for smart public build-

ings [134]
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• Exploring Privacy Breaches and Mitigation Strategies of Occupancy Sensors in Smart

Buildings [177]

• Building performance simulations can inform IoT privacy leaks in buildings [294]

• Occupant privacy perception, awareness, and preferences in smart of�ce environments

[178]

Following the selection of pertinent articles based on the study criteria concerning sensors

in the USB, the analysis commences by identifying distinct privacy implications for various

technologies, totaling 58 papers as a result of the two secondary searches. This entails

precisely categorising the types of information and privacy threats associated with each

sensor in smart buildings. Subsequently, the study explores mapping smart building sensors

based on their privacy impacts with Solove's taxonomy [266].

3.2.3 Solove's Taxonomy

The Solove taxonomy constitutes a legal framework delineating privacy harms, aimed at

providing an in-depth comprehension of the myriad privacy concerns acknowledged across

global cultures [266]. This taxonomy endeavours to conceptualise the social and legal

dimensions of privacy from a grassroots perspective rather than imposing a singular top-down

de�nition. Its objective is to enhance privacy legislation and policy by segmenting the concept

of privacy into distinct, actionable components [267]. The taxonomy is categorised into

16 sections distributed in four primary classi�cations; Information Collection, Information

Processing, Information Dissemination and Invasion, as illustrated in Chapter 2, Section

2.4.2, Table 2.2.

The Solove taxonomy is compared to the Antón-Earp Taxonomy, aiming to map the

classi�cations across both taxonomies [194]. The Antón-Earp Taxonomy was developed

using grounded theory to analyze 25 e-commerce privacy policies, employing goal mining as

a technique supplemented by heuristics to derive structured natural language pre-requirement

goals from text artifacts [194]. Through grounded theory, 12 categories of privacy elements

emerged, distributed across two broad classi�cations: Protection Goals and Vulnerabili-

ties [194].

Privacy protection goals encompass �ve categories:

1. Notice and Awareness goals: Informing customers about an organisation's data prac-

tices.

2. Choice and Consent goals: Allowing customers to manage their data preferences.
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3. Access and Participation: Empowering customers to challenge or modify their data.

4. Integrity and Security goals: Ensuring the accuracy and security of customer data.

5. Enforcement and Redress goals: Addressing internal policy violations by organisation

employees.

Vulnerabilities re�ect potential privacy violations and include seven categories:

1. Information Monitoring: Tracking customer interactions on the website.

2. Information Aggregation: Combining customer data with third-party sources.

3. Information Storage: Practices regarding customer record storage.

4. Information Transfer: Sharing customer data with af�liates and third parties.

5. Information Collection: Types and methods of data collection.

6. Information Personalisation: Tailoring website presentation to customers.

7. Solicitation: Purposes and methods of customer contact.

While the Antón-Earp Taxonomy splits between preventing harms and measures leading

to privacy harms, Solove's taxonomy solely focuses on privacy harms. A study by Massey et

al. compared these two taxonomies, aiming to map vulnerabilities outlined in the Antón-Earp

Taxonomy to privacy harms in the Solove Taxonomy [194]. While the Antón-Earp Taxonomy

is considered a subset of the Solove Taxonomy, it covers privacy harms of 10 out of the 16

categories [194].

The primary conceptual difference lies in one describing goals rather than harm. En-

gineers constructing a system based on Solove's Taxonomy would need to de�ne their

acceptance and �tness criteria, as it does not provide speci�c goals. Conversely, the Antón-

Earp Taxonomy highlights issues to consider for extending requirements and reducing

vulnerabilities in web-based information systems [194].

Both taxonomies exhibit substantial consistency. This suggests the Antón-Earp Taxon-

omy's potential in assigning speci�c objectives to laws �tting under the Solove Taxonomy,

facilitating the methodological construction of software requirements from privacy regula-

tions through successive chaining of these taxonomies [194]. Both engineering and legal

communities bene�t from viewing privacy as distinct parts rather than a singular idea, as

evidenced by their separate uses of privacy taxonomies. Taxonomies aid in subject manage-

ment, evolution, and ensuring consistent application of solutions to speci�c issue classes,

bene�ting both engineering and law disciplines [194].
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The Solove taxonomy of privacy is used in different research �elds such as information

technology and cybersecurity, crowdsourcing, robotics, business, marketing, and health-

care [17, 248, 241, 233, 260]. In my reserach, I employ Solove's taxonomy due to its robust

framework for categorising privacy harms. Solove's taxonomy offers a comprehensive and

systematic approach to understanding the multifaceted nature of privacy issues, which is

particularly valuable in the context of my research. By utilising Solove's taxonomy, I can

effectively analyse and classify various privacy concerns related to smart building technolo-

gies, providing a structured framework for evaluating the impacts of privacy violations on

individuals and society.

3.3 Study Results

Smart buildings leverage technologies such as sensors, cameras, and other interconnected

devices to gather data pertaining to building operations. The processes involved in the

collection and analysis of data from various sensors and devices within a smart building,

with the aim of achieving speci�c objectives, is known as smart building data collection

[56]. This data is utilised to optimise building operations, minimise energy consumption, and

enhance the overall user experience. Nonetheless, the utilisation of these technologies also

gives rise to concerns regarding privacy and security due to the collection and processing of

data that could be on a personal level, e.g., revealing individual identity and locations [138,

318].

The aim of this study was to explore the privacy implications of various SBT through

secondary research and to identify the types of information that can potentially be disclosed

through these technologies within the USB. Subsequently, the �ndings from the secondary

research were mapped with Solove's taxonomy

To facilitate this investigation, the University Smart Building (USB) was chosen as a case

study, providing insights into the root causes of privacy issues that arise in such buildings

and the methods employed for monitoring and tracking users. The primary objective is to

illuminate the data collected by SBT and their privacy impacts, with the aim of mapping

them to Solove's taxonomy

In order to gain a comprehensive understanding of the potential privacy implications of

smart buildings, this study examines the interactions between users and various building

technologies. Users engage with the building through a variety of means, either through

direct interaction or indirectly via the operation of digital sensors and technologies. Direct

interactions involve contact with physical objects, such as utilizing a smart identity card

to gain physical access; for instance, by unlocking a door. They also encompass logistical
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access; for example, when using a card to access printers or copiers [50]. Indirect interactions

occur with building sensors such as occupancy and environmental sensors which detect the

presence of occupants and subsequently adjust temperature and lighting accordingly [105,

137]. By exploring these different modes of interaction, the study aims to identify potential

privacy concerns and their implications within the context of smart buildings.

Two distinct mechanisms were identi�ed as potential threats to the privacy of occupants

in smart buildings. These can compromise privacy either directly through the use of physical

objects such as smart ID cards or indirectly through the combination of data collected from

multiple sources in what is known as data linkage [317].

The �rst mechanism involves direct threats to privacy through the use of physical objects

like smart ID cards. These cards are commonly used in smart buildings for individual

authentication and granting access to facilities. However, if not handled appropriately, the

use of smart ID card data can potentially expose personal information and jeopardize the

privacy of occupants. In particular, the work of Boyer et al. highlights concerns regarding

the privacy implications of smart ID cards in smart buildings [50].

The second mechanism of data linkage poses an indirect threat to privacy. Data linkage

refers to the process of combining data from multiple sources to create comprehensive pro�les

or reveal sensitive information about individuals. By aggregating data from various sensors

and sources within a smart building, it becomes possible to link and correlate information,

potentially identifying speci�c individuals and uncovering patterns of behaviour [317].

In recognising these mechanisms, the study aims to highlight the privacy impacts associ-

ated with SBT and contribute to categorising these technologies within Solove's taxonomy.

USB Technologies Privacy Impacts

The list of sensors and devices utilised in the USB, which could potentially violate occupants'

privacy as a result of secondary analysis of papers discussing the privacy impacts of these

technologies, is listed below:

• Smart card readers play a crucial role in smart buildings, where occupants are typically

provided with unique smart ID cards that grant them access to various building facilities

based on their roles as, for example, staff, students, visitors, or researchers. These

smart ID cards serve as a means of verifying an individual's identity, with personal

information matched to that securely stored in the organisation's database. To automate

authentication, authorisation, and access control processes, smart card readers are

deployed across different platforms within smart buildings. They enable functionalities

such as the regulation of physical access, recording of attendance, enabling logistical
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access, management of membership, and facilitation of payment transactions [252,

239]. However, it's important to note that smart card reader technology poses potential

implications for occupant monitoring and tracking, compromising user privacy. These

systems can gather data about an individual's identity, location, and activities [175],

raising concerns about privacy violations. While access cards are not exclusive to smart

buildings, integrating access card data with environmental data within smart building

systems can lead to privacy and security concerns [239, 52]. For example, if access card

data is combined with occupancy data from sensors, it enables tracking of individuals'

movements and activities within the building [139]. This linkage between access card

ID and environmental data raises signi�cant privacy concerns, potentially allowing

tracking and pro�ling of occupants without their consent. While these technologies

offer convenience and ef�ciency, it's vital to balance their bene�ts with the need to

protect user privacy in smart buildings [252, 5].

• Closed circuit television (CCTV) systems utilised in smart buildings offer several ben-

e�ts that signi�cantly contribute to enhancements in security, safety, and operational

ef�ciency. CCTV cameras are designed to capture photographic and video images

which are then transmitted and stored within a designated system. The surveillance

areas in smart buildings encompass various locations, including but not limited to build-

ing entries, elevators, reception areas, corridors, and car parks. The implementation

of CCTV cameras, however, also raises legitimate privacy concerns that necessitate

attention and resolution. These concerns arise from the fact that CCTV cameras capture

images re�ecting the activities of occupants within the building, with the purpose of

detecting and reporting any unusual or suspicious behaviours and providing potential

evidence in such cases. However, users often do not know that these systems exist due

to a lack of transparency [63, 28, 138, 208]. Some of the key privacy issues associated

with the implementation of CCTV in smart buildings include intrusive surveillance,

facial recognition, unauthorized access to data, and lack of transparency [98, 148, 53,

224, 87, 195, 133].

• Network connectivity and Wi-Fi systems in smart buildings can pose privacy threats

for several reasons. Occupants access the internet using their organisational or guest

credentials, but this connectivity comes with the risk of monitoring and potential viola-

tions of privacy. One concern is data interception, where malicious actors may attempt

to capture sensitive information transmitted over the network [228, 223, 113, 42, 6].

This can include personal data, login credentials, or browsing activities. Such inter-

ceptions compromise privacy and lead to unauthorized access to sensitive information.
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Another threat is unauthorized access to devices connected to the network. If suitable

security measures are not in place, malicious actors can exploit vulnerabilities in the

network to gain unauthorized access to connected devices, potentially compromising

the privacy of occupants [210, 3, 176]. Pro�ling and tracking are additional privacy

threats associated with network connectivity and Wi-Fi in smart buildings [4, 116,

162]. By monitoring internet activity and tracking browsing behaviour, organisations

or third parties may collect and analyse data to create detailed pro�les of occupants.

This can lead to invasive pro�ling practices and potential privacy breaches [320, 70].

To address these threats, it is crucial to implement robust security measures for network

connectivity and Wi-Fi in smart buildings and to establish clear and transparent privacy

policies to inform users about data collection, usage, and sharing practices [226, 142].

• Occupancy and motion sensors are used to detect whether or not a place is occupied

and to adjust environmental variables such as lighting and HVAC accordingly so as

to reduce energy consumption and ensure occupant comfort. The tracking of the

location of occupants inside smart buildings can be conducted through the monitoring

of occupancy data, but occupancy sensors in smart buildings can pose privacy threats

for several reasons [296, 305, 134]. These sensors have the capability to capture highly

detailed data, providing information about the presence and movements of occupants

in different areas of the building. This level of data granularity can potentially expose

sensitive details about the daily routines and behavioral patterns of individuals, thus

compromising their privacy [205, 150, 67, 177, 16]. Additionally, when occupancy

data is combined with that from other sources such as access card data, it becomes

possible to identify speci�c individuals and construct comprehensive pro�les of their

activities and movements [317]. One worrying aspect is that occupancy sensors may

operate without individuals' explicit consent or awareness because there is often a

lack of transparency regarding the collection and use of this data [138]. To mitigate

these privacy risks, it is crucial to implement privacy-enhancing measures during

the deployment of occupancy sensors in smart buildings. This includes providing

clear information to building users about the presence and purpose of these sensors,

obtaining their consent for data collection, and ensuring transparency in terms of

how the data collected is handled and protected. By prioritizing privacy safeguards,

smart building operators can strike a balance between utilizing occupancy data for the

optimisation of building operations while respecting the rights to individual privacy

[225].
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• Air quality sensors measuring, for example, levels of CO2, temperature, and humidity,

are installed inside of�ces to monitor environmental variables that affect occupant

health, comfort, and work performance. Air quality sensors in smart buildings can pose

a threat to privacy for several reasons. The analysis of detailed air quality data when

combined with other contextual information can reveal personal habits and activities

[317, 303, 135, 13, 153, 269, 315, 34]. For example, variations in temperature and

humidity can indicate occupancy patterns, such as the presence or absence of occupants

in certain areas [68, 178, 170, 192]. This level of detail can represent a violation of

privacy by revealing information about the routines and activities of occupants in

the building [237, 257]. Combining air quality data with other data collected in the

smart building, such as related to occupancy or energy consumption, allows detailed

pro�les of individuals to be created [317] which can reveal personal preferences,

behaviors, and health conditions, and so potentially violate individual privacy [106].

In addition, Morgner et al. have proven that the presence and activities of occupants

can be revealed using the continuous monitoring of room climate data in a smart space,

which violates their privacy [205]. Furthermore, user privacy can also be violated

by monitoring environmental sensor data such as their CO2 footprints [55, 80]. The

monitoring and analysis of the carbon footprint of occupants can be a useful tool to

promote sustainability and limit environmental impacts, and tracking carbon footprints

in smart buildings generally involves the capture of data from a variety of sources

such as HVAC systems, energy consumption meters, and occupancy sensors. This

data is analysed to calculate the carbon emissions generated by the operations of the

building and the behavior of its occupants [55]. This implies that environmental

sensor data can reveal information about activities, locations, and even the health

status of occupants, which is seen as a threat to individual privacy. To address these

threats, it is important to implement measures to enhance privacy when deploying air

quality sensors in smart buildings, which include the provision of clear information to

occupants about the purpose and scope of data collection, and obtaining their consent

when necessary [138].

• Lighting and brightness sensors play a crucial role in smart buildings in optimizing

energy usage. These sensors are installed in of�ces and various areas of the building

to allow lighting levels to be adjusted based on occupancy. By working in conjunc-

tion with presence and motion sensors, they ensure that lights are turned on or off

depending on the presence of individuals in each speci�c area [321]. While lighting

and brightness sensors contribute to energy ef�ciency, they also have the potential to

infringe upon privacy. These sensors gather data about the presence or absence of
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people in different parts of the building. This information, when analysed, can reveal

occupancy patterns and potentially expose personal routines and activities, thereby

compromising privacy [289, 183]. Furthermore, the combination of data from various

sensors such as wireless, light, and CO2 sensors enables the estimation of occupancy

in smart spaces. This integration of data from different sources, while bene�cial for the

optimisation of building operations, can also pose privacy threats [317, 145]. Providing

clear information to occupants about data collection and use can increase transparency

and enable users to make informed decisions [138]. Through appropriate measures,

smart building owners and operators can strike a balance between energy ef�ciency

and privacy protection and ensure that the use of lighting and brightness sensors is in

line with best practices in relation to privacy.

• Proximity sensors in smart buildings serve the purpose of detecting the presence or

proximity of individuals to objects or speci�c areas within the building [106, 294].

While these sensors offer automation and adaptation bene�ts for some functions in the

buildings, they also raise privacy concerns. Proximity sensors are commonly installed

in toilet devices such as faucets, hand dryers, and �ush systems, allowing them to detect

the presence of an object without physical contact and to trigger the intended action.

Research conducted by Mundt et al. demonstrates that sensor data in smart buildings

can capture occupant-sensitive activities at an individual level, providing detailed

insights into their behaviour [207]. By combining proximity sensor data with other

sources of information such as access logs or surveillance footage, it becomes possible

to uncover details about a person's movements, including the rooms or facilities they

enter and the frequency of their visits [317]. This level of surveillance can intrude upon

personal space and privacy, as individuals may not expect their movements within the

building to be constantly tracked and recorded [4]. Moreover, the long-term analysis

of proximity sensor data can be used to create comprehensive pro�les of individuals,

revealing their habits, routines, and preferences. Such extensive pro�ling can further

compromise privacy by exposing personal information and potentially enabling the

manipulation or misuse of such data. To address these privacy concerns, it is important

to obtain consent for data collection and use, to anonymise or aggregate the data

collected so as to prevent individual identi�cation, and to establish clear policies for

data retention and access [138].

Overall, the data obtained from building sensors in the USB can provide valuable insights

for the management of building operations. However, it is important to recognise the potential

threats to privacy associated with the collection and analysis of this data. This data can
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be analysed using various methods to provide valuable information about the building's

performance and the activities of occupants. For example, the application of machine learning

techniques to room temperature data can identify individual activities in a particular area,

whether reading, standing, walking, or working on a laptop [205]. The sensors and devices

are used to collect, process, and manage a large amount of user and environmental data,

as the data collected is usually linkable to the occupants [317]. It has been shown that, in

various scenarios, data aggregation techniques using information collected by these sensors

can result in user privacy being violated [317]. For example, occupants using a shared of�ce

after hours or on weekends are exposed to identity monitoring and tracking through the

aggregation of data from multiple sources. Viewing observation data over time for smart

card readers, along with name tags placed outside the of�ce, CO2 reading, and occupancy

sensors can pose a privacy threat in terms of monitoring, identi�cation, surveillance, tracking,

and pro�ling of the data subject. The potential for privacy violations also arises when users

connect to the building's Wi-Fi, as building management systems have the capability to

collect, store, and share information about the locations and movements of occupants while

they are utilising the building's facilities. Uncontrolled access to this data poses a potential

threat to privacy regarding monitoring and pro�ling the behaviour, activities, and preferences

of individual occupants.

In this study I maps SBT according to their privacy implications using Solove's taxonomy

of privacy harms. At the beginning the study in Chapter 3, I conducted a secondary research

analysis, identifying relevant papers on smart building technologies and associated privacy

concerns, such as data collection practices, surveillance, and tracking of data subjects. These

identi�ed privacy harms were then mapped onto different categories of Solove's taxonomy.

By analysing the �ndings of the secondary research analysis on smart buildings and

privacy, I categorised the identi�ed privacy concerns into various classi�cations and categories

of Solove's taxonomy based on the description and analysis of the relevant papers. This

process helps to organise and classify the diverse range of privacy issues encountered in the

USB.

To illustrate the mapping conducted as a result of the secondary research of relevant

papers, the Information Collection domain covering privacy breaches of Surveillance and

Interrogation involves several sensors. These sensors include smart card readers, CCTV

cameras, network connectivity and Wi-Fi devices, occupancy and motion sensors, air quality

monitors, lighting and brightness sensors, and proximity sensors. Based on the description of

Solove's privacy taxonomy, these sensors can pose privacy harms by enabling the observation,

listening, or recording of individuals' activities and facilitating various forms of questioning

or probing for information through the connected system in the building, either from a single
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sensor's data or combined data from multiple sensors in the building. This mapping is

presented in Fig 3.1.

Fig. 3.1 Smart building technologies privacy impacts and their mapping to Solove's taxonomy
- Information Collection Domain

The Information Processing domain in the USB involves several sensors, including smart

card readers, CCTV cameras, network connectivity and Wi-Fi devices, occupancy and motion

sensors, air quality monitors, lighting and brightness sensors, and proximity sensors. These

sensors are associated with a number of privacy harms. These include Aggregation, where

various pieces of data can be combined about a person; Identi�cation, as it is possible to link

data to a particular person; Secondary Use, where data about a single individual can be used

for different purposes without their consent; and Exclusion, which describes the inability of a

subject to have knowledge of how their data is being used. Additionally, there is the privacy

harm of Insecurity, which encompasses carelessness in protecting stored information from

leaks and improper access. This can be associated with smart card readers, CCTV cameras,

network connectivity, and Wi-Fi sensors in the USB. This mapping is presented in Fig 3.3.

The Information Dissemination involves Breach of Con�dentiality, which refers to

breaking a promise to keep a person's information con�dential. This privacy harm is

associated with smart card readers, CCTV cameras, network connectivity, and Wi-Fi devices.

The privacy harm of Disclosure, which involves revealing information about a person that

may impact the way others judge their character, can occur through these same sensors

along with proximity sensors. For example, proximity sensors, such as those in toilets, can

reveal if someone has washed their hands. Others observing this information through the

system may judge this person based on it. In regards to Exposure privacy harm, which is
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de�ned as revealing a person's nudity, grief, or bodily function, the CCTV camera can reveal

such data about occupants of the USB. Increased Accessibility, de�ned as amplifying the

accessibility of information, can occur through observing data about occupants via smart

card readers and network connectivity, including Wi-Fi. For instance, combining data from

smart card readers and network activities can reveal the location and activities of individuals

inside the USB. Blackmail privacy harms can occur through CCTV cameras and network

connectivity, including Wi-Fi, where occupants of the USB may encounter blackmail through

the system as a threat to disclose personal information. Appropriation, de�ned as the use of a

data subject's identity to serve the aims and interests of another, can occur through smart

card readers and network connectivity, including Wi-Fi. For example, an occupant's smart

card could be stolen and used to gain unauthorized access to an area. Distortion, de�ned

as dissemination of false or misleading information about individuals, can occur through

CCTV and occupancy and motion sensors. For instance, if an occupancy sensor sends a false

signal to the USB system related to an occupant's of�ce being unoccupied. This mapping is

presented in Fig 3.2.

Fig. 3.2 Smart building technologies privacy impacts and their mapping to Solove's taxonomy
- Information Dissemination Domain
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Fig. 3.3 Smart building technologies privacy impacts and their mapping to Solove's taxonomy
- Information Processing Domain

The Invasion domain covers privacy harms of Intrusion and Decisional Interference.

Intrusion, de�ned as invasive acts that disturb one's tranquility or solitude, can occur through

occupancy and motion sensors, air quality sensors, and lighting and brightness sensors.

For example, data from occupancy and motion sensors can reveal if someone is in their

of�ce through the USB system, allowing others to approach them and disturb their solitude.

Regarding Decisional Interference, which is de�ned as incursion into the data subject's

decisions regarding their private affairs, this can occur through observing data from CCTV

cameras. This mapping is presented in Fig 3.4.
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Fig. 3.4 Smart building technologies privacy impacts and their mapping to Solove's taxonomy
- Invasion Domain

Solove's taxonomy provides a structured framework for analysing privacy issues, offering

researchers a systematic approach to categorising and understanding the complexities of

privacy harms in the USB. By mapping the �ndings of the secondary research analysis onto

Solove's taxonomy, researchers can enhance the clarity, organisation, and comprehensiveness

of their analysis. This mapping also enables comparative analysis with other research areas

or contexts where Solove's taxonomy has been applied.

Therefore, robust security and privacy measures need to be developed in order to ensure

data protection in these buildings. Privacy measures could include raising awareness among

users and obtaining their consent, as well as developing a clear privacy policy. Users should

be informed about the technologies and systems used in the building that may involve data

collection and monitoring. The provision of clear information about the purpose, scope, and

extent of data collection can help users make informed decisions and understand potential

privacy implications. In addition, data anonymisation and minimisation techniques can

help to protect individual privacy while still enabling effective system management in smart

buildings [97, 184, 259].

3.4 Discussion

Smart buildings leverage advanced technologies, including sensors, cameras, and other

interconnected devices, to gather comprehensive data on the functioning of the building.

The collection of data in smart buildings involves the systematic gathering and analysis

of information from diverse sensors and devices within the structure, with the aim of the

accomplishment of speci�c objectives. This valuable data enables the optimisation of building

operations, the reduction of energy consumption, and the improvement of the overall user

experience. However, they also raise privacy concerns as they involve the collection and

processing of data that could be up to a personal level. One of the privacy issues related
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to these buildings is a lack of transparency and awareness of data practices [138]. Users

are often unaware of the kinds of sensors present in smart buildings, the types of data

collection employed and their purposes, and the impact of this data collection and analysis

on their privacy [138]. A summary of smart building sensors and their purposes and privacy

implications can be found in Fig. 3.5. Data practices in smart buildings clearly enable the

monitoring, tracking, identi�cation, and pro�ling of individual users, which calls for further

research into the management of privacy in these buildings.

Users of smart buildings have a range of options in interacting with the building systems

and while accessing their features, services, and technologies which are designed to provide

convenience and ef�ciency for building occupants. Users can interact with building functions

directly by using smart ID cards or indirectly through sensing mechanisms. Some examples

of user interaction with smart building systems include the use of smart cards, touchscreens,

voice control and smart sensors that detect occupant presence [202, 11, 152]. However, the

data collected by SBT pose threats to the privacy of users.

The analysis of data combined from multiple sources in smart buildings can be used

to reveal information about individual users. This study reinforces that data from multiple

sources such as occupancy sensors, access card systems, and environmental sensors can

be combined to enable the creation of comprehensive pro�les of individuals [317]. The

analysis of this aggregated data employing machine learning, for example, makes it possible

to gain insights into the behaviour, preferences, and routines of speci�c identi�ed individuals

[4, 205]. This pro�ling can lead to the identi�cation of individuals even if their personal

information had initially been anonymised, thereby compromising their privacy. This is

considered to have major implications for privacy because data from multiple sources -data

linkage- is available to compile information about users, who are often unaware of the various

analytic techniques that can be used to build up information about them.

In addition, this study also highlights the signi�cance ofenvironmental data, which

includes temperature, light, and CO2. While these data points are not inherently personal in

isolation, combining them through data linkage can unexpectedly reveal occupants' behavior

and routines at a personal level, potentially posing substantial impacts on user privacy.

Importantly, individuals may not be fully aware of the extent to which their data is being

combined, leading to potential privacy implications. The lack of transparency and informed

consent regarding data aggregation can undermine individuals' control over their personal

information and violate their privacy rights. By amalgamating data from various sources,

smart buildings can construct detailed pro�les of users' identities, locations, and activities.

While this can enable personalised experiences and service improvements, it also raises
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Fig. 3.5 Purpose and privacy implications of smart building sensors

serious privacy concerns related to unauthorised tracking, pro�ling, or the misuse of personal

information.

Furthermore, the use of sensors involved in data collection may result in the storage

of large volumes of personal data, potentially making them vulnerable to cyber-attacks or

other security breaches [177]. Inaccurate data collection can lead to incorrect assumptions

and decisions regarding building occupants. Privacy breaches may occur if this information

is collected without user knowledge or consent or if it is shared with third parties without

adequate safeguards [138].

There are several real-world examples illustrating the impact of smart building technology

and the associated privacy vulnerabilities and threats to users, as discussed in the introduction

section 3.1. In 2017, the news reported that the London-based bank Barclays installed

sensors to monitor which bankers were at their desks [282, 140]. These devices, called

OccupEye, utilise heat and motion sensors to record the duration employees spend at their

desks. While the primary purpose of these sensors is to manage space and reduce costs,

employees reported not being adequately informed about this technology and expressed
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concerns that being tracked in this manner could violate their privacy [282, 140]. Similar

cases have been reported in other banks, such as Lloyds Banking Group [282, 140].

Another notable instance involves the utilisation of Wi-Fi for tracking purposes, where

this technology is integrated into the smart building structure. The Dutch Data Protection

Authority (DPA) imposed a �ne ofC600,000 on the municipality of Enschede for employing

Wi-Fi tracking in the city center in a manner that violates regulations. This Wi-Fi track-

ing enabled the monitoring of shoppers and individuals residing or working in the city

center [212].

In 2017, the municipality of Enschede aimed to assess the level of congestion in the

city center by deploying sensors. They enlisted a specialised company to conduct people

counts, and sensor equipment was installed in the shopping streets to detect Wi-Fi signals

emitted by pedestrians' mobile phones. Each phone was individually identi�ed and assigned

a unique code, enabling the measurement of street congestion by tallying the number of

phones near a sensor at speci�c times. However, when monitoring the proximity of phones

to sensors over an extended duration, this counting transitions into tracking [212]. These

instances demonstrate that smart technologies have the potential to infringe upon users'

privacy in real-world scenarios, underscoring the importance of ethical considerations in

their implementation.

The study results in this chapter indicate that privacy impacts associated with smart

building sensors and devices are connected to various facets of privacy harms, as categorised

in Solove's taxonomy. Speci�cally, it was observed that these privacy impacts are directly

related to information collection, processing, dissemination, and privacy invasion, as outlined

in Solove's taxonomy (as presented in Section 3.2.3). Thus, this work demonstrates how

the taxonomy can effectively characterise the privacy impacts of SBT on users. This study

contributes to the literature by formalising this knowledge into a structured taxonomy based

on �ndings from secondary research.

Even if smart building management is compliant with legal and regulatory standards

such as GDPR, it doesn't necessarily mean that this compliance is readily apparent or

easily veri�able by occupants. Compliance visibility refers to how easily users can assess

a smart building's adherence to privacy regulations. Often, occupants may struggle to

grasp the complexities of data handling, lacking direct insight into its use or protection.

This can raise concerns about privacy and data security. Despite being unable to verify

compliance personally, occupants typically rely on trust in operators, manufacturers, or

regulators. Thus, while compliance may not always be apparent, maintaining occupant trust

hinges on transparency and visibility. The key idea is the approaches that need to be utilised

to communicate that the smart building is compliant with the regulations to protect user
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privacy and increase their awareness. Privacy awareness can be performed through privacy

labels and visualisations; in [309], the paper suggested distributing physical signs with QR

(Quick Response) codes to provide information for users. For instance, placing a barcode or

sticker on every sensor in the building indicating GDPR compliance could enhance privacy

awareness among occupants.

In addition, appropriate security measures should be put in place to protect the privacy

and security of personal information collected by smart building sensors. This includes

the implementation of strict access controls and encryption to protect the data collected

by sensors, providing clear information and obtaining consent from users regarding data

collection and usage, and adhering to privacy regulations to ensure the responsible handling

of personal information [225, 147]. Additionally, regular audits and assessments should be

conducted to identify and address any potential vulnerabilities or privacy gaps in the smart

building system.

In summary, the analysis of key research �ndings on smart building technology in the area

of data protection and privacy aims to increase the level of awareness among users. In order to

mitigate any privacy threats that are identi�ed, it is essential for smart building management

to prioritise transparency, user awareness, and consent [138]. Building occupants should be

informed about what data is being collected, how it is being used, and who has access to it,

and the control of data must comply with this requirement according to the GDPR [293].

3.5 Summary

This chapter describes a secondary research study in which relevant existing research �ndings

on SBT and privacy were collected and analysed. The chapter focuses on two main topics.

First, it examines the smart building-based technologies that are used in most of these

buildings. Second, it summarises the privacy implications of these SBT for occupants.

Smart building sensors are devices used within a building to collect various types of data

for monitoring, control, and automation purposes. They play a crucial role in enhancing a

building's 'intelligence' by capturing real-time information about its internal environment,

systems, and occupants. These sensors generate data based on occupants' interactions

with the building and its systems. Such interactions can encompass activities like accessing

different areas, adjusting environmental settings, or using various facilities and smart building

applications. Users engage directly with building sensors, such as smart card readers, or

indirectly through environmental sensors.

One signi�cant concern found as evidence in the secondary analysis papers is that the

collection and analysis of this data may compromise user privacy and enable surveillance,
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tracking, identi�cation, and pro�ling of individuals, potentially leading to safety and security

issues like stalking or crime. Of particular concern is data linkage, as it can reveal information

about occupants through the aggregation of data from multiple sources. This study highlights

that some of the collected data falls into the category of environmental data, including

temperature, light, and CO2. While these data are not inherently personal when considered

independently, the combination of these data through data linkage could surprisingly unveil

occupants' behavior and routines on a personal level. This revelation has the potential to

signi�cantly impact user privacy.

Furthermore, due to a lack of transparency, users often lack awareness of and consent to

this data collection, which is considered a violation of their data protection rights under the

General Data Protection Regulations (GDPR). This shows that the privacy of occupants of a

smart building can be violated due to the collection of massive volumes of data that could

provide identi�able information about individual occupants.

According to the study's �ndings, privacy harms as de�ned by Solove's taxonomy are

tied to numerous aspects of privacy impacts caused by smart building sensors and devices.

Consequently, this work illustrates how the taxonomy may ef�ciently characterise the user-

privacy impacts of SBT. By organising this information into a coherent taxonomy based

on secondary research �ndings, this study adds to the body of literature. Results from the

study also underscore the importance of raising awareness regarding data practices in these

buildings. Consequently, robust security and privacy measures are required to protect users'

privacy in these environments.

The focus of the secondary research analysis of the USB is to highlight the various

sensors and technologies as evidence of the impact of these buildings on occupants' privacy

and their association with Solove's privacy taxonomy, serving as a foundational framework

for this thesis. A notable research gap in this thesis pertains to the users' perception of smart

buildings and their approach toward understanding smart buildings and privacy, which will

be addressed in the forthcoming Chapter 4.



Chapter 4

User Privacy Perception, Preferences and

Trade-offs in Smart Commercial

Buildings

Overview

The primary purpose of this chapter is to gain insights into the overall perception of users

regarding smart buildings and the collection of data. It aims to identify users' perceptions,

concerns, preferences and trade-offs regarding smart building environments and privacy.

Smart buildings operate based on the widespread adoption of sensors and devices to monitor

the environment and provide services. This monitoring unveils data pertaining to the activities

and behavior of the occupants, in�uencing user privacy as per Solove's privacy taxonomy, as

described in Chapter 3. Therefore, in this study, I interviewed 20 participants to investigate

their perception of privacy, preferences, and trade-offs they are willing to make in smart

buildings as their workplace. This study establishes that the user's general perception is

de�ned based on the level of involvement, and technical and cultural backgrounds. The need

for convenience, sustainability, and connectivity in�uences the user vision over privacy. This

work also identi�ed a number of ideal services and made recommendations to be incorporated

into future smart buildings.

4.1 Contribution

The main contribution of this chapter is to conduct semi-structured interviews to understand

users' privacy perceptions, preferences, and trade-offs, thereby identifying key requirements

for privacy mechanisms in smart buildings.
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4.2 Introduction

As explained in previous chapters 1, 2, and 3, smart building users might have privacy

concerns. Studies on user perceptions of privacy in smart homes [29, 57, 316] show that users

value the convenience and connectivity of these buildings and that in�uences their vision

over privacy. These users believe that allowing their data to be accessed by external entities

depends on the perceived bene�ts. They also expect their privacy to be protected based on

their trust in the manufacturers of IoT devices. Smart home users are generally unaware of

the different analytical techniques that can be used to reveal sensitive information. To provide

an example, smart home users are unaware that smart home appliances like thermostats

and lightbulbs, which don't capture audio or video, pose a privacy issue [316]. They don't

know that machine learning algorithms might be able to infer additional private information,

such house occupancy and sleep habits, from non audio/video data [316]. However, to the

best of my knowledge, it is unknown if the user perception of privacy in smart buildings is

different from smart homes. Both smart buildings and smart homes have several features

in common, including climate control, lighting automation, and security and �re safety.

However, in smart homes, occupants have more control over the environment. They have

a certain level of awareness over the installed technologies as it is considered their choice

for their homes. Moreover, the number of inhabitants is limited, and they can be easily

identi�ed in terms of privacy. In smart buildings, the occupants are subject to unexpected

and continuous monitoring. They visit these buildings regularly, and their data, and activities

could be accessed by the building management, and even external parties. Moreover, these

buildings are used by different groups with different preferences, and the data-ownership

model is distinct yet not de�ned well in the relevant data protection regulations such as the

GDPR [138].

This study aims to address this research gap by conducting a user study of occupants'

perceptions, privacy concerns, and preferences within smart-university buildings. Previous

studies have focused either on the impacts of the shared control environments on users'

behaviour and levels of user interaction or threats to users' privacy while using these en-

vironments [138, 193, 279, 285]. The literature review section 4.3 con�rms that users'

perceptions of privacy in smart buildings have not been extensively investigated. Therefore,

the main focus of this study is to investigate the user perception of privacy in two smart-

university buildings with similar capabilities (i.e., new energy systems, novel materials, and

smart engineering) to highlight the threats, concerns, perceptions, and preferences from the

user perspective. These two buildings were managed by the universities and selected as an

instance of smart buildings in universities. Privacy investigation in these buildings is crucial,

where staff privacy is a matter and thousands of students. I adopt a qualitative research
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approach [220] to conduct semi-structured interviews with 20 participants. In this research, I

examine and answer the research question related to users' perceptions and experiences of

smart buildings, threats, and concerns associated with these buildings, acceptable trade-offs,

and recommendations for the future of smart buildings.

Study results demonstrate that the participants' general perception is de�ned by their

level of involvement with these buildings (e.g., researchers in the �eld of smart building

technologies) and their technical and cultural backgrounds. Moreover, the participants'

experiences reveal that they don't perceive any signi�cant personal advantages in these

environments, where limited types of services and user control are obstacles to user adoption.

In addition, the lack of transparency, and awareness activities arranged by the building

management raises various issues about user trust. Last but not least, the study's participants

recognise the bene�ts of data collection and processing, yet they feel these buildings can be

spying on them, leading to signi�cant privacy concerns unattended by the relevant regulations.

These �ndings help identify the essential requirements for privacy protection mechanisms in

smart buildings described in Chapter 5.

4.3 Related Work

4.3.1 User Experience and Concerns

With an increased number of smart buildings in diverse sectors, limited research focuses

on users' perceptions of these buildings. In terms of the experience, Martin studied users'

experience of a smart university building, identifying con�icts in shared control systems [193].

This study measures the effect of the control interface and the con�ict type among the

users. The results illustrate the limited impacts of shared control systems in con�ict with

management decisions to manage the set value for temperature and noise levels. The

results reveal complaints concerning temperature and noise controls. Overall, this paper

suggests that the technology evolution should provide a pleasant user experience [193].

Moreover, Tuzcuoglu et al., conducted eleven semi-structured interviews with of�ce users,

after relocating to a new smart of�ce building, to analyse social interactions and user

satisfaction [279]. This study shows the users' need for spontaneous meetings and non-work-

related conversations between employees. Nevertheless, users expect smart technologies to

facilitate these needs. Smart of�ce layouts need to provide users with social areas, situated

away from workspaces, that offer the required level of privacy and enable users to interact

and build social bonds [279].
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In terms of the concerns, a user study was conducted by Vasileva et al., focusing on

smart campuses as a smaller scale of smart cities [285]. The results indicated that using

data and making this data available in public is bene�cial, as open data could improve

users' experience and provide an example of a smart city. However, this data needs to be

explained to the user, and suf�cient protection measures must be in place [285]. Users in

smart environments use various personal IoT devices, such as smart watches, where owners

of these devices possess privacy concerns in these environments. Marky et al. conducted 42

interviews to understand their perceptions of privacy in such conditions [191]. The results

demonstrate that visitors to these environments want to be informed about data collected

about them, communicate their privacy preferences, and consider certain measures. The

owners of IoT devices want to adjust the output of their devices while there are visitors

on site [191]. There is an urgent demand to address these concerns while the number of

IoT devices increases and the device owners and bystanders need to meet the personal

requirements related to self-determination and privacy.

Moreover, via an online survey, Harper et al. studied 81 participants who were the

occupants of a university smart building for their privacy concerns and preferences [138].

They found a lack of knowledge among the smart building occupants regarding data collection.

Additionally, they reported a shared concern regarding the privacy of the data collected.

Finally, the participants expressed a desire for more transparency about the data practices.

Additionally, to understand the impact and the consequences of using smart environments on

users, a study was conducted consisting of 575 participants from three different countries

(Germany, Spain, Romania), focusing on smart health environments [173]. The results

illustrate that security and privacy are signi�cant concerns for users. Different examples

were presented by users related to the risks, such as possible misuse of personal data, spying,

pro�ling, privacy violations, burglaries, personalised ads and identity theft. This research

demonstrates that users possess a high level of awareness of the possible threats associated

with using these environments [173].

4.3.2 Privacy in Shared Places and at Work

Several studies have been conducted to understand user privacy perception in shared smart

buildings. Mare et al. surveyed 82 hosts and 554 guests to explore their preferences

for smart devices, data collection and sharing, and their privacy concerns about Airbnb

accommodations [187]. They found some forms of tension and disagreement between

the guests and the hosts regarding data collection. Although the guests generally like the

presence of some smart devices, they are concerned about the monitoring of the users by

these devices. Moreover, Bernd et al. studied bystanders' privacy concerns in the context of
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babysitting [44]. This research conducted 26 interviews with nannies and 16 with parents to

examine domestic workers' experiences and privacy concerns in smart homes. The results

show that, although most nannies expect the house that they work in may have cameras and

acknowledge the bene�ts of cameras, they would like to be informed by their employers

about these cameras and their purposes [44].

Introna and Lucas studied workplace surveillance, privacy and distributive justice. Mod-

ern technologies are used in workplaces and open opportunities for employee surveillance,

especially when these technologies are parts of the work infrastructure -the case of smart

buildings [148]. This paper argues that the private/public distinction is not effective in

workplace surveillance since the fundamental claim for workplace privacy is not related to

some personal space but rather a protection against the inherently political interests in the

`gaze' of the employer. Furthermore, allocating privacy rights and transparency is heavily

related to organisational justice. These �ndings suggest that monitoring at work should be

avoided unless explicitly justi�ed by the employer, and employees have control over using

these data [148].

While previous research has studied the privacy concerns and preferences of the occupant

of smart buildings in a limited set of contexts e.g., smart homes, work monitoring via cameras,

etc., there is a lack of an in-depth study to �nd out about the user perception of their privacy

in such buildings. In this study, I contribute to �lling this gap by conducting a series of

semi-structured interviews to understand what factors in�uence users' perceptions of privacy

in a smart building and what are the requirements for privacy design mechanisms in these

buildings.

4.4 Methodology

This section presents the case study, interview design, the participant enrolment process,

interview procedures, and data analysis.

Case Study.This study is focused on smart buildings in two universities, one in the

UK which is the USB and the other one in Saudi Arabia1. Generally, such buildings are

shared by a mixed group of staff, visitors, and students. The space is designed like an

open-plan commercial of�ce building and incorporates individual cubicles, individual of�ces,

conference halls, shared of�ces, and a common space. The collected data is stored on a

central server of the building management system (BMS). Building data is temporarily

stored in the building systems' controllers and BMS networks. Moreover, collected sensor

data is available for access via a web-based user interface. More details about the USB
1I used the university in Saudi Arabia as I am partially based there
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Fig. 4.1 Summary of the study design

infrastructure design can be found in Chapter 2, Section 2.5. For the university building in

KSA, I endeavored to obtain a similar level of detail regarding the USB infrastructure design.

However, the university does not have the infrastructure design for the building documented

to share, as the building is owned and managed by an external third party.

4.4.1 Interview Design

The bene�ts of conducting qualitative research lie in presenting a holistic understanding

of the phenomenon under enquiry using predominantly subjective qualitative data, which

can be provided by observational and other quantitative data [245, 86]. I chose to conduct

this study using a semi-structured interview because it allows me to explore in depth the

participants' thoughts, values, feelings and beliefs about smart commercial buildings and

their privacy. [159, 31].

The study design consists of three phases. Pre-interview forms and questions, the actual

interview to collect data, and the post-interview procedure to analyse collected data. A

summary of the study design can be found in Fig. 4.1. In the following, I describe the main

points that emerged during the semi-structured interviews.

Smart Building Users: General Perception, Experience, and Bene�ts

I asked participants to de�ne smart commercial buildings based on their perceptions and

share their experiences with these buildings, along with the bene�ts they perceive for various

stakeholders. Participants' understanding differs according to their technical and cultural

backgrounds and level of involvement with these buildings. The bene�ts of these buildings

to different stakeholders were discussed to identify the main advantages from the users'
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perspective. The key questions were: (1) What is a smart commercial2 building from your

perspective? (2) How would you describe your experience with smart buildings? (3) What

are the bene�ts of using smart buildings?

Smart Building Users: General Concerns, Privacy Concerns, and Mitigation Strategies

I asked participants to identify obstacles to adopting smart building environments, encour-

aging them to share various concerns and drawbacks related to their experiences with these

buildings, including privacy concerns regarding data practices. Additionally, I discussed

mitigation strategies and actions taken when visiting a smart building with the participants.

Finally, I inquired about their opinions on data management in a smart building. The key

questions were: (4) What are your concerns and drawbacks regarding utilising these build-

ings? What would you do about such concerns? (5) Would you act differently if you were in

a smart building as opposed to a normal building? (6) What do you think of data practices in

smart buildings? For instance, who has access to the collected data in a smart building and

who is this data shared with?

Smart Buildings Users' View of Trade-Offs Between Utility and Privacy

To understand what the users regard as an acceptable trade-off between the data collection

(which would enable monitoring and tracking) and the offered services by these buildings,

I asked them to identify the type of ideal services that they wish to receive while using

these buildings. During the interviews, several scenarios were presented to participants

to understand their perception of data collection trade-off speci�cally for monitoring and

tracking purposes and to identify under which circumstances users are willing to share their

data. These services include building services, health, safety, research purposes, commercial

usage, energy ef�ciencies, indoor environmental quality and sustainable building. The key

questions were: (7) If you were in an ideal world, what type of services would you like

to receive from these smart environments? (8) What do you think about data collection

and sharing to receive better services (in return for monitoring and tracking)? Is it a good

trade-off?

Smart Buildings User Preferences and Recommendations

At the end of this study, I wanted to highlight the participants' vision regarding the future

of smart commercial buildings. I asked them to portray an ideal smart building and provide

2I used "smart commercial buildings" at the start of the interview to distinguish them from smart homes.
When such a distinction was established, I continued with "smart building".
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recommendations according to their preferences. The key questions were: (9) What do you

think is the future of smart commercial buildings? (10) How can these environments be

improved to meet users' preferences?

Finally, a short conclusion was presented to the participants and they were given time to

ask questions about the study.

Ethics: The Faculty Ethics Committee at Newcastle University reviewed and approved

the research project. Prior to each interview, I asked the participants to read the information

sheet and sign the consent form which describes the purpose of this study and highlights

con�dentiality with respect to participants' data. A copy of the information sheet and consent

form can be found in Appendix A. Additionally, participants had the option to withdraw

from this study at any time, without providing any justi�cations. None of the participants

withdrew.

4.4.2 Participants

In this study, I followed the interview procedures to conduct all 20 interview sessions online

via Zoom and in English. Each interview lasted for approximately 45-60 minutes. Two

pilot interviews were conducted to con�rm that the questions could be understood and to

determine any potential problems in the script (e.g., language, cost, time) in advance so that

the methodology could be adjusted prior to commencing with the main study. Each participant

received a voucher worth £20 as compensation for their time. During the interview, I allowed

participants to elaborate, share their perceptions and thoughts, and ask for clari�cation of any

questions.

This study recruited the participants by emailing the university staff who reside in a

smart building in two universities, one in the UK and the other one in Saudi Arabia. I

asked the interested participants to complete an online questionnaire, to capture demographic

information and assess participants' technical knowledge in terms of the level of familiarity

with smart building technologies, security and privacy via simple questions. The online

questionnaire was completed by 20 participants, 16 were from a university in the UK, and 4

were from Saudi Arabia. These participants (8 male, 11 female, and 1 non-binary) were aged

between (20 to 50) and had different roles (student, post-doc, teaching and research staff,

and support). A summary of the demographic information can be found in Table 4.1.

Regarding visiting frequency, 12 participants visited smart buildings 4-5 days a week, 3

participants visited 2-3 days a week, 2 participants less than once a week, and 2 participants

once a week, whilst one participant preferred not to say. To understand participants' level of

familiarity with smart building technology, security and privacy, we asked participants to

rank their knowledge on a scale of 1-5. In this case, 1 refers to the least, whereas 5 is the
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Table 4.1 Summary of participant demographics

Demographics Participants
Gender Male (8); Female (11); Non binary (1);
Age 20 – 30 (5); 30 - 40 (10); 40 – 50 (5)
Nationality UK (4); EU (1); Outside of the UK/EU (15)
Role in the University PhD. (10); Lecturer (3); RA (3); Professional support (1); Undergrad/PGT (2); Other (1)

most. 12 participants ranked themselves as level 4, whereas 8 participants selected level 5, in

terms of the level of familiarity with technology in general. In terms of the level of awareness

of smart building technologies, 10 participants ranked themselves as level 4, 5 participants

chose level 3, 3 participants were on level 2 and two participants were on level 5. Most of

the participants have technical backgrounds and are familiar with the concepts of security

and privacy within these environments. These participants ranked themselves as levels 4-5.

Only 4 participants selected level 3, whereas 2 participants selected level two, as they have

limited knowledge regarding this topic. In Appendix A, invitation email, and background

questions are provided.

4.4.3 Data Analysis

To develop insight into this research, after conducting each interview, I analysed and derived

a provisional, summarised conclusion. 20 semi-structured interviews were transcribed using

external transcription services and then analysed individually. I noted that data saturation

appeared after the �fteenth interview3, where no new themes arose, so I stopped recruiting.

All interviews were audio-recorded, transcribed and subsequently independently coded, using

thematic analysis [213]. This method helps identify, analyse, and report patterns within

data. It aims to identify themes embedded throughout qualitative data. After coding all

interviews and creating the �nal codebook using the coding software (NVivo), a second round

of analysis was conducted by an expert in the �eld researcher to ensure that all important

themes were captured through manual coding. This process was carried out independently. In

case of any discrepancies, these were discussed and resolved before reporting. In Appendix

A, the codebook is provided.

3Participants from Saudi Arabia were interviewed in the midst of this saturation to ensure that data were
obtained fairly and without discrimination. This approach aimed to prevent any impact on the saturation of
information gathered through these interviews, considering the diversity of university buildings or cultural
backgrounds.
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Theme 1: User General Perception Theme 2: User Concerns

Cultural background Unpleasant user experience
Technical background Limited variety of services
Level of involvement Data management, control and consent
Modern technologies (functionality vs luxuriousness) Causes of drawbacks and mitigation strategies
Awareness of existing sensors

Theme 3: Trade Offs Theme 4: User Preferences and Recommendation

Services Increase users' awareness and disclosure
Health Improve the quality of services
Safety Understand users perception of privacy
Research purpose
Ef�ciencies
Sustainable building
Indoor Environmental Quality
Commercial

Table 4.2 Summary of recurring themes

4.5 Results

In this section, I present the main emerging and recurring themes extracted from the in-

terviews. A summary of these themes is presented as the study code book in Table 4.2. I

conveyed participants' statements by labelling them from P1 to P20. In addition, I report how

many participants mentioned each theme to produce an idea of the density and distribution

of different themes within their respective sections. This study identi�ed several obstacles in

relation to the participants adapting to these environments, which can provide an unpleasant

experience for the users.

In terms of the baseline guiding the interview, I asked interested participants to complete

an online questionnaire aimed at assessing their technical knowledge, speci�cally their

familiarity with smart building technologies, security, and privacy. As outlined in Section

4.4.2, the majority of selected participants self-reported as knowledgeable about these terms.

Additionally, since participants were recruited from universities, most held a university

degree, such as a PhD or RA, leading me to anticipate that the majority of them would

possess a certain level of knowledge regarding smart buildings and technologies.
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4.5.1 Smart Building Users: General Perception, Experience, and Ben-

e�ts

During the interview, I asked the participants to de�ne a smart commercial building and how

it works based on their perceptions and to identify the type of sensors used in the building.

I also asked about the bene�ts of using these buildings for different stakeholders. This

helped me identify to what extent the smart commercial building concept is understood by

the participants including the associated services and sensors. I found a few main criteria

that in�uence the participants' general perception and understanding of a smart commercial

building, namely: technical background, level of involvement, cultural background, new

buildings concept and more luxury, and awareness of the existing sensors.

I observed that the user'stechnical background, speci�cally their level of awareness

regarding technology, is the primary factor in�uencing their perception of a smart building.

Participants with greater technical awareness, such as those from a technical background

(e.g., computer science researchers), demonstrate a deeper understanding of smart buildings.

This understanding encompasses a comprehensive grasp of the various elements, components,

and dynamics within smart buildings.

In the context of the term 'smart buildings,' it typically refers to spaces or systems

enhanced and optimised through the integration of advanced technologies, such as the

Internet of Things (IoT), sensors, and data analytics. For instance, having an 'adequate

understanding of smart buildings' implies a holistic comprehension of the technological,

operational, and user-centric aspects of an intelligent system or space. This understanding

entails not only awareness of the individual components but also the ability to understand their

interplay and the overarching purpose of creating a smarter and more ef�cient environment.

Such comprehension serves broader objectives, including energy ef�ciencies, sustainability,

and an enhanced overall user experience.

In order to assess the adequacy of the participants' responses, I compared their answers

with the de�nition of smart buildings provided in the literature. According to this de�nition,

smart buildings integrate intelligence, enterprise, control, materials, and construction as

a comprehensive building system. Adaptability, rather than reactivity, is emphasised as a

core principle to address key drivers for building advancement, including energy ef�ciency,

longevity, comfort, and satisfaction [56].

Taking into consideration the de�nition of smart buildings, many participants elaborated

on its key aspects, using relevant terms related to the de�nition provided earlier. Among the 20

participants, 8 explicitly identi�ed themselves as technology experts. These individuals, with

advanced technical backgrounds, characterised smart buildings as environments comprising

various Internet of Things (IoT) devices, enabling connectivity with any smart device. For
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example, P19 described smart buildings as“automatically and continuously monitors the

environment and activities of its users, utilising collected data to provide insights such as the

location of people, their behaviour, available spaces within the building, and elevator usage

patterns. For example, within my �eld, I specialise in monitoring activities using cameras for

tasks such as object detection. This includes identifying any unusual behaviours, like fast

movements, which could indicate suspicious activity. Additionally, in advanced buildings,

monitoring systems may also track oxygen levels and assess factors like the frequency of

people's breathing. In a smart building anything can be monitored, and then re�ect into the

performance of that building".

P15 de�ned smart buildings as“ Smart buildings utilise various sensors to enhance

ef�ciency, optimise energy and resource usage, reduce costs, and enhance business operations.

They also analyse and record human behaviour or patterns to provide occupants with a

comfortable and safe environment, all managed through a centralised approach. Having

experienced different smart buildings, I understand the signi�cance of user behaviour in

optimising building environments for occupants' bene�t. For instance, cameras activate

when triggered by sensors detecting movement, recording activity as individuals pass by"

P9 a research assistant mentioned“whoever is in charge of the IDs can tell when

somebody is in and out and who has been in the space at that time". Furthermore, participants

were able to identify most of the existing sensors within smart buildings.

These participants provided insights into technology integration, illustrating their under-

standing of embedded technologies in the environment, including sensors, actuators, and

connected devices. They discussed how these technologies interact to create an intelligent

and responsive system. Additionally, these participants delved into the automation and

control within these systems, recognising the level of automation and control mechanisms

in place. These mechanisms allow the environment to adapt, respond, and optimise based

on real-time data and prede�ned parameters. Discussions also covered data collection and

processing, the purpose and generation of meaningful insights from the collected data for

building management and overall environments, as well as the associated security and privacy

threats.

On the other hand, participants with limited technical knowledge are less aware of these

buildings. They state that there is no noticeable impact of smart buildings on the environment

and the users. As stated by P6, a general worker with limited technology knowledge“I know

people sold it as a smart building. But I'm not sure what features we have in the building".

Another factor contributing to the user perception of a smart building wasuser involve-

ment in the building, i.e., whether they are general workers or technical researchers. For

instance, the participants who researched IoT technologies described it as more accurate than
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those who did not. In general, their perception of this environment is that it consists of a

vast number of IoT devices, with a central management system that collects a considerable

amount of data to track occupants and monitor the environment, movements, and patterns of

behaviour, with the aim of providing occupants with a comfortable environment that meets

personal preferences and allows management to optimise the use of resources ef�ciently.

Similarly, if someone istechnically involved in a smart building e.g. IT professional

support and researchers, they would naturally express more accurate knowledge about smart

buildings. However, participants with a lower level of involvement with these buildings

are less familiar with the building technologies concept. These participants de�ned it as a

regular building with some automation functionality, but they could not identify most of the

installed sensors. For example, one of the participants from Saudi Arabia believes that there

are a limited number of these buildings in the country. P20 stated“I can not call it a smart

building as a whole. If it only has a few smart features". As a result, their understanding of

smart buildings' concept is narrow.

Participants discussed the various bene�ts of using smart buildings, which pertain to both

individuals and stakeholders. Through data collection within these buildings, individuals

can conveniently book study rooms and library spaces at any time through user interface

programs that interconnect and synchronize these systems. Moreover, smart buildings

provide users with conducive working environments featuring optimal indoor environmental

quality, temperature, and carbon dioxide levels. Users are relieved from the task of manually

adjusting these environmental parameters as all sensors are managed automatically by the

building management system.

On the other hand, smart buildings offer bene�ts to stakeholders and building management.

Data collection aids in space and resource management, optimising utilisation. For example,

these data can assist management in monitoring space usage patterns over time, leading to

energy ef�ciency and cost savings for the building. Furthermore, smart buildings enhance

management capabilities for access control, safety, and security, especially through the

integrated features of these systems. P2 elaborated on safety“ I like the idea of having

cameras in smart buildings, it really makes me feel safe".

5 of the participants believed that a smart building is amodern conceptwhich aside from

its general bene�ts, provides a boost to the name of an organisation or the building owner,

to win an award for instance. P13 described these buildings as“ that seems like a luxury".

These participants believed that the younger generation is typically attracted to new visions

and technological trends and is interested in smart buildings, even if they do not understand

how they work or what impact they have on security and privacy.
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The study also found out that the participants generally consider a smart building equipped

with multiplesensors, though they are not con�dent about the variety of these sensors. In

terms of the awareness of existing sensors, the most mentioned sensors are CCTV, tempera-

ture, lights and smart cards, while carbon dioxide is the least mentioned. These participants

referred to their lack of awareness of the sensors to the absence of signs and the places where

these sensors were allocated. All the users understand that the smart card mechanism creates

a log to record identi�cation numbers and user accessibility dates/times. CCTV and smart

card sensors were recognised by all 20 participants. The building uses CCTV to ensure safety

and security within the building. 2 out of 20 of the participants prefer to use an environment

with CCTV installed, as they feel safer. P2 mentioned that“I like the idea of having cameras,

it makes me feel safe". Only 8 of the participants acknowledged the existence of the carbon

dioxide sensors and their bene�ts, including using the data to measure occupancy levels

within a speci�c area, while 9 participants referred to the existing sensors as IoT devices.

4.5.2 Smart Building Users: General Concerns, Privacy Concerns, and

Mitigation Strategies

Participants highlighted a few concerns around smart buildings, including unpleasant user

experience, limited variety of services, data management, control and consent, security and

privacy, and they recognised multiple reasons behind these drawbacks and concerns. In

Fig. 4.2, those concerns are presented in the form of a word count bar chart, which represents

the number of participants who mentioned particular privacy concerns.

All the 20 participants stated that smart buildings are attempting to be advanced techno-

logically, though they provide apoor user experiencedue to several factors. These factors

were around the building's reliability and availability e.g. the systems not working properly

at times or failing occasionally. Participants complained the most about temperature and

light sensors. For example, motion and light sensors sometimes fail to sense the presence

of occupants where lights turn off suddenly when users are still working at their desks. In

addition, temperature sensors do not work correctly, resulting in an uncomfortable envi-

ronment because of the �xed value set. P1 stated that it is like“living inside a prototype".

In addition, though they are advertised as `smart' systems, they are highly automated and

in�exible, which allows limited occupant interaction. This leads to user disempowerment for

certain tasks e.g. adjusting or controlling some services based on their preferences. As P5

stated,“they are not con�gured based on what the user wants". 8 participants expressed that

working in a normal building is better because users have more control over their environment.
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Several participants described these buildings as public places, where data is collected to

manage building operations and users have no control over these data.

Moreover, using a smart card to manage access is occasionally regarded as an obstacle

because if the card is forgotten, stolen or lost, participants complain that their basic activities

will be restricted. For example, P6 stated“if you lose your card, you can not do simple things

like going to the bathroom". The concept of smart technology in buildings is to provide

occupants with smart services from participants' perspectives. All of the participants assess

the adoption of smart buildings based on the services offered by these buildings. Participants

complained that there arelimited types of servicesprovided to the occupants, compared to

the services provided to the management. In addition, 8 participants mentioned that although

parts of the collected data are related to the occupants, there are no perceived personalised

advantages concerning them. This lack of personalised experiences con�icted with partici-

pants' feelings about why these systems should collect such data at all. P6 expressed that“I

have never seen any kind of output from data collection, what it is monitoring and how it

bene�ts anyone?".

All of the participants were aware of the data collection in a smart building and that such

data comes from the environment and the occupants. Moreover, participants understood that

they were in a public place (as described by some of them) where they had to give up part

of their privacy. The study identi�ed that participants valued their privacy and demanded

noti�cations that provided more details about what was being disclosed about them and what

type of threat was associated with these data. All the participants stated that although the

data collection is essential for managing building operations, they are concerned about the

data management, control and user consent.

All participants highlighted that there is alack of transparency and disclosureregarding

the data type, handling, purpose, access, and retention period of user data in smart buildings.

Participants complained that users could not view these data, and there is no proper user

noti�cation about the data collected or control to opt in or out. Participants would like to

know about the consequences on them if their data is revealed to other parties. P10 mentioned

“people will appreciate being noti�ed about what are the consequences of those things".

Moreover, all the participants discussed that it is essential to obtainuser consent, which

is not the case right now. Finally, participants mentioned no clear regulations and laws

regarding smart buildings. Conversely, some participants are aware of Data Protection Laws

and General Data Protection Regulation (GDPR), but they are unclear if these regulations are

applicable and have been practised in smart buildings. The participants also discussed that

such consent must be clear and understandable.



88 User Privacy Perception, Preferences and Trade-offs in Smart Commercial Buildings

Fig. 4.2 Word counts representing participants privacy concerns

All the participants agreed thatsecurity is a signi�cant threat in smart buildings. The

participants provided different scenarios concerning the danger of the potential hacking of

such buildings. To support this argument, P10 alleged that:“here are resources that are

available and affordable (e.g., Raspberry Pi), which, via a simple intrusion, can conduct

malicious activities, such as spying". Moreover, the IoT environment enables other build-on

systems, sensors, and gadgets where security compatibility could open new doors to novel

attacks. For instance, P3 stated that:“there was an actual incident related to a cyber-attack

on infrastructure, where the organisation disclosed general information about the incident

through Emails. This concern raised a question about the amount and type of data leaked

and if the system was affected".

The majority of the participants (17) were concerned with theirprivacy in smart buildings.

These individuals de�ned individual privacy as any information related to personal identity,

activities, and behaviour and the right to choose to opt in or out of data collection and to view

collected data. P10 stated:“if you have all the data from an of�ce and you're the only one to

use the of�ce, the pattern related to you using the of�ce is apparent to everybody, plus, they

can use that against you because data is public".

The participants stated that the building managers and IT departments might have the

greatest accessibility to these data. Moreover, participants worried that the gathered data

could be pro�table and shared with some third parties. P17 stated,“I do not want to be under

surveillance all the time". Various smart technologies are the source of user concern in this
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context. The study found that users are mainly concerned about smart card data, as it is

associated with personal information, e.g., ID, location, of�ce use patterns and activities

related to date/time. Hence, participants believed that smart card data is�ngerprinting and

pro�ling users. 8 participants mentioned thattracking and monitoring are possible through

data obtained via multiple resources, e.g., smart cards, and carbon dioxide sensors. The

participants believed that they might act differently if they knew they are being monitored

and that such tracking and monitoring might be used for"malicious purposes"(e.g., using

of�ce hours for promotion) and is"not ethical". Participants believed that their privacy could

be invaded due to the power relationship at work. Power dynamics refers to the relationships

between people in an organisation where managers can use collected data to monitor their

subordinates and in�uence their behaviour.

Participants identi�ed common threats across computing contexts, such as breaches and

�nancial threats that in�uence their privacy perception. Despite these concerns, they didn't

view these concerns as high risks and adopted a few mitigation practices, e.g., not using the

building's Wi-Fi. The participants declared that allowing tracking and monitoring depends

on the building type and the organisation managing the building. For instance, university and

airport buildings conduct monitoring for security purposes, and these types of buildings are

permitted to gain users' trust. P1 said that“what I see is that people assume that just because

safety is important, people don't worry about privacy. But that's not the case". On the other

hand, other smart contexts such as smart shopping malls are less trusted since data collection

can be for commercial use and could target users with irritating advertisements, as stated by

P1,“I don't want that the people are going to chase me over the building to sell me things".

4.5.3 Smart Buildings Users' View of Trade-Offs Between Utility and

Privacy

Most participants (18 out of 20), understand the bene�ts of data collection within smart

buildings and at the same time they value their personal privacy and would like the processes

to be more transparent and give them more control over their data. During the interviews,

several scenarios were presented to the participants to understand their perception of data

collection trade-offs, in terms of services, health, safety, research purpose, commercial use,

energy ef�ciencies, indoor environmental quality and sustainable building.

The data collected to provide valuableservicese.g., navigating the users to the available

meeting rooms is considered a favourable service offered by these buildings. Nineteen

participants asked for some form of data consent, con�dentiality, and transparency to agree to

share their data for service purposes. 5 participants believe that people are currently willing
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to share their data for the desired services. This idea is similar to Facebook and Google,

which allow tracking of personal information in return for using their services. Thus, a smart

building could be an extension of internet websites.

Nineteen Participants mentioned that data collected to provideenvironmental quality

of indoor spaces is essential for public health and considered a fair trade-off. However,

building management should be transparent and give details on the type of data collected,

who accessed the data and for what purpose. P19, who described herself as“a security expert

and a conservative person", stated that she dislikes the current state of data gathering and

refuses to share hers. This is due to the lack of transparency and disclosure from building

management about data handling.

All 20 participants stated that collecting data forpublic health purposes is highly

recommended, especially with pandemics [Covid-19], as management can use the data to

effectively manage crowded areas and social distancing. Participants are willing to share

their data for this reason as long as the tracking is not on a personal level. Almost all the

participants agreed that they care about theirsafetyand understand how the infrastructures in

smart buildings would bring such safety via continuous monitoring. For instance, P13 stated:

“individuals who notice the existence of these devices are less likely to commit crimes".

The data collected in some smart buildings (e.g., smart university) are used forresearch

purposestoo e.g. to optimise building performance, and analyse the building utilisation. All

20 participants agreed that smart building data is bene�cial to academic research, as long as

it is anonymised and cannot be linked to individuals.

The smart building concept aims to provide occupants with a sustainable building, which

uses resourcesef�ciently and saves energy, reduces costs and provides a building that

is environmentally friendly. 7 out of 20 participants stated that working in asustainable

building is important and provides a comfortable environment. These participants understand

that data collection is an essential factor to maintain a high level of sustainability and manage

building resources and utilisation. Similarly, 9 out of 20 participants agreed that a smart

building collects data to achieve energy ef�ciencies and that the data are related to building

utilisation of resources.

Moreover, 18 out of 20 participants believe that collecting data forcommercial useis

not preferable because third parties are using such data for advertisement purposes or selling

the data as P13 stated“there could be a more malicious side to like maybe selling the data".

In all of the above trade-offs, the participants emphasised that data collection, processing,

storage, and disclosure should be done with the user's consent and be as transparent and

con�dential as possible.
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4.5.4 Smart Buildings User Preferences and Recommendations

I asked the participants about their opinions of the future of smart buildings and their

recommendations to improve their experience within these buildings. Participants discussed

this topic and suggested the following examples regardingideal services; P1 provided an

example of such services that would be bene�cial to the occupants including“the recycling

of the air to improve the quality of the air and provide a healthy environment". P18 and

P20 suggested multiple approaches for user-building interaction platforms, such as "voice

sensor communication" or visually through "dashboards" or "remotely without having to use

hands", especially with the Covid-19 pandemic and other diseases that may appear in the

future. Another service suggested by P7 is“smart curtains where the level of shading can be

adjusted with respect to the angle of the sun". The participants also advised that users should

control the surrounding environment through a "control board" with buttons in their rooms.

Ideal services could relate to controlling the noise level in dedicated quiet areas in libraries,

as mentioned by P1:“for example, a sensor that could measure the noise level and notify

users that these are quiet areas". However, at the same time, users will need to be assured

about their privacy and that their conversation is not being recorded.

Several recommendations were suggested by the participants, which include that smart

building should provide occupants with security and safety, but at the same time, building

management shouldrespect user's privacy. For instance, using a trusted-based concept to

act as a decision maker on behalf of users for managing data sharing. Moreover, 3 participants

mentioned that with the expansion of the IoT, many devices and things will be connected

universally. Taking that into consideration, users' privacy should be handled with a high

degree of urgency as more data will be collected.

19 participants emphasised that the data should be handled ethically, anonymised, en-

crypted, and deleted within the speci�ed time frame to protect the user's con�dentiality.

Moreover,dedicated laws, regulations, and legislationshould be set and enforced in these

buildings. Three of the participants mentioned the GDPR law their right to delete their data,

and the obligation of the smart building owner to provide disclosure and consent that is clear,

understandable, and brief. This particular law where users need to be able to view data,

receive noti�cations about collected data, and have some level of control over these data

must be enforced. P5 stated“one of the rules in the GDPR is that an individual would be

able to delete data collected about them. So, I think they should be able to. But the policy is

long and has a lot of details that people might not understand".

Additionally, participants believed that there isa lack of communicationconcerning

smart building operations, as well as a lack of awareness and disclosure from the management,

as there are no signs to show that users are in a smart building. Sensors are not obvious and
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there should be periodic feedback about the sensors, building performance, and data being

collected, by sending emails, placing signs beside sensors, providing training and workshops,

and providing these details when a person moves into and/or enters the building.

4.6 Comparison to Previous Work

The study results identi�ed several recurring themes related to user privacy in smart com-

mercial buildings. Users value the convenience and connectedness of these environments

impacting their vision regarding privacy. Users believe that allowing their data to be accessed

by external entities depends on the bene�ts provided to the users. These conclusions are

similar to previously conducted research in the context of smart home [188, 312]. This

demonstrates that user privacy perception for smart commercial buildings is partially similar

to the users of smart homes.

Users expect their privacy to be protected based on their trust in the purpose of the

building and the organisation managing the building. Related studies e.g., [312, 29] likewise

found that smart home user trust to protect their privacy is dependent on the IoT device

manufacturers. However, they cannot con�rm that these protection measures are in place,

which is indeed the same for smart commercial building users.

This work demonstrates that there are areas in which user perception of smart commercial

buildings is different from smart homes. For instance, the data in smart commercial buildings

is collected in a public place with wider access. As I discussed earlier, users of such buildings

are unaware if they are in a smart building since there are no obvious signs, as opposed to a

smart home where a user normally is in the process of making their home smart. Therefore

the level of awareness about the two smart environments is different. This may have had an

impact on the participants who believed that smart commercial buildings are �ngerprinting

data subjects without their knowledge.

In terms of recommendations to ease these concerns, several studies [274, 275, 139]

recommend modi�cation to the privacy law and in smart environments. These studies suggest

that the level of awareness and control over data collection practices as well as protection

measures need to be improved. Similar to this study, previous work also suggests that data

transparency, level of awareness, and control need to be signi�cantly improved [308, 313,

309, 139], which emphasises that there are several blind areas related to this sector and need

further dedicated study.
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4.7 Discussion

In exploring participants' experiences of using these buildings, I found that participants were

irritated by the invasion of their privacy in these environments. They also complained that

there are few bene�ts and only limited types of services offered to people in these buildings.

In this section, I discuss some of the �ndings in relation to the current state of user experience,

awareness of smart commercial buildings, privacy protection, comparison with other studies,

and make recommendations to various stakeholders on where essential features need to be

implemented to improve user trust in these buildings.

4.7.1 User Experience

The experience of the users reveals that these environments do not work effectively and

ef�ciently. The study identi�ed certain obstacles that have an impact on the user experience,

including the technical issues associated with these environments, seeing that the systems

and sensors running these environments are not calibrated and programmed carefully and

glitches could occur that are similar to any other systems. The participants believed that due

to the modern nature of these buildings, there is no proper maintenance plan for these systems

and devices. More speci�cally, since these systems are fully automated, their operation does

not allow users to adjust the environment settings based on their preferences.

In fact, the participants believed that there should be a �exible system that operates these

buildings and allows them to have a degree of control to interact with these environments

smartly and adjust them as required, such as switching to manual access if required e.g.

in the case of a smart card failure. At the moment, the building management has overall

control of these environments, to achieve the main objectives of saving energy, as well as

managing resources and utilisation of space. Participants havehigh expectationsof these

environments and to provide fully automated functions and services and expect them to

be adaptable to different personal needs. These high expectations could be applicable to

smart home environments, where occupants are limited and where smart homeowners have

full control and ownership of these systems. Compared to smart homes, smart commercial

building is a much broader environment comprising a large number of occupants sharing

these systems. Meeting personal preferences in a shared area is an obstacle, as different users

with different preferences utilise the same space, for instance, co-workers using a shared

of�ce.

Conversely, management should provide users with a comfortable and appropriately

controlled environment that satis�es most users' preferences, such as a suitable temperature

and brightness level. With a large number of installed devices and sensors, designers,
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researchers, and engineers should work together to build a collaborative, technological

environment where devices combine to provide an intelligent environment. This suggests

that the efforts of designers and engineers in improving these environments remain crucial in

relation to building intelligent environments.

4.7.2 User Awareness

Despite the rapid development of smart buildings, the participants stated that they cannot

determine if they are in a smart building or a normal building, as some of the buildings have

limited types of technology and are not fully automated making them wonder if it is a smart

building at all. Participants' level of awareness about the existing smart building sensors is

limited, as they lack knowledge of its functionality, purpose and the type of data collected.

These sensors are usually installed in hidden places. Hence, the participants complained

that such sensors are not visible and there is a lack of noti�cation (e.g. signs) to describe

these technologies and how they bene�t the overall operation of the building, individuals,

and groups.

Smart environments contain a substantial number of sensors and devices that collect vast

amounts of data. According to the study �ndings and previous research [139], the occupants

are unaware of the type of data being collected and the bene�ts of data collection which is

similar to smart home users [274]. Several studies focused on visitors' privacy awareness

in smart homes; for instance; Marky et. al. describe privacy for visitors as their ability to

control and view the captured data in a smart environment [191]. Privacy awareness can

be performed throughprivacy labels and visualisations; in [309], the paper suggested

distributing physical signs with QR (Quick Response) codes to provide information for

visitors. This type of awareness is considered applicable to smart buildings like smart homes.

Moreover, Smart building management should utilise moretransparent practicesto

increase users' awareness. For example, by placing signs alongside sensors that enable

monitoring to inform users of their existence. Nonetheless, allowing users to be able to

view captured data would help them understand the overall bene�ts of data collection. Such

knowledge will help users to understand the trade-offs for their privacy in return for received

services [191].

Privacy dialogues could present a promising solution to foster a stronger relationship

between users and building management within the realm of smart buildings, similar to

security dialoguesbetween security and business entities. Ashenden et al. conducted

an action research, an applied methodology aiming to analyse and effect practical change

in speci�c business organisations [24]. Through scoping interviews and workshops, they

discovered that poor interactions between cybersecurity practitioners and staff often led to
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a mutual lack of trust. In such scenarios, staff tended to disengage from security issues or

actively avoid them, resulting in cybersecurity being overlooked or allocated insuf�cient time

and resources in projects [24].

By organising security dialogue workshops, a variety of activities were devised to help

security practitioners understand the behavior of staff members. These dialogues bridge

the gap between the security process and the real-world context in which it operates [24].

Through co-design activities, the participants expressed their intention to implement various

changes after the workshops, including acquiring the soft skills covered in the sessions,

improving the engagement with the project stakeholders, fostering constructive dialogue, and

employing techniques to encourage better behavior [24].

This work introduced an intervention to address security dialogues that occur within

and around formal organisational security processes [24]. These dialogues allow security

practitioners to bridge the gap between the security process and its real-world context. The

overarching goal is to enhance security dialogues to in�uence the social practice of security

and foster a positive cycle of engagement [24]. These dialogues ensure that the process

aligns with its purpose, fostering effectiveness and satisfaction among all involved parties.

Consequently, this contributes to better inputs and outputs for risk assessment and reinforces

the security culture [24].

Technical approaches are signi�cant solutions to designing security and privacy to protect

individual data. However, other factors need to be taken into account, including a creative

method such asparticipatory physical modeling for co-designingrepresentations of what

constitutes ontological security and privacy in everyday life for communities. Human security

and privacy of actors should be placed at the forefront, ensuring that the perspectives of

marginalized actors are taken into account. Using LEGO and other materials, participants

can physically model concerns as tangible scenarios, using colored bricks to represent actors,

infrastructure, and data movement [143].

Heath et al. conducted a study wherein participants were presented with a detailed

explanation of a single LEGO model representing a home banking service using an internet

protocol [143]. The objective of this study was to facilitate discussions among various

stakeholders involved in the design, provision, and utilisation of the service, aiming to

explore alternative de�nitions of the service [143]. Employing a place-based lens, intended

to dissect various elements of the �ndings, the researchers analysed a series of playful and

antagonistic interactions among participants. This demonstrates how a community establishes

networks of resilience, along with the viewpoints and scopes of the participants involved.

Analysing the outcomes through the lens of place-based modeling highlights the necessity of
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re�ning individuals' comprehension of how these models operate within the communities

that create them [143].

The methods outlined, while effective, have the potential to be extended to other modes

of engagement suitable for engaging with a wider array of cultures and perspectives. This

strategy aims to elicit from participants the connections, practices, knowledge, and related

ways of existence that can be cultivated to empower a community to enhance its resilience

and strength, including fostering relationships of trust [143]. Creative security engagements

aspire to challenge prevailing models and disciplinary discourses with fresh perspectives on

security that are less hierarchical than current approaches, which are often shaped solely by

technical security considerations, as outlined in the study [143]. This implies that employing

co-design studies could offer a promising avenue to tackle privacy concerns within the realm

of smart building environments.

4.7.3 Privacy in Smart Commercial Buildings

The fact that streams of data need to be collected to operate smart buildings was clearly

understood by the participants. This perception is similar to smart home user perception [274].

Notwithstanding, several concerns arise about data collection and sharing. These concerns

include monitoring, tracking, identi�cation and �ngerprinting users which they believe

would threaten their privacy. These data could reveal sensitive information relating to

users' activities and patterns as demonstrated in the previous work [317, 205]. The study

demographics breakdown in Table 4.1 demonstrates that all participants with different age

groups share the same level of concerns about data privacy and who has access to these data.

The participants consider these collected data to be deemed semi-public and accessible

to everyone, including their managers. Thepower relationship in these environments is a

considerable concern as it could introduce disputes among users. Furthermore, third parties'

accessibility to these data is another concern as it could target users withadvertisements

in other smart environments e.g. airports and shopping malls. Moreover, systems running

these buildings are under the threat of possiblecyber-attacks, given that a data breach could

occur. Several users mentioned that they have witnessed a cyber-attack in their organisation,

but they lack information about the amount and type of data leaked. Some of these sensors

are installed inprivate placese.g. toilets, making participants feel uncomfortable and may

change their behaviour as part of mitigation strategies.

Moreover, participants complained that there are no particular and preciselaws or

regulations related to data collection in these buildings. There is a lack of transparency

regarding the type and aim of data collection as well as the data retention period, which

is similar to smart home users' perception [274]. A few participants are aware of the
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(GDPR) law pertaining to data handling, although they are unaware if these data practices

are applicable to smart buildings.

As these buildings operate based on data collection, part of the data is related to users.

Consequently, participants complained that they have never givenconsentwhile using

these buildings, which raises issues of trust concerning these environments. This shows

the requirements for privacy protection in smart buildings, where data needs to be handled

ethically and lawfully, otherwise, the risks are considerable. To earn users' trust, two-way

communication, where users can view data, receive privacy noti�cations and consent to data

collection is a necessity as stated by the participants. I believe that there should be dedicated

regulations about smart shared environments such as work buildings, co-living apartments,

and smart shopping malls and airports. This can be speci�cally considered in the current

data protection regulations e.g. GDPR and CCPA, and/or new policies should be set by the

related authorities and governments to protect the citizens.

4.8 Limitations

Despite the sample size for a qualitative study, I did not cover a broad cultural background or

users of different smart commercial buildings. Due to the Covid-19 pandemic, I experienced

dif�culties contacting and recruiting participants online. Nonetheless, the protocol steps

that were followed were documented and will be able to be replicated by researchers in

different contexts. Similar to all qualitative studies, the quality of research is contingent

on the researcher's skills, which may introduce personal bias. However, to mitigate this,

a second researcher was involved to conduct a second round of analysis and ensure the

consistency of data analysis. A notable limitation of semi-structured interviews lies in

the potential variability in the coherence of user perceptions and the interpretations of

participants' emotions and expressions regarding the study's aims, as well as the researcher's

expectations of participants to comprehend the concept of smart buildings.

To address this, I conducted the study with participants from universities, selecting most

of the interested participants with quali�cations such as PhDs and RAs. These participants

reside in actual smart buildings and visit these buildings regularly; therefore, I expected

them to have a level of understanding of these buildings. Moreover, I selected interested

participants based on their high level of familiarity with technologies, privacy, and security

terms through a questionnaire prior to participant selection. To conduct the study effectively,

as a researcher, I received training and conducted all 20 interviews, employing open-ended

and neutral questions to avoid in�uencing participants' answers and opinions. During the

interviews, it became evident that participant fatigue often set in after approximately 30
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minutes, resulting in shorter responses. Nevertheless, I proactively prompted participants to

elaborate and provide additional details to enhance the depth of the responses.

4.9 Conclusion

This research is based on 20 semi-structured interviews to explore user privacy perception,

practice, and preference for smart commercial buildings in depth and to answer the research

question mentioned in the introduction 4.2. Recurring themes show that the participants

want convenience and connectedness, factors that in�uence their vision over privacy. Simul-

taneously, their opinion regarding data collection trade-offs with monitoring and tracking

through different channels is dependent on the perceived bene�ts and services from these

entities. User adoption is particularly hindered by the lack of calibration of sensors and

devices providing an unpleasant experience. Moreover, the participants expressed limited

knowledge about the data collection and processing, as there is a limited capacity to view the

collected data and recognise the bene�ts of the results obtained from the data analysis.

The study found that participants value their privacy and demand to have noti�cations

that provide them with more comprehensive details about what is being disclosed about them

and what type of threat or impact is associated with these data. There is a clear need to

improve the way personal privacy preferences are handled, for instance by using user-centred

design processes and a privacy-by-design approach as suggested by other studies [64, 229,

131]. Finally, this study outlines some of the privacy mechanism design requirements needed

in smart commercial buildings, which will be addressed in Chapter 5 of the co-design study.



Chapter 5

A Con�rmatory Study of Smart Building

Privacy Committees

Overview

The main purpose of this chapter is to co-design, in close cooperation with the users of

smart buildings, a trust-based mechanism for managing privacy in these buildings. Internet-

connected devices used in smart buildings collect data to provide connectivity and insights

about the building's operation. This collected data may however pose privacy issues as it

could infer information about users' locations and activities in the building. Moreover, these

data might be shared with different entities for various purposes, such as space utilisation.

Previous studies and literature suggest that one potential approach to address these privacy

concerns is to involve user perspectives in decisions concerning data sharing and privacy

design within smart buildings. While the informed consent approach is often employed for

user privacy management, it may be impractical in the context of large-scale smart buildings

with numerous occupants, in contrast to small-scale contexts like smart homes. Consequently,

this study adopted a co-design approach, collaborating closely with users of a smart university

building to develop a privacy decision-making mechanism named the Privacy Committee.

This committee integrates user viewpoints into data-sharing decisions and maintains oversight

of the management of data within the smart building context. This study establishes a privacy

committee structure and procedure that includes necessary quali�cations, training, and

support while outlining the key roles, duties, and responsibilities of its members. These

�ndings are essential and shed light on potential industry practices to empower users and

allow them to be engaged and manage their privacy in such smart buildings.
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5.1 Contribution

The primary contribution of this chapter is the co-design of a privacy decision-making mech-

anism referred to as a "Privacy Committee." This committee incorporates user perspectives

into decisions regarding data sharing and maintains oversight over the management of data

in smart buildings. Additionally, this study establishes a privacy committee structure and

procedure that includes necessary quali�cations, training, and support while outlining the

key roles, duties, and responsibilities of its members.

5.2 Introduction

As elucidated in preceding chapters 1, 2, 3, and 4, smart buildings collect data, which

presents both bene�ts and drawbacks. Overall, based on previous researches [40, 165], and

the results from Chapter 4, Section 4.5.1, users of smart buildings discussed some of the

bene�ts of utilising smart building data, including improved ef�ciency, reduced costs, and

increased safety and security. On the other hand, the drawback of smart building data could

potentially raise privacy concerns among users. For example, data collected by sensors in

smart buildings could reveal the activities and locations of occupants, which could potentially

be used for unauthorised purposes such as surveillance or marketing [50]. This highlights the

delicate balance between utility and privacy in smart buildings, where data proves valuable by

providing insights into overall building operations, but at the same time raises concerns about

potential violations of user privacy. This leads to the key research question mentioned in

Chapter 1: "Can we establish a privacy design mechanism to meet users' privacy preferences

and explore the possibility of the trade-off between utility and privacy in the collection and

use of data within a smart building?"

Based on the results from Chapter 4, Section 4.5.4, users of smart buildings express a

desire for these buildings to respect their privacy regarding data collection and to involve

them in the process and decisions related to data practices. One of the recommended solutions

from smart building users is the implementation of a trust-based concept to act as a decision-

maker on behalf of users in managing data sharing. Considering users' perspectives on

the bene�ts of data collection in smart buildings and their desire for involvement in data

sharing decisions, establishing a privacy design mechanism through a privacy committee is

important for managing user privacy and data collection in smart buildings. The committee-

based approach allows for the inclusion of diverse viewpoints, ensuring that users' privacy

preferences are prioritised in the decision-making process. This approach holds signi�cance

in smart building environments where individuals may have varying levels of comfort with
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data collection and aims to build trust in these buildings while ensuring ethical and lawful

data practices to comply with regulations such as GDPR. The concept of a trusted panel to

oversee privacy is already employed in various contexts, including health data and smart

cities, where a selected group of individuals with speci�c criteria and quali�cations make

decisions about data sharing on behalf of users [21, 121].

Moreover, a committee can consist of experts in privacy, data security, and technology,

providing valuable insights into creating effective privacy mechanisms. The selection of ex-

perts in the committee is quite important, because if this committee is based on the selection

of random users, as mentioned in Chapter 4, Section 4.5.1, some of the users are not knowl-

edgeable about the smart buildings, sensors and its operations and they would not be able

to make right decisions about data in such a complex environment. Additionally, including

representatives from different stakeholder groups ensures a comprehensive understanding of

users' needs and concerns. The privacy committee can identify potential privacy risks associ-

ated with data collection within a smart building and implement measures to mitigate these

risks. This proactive approach helps in preventing privacy breaches and associated negative

consequences. Ultimately, achieving this balance depends on a proactive and comprehensive

approach to data management. This involves ensuring that all stakeholders are well informed

about their rights to data privacy and security and that these rights are effectively applied.

In the context of IoT, Ziegeldorf et al. de�ne information privacy as a guarantee to

users that combines: the awareness of the privacy risks associated with smart things and

services, user control over their data, and the awareness and control of the subsequent use of

personal data [318]. Several studies have been conducted to discuss the privacy concerns and

perception of smart building users, which consistently highlight users' apprehensions and

uncertainties about data practices within these structures [138, 195]. Furthermore, the lack of

transparency in such environments underscores the necessity for users to gain knowledge

and actively engage in data practices, particularly given that the data concerns building

occupants [285]. Although the informed consent approach is commonly used to address user

privacy, it becomes impractical in large-scale contexts that involve thousands of users. Within

smart buildings, users seek to incorporate their perspectives and voices into the realm of

data practices. Empowering users' voices in smart building data-sharing decisions refers to

granting building occupants a signi�cant role and in�uence in determining how their personal

data, is collected, shared, used, and managed. This approach acknowledges the importance

of individual privacy and recognises that users should have a say in how their data is handled

and for what purposes, which re�ects on transparency, trust, ethical considerations, and legal

compliance.
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Moreover, the study in this chapter considers smart buildings where academic and

commercial activities can take place, i.e., of�ces or university campuses [175, 280], which

are different from smart homes. Both smart buildings and smart homes have several features

in common, including climate control, lighting automation, and security and �re safety.

However, in smart homes, occupants have more control over the environment. They have a

certain level of awareness of installed technologies as it is considered their choice for their

homes. In addition, the number of inhabitants is limited, and they can be easily identi�ed in

terms of privacy. In contrast, smart buildings have remarkable characteristics because they

are used by hundreds of occupants who have limited or no control over the data collected.

In addition, occupants can not apply their individual privacy preferences due to the shared

environment [138, 154].

In smart buildings, occupants are subjected to continuous and unexpected monitoring,

where this surveillance is initiated without prior notice by the building management. By

'unexpected', it is meant that occupants lack awareness of the data collection or operational

mechanisms within these buildings. They do not anticipate or expect that the technologies

embedded in the building will collect data that discloses their activities or identities. They

visit these buildings regularly, and their data, and activities could be accessed by the building

management, and even external parties. Furthermore, these buildings are used by different

groups with different preferences, and the data ownership model is distinct but not well

de�ned in relevant data protection regulations such as the GDPR [138].

Several studies have been conducted to address the privacy concerns of smart building

users, e.g., [138, 195]. However, to the best of my knowledge, no privacy mechanisms exist

that empower users' voices in data-sharing decisions within smart buildings. To manage

users' privacy in smart buildings, it is important to incorporate users' voices into data-sharing

decisions and know how people desire to protect their privacy. This is an important question

to answer because privacy designs that meet these desires will likely be adopted. To answer

this question, I conducted a focus group study with end users to directly involve them in

the process of co-designing the desired privacy committee. The co-design approach enables

collaborative design, where different users share their views and work together to develop

new designs [270, 291]. In this work, I have worked closely with students and staff from

computing to design a privacy committee that helps address privacy concerns described in

Chapter 4 and incorporates user voices to inform data-sharing decisions in smart buildings.

In summary, in this chapter, a focus group study was conducted involving end-users to

co-design the privacy committee that integrates user perspectives into privacy decisions and

provides comprehensive oversight of data practices. The study results establish a privacy

committee structure and procedure that includes necessary quali�cations, training, and
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support while outlining the key roles, duties, and responsibilities of its members. Additionally,

this study reinforces previous �ndings regarding privacy perceptions stated in Chapter 4;

where users are concerned and in doubt about the data practices in these buildings, and

that users' willingness to share their data depends on perceived bene�ts, impacts, and the

context in which the data is shared. The results of this study showed that participants like

the establishment of a privacy committee to make decisions on their behalf in an automated

environment, which would help to address their concerns.

5.3 Background and Related Work

5.3.1 Privacy and Utility Trade-offs

Smart building data is considered valuable for different entities because it can provide

insights and information about building performance, energy usage, and occupant behaviour.

Captured data is commonly shared with management professionals, property services, IT

support, etc. Ultimately, the building data can be released to be used for research studies.

Uncontrolled disclosure of this data could compromise the privacy of building users and raise

concerns. In terms of privacy concerns, occupants of these buildings often lack awareness of

what data is being collected and how it's used, partially because consent is often implicit [225].

A study reported that the majority of the participants understood that there was a level of

monitoring and tracking at the workplace [138]. Notwithstanding, these participants are

also concerned about data inferences that would expose their private personal information

through the monitoring of various data sources [138]. In addition, ambient data monitoring

can violate privacy because sensors that monitor indoor air quality and CO2 levels in the

room can reveal information about occupants' locations and activities. For example, when

someone is in the room, the number of people present, what activities they are involved in

(e.g., in a meeting, eating, etc.), and the time when they arrive and leave the room [161, 225,

303]. Some potential implications would be the fear among people in leadership positions

that they could use the data against those beneath them [138]. This kind of inference

about the user's activities can increase signi�cantly as more smart devices are brought

together. A study that investigated users' privacy, surveillance, and disruptive justice in

the workplace environment reported that cutting-edge technologies deployed in workplaces

provide capabilities to monitor employees [148], especially when these technologies are part

of the work infrastructure, like in the case of smart buildings.

User privacy rights refer to the rights of individuals to have control over their personal

information and how it is collected, used, shared, and stored by organisations. These rights
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are protected by various laws and regulations, such as the General Data Protection Regulation

(GDPR). It is important for organisations to respect these privacy rights and implement

appropriate measures to protect personal information. This includes implementing strong

data security measures, providing clear privacy policies and notices, and obtaining proper

consent for the collection and use of personal information. Given the complexity of the

privacy issues, many studies are being undertaken to de�ne user privacy in general, although

there is no single de�nition of privacy [20]. Privacy can be de�ned by contextual integrity,

which refers to the idea that the meaning of information depends on the context in which

it is presented. Nissenbaum identi�ed privacy based on the concept of contextual integrity,

where the protection of privacy is highly associated with the social context and the norms and

values de�ned within it [217]. It has been proven that the context in which data is collected

plays an important role in users' perceptions and attitudes towards privacy [195]. Therefore,

it is crucial to explore the components that contribute to privacy perceptions and preferences

in the context of smart of�ce buildings in order to �nd a balanced trade-off between utility

and privacy in smart building data.

5.3.2 Privacy Decisions on Behalf of Users

Several studies have been conducted to provide mechanisms to manage large-scale user

privacy on behalf of users in different shared contexts, i.e., smart cities and health data [21,

121]. Data privacy controls can be de�ned as technical, administrative, and physical measures

used by organisations to protect personal information from unauthorized access, misuse,

alteration, or destruction [255]. These controls help organisations comply with data privacy

laws and regulations and ensure the privacy of individuals. The need for data privacy control

has increased with the growing amount of personal information being collected, stored, and

processed by organisations. This information can include sensitive information related to

user identity, activities, and locations, making it crucial for organisations to implement strong

data privacy measures to protect users' data.

To provide an example of large-scale privacy mechanisms, a study in the context of health

data was conducted to enable the utilisation of health data for research while safeguarding

user privacy [121]. The study aims to make more meaningful use of health data and improve

patient health and care by making this data available for research by scientists, healthcare

providers, and commercial organisations. Seven UK-based hubs were approved by Health

Data Research UK to facilitate the utilisation of health data for research. The Centre for Acute

Care is one such PIONEER. Guidelines for access to unconsented, anonymised, routinely

obtained health data were established with the input of patients and the general public during

seminars conducted by PIONEER. The protocol was shaped by the insights gained from
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these sessions [121]. Moreover, PIONEER is a collaboration involving universities, data

scientists, public and patient members, the NHS, and speci�c corporate partners.

The paper proposes that a Data Trust Committee - a group of citizens that advises on

whether data access requests should be supported - would be responsible for reviewing all

requests and deciding based on privacy principles previously agreed with users. These princi-

ples were developed based on several workshops held with patients and citizens to regulate

access to routinely collected health data [121]. The Data Trust Committee, the PIONEER

management group and the PIONEER data controller will assess all requests for licensed

data access in light of the 'Five Safes' [102]. Health data providers are increasingly using the

"Five Safes" framework, which evaluates the project's safety, the safety of the researchers

requesting access to the data, the data's safety (the risk of disclosure or reidenti�cation),

and the data setting's safety which limit the use of the data to the purposes described within

the contract, within a speci�c time frame, and �nally safe output which guarantee that the

statistical �ndings of data analysis are nondisclosive [102, 121]. Moreover, PIONEER main-

tains the right to decline an application or limit the data �elds accessible based on concerns

about possible identi�cation. In regards to data request pathways, the data requests will be

considered from various entities, including researchers, companies, organisations, members

of the public, or any agency or body referred to as data Requestors [121]. All requests for

licensed access to data will be evaluated against core principles, including bene�t to patients,

the NHS, or society, absence of due diligence concerns, and ensuring that data requests are

ethical and appropriate.

In the realm of political economics, technology companies actively promote smart cities as

data-driven solutions to address various social issues, such as congestion, health concerns, and

crime. The design of these technological solutions aims to transform urban infrastructure into

digital platforms equipped with data collection devices. However, following the Cambridge

Analytica scandal in 2018 and global concerns about the Chinese government's use of

smart technologies for citizen pro�ling, smart cities have emerged as a signi�cant policy

issue [21]. To harness the advantages of digitization and automation while protecting

privacy, policymakers are formulating innovative governance models to place the collection

and utilization of personal data in smart cities under collective or public management and

supervision.

To address public privacy concerns in smart cities, in 2018, Sidewalk Labs in Toronto,

Canada proposed establishing an urban data trust [21]. The study developed a trust mecha-

nism for collected data with the support of the 'steward of urban data and the public interest'

and established a list of actions to respond to problems related to data extraction practices.

The Urban Data Trust's mission is to protect users' privacy, set responsible standards for



106 A Con�rmatory Study of Smart Building Privacy Committees

data sharing, and allow citizens to share the bene�ts of collected data [21]. In designing the

Urban Data Trust with the dual objectives of overseeing data collection and obtaining value

from data, a nuanced equilibrium had to be achieved, with a primary focus on safeguarding

the privacy of citizens by minimizing data collection and giving them the option to opt out.

The Sidewalk project provided insights into its plans for the trust as a digital governance

through the Civic Data Trust, de�ned as 'an independent entity to control, manage, and make

publicly accessible all data that could reasonably be considered a public asset, and a set of

rules that would apply to all entities operating in Quayside, including Sidewalk Lab' [21].

The data amassed within the smart city was deemed a valuable asset, and Sidewalk Labs

committed to distributing pro�ts with the public and other interested stakeholders.

To illustrate, the Civic Data Trust will follow a clear and consistent process to provide

oversight of urban data gathered in the public realm. Positioned at the center of this process

is the assurance of adherence to responsible data use guidelines, involving six key activities:

RDIA Filing, Approval, Registry, Managing Access, Enforcement, and Exemption [21].

In detail, before collecting data, a responsible data impact assessment (RDIA) must be

�led. Subsequently, approval must be obtained for applications to collect data, whether

identi�able or not. Following this, an online registry will be established for the placement of

added devices, covering details about the device's location, the purpose of data collection,

how data will be collected, where the data collection will take place, and by whom [21].

Regarding managing access, by default, no personal data would be publicly accessible. In

cases where data access is restricted, the Civic Data Trust would manage access to these data.

Enforcement involves the Civic Data Trust retaining the duty to audit all uses and remove

digital devices if violations are discovered. Finally, the exemption gives Civic Data Trust

the authority to exempt speci�c uses from registration if, in its judgment, they do not have

implications for personal privacy due to their limited technical capabilities, such as water

pressure sensors on building pipes [21].

The data collection strategies employed by Sidewalk Labs align with the trend of privatiz-

ing urban governance and the widespread adoption of pervasive surveillance in smart cities

globally. The idea of placing data in public trust is relatively innovative, suggesting a shift

toward a more privacy-conscious approach. Utilising trusts to provide the public with a stake

in pro�ts and a supervisory role in managing personal data governance within smart cities

may seem to be a plausible solution as a privacy mechanism to address large-scale public

privacy concerns [21].

While previous studies have focused on users' perceptions of privacy and preferences

on a small scale, e.g., in smart homes, there is a lack of in-depth studies investigating

user privacy in smart commercial buildings, e.g., universities and of�ces. Most previous
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studies on smart of�ce buildings were conducted in the form of surveys, which did not allow

participants to be interviewed or questioned. In addition, research areas that address the

design of privacy mechanisms in these environments are important but less explored. The

different user attitudes and power dynamics between occupants of smart buildings motivate

further research on users' privacy perceptions and preferences in these buildings. In this

study, I aim to address this gap by conducting focus group sessions to understand the factors

affecting user privacy concerns and co-design how they demand to protect their privacy

within smart buildings at the university.

5.4 Methodology

This study consists of four phases; participant recruitment, the co-design focus group sessions

to collect data, the post-study survey and analyses of collected data. To explore how users

desire to safeguard their privacy in the context of smart buildings, I used a mixed-methods

approach consisting of a focus group study to co-design the privacy mechanism and post-

study survey. I conducted a set of 4 co-design focus group sessions, in persons with a total of

30 participants. The number of participants in each session varied, two of the sessions had

10 participants each. The other sessions had six participants and later four participants as

the availability of participants changed. I chose to adopt focus groups instead of one-to-one

interviews because I wanted to observe and encourage the dynamic interaction between

participants and provoke the discussion by bringing different points of view as smart building

users. Before the start of the session, I explained what a focus group session entails and

started the conversation. I encouraged participants to elaborate, share their perceptions and

thoughts, and clarify any questions during the session. Each session lasted for approximately

1.5 hours. After each session, a survey was shared with the participants for individual

con�rmation of the concept of the privacy committee. Each participant received a voucher

worth £30 as compensation for their time.

Ethics: At Newcastle University, the Faculty Ethics Committee reviewed and approved

the research project. Before each session, I asked the participants to read the information

sheet and sign the consent form, which describes the purpose of this study and highlights

con�dentiality concerning participants' data.

Pilot Study. Before conducting the focus group study with the participants, a pilot study

was conducted with four participants to con�rm that the questions could be understood and

to determine any potential problems in the script in advance so that the methodology could

be adjusted before commencing with the main study. The data from the pilot study were not
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Table 5.1 Summary of focus group participant demographics

Demographics Focus groups
Gender Male (20); Female (10)
Age Under 20 (1); 20 – 30 (17); 30 - 40 (8); 40 – 50 (3), 60+ (1)
Nationality UK (9); EU (4); Outside of the UK/EU (16); Prefer not to say (1)
Role in the University PhD. (13); Academic staff (3); Professional support (1); Undergrad/PGT (13)

included in the analyses. The study approach that was followed is described in detail in the

next section.

5.4.1 Study Settings

Case Study.This study is focused on a smart building, the USB (Urban Sciences Building)

with over 1,500 occupants, more than 4,000 embedded sensors that collect an average of one

million data points per day, and around 16,000 data networks. Generally, such buildings are

shared by a mixed group of staff, visitors, and students. More information about the USB is

provided in Chapter 3 - Section 3.2.1.

Participants recruitment. I recruited 30 participants by sending emails to university staff

and students who reside in a smart building (USB). This building consists of different research

facilities, related to computing, cybersecurity, etc. Accordingly, most of the participants are

familiar with the different areas of systems, and data, therefore, the study considers most

of the group to be well-educated about systems, IoT sensors, smart cities, and smart health.

However, the focus of the study is smart building users in general who share the space for

work, study, etc. Furthermore, interested participants were asked to complete an online

form to capture demographic information. The form includes basic questions regarding

age, gender, role in the university, nationality, and contact details. I received 91 responses

and selected participants from different age groups, and roles in the university to achieve

some diversity among the participants. I conducted all 4 focus groups (10 female, 20 male).

Ages ranged from 20 to 60; participants' roles in the university varies as 13 participants

were PhD students, 13 participants were undergraduate and masters students, and of the

remaining participants, four were university staff - three academics and one building manager.

A summary of participants' demographics can be found in Table 5.1. In Appendix B,

invitation email, background questions, information sheet, consent form, and session image

are provided.
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Fig. 5.1 The �ow of the co-design study, including its various components

5.4.2 Study Flow

The aim of the study is to co-design a privacy committee to be used when making decisions

about sharing data related to users of a smart building. The study also highlights users'

perceptions of privacy concerns, preferences, and trade-offs. Each study session is divided

into three main parts, the general perception and awareness, scenario-based discussion, and

co-design of the Privacy Committee. At the end of each session, a survey was shared with

the participants to con�rm �ndings related to the privacy mechanism developed. A summary

of the study �ow can be found in Figure 5.1.

Part 1: General Perception and Awareness.The study session started with a round-

table introduction. I �rst asked each participant to talk about their understanding of privacy in

general. Their responses helped me identify participants' perceptions of privacy de�nition and

rights. Regardless of their prior knowledge, I provided a working de�nition of smart buildings'

data privacy and utility trade-off to build a common ground between participants [160],“data

from smart buildings is valuable as it supports the management of building operations, energy

ef�ciency and space use, and provides a variety of automated services to occupants; at the

same time, this data could violate the privacy of users as it could reveal information about

them".

Next, I elaborated on how these data receive a high demand for access from different

parties; researchers, or public members. I then started to shift the perspective to �nd a

balanced trade-off between utility and privacy by including user voices in the decision-

making processes regarding data collection and sharing in these buildings. I introduced the

study proposed solutions to incorporate user voices - the privacy committee, similar to the

study by Gallier et al., [121], where a group of individuals can be used to safeguard user

privacy and take data-related decisions on their behalf. This group will have data-sharing

oversight on behalf of users and allow a way of communicating the privacy preferences of

the occupants and act as a communication channel between occupants and building data

management. I presented and explained a picture of the suggested design of the concept of

the decision maker, which can be found in 5.2.

Part 2: Scenario-Based Discussions. Similar to previous researches [201, 307], I

introduced �ve data access scenarios in this study to capture participants' perceptions of
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Fig. 5.2 The Decision maker concept as presented to the focus group participants

acceptable data sharing scenarios in smart shared spaces and to better position and encourage

the participants to think as decision-makers. The �ve scenarios were adopted from various

smart-university building services [201].

The purpose of data collection drove these scenarios, including desk occupancy monitor-

ing, Fig. 5.3, building operations management, health and safety, Fig. 5.4, research purposes,

Fig. 5.5, commercial purposes, Fig. 5.6, and co-workers allocation (indoor tracking), Fig.

5.7.

These scenario requests were designed based on the concept of contextual integrity [32],

where I speci�ed �ve independent parameters for each scenario: data subject, data type, data

requester, purpose, and transmission principle. For each scenario, I asked the participants

to discuss the bene�ts of the data collection scenario as users of a smart building and then

discussed their concerns and decisions. This discussion helped me identify user-perceived

trade-offs and certain criteria for what users consider an acceptable case for data sharing.

After discussing the scenarios, the participants showed that they understood the concept

and the role of the decision-maker for the study. These prior activities led participants

to understand a diverse range of potential bene�ts and concerns of data sharing. Next, I

proceeded with a co-design activity for the study.

Part 3: Co-Design of Privacy Committee.The main purpose of this activity was to

co-design the concept of the privacy committee, a privacy mechanism for data sharing with

the participants based on their preferences as smart building users. Following the approach
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Fig. 5.3 Desk occupancy scenario as presented to the focus group participants

Fig. 5.4 Building management, health and safety scenario as presented to the focus group
participants

used by Gallier et al. [121], participants were asked to follow key principles while designing

the privacy committee. These principles are designed to make sure that data access is in the

public interest and provide full oversight of data usage. Additionally, this will provide a

means of communicating users' privacy preferences with building data management. This

committee will ensure that all data requests are ethical, appropriate, and carried out in a

transparent and accountable manner.

Participants were asked to decide on the privacy committee based on their preferences as

smart building users. I presented several questions to help participants form this group using

different "Wh"- questions: who, what, when, where and how, which is considered a basic

and straightforward approach to gathering information and solving problems [46]. I asked

the participants to identify who should be part of the group and what type of quali�cations
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Fig. 5.5 Research scenario as presented to the focus group participants

Fig. 5.6 Commercial scenario as presented to the focus group participants

and requirements needs to exist to support the group in making decisions. The key question

was: (1) Who should be part of this group?

To identify the group's structure and roles and responsibilities, I asked participants to

describe the group's main tasks and activities. In addition, we discussed the type of support

that needs to be provided to the group to make decisions. The key questions were (2) What

are the main tasks of the group? (3) What type of support should be considered for this

group?

Communication among group members is considered an essential element for sharing in-

formation, discussing ideas/issues, reviewing policies and procedures, and making decisions.

Therefore, I asked the following key questions: (4) Where should the group meet? (5) When

should the group meet?
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Fig. 5.7 Co-workers allocation scenario as presented to the focus group participants

In order to provide a structure for the group's decision-making process, I asked partici-

pants to identify criteria to be assessed in decision-making about data sharing and requests

received. The key questions were: (6) What are the criteria to assess when making decisions

about data sharing? (7) How should the decision be made? Finally, compliance with the

principle of data transparency requires that any information or communication relating to the

processing of personal data is accessible and comprehensible to users. I asked participants

to de�ne the best approach for communicating with smart building users and, in particular,

to clarify the communication topics and methods. The key questions were: (8) How to

manage communication with smart building users? And (9) What should we communicate?

I encouraged participants to express and share their ideas about the features they would like

to see in the designed committee to protect their privacy.

Part 4: Post-Study Survey.At the end of each session, a list of questions was distributed

via email to participants for individual con�rmation of the designed privacy mechanism. I

have designed questions based on the characteristics of smart buildings, where I used some

of the ideas of previous studies in the context of other smart buildings [209, 201, 83] and

mobile sensors [88]. Similar to [83] a Likert scale was used to score the responses of the

participants to these questions.

The aim of this questionnaire was to assess various attributes and characteristics related

to the concept of the privacy committee from the perspective of smart building users at an

individual level. These attributes are related to the decision makers' trustworthiness, and

accountability to decide on behalf of the user. Other characteristics measured included

transparency and awareness of data practices, user engagement and communication, and

frequency and form of noti�cation to users. In addition, I asked participants who would be

considered for user trust in data sharing and what factors are important for protecting user
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privacy in a smart building. Finally, I asked participants to assess their potential concerns

with the designed privacy mechanism and possible preferred alternatives.

5.4.3 Data Analysis

The study method for processing the data collected to report the �ndings is a combination

of quantitative and qualitative analysis. All focus group sessions were audio-recorded,

transcribed and independently coded, using thematic analysis [213, 281]. I used this method

because it helps to identify, analyse and report patterns within data. It aims to identify themes

embedded throughout qualitative data.

First, I carefully read the transcripts multiple times to become familiar with the data.

Then, in order to create a preliminary codebook, coded one transcription at the sentence

level. Secondly, I coded another session's transcript using the codebook. During this pro-

cess, I introduced new codes to the codebook. Upon completion, another expert researcher

reviewed, compared, and discussed the coding, eventually arriving at a re�ned and updated

codebook. Next, I proceeded to code the remaining data utilizing the enhanced codebook,

which encompasses over 50 distinct codes, including terms such as "smart of�ce context,"

"monitoring," "tracking," "surveillance," "trust," "privacy concerns," "scenarios," "data prac-

tices," "trade-offs," and "data sharing decisions." Upon completion of the coding process, I

categorised all codes into several overarching themes, such as "privacy concerns," "acceptable

data sharing scenarios," "privacy committee structure," and "privacy committee procedure."

Finally, both I and the independent researcher meticulously reviewed and veri�ed that the

codes were accurately attributed to their respective themes. The transcripts were coded

using data analysis software (NVivo) that helps to manage qualitative data through codes and

categories. Furthermore, the results of the survey are presented as stacked bars that count the

number of responses to each category.

5.5 Results

Based on the thematic analysis, I �rst highlight themes related to the study participants'

perceptions of privacy trade-offs and then focus on the main themes arising from the partici-

pants' co-design of the privacy committee. Participants' statements have been denoted from

P1 to P30. The study's �ndings encompass both qualitative and quantitative data, presenting

the results of the thematic analysis and the descriptive survey.
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5.5.1 Data Collection Scenarios Trade-offs and Concerns

The study participants were presented with �ve different scenarios of data access requests,

using the contextual integrity approach [32]. These scenarios were adopted from various

smart buildings in universities to demonstrate the trade-off between privacy and utility [201].

The goal is to determine the trade-offs between utility and privacy that users would accept, to

observe the dynamics of the group discussion, and the approach to decision-making for each

data access scenario. The participants discussed that data collected formanaging building

operations and improving servicesis an important aspect, as it helps in saving energy and

cost to the building owner, such data are used for monitoring desk occupancy and space

utilisation. P23, a smart building manager, presented an example:“space utilisation data in

the university is extremely important as we can see that half of the space in the building is

not used after the pandemic [Covid-19] was resolved". The data collected forhealth and

safetyandresearch purposesare considered important from the users' point of view due to

their added value. These data collections are considered acceptable by the participants on the

condition that no personal identi�cation, tracking and monitoring of any particular building

users takes place. As P3 mentioned"it is considered acceptable to improve the services, but

there is no need to know the identity of the user or who is there speci�cally".

Furthermore, data collected forcommercial purposeis not acceptable to most partic-

ipants, as they would be targeted with advertising and are considered pro�table for the

company. On the other hand, few participants discussed that user privacy could be traded

for monetary value. As an example, P7 cited a previous professional experience in which

the company exchanged data in return for commercial services. As P7 stated:“Microsoft

bought every single bit of data that we had, about all the projects, all the customers, all the

employees, but in return they actually refurbished everything and they gave us full access to

all Microsoft products". Some participants agreed to share some of their private information

in return for money. As P25 mentioned“I am willing to sell my data for money". While

P26 stated that“some people out there don't care about their privacy until the data is sold

for money". While P12 elaborated that“if Siemens, for example, buys all this information

and data from the company where I work and gives me discounts or coupons, it will work".

Nevertheless, most participants agreed that the developers of smart buildings invest a lot of

money in these buildings and collect data to sell them.

In addition, all participants agreed that data collection is an essential aspect of smart

buildings, but at the same time, there areseveral privacy concernsassociated with data

collection. A summary of the recurring privacy concerns mentioned by the participants can

be found in Table 5.2. Participants discussed that users generally lack transparency and

awareness about data practices in smart buildings. Building management fails to adequately
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inform users, which shatters trust in these buildings. All of the participants agreed that users

must be clearly informed and give consent for data collection in any case where their personal

identity is involved. As P13 noted“they need consent from the people in individual of�ces".

Furthermore, the participants discussed that the potential risks of data collection and sharing

in the smart building are that it can be used to monitor and track employees. P13 stated that

“I feel like this is probably happening in our of�ce right now". Most of the participants agreed

that data collection perceived by a general group is not a problem, but the problem arises

when this practice involves speci�cally identi�able individuals, e.g.,co-workers allocation.

This occurs through utilizing user ID data from the campus tool, where colleagues can view

the current location of co-workers within the building.

Another concern mentioned by the participants is the risk ofcross-referencingin smart

buildings, which refers to the process of integrating data from different systems and sensors

within the building to gain a more comprehensive understanding of building operations and

occupant behaviour. Cross-referencing allows building management to identify patterns and

correlations that might not be apparent from analyzing individual data sources alone, which

can invade user privacy. P7 stated that“some data is not very sensitive, but when combined

with other data and analytics, results in information that could cause privacy issues".

The implementation of smart building technology can potentially create power imbalances

between building management, and occupants.The power relationship is a major concern

for the participants, as managers could monitor the activities of their employees through

the data collected, which could lead to privacy issues and workplace disputes. This data

collection could potentially be used for purposes that are not in the best interest of the

occupants, such as surveillance. P22 stated that“that is a risk if someone is not at their desk

when they are expected to be". P17 emphasised that she had concerns about data collection

in the of�ce, and said that,“it can be used by the manager to watch us, it will de�nitely be

used by them". In addition, some participants raised privacy concerns regarding the ability to

identify a person by theircarbon footprint in smart space. As P11 mentioned“the thing is

that you can actually identify a person by their carbon footprint".

Furthermore, the participants identi�ed certain conditions that would result indata access

denial. Data access requests to obtain individual identity and location at a speci�c time

should be denied unless explicit consent is given. P16 stated that“any request that identi�es

the location of a speci�c individual at a speci�c time must be denied". While P30 stated

that“I wouldn't want to share people's location with other people because you don't know if

it might facilitate things like stalking and crime". Additionally, data access requests must

include adequate justi�cation for each type of data requested, otherwise, the request will

be denied. As mentioned by P21"in the event of a rejection, inform applicants that we are
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rejecting your application at this time, but if you contact us again with a justi�cation for

your application".

5.5.2 Privacy Committee Design for Decision-Making

The study includes a co-design activity to help understand what features users want in the de-

sign of the privacy committee for data-sharing decisions. This activity allows researchers and

users to design and work together to address users' privacy concerns. After the presentation

of the data sharing scenarios as discussed in section 5.5.1, participants were asked to decide

on the privacy committee characteristics based on their preferences as smart building users to

manage user privacy in smart buildings. At the beginning of the co-design activity, I presented

a list of questions to help participants brainstorm on the desired design structure. These

questions were taken from the Wh-questions which is considered a basic and straightforward

approach to gathering information and solving problems. Participants' responses helped to

design a privacy committee for data sharing in a smart building. The concept is based on the

formation of a privacy committee, appointed on the basis of certain criteria, to make privacy

decisions on behalf of users. I consolidate all the results and extract the attributes of the

design from the study analysis that relates to the structure of the privacy committee and the

procedure for making privacy decisions about data sharing.

Privacy Committee Structure. Participants identify committee members possessing

speci�c backgrounds and expertise that empower them to make informed data-sharing

decisions on behalf of users. The participants suggested the committee toincorporate

regular and experienced usersto have balanced discussions, gain public insights, and avoid

bias in decision-making. The privacy committee will be made up of individuals recruited by

application. All members of the PC must declare all relevant con�icts of interest. Application

of regular users can be selected based on nominating a representative based on different

groups, such as a building �oor representative that the other users know and trust. As P7

mentioned:“probably representative of each of the groups that are using the building".

Furthermore, the participants identi�ed several importantquali�cation backgrounds

for selecting expert committee members that enable them to make the right decisions about

data sharing. These quali�cation backgrounds include open data protection experts who

understand the data collection lifecycle, data sensitivity and privacy issues, and their implica-

tions. As P6 mentioned:“who would be responsible for maintaining whatever is collected".

Law/legal representatives, as they are able to interpret data protection laws and GDPR in

smart shared spaces. A governance risk and compliance specialist to advise on risk assess-

ment and the impact of data sharing. P5 stated:“a governance compliance who know about

the law on what to reveal and what's not". A technical specialist who understands the design
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of smart building technologies, sensors and systems. In addition, the participants suggested

other representatives who could be added to the group as needed, such as building managers,

and IT security managers.

Participants describe thetype of support that members may needto help them make

privacy decisions. A wide variety of training was suggested by participants; related to GDPR,

privacy law, data security, and smart building system operations. As P15 mentioned:“a

rundown training on all the data that is collected for building". Furthermore, members

should receive training related to existing case studies, to recognise how data has been used,

and where has it been exploited, as supported by P17:“maybe training on case studies".

Participants discussed themain duties and responsibilitiesof the committee members

in making decisions about privacy in shared spaces. All data requests will be treated as

con�dential. The privacy committee will review each data request form, conduct due

diligence and risk assessment, and collectively make a consensus decision on whether to

approve the data request. Unanimous agreement among all members is required for the

decision; otherwise, the request will be denied. Furthermore, participants highlighted several

tasks to be undertaken by members. The committee is accountable for overseeing the

following activities: formulating group policies and decision-making guidelines, as well as

providing recommendations to the management regarding data sharing.

In addition, the committee should create a matrix with a checklist and weighted score

to evaluate and make a decision on the data access requests received. Depending on the

purpose of the shared space, the group may need to explore what is considered private

information for the users of the space. The lifecycle of data collection and sharing requires

continuous monitoring and proactive control to avoid potential data privacy implications of

data misuse and breaches. As P20 stated:“should you even let people have the data if you

can't continuously monitor how people are using the data". Committee members should

meet regularly, i.e., monthly, to discuss various activities and make decisions on data access

requests. The meetings can take place in person or hybrid.

The participants discussed thatuser communicationis an essential aspect for the group

to ensure that data-sharing decisions are made in a transparent and accountable manner.

The study concluded that the committee should communicate to building users high-level

details of the group activities and data-sharing decisions related to who accesses the data,

what type of data, and the purpose of that access. The participants emphasised that high-

level information should be provided to users, otherwise, detailed information about data

sharing and collection would make them suspicious and could lead to unrest among users.

In addition, users must be noti�ed of any changes to data-sharing privacy policies. There

should also be a communication channel between the committee and building users to ask
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Table 5.2 Summary of recurring privacy concerns

Category/Theme Frequency
Lack of consent 16
Lack of transparency and awareness 13
Monitoring and tracking 10
Sell data for monetary value 9
Power relations 9
Cross-referencing 5
Co2 footprint 4

general questions and raise concerns. The participants discussed that users don't read email

these days, so the chosen communication channel could leverage QR codes and existing

organizational platforms where interested users can learn more about building data-sharing

activities. Dashboards and online public walls can also be used to provide a summary of the

various requests received and the expected bene�ts of those accepted requests.

Privacy Decision Procedure. Participants provide criteria for privacy-related decisions

and procedures to be considered when evaluating data access requests. The purpose of the

data collection and the extent to which it is in the public interest must be clearly stated

and justi�ed in the request. The request application must include information on how the

data will be managed, the channel/platform for data collection, the period of data collection

and retention, the location of the stored data, and the data protection measures applied. In

addition, it must be clari�ed who can access the data, how the data will be destroyed and

whether or not the data will be used for pro�t. The type of data requested must be consistent

with the GDPR and the privacy rights of individuals. As mentioned by P13:“does it satisfy

GDPR? Is it ethical? Is there a means to this as an outcome, where is it going to be stored?

Or use it for what?". Furthermore, data collection and sharing must relate to all users in

general and not be limited to speci�c individuals. The results of the data collection must

be ethical and risk-free, i.e., they must not be used to identify individuals, either directly or

through cross-referencing via data linkages.

Furthermore, the participants explained thebene�ts of the committee, to provide appro-

priate oversight into the practice of data collection and sharing in smart shared space. This

committee will ensure a balanced trade-off between utility and privacy, respecting individual

privacy practices while taking into account the bene�ts of data collection for users and the

environment. Moreover, the participants discussed that although technical solutions can

make calculations quickly, they can also make mistakes quickly, which is why the human
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factor needs to be included in order to make decisions about data sharing in an automated

building. As P16 mentioned:“packet computers can make really fast calculations, they can

make really fast mistakes as well". The privacy committee will ensure that users are informed

about data collection and sharing, which would increase transparency in smart buildings.

On the other hand, the participants identi�ed certainchallengesthat the committee might

face where the discussion could be time-consuming to reach a �nal decision and accordingly

delay decisions on data requests. Moreover, in some cases, members might not be able

to agree due to different individual interests or con�icts within the committee. However,

participants discussed that in the case of con�icts, the committee can return the form to the

requester and ask for clari�cations and justi�cations.

Some of the participants providedrecommendationsfor this, of applying classi�cation

techniques to smart building data, to classify data as private-sensitive and non-private-

sensitive data and then automate the process as possible. As stated by P9:“classify all the

data in the building, you know what safety-critical and what's not safety-critical, and then

you automate as much as possible". As mentioned earlier, most participants agreed that users

would like to be involved in data-sharing decisions. That being said, the participants agreed

that the use of the privacy committee could be a promising solution for privacy protection in

smart buildings if they follow the privacy mechanism developed.

Privacy Mechanism.Throughout the study, participants delineated the process of the

privacy mechanism to be followed by the privacy committee in making decisions on behalf

of smart building users. The privacy mechanism initiates with the requester completing

a data request form, detailing all pre-identi�ed information, including data type, purpose,

bene�ts, justi�cations, risks, and more. This form is then transmitted to the data controller.

Subsequently, the data controller reviews the form and forwards it to the privacy committee,

thus serving as the central point of communication between the requester and the committee.

Upon receipt of the request, the privacy committee evaluates it against speci�c crite-

ria, encompassing con�dentiality, transparency, due diligence, and risk assessment. Each

committee member leverages their respective areas of expertise to assess the request, includ-

ing regular users. Following this assessment, the privacy committee reaches a decision on

whether to grant or deny the data request, accompanied by a justi�cation for the decision.

This determination is relayed to the data controller, who veri�es and subsequently conveys

it to the requester. In cases where the request garners approval, the data controller undertakes

all necessary steps to ful�ll the requester's requirements. Should the request be declined, the

requester retains the option to submit a new request, incorporating the feedback received

from the privacy committee.



5.5 Results 121

Fig. 5.8 Summary of privacy mechanism

Ultimately, the data controller remains responsible for keeping the privacy committee

updated on all aspects related to data requests, practices, and the bene�ts stemming from

these data practices. The privacy committee, in turn, plays a vital role in ensuring that

occupants of the smart building are kept well-informed about these data practices and the

associated advantages. A summary of the privacy mechanism can be found in Fig 5.8.

5.5.3 Post-Study Survey - Privacy Design Assessment

A survey with 11 closed-ended questions was sent to the participants by e-mail. The survey

was divided into 3 sections; view on user privacy, view of the privacy committee, and user

noti�cation preferences and alternative options for privacy. The purpose of this survey is

to individually con�rm the value and characteristics of the concept of a privacy committee

designed in general. A structured procedure was developed to identify the answers chosen

most frequently by participants using the Likert scale. In the Appendix B, survey questions

are provided.

View on User General Privacy (Qs 1-3): As seen in Fig. 5.9, the majority of the

participants are quite concerned about their privacy in an IoT environment. This suggests

that users are concerned about their privacy in smart buildings. Data collection and sharing

could compromise the privacy of smart building users. Moreover, I asked participants to

select all entities that they would trust to share their data with, and most of the participants
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Fig. 5.9 Participants' view on user general privacy

chose to trust the university and the government with their data. This implies that users trust

institutions with higher authority more than others. Conversely, only a few participants chose

the option that no institutions are eligible for their trust. This shows that different people

have different views about their privacy. In terms of important factors to protect user privacy,

most of the participants chose laws that need to be enforced by the government, but also

the involvement of users in the process of sharing data. This suggests that users want to be

involved in data-sharing decisions, which can be achieved through the concept of the privacy

committee.

Participants' View of the Privacy Committee (Qs 4-8): As it can be seen in Fig. 5.10,

the majority of the participants felt that the privacy committee would be trustworthy and

accountable to manage data sharing in smart buildings and make decisions on their behalf.

Conversely, only one participant disagreed with the trustworthiness of the committee. In

addition, the majority of the participants agreed that the concept of the privacy committee

would allow users to be involved in the data-sharing process and communicate with the data

management, which would increase transparency. In terms of the bene�ts of this committee,

all participants agreed that this approach would bene�t users and enable the development of

better services. This means that the use of the privacy committee could enable smart building

management to �nd a balanced trade-off between utility and privacy for smart building data.
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Fig. 5.10 Participants' view of the Privacy Committee to manage privacy

User Noti�cations and Alternative Options (Qs 9-11): As shown in Fig. 5.11, most

of the participants would like to be informed at periodic intervals about the decisions of

the privacy committee on data sharing. On the other hand, the exact number of participants

chose to be noti�ed either always or when their data is involved. I found that none of the

participants chose the option “never", which shows that all participants want to be informed

about data collection and sharing but on different bases. Regarding the form of noti�cation,

the majority of the participants chose email communication, while only a few selected user

application noti�cations. To understand participants' preferences and approach to preserving

their privacy, alternative solutions were presented to the participants. Most of the participants

chose the building manager to take decisions on behalf of the users, while the consent

approach was the second most selected option. Only one participant decided not to choose

any alternatives. These results show that users would like the building manager to take

decisions on their behalf as an alternative approach to the privacy mechanism, which leads to

the same concept of a trusted party to take decisions through standard guidance and principles.

5.6 Discussion

In this section, I further discuss some of the study �ndings related to users' privacy concerns,

privacy and utility trade-offs, and privacy management in smart buildings.
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Fig. 5.11 Participants' View on User Noti�cations and Alternative Options

5.6.1 User Concerns in Smart Buildings

Users' experience with data collection and sharing in differentcomputing contextsmight

in�uence their perceptions and concerns about privacy. This �nding is similar to other studies

conducted in smart homes and smart commercial buildings [274], where user perception of

privacy is shaped by other computing contexts. Data subject privacy is highly associated with

the context where it has been applied. The study found that the privacy of smart building

users in their workplace is different from privacy in any other social computing context, due

to the norm and purpose of the context in which the data is shared. Smart building users

agreed that currently, they are sharing their personal data in different computing contexts,

i.e., online platforms. However, data that is collected as part of the smart building that they

utilise as work or study space is a major concern.

Smart building data can be used toidentify and monitor users through different ap-

proaches. To illustrate, users' privacy can be invaded through cross-references and data

linkage from different sources [317]. I noted that a few numbers of the participants raised

privacy concerns about users' identi�cation through the CO2 footprint, which is in line

with the results of the study conducted by Bugeja et al. [58]. Additionally, data related to

individual location is another major concern, i.e., co-workers allocation, as revealing such

data could introduce privacy issues, i.e., stalking and robbery. Severalimpacts of user

monitoring in a smart of�ce environment were noted, such as power relations, which could

lead to disputes with their employers. Another study conducted by Mani et al. found that

the "Big Brother effect" has a major impact on consumer privacy concerns and resistance to
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smart services in the banking sector [185]. In the context of the smart city, similar issues were

noted, where citizens have limited power over their data and do not perceive any bene�ts out

of these collected data[215].

The fact that a stream of data needs to be collected to operate the smart building was

clearly understood by the participants, butthe lack of transparencyfrom building man-

agement about data practices in these buildings raises concerns about user privacy. Data

collection involving personal information must be handled ethically and legally, while clearly

informing data subjects and obtaining their consent.

5.6.2 Privacy and Utility Trade-offs

With smart building data, there is a clear trade-off between utility and privacy. This data

is useful for a variety of purposes, but some of the data are related to the occupants, and

disclosure of such data could invade privacy. For instance, data used for space utilisation and

building management is an important aspect, where it supports saving cost and energy. These

�ndings align with the study conducted by Ejidike et al., which emphasises the advantages

of smart buildings and their data in developing countries [112]. These bene�ts encompass

ef�cient energy consumption, healthcare management, real-time monitoring, as well as safety

and security [112]. Moreover, data collected to provide services to occupants, i.e., allocate

free desks, is appreciated by the study participants with respect to protecting users' identities

from tracking and monitoring. Additionally, the study found that participants would accept

the concept of data collection and sharing in these environments if this data is related to the

whole general occupants and not speci�ed to a certain group of occupants.

Furthermore, a range of analytical techniques can be applied to this data to reveal

signi�cant insights about the building's performance, thereby aiding decision-making and

enhancing services. However, as discussed by the study participants, privacy issues surface

during data collection and analysis. Similar �ndings were also noted by Qolomany et al.,

who underscored privacy concerns in the context of machine learning and big data in smart

buildings [238]. These concerns stem from the extensive use of RFID technology, wherein

privacy issues arise during data collection. For example, RFID tags carried by individuals

can unintentionally function as distinct identi�ers for those persons.

The participants believed that the designers of smart buildings invest a lot of money in

the development of these automated buildings and use the collected data either to save money

or to make money, i.e., sell the data. Based on the study �ndings and prior research [164,

254],users' willingness to share their dataand compromise part of their privacy depends

on the perceived bene�ts to individuals, society, and the environment. A related study in the

context of smart homes further reveals that users are willing to share their data in exchange



126 A Con�rmatory Study of Smart Building Privacy Committees

for monetary incentives and discounts offered by the companies providing the smart home

devices [29].

On the other hand, most of the participants considered data collected forcommercial

purposesunacceptable, as that would be pro�table to the organization but not towards users.

Data related to individual identity, location, and activity should be restricted unless explicit

consent is obtained and proper justi�cation of the data usage is provided.

5.6.3 Privacy Management in Smart Buildings

Since smart buildings operate on the basis of data collection, this data is a combination

of environmental and occupant data where identifying personal data is an obstacle. In

addition, these buildings are considered commercial, where activities such as work take

place and are shared by hundreds of users. Therefore, it is not possible to address personal

privacy preferences. Moreover, most of this data relates to individuals who are unaware of

what has been collected about them and have no control either. This is a common �nding

across multiple studies related to privacy and smart buildings [138, 178]. In contrast to

smart buildings, users in smart homes have better control over the environment, privacy,

and the collected data, given the limited number of inhabitants and their active choice of

residing there. This suggests that ensuring user privacy in smart buildings could pose greater

challenges compared to smart homes [138, 73].

Privacy management is considered a critical aspect of smart buildings, as it enables

organisations to evaluate data practices and ensure compliance with individual privacy

policies, rights, and user preferences. Thedata trust concept is being used in various

contexts, e.g., smart city, and health data, to manage user privacy and incorporate their voice

into the data practices [21, 79, 121]. Incorporating the privacy committee into automated

environments is a promising solution, as the participants expressed concern that these systems

are not reliable when making decisions that concern users' data and privacy and also make

mistakes quickly due to their fast calculations. This committee would be able to protect the

privacy of users and make decisions on their behalf about how data is handled in the context

of a smart shared space. Similar to the context of smart city [215], this study explored how

citizen input and the collaborative user participation approach would strengthen relationships

between citizens and organisations. Likewise, users of smart buildings requirea privacy

oversight committeeto oversee the privacy of occupants and make decisions on their behalf

concerning data management within the context of a smart building. Meanwhile, building

management needs to be more responsive to user voices and recognise the value of user

input.
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In this study, participants suggested that decisions should be made byconsensus, re-

quiring agreement from all committee members for the �nal decision on proceeding with

data access requests. In contrast, in a study conducted in the health context, the committee

serves in an advisory role and mandates an 80% vote from committee members to support

data access decisions[121]. I observed that participants harbor distrust towards the voting

approach due to its susceptibility to manipulation. They expressed a preference for the �nal

decision to rest with the committee, which includes regular users, given their lack of trust

in building management. Both studies share similarities in terms of criteria for assessing

request requirements; all data requests are treated as con�dential and subject to thorough due

diligence and risk assessment discussions.

Participants identi�ed severalprivacy mechanism procedures and criteriathat should

be considered when forming this committee and making privacy decisions on behalf of users.

The privacy committee encompasses several key roles and quali�cations. Among these are

the building's manager, IT security manager, GDPR specialist, and governance risk and

compliance personnel. Their collective responsibility is to ensure that users' data privacy is

preserved when making privacy decisions on behalf of smart building users. This committee

will give the public a voice in data-sharing decisions and will have comprehensive oversight

of data used in these environments while enforcing transparency in data practices. In addition,

this committee will practice privacy through contextual integrity, where privacy protections

are based on pre-existing norms and values that they can establish on behalf of users.

Additionally, they will facilitate compliance with GDPR privacy rights where individuals

have the right to be informed about collecting and using their personal information, purpose,

retention period, and disclosure to others.

5.7 Limitations

Participants were exclusively recruited from a single smart building, which indicates a limited

scope that constrains the diversity of the participant pool. The study did not encompass

smart building users with varying cultural perceptions or privacy regulations. Moreover,

there might be biases in participant selection: participants essentially self-selected to take

part, implying that they likely held prior concerns about the privacy issue. Still, this work

makes an important �rst step in developing the privacy committee as a method to represent

users' voices in smart buildings. Future work should look to expand upon this study to look

into responses from users of different smart buildings and further develop this tool. Like

all qualitative studies, the quality of a piece of research relies on the researcher's skills and

might introduce personal bias. Nonetheless, two researchers independently reviewed the
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transcripts and agreed on the generated themes. As the study took place in a smart university

building, most participants were familiar with data and privacy, which could lead to bias.

I observed that the session length meant that the participants generally felt tired after 40

minutes, as they tended to provide shorter answers from this point on. However, I prompted

participants to elaborate and give more details.

5.8 Conclusion

Prior literature in smart building privacy has focused on either the impacts of the shared

control environments on users' behaviour and levels of user interaction or threats to users' pri-

vacy while using these environments [138, 193, 279, 285]. These studies focused on privacy

threats to users, leaving other matters related to managing personal privacy, understudied.

In this study, I contribute to addressing the research question stated in the introduction:

'Can we establish a privacy design mechanism to meet users' privacy preferences and �nd

a balanced trade-off between utility and privacy in the collection and use of data within a

smart building?' The study primarily centers on the occupants of smart shared buildings,

speci�cally university facilities shared by both students and staff. Its goal is to comprehend

users' privacy needs and collaboratively design privacy mechanisms that incorporate their

perspectives into the decision-making process within these environments.

Through four focus groups with 30 participants, the study results in a number of contextual

factors that can potentially in�uence occupants' privacy perceptions of smart buildings. I

worked closely with smart building users and co-designed a privacy committee structure for

data sharing and decision-making. This study establishes a privacy committee structure and

procedure that includes necessary quali�cations, training, and support while outlining the

key roles, duties, and responsibilities of its members. This is similar to previously conducted

research in the context of smart city and health data [21, 79, 121], where public voice

incorporation is a key aspect in making privacy decisions. These �ndings are essential to

address privacy concerns and shed light on potential industry practices to empower users,

allow them to be engaged, and manage their privacy in such smart buildings.

Additionally, this study reinforces previous results from Chapter 4, which con�rm that

users' privacy perceptions and preferences in smart buildings are shaped by their experience

and knowledge of other computing contexts. Users' willingness to share their personal data

depends on perceived bene�ts, impacts, and the context in which the data is shared. This

research highlights users' need for privacy and some means of control, the tension between

smart building users and management, as well as how cooperative mechanisms can be used

to better support and balance the trade-off between utility and privacy. In summary, this study
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proposes a privacy protocol that smart building management can deploy to make decisions

on behalf of users.





Chapter 6

Conclusion and Future Research

Overview

In this chapter, a list of the main contributions of the research is presented. The answers

to the research questions in this thesis are then summarised. Then I present the research

limitations and future work.

6.1 Thesis Contribution

The �rst and most important contribution to this thesis is the proposal for a privacy protection

mechanism - a privacy committee - to include user voices in the data-sharing decision-making

process and to have general oversight of data practices in smart buildings. The proposed

privacy protocol is a new design that smart building management can use to make decisions

on behalf of users. In the following, I present a list of the contributions of this research:

• Exploring the sensors currently employed in smart buildings and their privacy impacts

through secondary research, the �ndings were then mapped to Solove's taxonomy. The

study focused on various privacy concerns arising from different sensors and the type

of information collected by these devices that reveal the activities and locations of

users and impact their privacy. This study also highlights that part of the collected data

is considered environmental data: temperature, light, and CO2; even though these data

are not personal in terms of their values independently, combining these data through

data linkage could reveal occupants' behavior and routines surprisingly on a personal

level. The study's �ndings related to smart building technologies privacy impacts

were mapped to privacy harms as de�ned by Solove's taxonomy, which ef�ciently

characterises the user-privacy impacts of these technologies. Chapter 3.
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• Conduct a study investigating smart building users' privacy perception, preferences,

and trade-offs they are willing to make in a smart building through semi-structured

interviews. This study aims to collect valuable data from the participants re�ecting

their thoughts and opinions regarding their perception of privacy and their preferences

in their work/study place. This study mainly uses a qualitative approach to extract

themes from the results [100], where I collect data through open-ended question

interviews conducted with a range of participants. Chapter 4.

• Conduct a co-design study, working closely with users of a smart university building,

to incorporate user voices into decisions about data sharing and privacy design in

smart buildings while exploring users' privacy concerns. To address user privacy

concerns which were allocated in Chapter 4, I co-designed with smart building users

a privacy decision-making mechanism called a Privacy Committee which includes

user voices in data-sharing decisions and retains oversight of smart building data

management. This study helps to bridge the gap in the literature between the study of

users' privacy concerns and the design of the privacy protection approach by experts

only. Key principles were identi�ed that should be considered when making decisions

on behalf of smart building users. Finally, I conducted a survey with the participants

as a con�rmation study to the concept of the privacy committee. It turned out that

users would like to have a privacy committee that makes decisions on their behalf in

a fully automated environment. The bene�ts of such a privacy concept for users are

establishing trustworthiness and �nding a balanced trade-off between the bene�ts -

utility- and protection - privacy - of smart building data. Chapter 5.

The in�uence of a privacy committee, particularly in integrating user viewpoints

into the management and sharing of privacy-related data, goes beyond the realm of

cybersecurity and extends to diverse sectors like industry and education. Through

promoting collaboration and inclusivity, privacy committees assume a pivotal role in

in�uencing the formulation of policies and practices.

Within theindustrial sector, a privacy committee can ensure that data sharing and

practices adhere to user expectations and choices and protect user privacy through the

use of user-centric practices. Embracing user-centric methods can result in the creation

of products and services that prioritise privacy, ethical data use, and compliance assur-

ance, thereby cultivating trust among users. The committee's engagement guarantees

ethical considerations in data administration, which is especially crucial in sectors

where sensitive user data is managed, advocating for responsible and transparent data

practices. Industries frequently encounter strict regulations concerning data privacy. A
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privacy committee assists in ensuring adherence to these regulations, preventing legal

repercussions, and establishing a favorable reputation for the organisation.

For example, in the realm of autonomous vehicles (AVs), research indicates that privacy

is a signi�cant concern for AV users [298]. AVs heavily rely on sensors, high de�nition

maps, and other instruments to collect and optimise information for safe vehicle

operation [298]. However, questions arise regarding the control and utilisation of this

information [48]. Numerous uncertainties persist regarding informational privacy: the

speci�c purposes of data collection, the nature of collected data, accessibility to the

data, and the permissible duration of data storage remain ambiguous [130]. While data

transmission between AVs is essential for safety, it also exposes vehicle movements

and locations to external networks, enabling individuals to track AV users [130].

Schoonmaker underscores the challenges in safeguarding location-based data based on

customer consent, as users often accept terms and conditions without fully compre-

hending them [256]. Additional concerns related to informational privacy include the

potential for misuse, such as harassing AV users through targeted marketing, identity

theft, user pro�ling, and behavior prediction, resulting in centralised control over vast

amounts of information and power [130]. Hence, establishing a committee to integrate

AV users' perspectives into data practice decisions within the AV industry is important

for upholding their privacy rights.

In the realm ofeducational institutions, a privacy committee can protects student

privacy amid the prevalence of digital learning platforms and data analytics. It guar-

antees that the gathering and utilisation of student data adhere to ethical standards

and legal mandates. Students at educational institutions express signi�cant concerns

about their privacy as these institutions increasingly adopt and expand their capacity

for learning analytics (LA) [156]. However, institutions often fail to adequately inform

their students about LA practices, leading to considerable privacy concerns. Without

incorporating a distinct student perspective into the design of LA, institutions �nd

themselves navigating an ethical gray area.

In a study conducted by Jones et al., over 100 undergraduate students from eight U.S.

higher education institutions were interviewed to investigate their privacy perspectives.

The �ndings revealed a lack of awareness among students regarding educational data

mining, analytical practices, and data collection. While students acknowledge the

potential bene�ts of LA, they express a desire to be informed about the data collected,

its usage, and with whom it is shared [156]. Additionally, students emphasised the

importance of informed consent, highlighting its signi�cant impact on their trust
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towards the institution. Educational institutions must strike a balance between their

desire to implement LA practices and their obligation to educate students about data

practices while also including their voices in the design of such practices to protect

and respect students' privacy [156].

In the area related to personalised Learning, the committee can play a role in shaping

personalised and ef�cient learning experiences by integrating the perspectives of

students. This entails utilising data to personalised educational approaches while

honoring individual privacy preferences. Educational institutions are increasingly

adopting a 'more data is better' approach akin to tech startup programs and personalised

learning initiatives [59]. However, concerns persist regarding the purposes behind data

collection, its sharing practices, and how the data will be utilised. Personalised learning

algorithms heavily rely on various data points, yet there is a lack of transparency and

clarity regarding what data points are collected from students, how they are utilised,

and who has access to them. This opacity surrounding data practices raises privacy

concerns and has prompted discussions at both national and state levels for legislative

intervention [59].

Furthermore, there is a notable absence of discourse surrounding the re-use or sec-

ondary use of student data, and the distinction between primary and secondary data

usage remains ambiguous. Questions arise concerning the purposes of reusing data and

the entities authorised to do so. Additionally, there is ambiguity regarding what consti-

tutes student-speci�c information, both in practice and policy, further complicating

matters [59].

The absence of clear guidance regarding data interpretation leaves room for potential

misuse. For instance, teachers may have access to a wealth of information about their

students, including the number of resources accessed, time spent reading, and patterns

of accessing assigned materials. However, relying solely on the time accessed as

predictors of learning outcomes may lead to �awed judgments about student progress

and performance [59]. Therefore, utilising a committee to include students' voices in

data practice decisions is important to respect their privacy.

In summary, the in�uence of a privacy committee extends beyond the scope of cyber-

security, exerting a positive impact on various sectors. Whether in industry, education,

or other domains, the committee emerges as a catalyst for responsible data practices,

user satisfaction, and overall ethical behavior.
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6.2 Answers to Research Questions

This section presents the �ndings and responses addressing the three research questions

outlined in Chapter 1.

6.2.1 Impacts of Smart Building Technology on Privacy

The �rst research question was:"How is the privacy impact of smart building technologies

mapped to the various facets of the privacy harm taxonomy?". Based on the results

presented in Chapter 3, it becomes evident that data derived from diverse environmental

sensors can be aggregated to unveil personal information about users i.e., daily activities. This

revelation carries substantial implications due to the fact that these sensors are not explicitly

designed to capture personal data, and users are frequently uninformed about their presence,

functionality, or potential threats. Furthermore, the utilisation of analytical methods, such

as machine learning, on smart building data enables the monitoring, tracking, and pro�ling

of users, potentially posing threats such as stalking or criminal activities. According to the

study's �ndings, privacy harms as de�ned by Solove's taxonomy are tied to numerous aspects

of privacy impacts caused by smart building sensors and devices. Consequently, this work

illustrates how the taxonomy may ef�ciently characterise the user-privacy impacts of smart

building technologies. By organising this information into a coherent taxonomy based on

secondary research �ndings, this study adds to the body of literature.

6.2.2 User Privacy Perception, Preferences and Trade-offs in Smart

Commercial Buildings

The second research question was:"What are the perceptions and preferences of smart

building users in relation to the data collected, and how do they perceive the trade-off

between utility and privacy in this context?". Recurring themes emerging from the study

in Chapter 4 highlight the participants' desire for convenience and connectivity, which are

in�uential factors shaping their views on privacy. Concurrently, their stance on trade-offs

associated with data collection for monitoring and tracking across various channels hinges

upon the perceived bene�ts and services offered by these entities.

User adoption is often hindered by the lack of calibration of sensors and devices, leading

to an unpleasant experience. Moreover, the participants expressed limited knowledge about

the data collection and processing, as there is a limited capacity to view the collected data and

recognise the bene�ts of the results obtained from the data analysis. This study establishes

that the user's general perception is de�ned based on the level of involvement, and technical
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and cultural backgrounds. This work also identi�ed a number of ideal services and made

recommendations to be incorporated into future smart buildings as well as shed light on

privacy requirements in these buildings.

6.2.3 A Co-Design of Smart Building Privacy Committees

The third research question was:"Can we establish a privacy design mechanism to meet

users' privacy preferences and explore the possibility of the trade-off between utility

and privacy in the collection and use of data within a smart building?". Building upon

the �ndings presented in Chapter 5, this study formulates a privacy committee structure and

procedure. This includes de�ning the necessary quali�cations, providing training and support,

and outlining the key roles, duties, and responsibilities of its members. This is similar to

previously conducted research in the context of smart city and health data [21, 79, 121],

where public voice incorporation is a key aspect in making privacy decisions. These �ndings

are essential to address privacy concerns and shed light on potential industry practices to

empower users, allow them to be engaged, and manage their privacy in such smart buildings.

Additionally, this study reinforces previous results from Chapter 4, which con�rm that users'

privacy perceptions and preferences in smart buildings are shaped by their experience and

knowledge of other computing contexts. Users' willingness to share their personal data

depends on perceived bene�ts, impacts, and the context in which the data is shared. This

research highlights users' need for privacy and some means of control, the tension between

smart building users and management, as well as how cooperative mechanisms can be used

to better support and balance the trade-off between utility and privacy. In summary, this study

proposes a privacy protocol that smart building management can deploy to make decisions

on behalf of users.

6.3 Limitations

Several limitations arise in regard to the study conducted in Chapter 4. Despite the sample size

for a qualitative study, I did not cover a broad cultural background or users of different smart

commercial buildings. Due to the Covid-19 pandemic, I experienced dif�culties contacting

and recruiting participants online. Nonetheless, the protocol steps that were followed were

documented and will be able to be replicated by researchers in different contexts. Similar to

all qualitative studies, the quality of research is contingent on the researcher's skills, which

may introduce personal bias. However, to mitigate this, a second researcher was involved to

conduct a second round of analysis and ensure the consistency of data analysis. A notable
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limitation of semi-structured interviews lies in the potential variability in the coherence of

user perceptions and the interpretations of participants' emotions and expressions regarding

the study's aims, as well as the researcher's expectations of participants to comprehend the

concept of smart buildings.

To address this, I conducted the study with participants from universities, selecting most

of the interested participants with quali�cations such as PhDs and RAs. These participants

reside in actual smart buildings and visit these buildings regularly; therefore, I expected

them to have a level of understanding of these buildings. Moreover, I selected interested

participants based on their high level of familiarity with technologies, privacy, and security

terms through a questionnaire prior to participant selection. To conduct the study effectively,

as a researcher, I received training and conducted all 20 interviews, employing open-ended

and neutral questions to avoid in�uencing participants' answers and opinions. During the

interviews, it became evident that participant fatigue often set in after approximately 30

minutes, resulting in shorter responses. Nevertheless, I proactively prompted participants to

elaborate and provide additional details to enhance the depth of the responses.

The limitations of the study in Chapter 5 are that participants were exclusively recruited

from a single smart building, which indicates a limited scope that constrains the diversity of

the participant pool. The study did not encompass smart building users with varying cultural

perceptions or privacy regulations. Moreover, there might be biases in participant selection:

participants essentially self-selected to take part, implying that they likely held prior concerns

about the privacy issue. Still, this work makes an important �rst step in developing the

privacy committee as a method to represent users' voices in smart buildings. Future work

should look to expand upon this study to look into responses from users of different smart

buildings and further develop this tool. Like all qualitative studies, the quality of a piece

of research relies on the researcher's skills and might introduce personal bias. Nonetheless,

two researchers independently reviewed the transcripts and agreed on the generated themes.

As the study took place in a smart university building, most participants were familiar with

data and privacy, which could lead to bias. I observed that the session length meant that the

participants generally felt tired after 40 minutes, as they tended to provide shorter answers

from this point on. However, I prompted participants to elaborate and give more details.

6.4 Future Research

This section presents a number of future research opportunities that could be explored to

improve and extend the work described in this thesis. The following are the possibilities:
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1. Expand the study of privacy in related contexts. Chapter 4 explores users' per-

ceptions of privacy, their preferences, and trade-offs in university smart buildings. In

future work, I would like to extend this study to explore the responses of users of

different smart buildings in different universities and of�ces and review the results in

comparison with this study to identify similarities and differences between users of

different smart environments and to identify factors that in�uence users' perceptions

of privacy. The study of privacy perception and preferences has been conducted in

various contexts, including smart cities, factories, of�ces, campuses, classrooms, and

homes. This investigation reveals both similarities and differences, providing valuable

insights that can guide future research directions [19, 108, 36, 302, 288, 178, 201, 155,

189, 190].

2. Explore the differences between the privacy of smart buildings and smart home

users. In Chapter 4 and Chapter 5, the study primarily focused on the privacy of

smart building users. To establish the users' study on privacy, I highlighted the related

literature in the context of smart homes where similar studies have been conducted.

The results of these studies showed some similarities between users' perceptions of

privacy in smart buildings and smart homes. However, the focus is on user privacy

in smart buildings. Therefore, in the future, I plan to conduct a dedicated study to

investigate on a broad scale whether the perception of privacy in smart buildings is

similar or different from that of smart home users. Similar studies have been conducted

in a similar context to investigate the opportunities and challenges of IoT in smart

homes and buildings [126, 134], as well as the contextual complexity of privacy in

smart homes and smart buildings [195].

3. Investigate effective approaches to increase users' awareness in smart buildings.

In Chapter 3 and Chapter 4, the study has shown that there are major concerns about

user privacy due to lack of awareness and transparency. I intend to explore possible

and effective approaches to increase user awareness of smart building environments,

data collection, and practices. This would address some of the existing concerns about

user privacy and comply with relevant data protection and privacy laws and regulations.

A similar concept of study was conducted to increase user awareness of reality from

within virtual reality [219]. Another study focused on raising user awareness about

privacy threats in participatory sensing applications through graphical warnings [78].

Moreover, a study was carried out to understand occupants' awareness of data modality

features and inferences in smart of�ce environments [178].
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4. Implement the privacy mechanism framework in a smart building. In Chapter

5, the study proposed a trust-based mechanism for managing privacy in smart build-

ings called the Privacy Committee, which incorporates user voices into data sharing

decisions and retains control over data management in smart buildings. The results

of this study showed that users would like a privacy committee making decisions on

their behalf in an automated environment, which would help to address their concerns.

These �ndings are essential and shed light on potential industry practices to empower

users and allow them to be engaged and manage their privacy in such smart buildings.

In the future, I plan to implement this framework and evaluate it in smart building

environment. Similar previous studies present a trust and privacy framework to address

users' privacy concerns from the very beginning of the development of a system for

smart production environments rather than as an afterthought [186]. Furthermore, the

development of a smart city platform requires the adaptation of a framework to secure

citizens' private data due to security and privacy concerns related to IoT-based devices.

A study presents a framework to ensure the security and privacy of citizens in the con-

text of smart cities [301]. Another study also presents an integrated privacy framework

to address privacy issues in smart healthcare. By facilitating practical data-sharing

agreements between users and smart services (also known as data consumers) in the

ecosystem, users can bene�t from their private data [14].
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