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Abstract

Government service delivery is increasingly shifting online in an effort to increase adoption and ef-
ficiency, but citizens have not been central to their design, and strategies to correct difficulties for
citizens often address the problem from the perspective of user inadequacies. These matters are par-
ticularly pertinent to implementing social protection policies supporting those with higher levels of
socio-economic deprivation, who may be in precarious situations, and who are among those most
digitally-excluded. This makes it especially important to consider not only the intended beneficial
outcomes citizens gain from the public services, but to understand all the negative effects (harms) of
doing so likewise, for more responsible innovation.

This thesis focuses on the digitisation design choices made implementing the UK’s Welfare Re-
form Act1 through two Case Studies of large-scale public services: Universal Credit (UC) and Per-
sonal Independence Payment (PIP). Interviews and surveys gather data for thematic analysis to ex-
plore claimant-articulated digital-related harms incurred by gaining and sustaining access, and how
those harms are affected by small changes to the system. With an improved understanding of par-
ticipants’ own lived digital experiences, two citizen-controlled prototype digital tools which reduce
harms were designed and evaluated to generate further knowledge about how harms arise in service
ecosystems.

This thesis reveals a disjoint between people’s lives and the scope and features of digitised ser-
vices, with arbitrary barriers and impermeable boundaries, causing harms which exacerbate access
problems, in addition to harms caused by the legislation and approach. This identifies a need for
digitised service provision to be more porous, acknowledging and supporting citizens’ own wider
ecosystems, to endow an improved digital welfare state in which citizens’ interests are prioritised.
The contributions of this thesis are empirical insights into harms, an adapted systematic method of
harm enumeration, and knowledge for more inclusive design of services for this population.

1https://www.legislation.gov.uk/ukpga/2012/5/contents
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Chapter 1: Introduction

Especially, but not only, in the Global North, the technology industry is heavily oriented

towards designing and selling gadgets for the well-off, such as driverless and �ying cars

and electronic personal assistants for multitasking businesspeople. In the absence of

�scal incentives, government regulation and political pressures, it will devote all too little

attention to facilitating the creation of a welfare state that takes full account of the

humanity and concerns of the less well-off in any society. . . astonishingly little attention

has been paid to the ways in which new technologies might transform the welfare state

for the better.
Report No A/74/493, Digital Welfare States and Human Rights,

United Nations Human Rights Of�ce of the High Commissioner (Alston 2019a)

1.1 Foreword

Governments are embracing digital methods for access to public services in the name of ef�ciency,

intended to provide wider access at lower cost, but citizens have not been central to their design,

leading to problems. In the Human Computer Interaction (HCI) community, similar concerns in other

contexts have revived discussion around Responsible Innovation (RI) to align research outcomes with

societal values, requiring consensus about what is desirable and what adverse impacts can occur to

citizens. There is developing work within HCI on understanding individuals in their own contexts,

leading to an acknowledgment that a necessary part of RI is the articulation of these impacts by people

based on their own lived experiences. These matters are particularly pertinent to digital welfare which

delivers social protection policies to support those with higher levels of socio-economic deprivation,

such as low-paid workers, the unemployed, people with caring responsibilities, and those who are

disabled or have longer-term health conditions. These people, who are often in highly precarious sit-

uations, are among those most digitally-excluded which is also known to exacerbate social exclusion,

making it especially important to consider not only the intended bene�ts arising through access to

these public services, but the burdens of doing so likewise.

Throughout this thesis I utilise the commonly-used termclaimant, referring to both citizens who

apply for a welfare bene�t right (by making a claim) and those who are eligible and receiving the

award payment (maintaining a claim). I also de�ne here notation used as shorthand for negative and

positive impacts on these claimants: harms and gains respectively.

Harms Detrimental impacts of service digitisation which are disadvantageous to claimants such as

2



1.2. Overview

increased time, more effort, greater �nancial cost, loss of reputation, extra discrimination,

additional mental stress, diminished knowledge, curtailed capacity, added neglect, loss of

rights (and reductions in gains); and

Gains Favourable impacts of service digitisation which are advantageous to claimants such as saved

time, increased award payment, expanded knowledge, improved living standard (and reduc-

tions in harms).

In this thesis I develop my argument as follows. I begin by outlining the signi�cance of identi-

fying harms in socio-technical systems, describing how critical this is for public services, especially

for those providing social protection payments. I then examine ways of enumerating these harms

which affect citizens, emphasising information articulated by claimants themselves, using this data

to expose how rigid and constrained de�nitions of system boundaries, introduced or reinforced by

digital transformation, can mask harms which need to be accounted for when determining the overall

balance of advantages and disadvantages. I proceed to use two fully-functional high-�delity digital

prototypes to examine these further through iterative design and evaluation, to collect and analyse

further claimant and advisor sourced data. I use this to argue that digital welfare needs to embrace

a viewpoint encompassing people's wider ecosystems, beyond the moments of digital transactions,

by what I term increasing porosity of service boundaries, so as to not constrain interactions with

the services unnecessarily, and instead to promote and even to aid such ecosystems through greater

involvement with researchers and welfare professionals during implementation.

This Chapter now provides a fuller overview, followed by an explanation of the research context

and my own personal motivations. I then describe my research philosophy, the research questions, a

summary of contributions and an outline of the thesis structure.

1.2 Overview

Digital transformation of government services is seen by the state as a way to improve services,

to make them more �exible, to widen access, to increase transparency and accountability, to save

time and money, and to improve the quality and effectiveness of the services (Liva et al. 2020).

But the promised improvements from development of e-government public services have not always

materialised as envisioned, and have not been equally advantageous for all citizens (Rossel et al.

2006). Despite the signi�cant growth in e-government provision around the world (e.g., UN 2022; EC

2022), Liva et al. (2020) found there is a knowledge gap about problematic outcomes of technology

innovation in public administration, and even less about resulting direct harms to citizen users.

It is even more important to understand adverse effects in certain areas of service provision: those

where citizens are considered more vulnerable. One such area is social protection, which Munro

(2008) explains comprises measures to counter poverty and deprivation, whether by alleviating symp-

toms by providing �nancial support or by addressing the causes. Over half the world's population (i.e.

53.1% or about 4.1 billion people) have no social protection bene�ts of any form (ILO 2021), but the

UN (2022) report that “apply for social protection programmes” is the fastest growing area of e-

government provision, already existing in 68% of all member states and 91% in Europe, although
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with signi�cant differences between countries (O'Reilly and Verdin 2021). With this growing de-

ployment, any lack of awareness of the adverse harms introduced by digitisation of these services,

will increasingly affect large vulnerable population groups.

Knowledge of actual and potential harms is therefore critical in services which administer pay-

ments to the most socio-economically deprived, since these citizens rely on the awards for their basic

needs and they are also the most digitally-excluded (e.g., J. Harris 2019; Yates 2015; Williams et al.

2016; Anrijs et al. 2023). In the United Kingdom which I focus on in this thesis, being my country

of residence, this digitisation has been an ongoing process, brought to the fore in 2012 by a national

strategy that promised digital services “so good people prefer to use them” (Cabinet Of�ce 2016).

Despite 2015 data which identi�ed that 10 out of 22 exemplar digital transformations did not increase

government ef�ciency6, there are some successes, but in the area of welfare bene�ts there are prob-

lems (Verdin et al. 2023) with what Larkin (2018) asserts was an “ambitious” reform of the UK's

social protection system. The responsible ministry's strategy (DWP 2012) declared it would become

“digital by default” where in-person, telephone and postal interactions are replaced by “high quality

digital services” which would be “easier to use than the non-digital equivalent” and in doing so help

citizens become “con�dent online to compete in the modern labour market”. But only two of the

three welfare bene�t digital transformation exemplar services identi�ed by the UK government in

2013 have been fully launched by the end of 2022.

The introduction of digital by default Universal Credit (UC), which brought together six previ-

ously separate bene�ts into one for people of working-age who are on low income (DWP 2017), has

left large numbers of people worse off—materially, socially, physically and mentally—with only half

of people able to make a claim unassisted (Cheetham et al. 2019; Foster et al. 2018). Adverse im-

pacts faced by citizens claiming UC can relate to the overarching policies enacted (e.g., award level,

payment in arrears, monthly calculation cycles, award conditionality) and operational practices inde-

pendent of digital access (e.g., appropriateness of claimant commitments, arbitrariness of sanctions

imposed on claimants). These have been examined by many others extensively. Of note are work

by Barford and M. Gray (2022), Dwyer and S. Wright (2014), Millar and Bennett (2017), S. Wright

et al. (2020), and Thornton and Iacoella (2022). But digitisation itself has brought additional bur-

dens on claimants; strategies to target these dif�culties often attempt to address the problem from

the perspective of user inadequacies, such as missing prior knowledge and lack of suf�cient digital

skills described by Kotamraju and Geest (2012) and Greene (2021), instead of design de�ciencies.

Additionally among others, Alston (2019), Barford and M. Gray (2022), Cheetham et al. (2019) and

A. Morris et al. (2020) describe how digitisation has also transferred effort to friends, relatives, carers

and to other organisations. For digitised social protection services, this impacts negatively on some

of the most vulnerable people in society; it reduces the likelihood people will claim social protection

payments for which they are eligible, or it delays them making claims, or it makes it harder for them

to make and maintain a successful claim. When the United Nations Special Rapporteur on extreme

poverty and human rights, Professor Philip Alston, visited the UK in 2018 he found around 20% of

the population in the world's �fth largest economy were living in poverty. He identi�ed how UC did

6https://www.nao.org.uk/reports/digital-transformation-in-government/
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not seem to be responding to these citizens' needs but instead it appeared the objectives were to make

economic savings and to change people's lifestyles. Kotamraju and Geest (2012) describe this as a

tension between the needs of citizens and the needs of the state, where the state implements services

with their own goals in mind. More speci�cally for this research, Alston (2018) identi�ed “there are

far too many instances in which Universal Credit is being implemented in ways that negatively impact

many claimants' mental health, �nances, and work prospects”, leaving him wondering instead how

“new technologies might transform the welfare state for the better” (Alston 2019a).

My research responds to Alston's challenge and explores the experiences of citizens as claimants

utilising a Research through Design approach (Yoo et al. 2019; Zimmerman et al. 2007; 2010). Firstly,

by studying these public services as existing artefacts in use by those who have already achieved

access and, by the use of scenarios, understanding how interactions with the state are perceived and

how digitisation can lead to negative impacts on claimants themselves (the harms). Secondly, by

studying the process of designing new artefacts through the development and evaluation of two digital

prototypes, to examine how harms might be defrayed by citizen-centric digital interventions. An

empirical qualitative design methodology was applied across multiple studies, spanning aspects of

two UK public services providing social protection payments, used as Case Studies (as Yin 2018). In

total 105 participants took part: 81 claimants, 14 advisors to provide their knowledge from working

with a wider range of claimants, and 10 others. Semi-structured remote interviews were used as the

dominant method of data collection, backed by online surveys, and remote structured walk-throughs

of the prototype interventions, and using Thematic Analysis (TA) of the collected data. Chapters 4

and 5 focus on elucidating harms associated with online access to UC (the �rst Case Study) which

reveal the ways claimants continue to suffer harms after achieving access, with insights providing

recommendations to develop systems which avoid these harms, and providing an adapted systematic

method to enumerate harms. Chapter 6 which continues the UC Case Study, and Chapter 7 which is

the single study in the Personal Independence Payment (PIP) Case Study, build on the earlier insights

to explore two different digital interventions, each used to examine how integration of people's wider

ecosystems might complement digitised public services to mitigate selected harms identi�ed. These

reveal opportunities to counter power imbalances with the state, support citizens' own agency and

enhance claimants' ongoing access to, and experience, of online systems.

This thesis argues that RI in these public services needs to provide for greater porosity of services

by increasing the permeability of system boundaries to enhance community connections and support

citizens' own wider ecosystems through technology. In other words, permit and support the adop-

tion of state systems as community assets for adaption and use to better meet individual claimants'

goals. This also requires greater involvement with how design decisions are being made during im-

plementation. The contributions to HCI described in this thesis are empirical insights into harms, a

conceptual contribution of a taxonomy, an adapted systematic method of harm enumeration, a method

to explore existing system harm characteristics, and knowledge for more inclusive design of digitised

social protection payment systems. In turn these offer ways to create a better digital welfare state

where citizens' needs and burdens are placed more centrally in design and hence delivery.
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1.3 HCI Research Context

I now introduce areas of HCI research which help frame my work, in advance of the more detailed

Literature Review in Chapter 2. These are: my viewpoint within the HCI community; understanding

technology-related harms; the use of Research through Design; how examination of deployed systems

can contribute to responsible innovation; and the relevance of e-government research.

1.3.1 Digital Civics Viewpoint

My academic work is founded on the digital civics approach (Vlachokyriakos et al. 2016), undertaking

research with and for local citizens and communities to empower them. According to P. Wright

and Olivier (2017) this recognises how innovation cannot be based on knowledge in the university

itself, but relies on co-production, through the building of a research infrastructure together with civic

organisations, describing also (Olivier and P. Wright 2015) for this to be a long-term relationship.

This research contributes to Olivier and P. Wright's vision for digital civics to “explore an alternative

model of service provision” rather than consumer-producer, to examine more sustainable participatory

platforms. In my view, this is not to support abandonment of public service provision by government

by running services down or expecting citizens to provide services themselves, but instead changing

the relationship from being transactional to more relational (as Vlachokyriakos et al. 2016, but also

see IPPR 2014) where more active involvement by citizens is advantageous to both the citizens and

the service provider (often the state itself for many public services). Manzini (2015) described this

as the state becoming “an active and in�uential partner along with citizens and social enterprises”. I

believe Manzini's point is that this social innovation can be a synergistic relationship, and this research

explores this in one area of public service provision.

1.3.2 Technology-Related Harms

The determination of harms is necessary to evaluate technological advantages. Bene�cial advantages

(the gains) and adverse disadvantages (the harms) can materialise when any form of digital interven-

tion occurs, but these are not evenly distributed throughout a system. Wiener (1948) drew attention to

the “great possibilities for good and for evil” of automation systems, warning in later work (Wiener

2018) how the technology's goals may not be the same as humans' goals. This view is that the advan-

tages arising are not always aligned across various parts of a system. Yet, it is not just the intended

goals which lead to gains or harms. Carroll (1999) described how there may be unintended conse-

quences. In other words some outcomes of change may be unexpected, and some may be undesirable.

Combining these ideas, there can be intended and unintended consequences, some can be harmful,

and these effects may arise differently across parts of the system. Baumer and Silberman (2011) sug-

gests it is therefore necessary to ask “does a technological intervention result in more trouble or harm

than the situation it's meant to address?” and thus the overall balance matters: some harms might be

considered worthwhile to gain the advantages. Since harm distribution is uneven, Hargittai (2003)'s

view is they may also vary for different human groups within a socio-technical system. The recogni-

tion that downsides occur, digitally or otherwise, and do so in unpredictable and variable ways, has
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meant there is increasingly deserved attention to the possible harms of technology research, design,

deployment and use, and how these can be identi�ed (Soden et al. 2019).

1.3.3 Research Through Design

Design research is “an inquiry focused on producing a contribution of knowledge” (Zimmerman et al.

2007). The research in this thesis is aligned with the model for interactive design research within

HCI of Research through Design (RtD) (Zimmerman et al. 2010) which Zimmerman et al. (2007)

noted should include how the outcome of making artefacts is a design contribution. Zimmerman et al.

explained RtD attempts to address problems through research to make contributions that “transforms

the world from its current state to a preferred state”. This occurs through the production of research

knowledge, and not to contribute to producing a new artefact such as a device or service i.e. the

`product' of the research is knowledge and not a solution in itself. More recently Kristina Andersen et

al. (2019) highlighted how RtD artefacts might be “improvised, incomplete, indicative, or only exist in

proposal form” reinforcing the emphasis on developing new knowledge to contribute to examination

of the phenomena, rather than the �nal product. My work builds on ideas by DiSalvo et al. (2016)

who described how digital civic approaches include “blending matters of the state” with other actors

and which can be explored through RtD. Later work by Yoo et al. (2019) proposed that service design

should use a HCI research approach where user-centric design methods can help take into account

wider perspectives than the more usual consumer-based service design perspective. In basing my

research around existing service systems, it is like undertaking research on a “�eld deployment” (as

Siek et al. 2014) of technology designed by others, rather than as a convenience deployment or a semi-

controlled study. This allows the system to be studied in use in everyday life, and `exploring civic

futures' (as DiSalvo et al. 2016) with participants as a mode of inquiry. This is rather like Chi (2009)'s

description of how adopting a functioning system in the wild permits research “in ecologically valid

situations”. Terveen et al. (2014) added how this often has the advantage of there being an existing

population of users with whom to involve in the research. Berger et al. (2017) have highlighted how

design solutions embodied in artefacts can re-frame the problem and change its understanding, and

therefore the research in this thesis commences with RtD as use of a system, toexamine an existing

digital artefact in use(digitised public service), which DiSalvo et al. (2016) referred to as “research

design after design” used essentially as design material to inspire speculated changes. After this in

response, the research continues with a different mode: RtD as prototyping systems, to examine the

design of new digital artefacts(adaptions to digitised public services) to consider a different future

and create knowledge from prototype construction and evaluation.

1.3.4 Responsible Innovation and Existing Systems

Determination of harms also matters for Responsible Innovation (RI) in HCI, and should not to be

constrained to design processes seeking to improve the future, but also to improve the current. Harm-

ful effects of technology have revived discussions in the HCI community around RI (Bates et al.

2019; Jirotka et al. 2017), necessitating being able to identify negative effects of technology and

avoid unintended adverse impacts on humans. But Wong et al. (2020) states how “relations and
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practice” around artefacts contribute to variability in the gains and harms which themselves can be

co-constructed in socio-technical systems, i.e. only become apparent when the activity occurs be-

tween actors, and therefore can vary over time. In raising this matter Wong et al. (2020) means there

is a need to acknowledge that some harmful consequences may only become clearpost-deployment,

and thus there is a need to study socio-technical systems in operation, and use this to contribute to

design. Examples of such exploration of existing systems are common in HCI, such as studies by

Bowie-DaBreo et al. (2022) and Tseng et al. (2020) who used post-deployment evidence from socio-

technical systems to contribute to RI of other systems. This should not really be unexpected, because

it is commonly accepted that design requirements, intended to achieve a system's bene�cial goals, are

also not necessarily clear until a system is deployed in its environment. Goguen (1994) describes this

as acknowledging the need for “retrospective revision”, or in other words, requirements may only be

found later, or indeed form later, once in operation, and changes to a system become a necessary part

of the life cycle. If we accept that design requirements may not always be obvious in advance, we

should accept that similarly not all harms can be known or predicted, pointing to the need to study

existing digital artefacts in use. Accordingly, a necessary part of RI with its human focus, is to include

people in the articulation of adverse impacts of digital artefacts, based on their own lived experience

of already deployed systems.

1.3.5 E-government

Determination of harms matters to the state and its citizens. For people who rely on public services to

provide for their daily lives, any adverse consequences can have more severe effects, and therefore it

is crucial to minimise harms to citizens and maximise the gains of the service received. E-government

implements national and local policies through digitised public services intended to provide wider ac-

cess to citizens and do this more economically (Dombrowski et al. 2014; Dombrowski et al. 2012;

Voida et al. 2014). However, it is recognised widely that citizens have not been central to their design

(Rossel et al. 2006; Vlachokyriakos et al. 2016) leading to services which cannot cater for citizens'

complex lives (Considine et al. 2022; A. Morris et al. 2020). E-government is awash with practical

guidance (e.g., Buie and Murray 2012) and in the UK, the state publishes instructions about ser-

vice design7, provides standard styles, components and patterns8, and has made the accessibility of

websites and mobile application mandatory9. Despite all these, claimants have dif�culties accessing

services, over and above having internet access, devices and the `right' digital skills. Those char-

acterised by high levels of socio-economic deprivation are at increased risk from adverse effects of

e-government programmes since they are already the most digitally-excluded (Sin et al. 2021; Anrijs

et al. 2023), especially when any increase in digital exclusion is known to exacerbate social exclu-

sion and vice versa (Warren 2007). State-provided public services often have no alternative providers

but need to be equally available to all citizens without limit (Le Dantec 2012; Yates 2015). Com-

bined with this, Coles-Kemp and Jensen (2019) have explained those using services due to precarity

experience “high levels of everyday uncertainty and insecurity” and are “primarily concerned with

7https://www.gov.uk/service-manual/design
8https://design-system.service.gov.uk/
9https://www.legislation.gov.uk/uksi/2018/852/contents/made
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accessing the reward of a service and not the protection from threats to that service”. In making this

comment, Coles-Kemp and Jensen (2019) highlight how citizens might put up with greater harms

than otherwise to achieve their own goals, masking the adverse effects, increasing the signi�cance of

examining such digitised public services. These factors further increase concerns about unforeseen

harms in both semi- and full-automated decision-making (Coles-Kemp et al. 2020; Considine et al.

2022) where the state is “disappearing behind a webpage and an algorithm” (Alston 2019a). My own

background and experience have provided me with knowledge how such opaque veils can arise and

their effects.

1.4 Personal Motivations

Aspects of my educational and professional life have come together to contribute to this research's

focus on digitisation of social protection public services.

1.4.1 Computing Education and Experience

Secondary and subsequent education provided me with an early introduction to writing software,

eventually leading to this being at the heart of my commercial career. I bene�ted from an excellent

education in Edinburgh, which included computer science lessons in early secondary school, during

1978-79, since Scotland was one of the �rst countries in Europe to create a computer education policy

(J. Morris 1982) and set up a Computers and the Schools Committee (Department of Education and

Science et al. 1967), chaired by my school's head. The committee's work led to the development

of computer education centres (Beveridge 1972), the �rst of which was at Moray House College of

Education (now part of Edinburgh University) which formed a working relationship with my school.

My �rst BASIC programming involved handwriting coding forms which were sent to Moray House

for punching and execution, invariably being returned a week later with a syntax error message on

the printed tractor paper output. Despite these lags between input and output, this seeded my interest

in programming, and in the mid 1980s I was fortunate to have my own home computer with online

access to bulletin boards and the UK's Viewdata service Prestel. The home computer was used for

personal projects but also in my degree in chemical engineering for computer assignments and �nal

year group project to calculate product conversion rates through a catalytic reactor.

Following some initial work in manufacturing and process engineering design for eight years, I

was able to return to education in 1994 and undertake a taught MSc computer science conversion

course in 1994-95, which was rather mathematically-heavy, introducing me to concepts including

functional programming, propositional logic and software veri�cation. A brief introduction to re-

quirements engineering in the coursework captured my attention, leading to reading a book on the

subject edited by two members of the department (Jirotka and Goguen 1994). Their work highlighted

the relationships between social and technical issues and how these express properties needed for

the system to succeed in its environment. They noted a problem that requirements for large digital

systems only fully emerge “when the system is successfully operating in its social and organisational

context” (Goguen 1994), in contrast to mathematical proof of correctness in other course modules,
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anticipating part of my approach in this thesis. During the MSc, I was able to publish my �rst per-

sonal web page and this exposure to the internet resulted in setting up a web application development

business with my partner in 1995, undertaking speci�cation, design, coding, testing, deployment and

hosting, eventually leaving this business in 2007 to become an independent information security and

privacy consultant, specialising in web application security. Both stages of this work were commer-

cial in the business-to-business space, but many clients were from local government and the third

sector, providing early insights into requirements for website accessibility, usability and privacy.

1.4.2 Volunteer Experience

Involvement with the third sector continued through voluntary work in the North-East regional hub of

a national housing advice charity which provided a deeper understanding of welfare bene�ts. Shortly

after appointment of a new welfare bene�t advisor, the charity found a niche for me helping their

service users complete paper and online application forms for welfare bene�ts, social housing and

health. I noted that most of the online systems were web-based and found that even citizens who were

well-organised with excellent digital, reading, and communication skills were unable to complete the

necessary tasks easily.

At this time, digitisation of welfare bene�ts was particularly topical. The Welfare Reform Act

201210 had set in motion a signi�cant change in working-age social protection payments with a plan

to consolidate six existing schemes into one: UC was in the process of being developed and trialled,

with the central Newcastle JobCentre becoming one of the earlier locations, and �rst city, to pilot

full digital service11 as UC was rolled out around the country. A common aspect of these public

services, is that the citizens using them have very little option but to do so. By not using the services,

the payments resulting from an award are not available and therefore, for those in need, a lack of

adoption is not the primary issue, because need drives use. However, regardless of need, many social

protections are estimated to be under-claimed12,13,14, but there is insuf�cient data, particularly about

UC15. This exposure to welfare bene�ts, combined with my web development skills and experience,

set in place the groundwork to initiate this research.

1.4.3 Postgraduate Research

The opportunity to return to academia and undertake this research arose through the same voluntary

work. One of the charity's advisors had mentioned the community-focused environment monitor-

ing project SenseMyStreet16, leading to �nding out about other digital civics research at Newcastle

University. Later I became aware of the EPSRC Centre for Doctoral Training in Digital Civics17,

a four-year doctoral programme which combined a one-year taught MRes course with a subsequent

10https://www.legislation.gov.uk/ukpga/2012/5/contents
11https://www.gov.uk/government/publications/universal-credit-transition-to-full-service
12https://www.gov.uk/government/collections/income-related-bene�ts-estimates-of-take-up%2D%2D2
13https://www.citizensadvicesurreyheath.org.uk/billions-of-pounds-of-bene�ts-left-unclaimed/
14https://policyinpractice.co.uk/wp-content/uploads/Missing-out-19-billion-of-support.pdf
15https://www.entitledto.co.uk/blog/2022/february/
16https://sensemystreet.uk
17https://digitalcivics.io

10



1.4. Personal Motivations

PhD, where there was a requirement to work with organisations in the local community, third sector,

local government and/or technology companies. I applied for and was accepted on this, with my

interest to undertake research on access to online government services. The MRes, undertaken in

2018-19, provided necessary foundations in being a researcher and also provided an opportunity to

realign myself from my mainly commercial experience towards an academic approach. A require-

ment for the MRes project was to involve local organisations, so I chose to work with the charity I

had been volunteering with, to develop and trial a hybrid digital-physical diary to contribute infor-

mation to an advisor assisted appointment to complete a paper-based application form for the social

protection payment called Personal Independence Payment (PIP).

I had become more aware of dif�culties citizens have claiming welfare support, and while under-

taking the MRes, Professor Philip Alston, United Nations Special Rapporteur on extreme poverty and

human rights, visited the UK, including the local area, to collect data on the effects of the welfare

state on those in poverty. Alston (2018) noted recent changes to social protection public services,

and the harms affecting citizens. In the later of�cial report, Alston (2019) highlighted concerns with

the digital welfare state, particularly Universal Credit (UC), disadvantaging more vulnerable people,

dehumanising interactions leading to a lack of �exibility, compassion and discretion, poor respon-

siveness, stigmatising and focusing on the majority of people, and so unable to serve the needs of

individuals.

1.4.4 A Desire for Something Different

Alston (2018) called for greater attention on using the state's resources to use technology to transform

people's lives, by caring for those who have been left behind, increasing their standard of living and

improving access to employment, rather than the focus on “market-driven de�nitions of ef�ciency”,

making cost savings, imposing sanctions and reducing fraudulent activity against the state. Alston

raised a challenge: to consider the “the ways in which new technologies might transform the welfare

state” (Alston 2019a). This resonated with Cottam (2018)'s call for radical change, to shift public

services from “managing needs to growing capabilities”.

The research presented in this thesis is a direct response to this challenge. These “ways” could be

different policies de�ned in legislation, but I perceived these can also be how the policies are enacted

through technology. For example, UC's secondary legislation regulations18 neither de�ne what the

“electronic communications” method is nor how it is meant to work, opening a potential void in re-

quirements and thus more open implementation choices. Indeed, even in its own early digital strategy

(DWP 2012) the Department for Work and Pensions (DWP) recognised the wide-ranging possibilities

such a vague de�nition of policy provides, describing potential concepts for digital services, none of

which are stated in the legislation. As a former software designer and developer, I know implemen-

tation choices always exist, as a charity volunteer I could see how these decisions can easily help or

hinder claimants, and my HCI research training taught me how this might be investigated.

With my attention on public services, I draw on terminology from the public sector. Alston's use

of the termwelfare statere�ected the UK scope of his visit and report. In the UK, welfare spending

18https://www.legislation.gov.uk/uksi/2013/380/regulation/8
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includes social security bene�ts and tax credits (UK Parliament 2014). ibid. also explains how the

UK's �nance ministry de�nes social protection as a broad category of government spending which

includes cash bene�ts, pensions and non-cash bene�ts-in-kind such as social care. The termswelfare

andwelfare bene�tare used in UK legislation19,20, but are not recognised internationally. The UN

classi�cation of products21 based on the physical characteristics of goods or on the nature of the

services recognises the alternative termsocial protection. The European Commission (2023) provide

a de�nition for social protection:

“Social protection systems provide support to people who cannot earn their income or

face additional needs, for instance, because of unemployment, parental responsibilities,

sickness, disability or old age. This support can take the form of cash bene�ts, such as

pensions or unemployment bene�ts, or bene�ts in kind, such as care services. In the EU,

most social protection bene�ts are provided by public authorities.”

And, the OECD (2023) de�ne it similarly:

“Social protection is a measure of the extent to which countries assume responsibility for

supporting the standard of living of disadvantaged or vulnerable groups. Bene�ts may

be targeted at low-income households, the elderly, disabled, sick, unemployed, or young

persons. Social spending comprises cash bene�ts, direct in-kind provision of goods and

services, and tax breaks with social purposes. To be considered ”social”, programmes

have to involve either redistribution of resources across households or compulsory par-

ticipation.”

In this thesis I focus on public services which make cash awards to citizens of working age,

and thus exclude pensions and non-cash bene�ts. Rather than using the ill-de�ned, and UK-centric,

welfare bene�tor indeedsocial security, I instead usesocial protection paymentto mean a type

of state-provided income redistribution cash bene�t, targeted at people who cannot earn suf�cient

income or face additional needs.

1.5 Digitised UK Social Protection Payment Systems

The criteria and their application to select suitable digitised social protection payment systems as

topics for this research are described later in Section 3.2.1 of the Methodological Considerations

Chapter. This resulted in two Case Study topics being used: Universal Credit (UC) and Personal

Independence Payment (PIP). To underpin understanding of these public services for the subsequent

studies, and explain their relevance to the research, I now provide additional descriptive information

about each Case Study topic spanning the policies addressed, service-speci�c terminology, and how

each is accessed by claimants.

19https://www.legislation.gov.uk/all?title=%22welfare%20Reform%20Act%22
20https://www.legislation.gov.uk/primary+secondary?title=welfare%20bene�t
21https://unstats.un.org/unsd/classi�cations/Econ/cpc
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1.5.1 Universal Credit (UC)

UC is an income-related minimum resource social protection payment. It is only available to those

in greatest poverty, supporting around 4.7 million households which equates to 5.7 million (14%) of

the 40 million working-age adults in England, Scotland and Wales (summer 202222), peaking at 6.0

million people in March 2021 during the pandemic. These claimants include around 40% who are

employed—many in low-waged work including those looking to earn more—as well as unemployed

people and those unable to work due to disabilities or health conditions. Slightly more than half of

UC claimants are women. Half of the households who have at least one person receiving an UC

award, have dependent children. Claimants of the older welfare bene�t public services replaced by

UCs (referred to aslegacywelfare bene�ts) have gradually been moving onto UC (calledmigrat-

ing) by two methods: natural migration (forced to, due to having a change of circumstance such as

living arrangements or employment) or voluntary migration (choosing to, due to receiving a greater

award payment). A further 2.5 million households remain on legacy bene�ts, and will be transferred

to UC by the DWP through “managed migration” over the next few years, in�ating the number of

claimants23.

UC is predominantly (Alston 2019b) accessed via a web application hosted on the gov.uk domain,

referred to subsequently as Universal Credit Online (UC Online). This website is available in English

and Welsh (covering the main language of 92% of the UK's population24). It is used by claimants to

apply for the payment, and for those who are found to be eligible and awarded payment, to undertake

subsequent regular interactions required to maintain the claim. It is predominantly self-service and

transactional, but the internal messaging facility provided a form of digitally-mediated asynchronous

communication for award holders (Ball et al. 2023). UC claimants are already affected by several

adverse factors, making an understanding of harms more essential: 1) claimants have low-resources

due to being in poverty by direct implication of UC's eligibility criteria25 and because earnings affect

the level of award26; 2) there is stigma associated with both poverty (Reutter et al. 2009) and claiming

bene�ts (Dean 2012); 3) service access is mediated by online registration, authentication and eligibil-

ity veri�cation which are known to discourage uptake and use (Le Dantec 2012; Soss 1999); 4) online

access for claimants is solely provided through UC Online without either a mobile app, or other alter-

native online channel, or an Application Programming Interface (API) for application-to-application

interaction; 5) despite a signi�cant overlap between those who may need to claim and those already

more digitally excluded (Alessiato 2021; Deursen and Helsper 2015a; Ranchordás 2020; Yates 2015)

UC is “digital by default” (Norris and Rutter 2016; Yates 2015) which Alston (2019) noted adds bar-

riers to welfare bene�t access particularly affecting women, older people, those whose �rst language

is not English or Welsh, and people with disabilities; 6) the responsible government department,

the DWP which is the sole provider of this service, has an objective to increase employability and

employment and thus reduce reliance on or need for the social protection payment27; 7) continued

22https://www.gov.uk/government/collections/universal-credit-statistics
23https://www.gov.uk/government/publications/completing-the-move-to-universal-credit
24https://www.ons.gov.uk/peoplepopulationandcommunity/culturalidentity/language
25https://www.gov.uk/universal-credit/eligibility
26https://www.gov.uk/universal-credit/how-your-earnings-affect-your-payments
27https://www.gov.uk/government/organisations/department-for-work-pensions/about
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payment eligibility is conditional (S. Wright and Dwyer 2020) on claimants complying with many

requirements, referred to ascommitmentsin UC; 8) claimants are reliant on the income provided, due

to their inherent poverty, yet are commonly subjected to payment delays, �nancial deductions and

penalties (Pattaro et al. 2022), or payments being stopped completely (Thornton and Iacoella 2022);

and 9) being a monetary payment, claimants are a target for fraudsters.

To help comprehend the research design, participant data and �ndings of the UC studies, I now

present an overview of the relevant processes within the scope of this Case Study which spans all

stages (see Section 3.2.2). There are some potential accommodations to permit telephone-only claims,

but in practice this happens rarely and is not promoted. People are encouraged to claim online.

Online claimants can additionally call a separate telephone helpline, but this is for limited queries and

does not provide service capability, which needs to be undertaken through UC Online. To make an

online claim, citizens create an account requiring an email address, and then provide details about

housing, employment, earnings, other income, savings, partner, dependents, other people living in

the household, education/training and health. On submission, any existing legacy welfare bene�ts

received by the claimant immediately cease. Afterwards, claimants must con�rm their identity, either

using another online system or by taking original physical identity evidence to one of many DWP

citizen-facing of�ces called a JobCentre. Claimants also book a telephone or face-to-face appointment

with a DWPwork coachto discuss and agree their employment needs and commitments to maintain

eligibility for the support payment. Other information may also be requested at this stage, such

as to provide additional evidence of matters like housing costs and work earnings which affect the

amount of award payment. Successful awards are normally paid monthly in arrears, meaning there is

typically a �ve-week wait between claiming and �rst payment. Claimants need to log in frequently

to UC Online to maintain their claim: to report information, and to read and respond to messages

from work coaches and awarddecision makers, which are listed, displayed and responded to within

the website itself in an area called theJournal. This Journal is not only a chronological record of

messages received and sent, but a record of decisions and other events such as meetings completed

or commitments agreed. Actions required of the claimant appear as items on the separateTo Do List.

UC Online includes web forms for various changes in circumstances (e.g., partner, housing, caring

for someone else, health, children, personal details), to add a medical �t note, to report the status of

job search activities, to request a payment advance, and to set/view payment bank account details.

There are also web pages listing commitments and payments. Reminder alerts may be sent by SMS

or email to claimants asking them to log in and check their Journal. Award payments are made by

bank transfer to each claimant's nominated bank account.

1.5.2 Personal Independence Payment (PIP)

PIP is an invalidity social protection payment. It provides a payment to those who are terminally-

ill, or have long-term physical or mental health conditions or disabilities which affect their ability to

undertake certain daily living tasks and/or affect their mobility28. It currently supports 2.7 million

28https://www.gov.uk/pip
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working-age adults in England and Wales (in summer 202229). Another 1.3 million, who claim Dis-

ability Living Allowance (DLA) currently, are also expected to transfer to PIP in the next few years.

Younger and older people cannot claim PIP: in England and Wales younger people with long-term

health conditions instead claim a version of DLA for children30, and older people above state pension

age (at least 65 years old) claim Attendance Allowance (AA)31, and different systems are in place for

Scotland and Northern Ireland. PIP is unrelated to any work activity: some people who claim UC

may also claim PIP but these two welfare bene�ts address disparate state policies and are claimed

and assessed independently, leading to two different but overlapping populations32. And unlike UC,

income and savings do not affect eligibility for PIP because it is not “means-tested”33. As the research

for this thesis commenced, PIP was a paper-based application process but is becoming digitised, and

in 2022 the DWP did indeed begin offering an online digital application process to some claimants.

This is notable given that people living with a disabilities are more likely to be digitally excluded

(Middle and Welch 2022).

PIP claimants are also affected by various adverse factors: 1) people have increased daily living

costs as a result of their conditions, and recent statistics34 show disabled people are more than two-

and-a-half times as likely to be not working than non-disabled, lessening their �nancial resources and

therefore claimants are often low-resourced (Pickett and Willkinson 2010); 2) there is stigma asso-

ciated with being in poverty and claiming bene�ts, like UC; 3) people with disabilities and chronic

health conditions suffer discrimination and other adverse effects due to health-related stigmatisation

(Brakel 2006; Middle and Welch 2022); 4) the process of making a claim is onerous and often un-

dertaken at a time of personal crisis (Tom Porter et al. 2021; Porter et al. 2022); 5) describing and

discussing personal health matters can be traumatic (Tom Porter et al. 2021; Watson et al. 2020); 6)

awards are given for a limited period and require periodic re-assessment (Machin 2017); 7) the tran-

sition from the legacy bene�t DLA to the differently-assessed PIP has often reduced award payment

amounts and shortened the term of awards, and made some people ineligible (Machin 2017; Pybus

et al. 2019); and 8) being a monetary payment like UC, claimants can be targeted by fraudsters.

The scope of this Case Study (see Section 3.2.3) includes only the preliminary steps to provide

necessary supporting information after making a claim for PIP. Brie�y, the claim (called PIP1) is ini-

tiated by phoning, or posting a basic form to, the DWP who undertake some basic eligibility checks

(e.g., UK residency, nature and duration of disability/health condition, whether existing housing pro-

vides any care support), and to record information about the personal address, bank account and

GP's details of the claimant. For those potentially eligible, a longer form (called PIP2) is sent to

the claimant (usually paper, but some as a PDF and now also some online35), which the claimant

completes (self-service) and returns it to the DWP within a month, detailing their health conditions,

disabilities, medications, treatments and aids and evidence of how their conditions affect them under-
29https://www.gov.uk/government/collections/personal-independence-payment-statistics
30https://www.gov.uk/disability-living-allowance-children
31https://www.gov.uk/attendance-allowance
32https://www.gov.uk/government/statistics/dwp-bene�ts-statistics-august-2022
33https://www.turn2us.org.uk/Jargon-buster/Means-tested-bene�ts
34https://www.employment-studies.co.uk/commission
35https://askcpag.org.uk/content/207837/pip-digital-forms-and-online-claims
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taking certain daily living activities and moving around. The study examines collecting information

and evidence and preparing answers for this second longer form, if the claimant seeks assistance from

an independent advisor.

1.6 Research Philosophy

A prerequisite to specify the design of research is to formulate questions that will generate knowledge

about the matter being addressed. This requires some view of what truth and therefore knowledge is,

the nature of social entities, and how my own values affect the research process. Ontological beliefs

are often classi�ed as realist or relativist positions regarding the existence of facts and objects. Inher-

ent in the former is that there is an objective reality in the world, where some absolute truth exists,

independent of researchers' own knowledge (Guba and Lincoln 1994). On the other hand, a relativist

position holds the view that reality is subjective, and therefore multitudinous, each constructed and

dependent upon context and those observing it (ibid.). Within and between these extremes there are

a range of philosophical paradigms or `worldviews' (Creswell 2014). One of these, `social construc-

tivism' (also referred to as interpretivism) is most closely aligned with the Research Aim and Ques-

tions of my research, which focus on creating understanding and providing explanation (Crotty 1998),

where meaning is constructed during interactive social engagement and “the goal of the research is to

rely as much as possible on the participants' views of the situation being studied” (Creswell 2014).

This worldview avoids generalisations making it more appropriate to study the perspectives of differ-

ent groups. The research in this thesis foregrounds the views of claimants as a group to understand

their realities. Firstly, claimants are central to the articulation of deep information about their ex-

periences of using welfare bene�t services and secondly, the harm viewpoint is that of claimants

themselves as individuals, however those might be arising. In other words, claimant citizens as both

participants of the research and the subject of the effects trying to be understood to contribute to

meaning-making. A challenge can be to enter the world of these claimants, to understand their points

of view. Social constructivism also points towards the use of qualitative approach collecting in-depth

open-ended data (e.g., case study, observation, discussion and interview), from multiple sources, anal-

ysis of text or images and inductively building general themes, to create a personal interpretation of

�ndings (ibid.).

I recognised interpretation would be affected by my own views, since my awareness of welfare

bene�ts and detailed knowledge of web application development and capabilities had contributed to

the formation of the research questions below. Although I had very limited knowledge or experience

about the topic of the �rst Case Study, UC, I could not be a fully detached impartial observer, and

was very much aware of controversy about the policies being enacted, needing to acknowledge how

the value I place on fairness, treating everyone according to their individual needs or merits (N. Jones

et al. 2010), can affect interpretation. The research, however, focuses on how the policies have been

or might be implemented digitally, rather than the policy alternatives or even operational issues. As

a result, the question of whether policy was or will be digitised fairly would have more of an impact

on my interpretation of data than the fairness of policies or the fairness of operational processes.

This is recognised within the social constructivist worldview being used: there is an acceptance that
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researchers' own experiences affect the interpretation requiring recognition of what these are and how

they shaped the �ndings and knowledge contributions.

1.7 Research Aim and Questions

Despite signi�cant interest in the effects on citizens of social protection policy choices, insuf�-

cient attention has been given to digital welfare design decisions—independent of policy and reg-

ulation—which affect whether digital transformation is more advantageous to the state or claimants.

In the UK, the focus is thus on the design choices made in implementing digitised public services �rst

de�ned by Welfare Reform Act 201236. The aim of this research is to identify how technology might

be used to the advantage of claimants accessing remote digitised social protection payment public ser-

vices (often commonly referred to as welfare bene�ts) which are predominantly self-service, accessed

remotely. Using a process of Research through Design, the experiences of claimants themselves were

investigated to identify how the design of digitisation can introduce harms when the policy is enacted,

in addition to the harms created by legislation and approach, and prototype digital adaptions intended

to counter these adverse effects were developed to further explore and understand the phenomena and

establish design knowledge which re�ects people's wider ecosystems beyond digital interfaces.

The aim is addressed through answering three research questions. The �rst is empirical requiring

collection of data about citizens' lived experiences. The second is synthesis to generate abstract ideas

and concepts about citizens interactions with digital welfare. The third is a design question, where

the insights arising from the �rst two questions are applied though design.

RQ1 How do claimants view their interactions with online digitised social protection payment public

services?

Government objectives for digitisation of public services are to increase access and improve

ef�ciency. These are not necessarily aligned with citizens' own goals and may be contrary

to these. Rather than assuming what citizens experience and how digital welfare might be

affecting them adversely, rely on claimants to articulate their views based on their own lived

experiences.

RQ2 What design features of these are contributing to harms perceived by claimants?

From the empirical data it is necessary to synthesise abstract ideas and concepts about how the

design of digitisation itself contributes to dif�culties accessing public services. The issues of

relevance are independent from policy and operational matters and instead relate to the digital

aspects of the service implementation.

RQ3 How can citizen-controlled digital tools mitigate identi�ed/perceived harms and improve the

digital interactions between government and claimants?

Building on the outputs of the �rst two research questions, I develop and evaluate two example

digital interventions to produce knowledge about how harms identi�ed can be reduced.
36https://www.legislation.gov.uk/ukpga/2012/5/contents
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1.8 Overall Study Design

The research described in this thesis �rstly explores the articulation of harms (studies 1 and 2), fol-

lowed by the design and evaluation of digital artefacts which aim to reduce harms (studies 3 and 4),

but where the design and evaluation is used to gain further knowledge, rather than to develop �nished

products or services. Knowledge created about harms from studies 1 and 2 are used as inputs to stud-

ies 3 and 4. Design implications arising from earlier studies are used progressively in later studies;

thus, those from study 1 are used as an input to studies 3 and 4, and those from studies 1 and 3 are

used as inputs to study 4. This is illustrated in Figure 1.1. Study 2's purpose was to provide additional

knowledge about harms for use in study 1 and in itself is not used to draw recommendations.

Figure 1.1: Overall study design illustrating the two purposes of the four studies (1–4) and the
relationships in terms of knowledge creation about harms (dashed arrows) and the use
of design recommendations and related design implications (solid arrows) from earlier
studies to in�uence later studies. The �rst two studies articulate harms provide
knowledge to inform the starting points for prototype design activities in studies 3 and 4.

In subsequent Chapters, the particular inputs and outputs of each activity are illustrated in greater

detail by block diagrams (Figures 4.2, 5.2, 6.4 and 7.4 for studies 1, 2, 3 and 4 respectively).

1.9 Summary of the Contributions

The research described in this thesis makes four types of HCI research contributions:

1. Empirical contribution providing an understanding of issues experienced by claimants living

with poverty accessing digitised public services in the welfare state, and what harms might

affect them through changing more closed systems to more open integration with wider ecosys-

tems (the �ndings and discussions in Chapters 4, 6 and 7).

2. Conceptualcontribution by creation of a taxonomy of citizen-centric harm categories for use

by other researchers (Chapter 4 and discussed in Chapter 8).
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3. Methodologicalcontributions by i) showing how scenario-based design detailing small changes

to an existing system can be used with socioeconomically-deprived citizens to explore system

harm characteristics (Chapter 4); and ii) demonstration of how a hazard identi�cation method

can be adapted for use to systematically enumerate harms to citizens within complex socio-

technical systems (Chapter 5).

4. Designcontributions comprising i) recommendations to inform the design of more inclusive

future systems, based upon the empirical �ndings (Chapters 4, 6 and 7); and ii) informed by

contributions 1, 2 and 3 together with design and evaluation of prototypes, the identi�cation

of how HCI can contribute to choices made during the implementation of public services and

for greater porosity of digitised public services, to support public service ecosystems (based on

Chapters 6 and 7 and discussed in Chapter 8).

Together these offer ways to transform the digital welfare state to one in which citizens' interests

are better prioritised by a wider viewpoint of service provision, through increasingcitizencapabilities

and capacities beyond the boundaries of digital interfaces.

1.10 Thesis Structure and Chapter Outlines

The overall thesis is divided into �ve logical Parts describing the research activities with, at its core,

two Case Studies of remotely accessed self-service social protection payment systems. Part II focuses

on gaining an understanding of the current situation from the viewpoint of citizens and identi�ca-

tion of digitisation-related problematic issues, and Part III builds on these insights to examine how

technology interventions might complement digitised public services to mitigate some of the harms

identi�ed.

• Part I: Context and Approach, comprising introduction, literature and methodological approach;

• Part II: Articulating Digital Harms, comprising the study design, �ndings and insights from

studies 1 & 2 related to the Universal Credit (UC) Case Study;

• Part III: Prototype Interventions to Mitigate Harms, building on insights from Part II comprising

the study design, �ndings and insights from studies 3 & 4, one related to UC and one to the

Personal Independence Payment (PIP) Case Study;

• Part IV: Re�ection, comprising discussion and conclusions drawn from a synthesis of cross-

Case Study �ndings and insights; and

• Part V: Supporting Information, the references and appendices.

The relationship between Case Studies and the four research studies described in Parts II and

III are summarised in Table 1.1. This table also shows how the periods of data collection spanned

collectively almost two years, from July 2020 through to May 2022.

The study sequencing and Case Study topics are shown in Figure 1.2 to summarise the integrated

research approach. Each subsequent chapter of this thesis is shown, utilising a style for the �gure
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Case Study Universal Credit PIP
Part Number II III

Purpose Articulating Harms Mitigating Harms

Chapter Number 4 5 6 7
Title Study 1:

Lived
Experiences

of Harms

Study 2:
Systematic

Harm
Enumeration

Study 3: UC
Online Web
Augmenta-

tion

Study 4: PIP
Supporters
Integration

Study Number 1 2 3 4

Stages 1A 1B 1C 2A 2B 2C 3A 3B 3C 4A 4B

Data Collection Jul 2020–May 2021 Jan–Mar 2021 Oct 2021–May 2022 Apr 2022–May 2022

Table 1.1:Each individually-described research study is a separate Chapter, two each in Parts II
and III, with three of these in the Universal Credit (UC) Case Study and one in the
Personal Independence Payment (PIP) Case Study.

which is re-used later in Section 8.1, comprising the following chapters: Literature Review (L) and

Methodological Considerations (M), studies (1–4) and Discussion (D). The logical Parts I–V and their

component Chapters are named and outlined further below.

Figure 1.2: Thesis structure illustrating study sequencing. The order of the four studies (1–4),
indicated by dotted arrows, highlighting study 2 was undertaken during study 1 and,
demarcated by dashed lines, indicating how the studies span two Case Studies:
Universal Credit (UC) and Personal Independence Payment (PIP).

The UC Case Study explores claimants' interactions with a digitised social protection payment

system, predominately accessed online by those living in poverty, and which requires regular and

ongoing interaction between the claimant and the state. To complement this, the PIP Case Study in-

vestigates a disability-related social protection payment that, until recently, was administered through

a paper-based approach. However, a partly digitised system is now also available.
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1.10.1 Part I: Context and Approach

Chapter 1 Introductionis this current Chapter.

Chapter 2 Literature Reviewintroduces relevant literature for this thesis. It establishes contextual

considerations around the transformation of public services by digitisation, the negative impacts this

is having on lower socio-economic groups, and how HCI has developed more nuanced ways to un-

derstand digital divides and access. The chapter also de�nes the concepts and theories which I use to

structure and frame my research data.

Chapter 3 Methodological Considerationsprovides an overview of the research's design, used

across both Case Studies, and relevant methodological aspects which span the whole research. This

Chapter justi�es the selection of the two Case Studies, and provides a description of the relevant

aspects of UC and PIP. Due to the timing of the research, the Chapter includes a description of the

effects of coronavirus and COVID-19 on participants themselves and how these shaped the research

design, particularly ethics, recruitment and methodological choices. The ethical considerations and

participant recruitment matters are described in detail, set in the context of the four studies undertaken

across the two Case Studies.

1.10.2 Part II: Articulating Digital Harms

Part II comprises study design, �ndings and intermediate insights related to RQ1 and RQ2 to articulate

harms, spanning two chapters: Chapter 4 and Chapter 5, both in the UC Case Study.

Chapter 4 Study 1: Lived Experiences of Harmsexplores claimants' experiences of the current

UC Online and how small changes to UC alter harms borne by claimants. The changes were explored

using speculative scenarios, to seek views on the positive and negative aspects of each. The research

data involving interview transcripts (n=11) and survey responses (n=66) was analysed using inductive

Thematic Analysis (TA). Insights from claimants' own experiences were used to develop a set of

recommendations for designing systems for this population and to develop a taxonomy of harms for

use by other researchers to explore such effects on users of digitised public services. Outputs from

this Chapter were used in the initial de�nition of the intervention prototypes described in Part III.

Chapter 5 Study 2: Systematic Harm Enumerationexplores identi�cation of harms by systematic

means primarily to de�ne and select some problems for inclusion in the four scenarios developed in

study 1. I explored use of the HAZard and OPerability (HAZOP) method, a qualitative inductive ap-

proach which �ts my other methods and is the most commonly-used hazard identi�cation technique,

developing an adaption with a more HCI-centric focus that examines harms from the viewpoint of

humans. As well as using the method to contribute to the scenarios, other harms systematically

enumerated by academic participants in two workshops (n=10) were used for triangulation with the

claimant-identi�ed harms described in Chapter 4.

1.10.3 Part III: Prototype Interventions to Mitigate Harms

Part III comprises study design, �ndings and further intermediate insights related to RQ3 using pro-

totype digital interventions to mitigate selected harms identi�ed in Part II, to provide further insights,
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spanning two chapters: Chapter 6 in the UC Case Study, and Chapter 7 in the PIP Case Study.

Chapter 6 Study 3: UC Online Web Augmentationdescribes my response to the insights provided

in the previous Chapters 4 and 5: an adaption to UC was developed as a web browser extension web-

site augmentation. Chapter 6 documents the user-centric design process involving design, develop-

ment and evaluations by claimant and advisor participants (total n=18). A series of remote interviews

and surveys were used to gather constraints, further information on existing UC textual content, and

feedback about screen mock-ups. The initial technical prototype underwent two rounds of formative

evaluations by advisors using in-person workshops leading to an updated prototype. This was sub-

jected to summative evaluations by 8 claimants and 4 advisors, analysed qualitatively using inductive

TA. This work demonstrated the potential of integrating other actors and instruments in claimants'

ecosystems into the closed UC system. Data were also used to triangulate with earlier �ndings by

deductive TA using the taxonomy of harms.

Chapter 7 Study 4: PIP Supporters Integration, like Chapter 6, builds on insights from Part II, but

instead applies them in a different context, the disability-related social protection payment Personal

Independence Payment (PIP). This Chapter describes the concept proposed by a single citizen, and

the design with them to create a toolkit for a necessary activity not provided for by the state. The

toolkit assists information gathering from people who support a claimant in their daily life. This was

evaluated by advisors (n=3). Research data collected during interviews was analysed using inductive

TA establishing additional insights on recognising how ecosystems support gaps in state processes,

especially where there is a particular need for professional advisor input. Data were also used to again

triangulate with earlier �ndings by deductive TA using the taxonomy of harms.

1.10.4 Part IV: Re�ection

Chapter 8provides a re�ection on e-government access and adaption synthesising �ndings from the

two Case Studies and how they answer the research questions, limitations of the research and future

work.

1.10.5 Part V: Supporting Information

References, and appendices, each with their own table of contents.

1.11 Chapter Summary

This Chapter has outlined how digitisation leads to harms and the relevance and importance of under-

standing these harms as the use of digitised social protection payment systems continues to increase.

It has also described my own personal motivations for undertaking this research, detailed the Research

Aim and Questions and approach including how my own past commercial, voluntary and academic

experience in�uenced these. It described how the purpose of this research will be to explore, us-

ing RtD, what digitisation-derived harms affect claimants accessing welfare bene�t systems, using

existing social protection public services as Case Studies, and how these might be mitigated. This

will be undertaken from the perspective of claimant participants, with additional data collected from
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advisors. The research will also undertake activities with these participants to design, develop and

evaluate prototype digital interventions to examine the harms further and how they may be mitigated.

The Chapter concluded with a Summary of the Contributions and an overview of the Thesis Struc-

ture and Chapter Outlines describing how the two Case Studies and four sub-studies are arranged in

logical Parts. The next Chapter introduces and explains relevant literature.
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Chapter 2: Literature Review

2.1 Introduction

The goals of this literature review chapter are two-fold: to outline the theoretical and conceptual

foundations for the thesis, and to frame my research in the context of existing work. This chapter

comprises four sections, with additional methodological-related literature in the next Chapter. The

literature re�ects the interdisciplinarity of Human Computer Interaction (HCI) and thus also includes

work from other disciplines such as social policy, public administration, e-government and service

delivery. These provide closely-relevant knowledge about social protection public service provision,

yet I recognise how HCI, and indeed digital civics, provides an alternative lens which can contribute

knowledge to the public service digitisation problem space.

In the �rst section, I introduce two theoretical aspects which are foundational to my research and

provide vocabulary to communicate my research. I commence with Activity Theory (AT), explaining

its relevance and why I use it subsequently as a lens to describe each Case Study topic, and how

the design artefacts created during my research alter these systems. I also describe Theory of Access

(ToA) as a necessary starting point to recognise what access means and mechanisms which affect this.

In the second section, I describe the digital civics agenda, which promotes a more relational approach

centring work around citizens' experiences and involvement. In this context, I discuss the importance

of central government provided public services, presenting work related to e-government, the effects

of digitisation on low income citizens and how the particular characteristics of social protection public

services make these more problematic for citizens. In the third section, I describe the importance and

effects of service delivery ecosystems outwith the boundaries of digital interfaces and their back-end

systems. The fourth section gathers all the most recent relevant HCI literature described in the �rst

three sections, and explains how these relate to my research questions.

2.2 Theory

2.2.1 Activity Theory

Theory can provide a framework to help make sense of and understand the world and thus how re-

search is undertaken. Halverson (2002) described how theory should offer four attributes: descriptive

power to make sense, describe and critique the target of research, rhetorical power to support how

it allows us to name and map the real world for communication, inferential power which might lead

to “insights for design” or to “predict the consequences of introducing change into a particular set-

ting”, and �nally application power concerning how the theory might be applied to the real world.
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HCI researchers have relied on theories based on cognition such as Activity Theory (AT; Leontiev

1974; Engestr̈om 1999), Distributed Cognition (DCog; Flor and Hutchins 1991; Hutchins 1996) and

Situated Action (SA; L. A. Suchman 1985; Lave 1988).

In my research I foreground the experiences of individual citizen claimants who access digitised

public services, which is a close �t with AT's perspectivecentred on humanswithin a socio-technical

system as the unit of analysis, rather than DCog's focus on a socio-technicalsystemwhich includes

humans (Nardi 1996b). Somewhat differently, SA's unit of analysis arerelationshipsbetween individ-

uals and their environment (Lave 1988) which Nardi (1996) noted requires attention to observations in

a real setting. SA also seems at odds with the forced nature of interaction with public services, where

there is reduced opportunity for improvisation by claimants, especially if they have little choice in

the matter due to their circumstances. As I shall discuss later in this Chapter, many digitised public

services have used a traditional service delivery approach, and since activity system nomenclature

and schematic representations (see Figure 2.1) help display these more procedural aspects, this is

therefore more powerful (as Halverson 2002) for inferences about process change. Harrison et al.

(2007) suggests AT's focus on existing situations is a weakness, but for my research that is a strength,

because it is a way of establishing my �ndings in the current context to demonstrate ways forward to

an improved future.

In a meta analysis of papers using AT in HCI, Clemmensen et al. (2016) demonstrated widespread

and varying purposes including using AT as a theoretical frame for conceptual analysis, as a concep-

tual tool for empirical analysis, and as a framework for design, supporting the view that AT has been

successfully adopted for third wave HCI challenges beyond workplace situations (as Bødker 2006;

Bødker 2015). Fundamental to these seem to be what Baumer and Tomlinson (2011) de�ned as how

AT provides a fairly speci�c structure for which to describe systems. In AT, the unit of analysis

is anactivity which is a goal-directed process to achieve theobject (an entity in the world) by the

subjecthuman actor or actors (Leontiev 1974). Nardi (1996) explained that an activity is a durable

unit of subject-object interaction and is hierarchical in nature being composed ofsubjects, the already

mentionedobjectwhich motivates the activity,actionswhich are transient conscious goal-orientated

processes, andoperationswhich are subconscious and routine. Kaptelinin and Nardi (2006) explained

that the object gives meaning to what people do and is based on a need, and is thus not only a motive

but also directs the subject, such that they are intrinsically linked. Baumer and Tomlinson (2011)

noted how AT also directs attention to the mediating role of tools, namedinstrumentsby Engestr̈om

(1999). Rabardel and Bourmaud (2003) distinguished instruments from tools by explaining an instru-

ment has the extra properties of being used in an activity for some effective object. Thus instruments

are non-human material or symbolic entities created by humans, resulting from use, and so include

language, symbols, knowledge and technology. A later addition to Leontiev's concept of an activity

was the introduction ofcommunityto de�ne the social context of all the actors in the whole system

(Kaptelinin and Nardi 2012). Kuutti and Arvonen (1992) explained that a community shares the same

object as the subject, but unlike how the subject and object are mediated by instruments, subject and

community are mediated byrules, and between object and community bydivision of labouras Figure

2.1.
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Figure 2.1: Activity Theory schematic representation of an activity system, based on Engeström
(1999).

Nardi (1996) explained that human consciousness is a central notion in the depiction of an activity,

highlighting an asymmetry between humans and things. And with AT's focus on the agency of peo-

ple, Blayone (2019) explained that this theoretical framework emphasises people's needs rather than

their passive acceptance and use of technology, and suggested that its key characteristic is “its future-

oriented concern with human development and transformation” which is forward-looking, rather than

just to describe the current, in contrast to Harrison et al. (2007)'s view about its focus on existing

systems. Nardi (1996) noted that activity systems are not �xed and can change. Halverson (2002)

had described how changes associated with a process are inherent within AT, despite static visualisa-

tions. But this is not limited to dynamic relationships between components of an activity system, the

components themselves are also dynamic. Kaptelinin and Nardi described how instruments cannot

create meaningful activities in themselves and Hay and Hembrooke (2004) pointed out instruments

can be transformed as they are used, which Rabardel and Bourmaud (2003) calledconstituted func-

tions, a form of “creative improvisation” (Rabardel and Beguin 2005), and Laisney and Chatoney

(2018) described as variable “competencies”.

My own use of AT examines individual citizens as the subject and their need to make a claim for

a social protection payment as the object, with the intended outcome of receiving the award payment.

Engestr̈om (1999) described that activity systems can be used to depict perspectives of different ac-

tors on a shared object, helping to depict complexities, calledcontradictions. Kaptelinin and Nardi

(2012) further clari�ed how these can be contradictions within the components of an activity system,

between components, between temporal changes to an activity system, and of particular interest for

my research, contradictions between different activity systems with a shared object. Kaptelinin and

Nardi (2012) described AT as a “clarifying, orienting framework” which helps researchers identify
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key ideas in real-world problems, to help direct research inquiries look for applicable solutions. Con-

sequently, I use AT to describe the existing public services as my Case Study topics, and use activity

system representations to identify contradictions between citizen and state viewpoints of the activity

of claiming social protection payments.

2.2.2 Theory of Access

Literature provides necessary insights into what access means and implications for this research.

Public services are often referred to asrights (Briggs 1961; Edmiston 2017) which citizens can take

up at their choosing to receive the bene�cial outcomes. However a legal right to something is not the

same as having access. Dijk (1999) had recognised that access should include a more general goal of

“improving one's position in society” such as gaining better employment, becoming more educated,

and improving social relationships. Theoretical work by Ribot and Peluso (2003) proposed a new

de�nition of what accessmeans, and introduced de�nitions which I use subsequently in this thesis.

In contrast to a traditional solely rights-based view which arises by law, custom or convention, Ribot

and Peluso developed a bene�t-based Theory of Access (ToA), in which they de�ne access as “the

ability to derive bene�ts from things”. They also described that having rights to something does not

necessarily mean it can be bene�ted from, and equally, rights are not a necessarily a precondition to

bene�t (e.g., illegal access). In closely-related work, DiMaggio and Hargittai (2001) suggested access

is “what people are doing, and what are they able to do” and Hargittai (2003) described this from a

skills viewpoint as the ability to “use the Internet effectively and ef�ciently”. Ribot and Peluso (2003)

differentiate between 1)controlling access, the ability to mediate others' access; 2) gaining access,

everything involved to establish initial access (achieving access); and 3) maintenance, the expenditure

of resources to keep access once achieved (sustaining access). Ribot and Peluso noted some actors

are able to choose how access is allowed, consequently having some ability to alter what and where

bene�ts arise.

Ribot and Peluso also contributed a method of access analysis, requiring identi�cation and map-

ping of all the process mechanisms by which access is controlled, achieved and sustained, through

which bene�ts �ow, noting that these can arise beyond the system accessed, are dynamic and can

change over time. Furthermore, they provided example categories of structural and relational mech-

anisms in different contexts to guide mapping, such as technology, labour and knowledge. Figure

2.2 shows a conventional AT analysis system representation (from previous Figure 2.1) over which I

have positioned ToA's analysis categories. Hence, a state-provided digital interface itself would be

an instrument in AT notation, and a technology mechanism in ToA. This mapping provides a way to

interchange between ToA and AT framing in subsequent Chapters.

The ToA contributes to my approach for answering the research questions as it emphasises the

need to understand any wider impacts on, and from, access by claimants to public services which

have been digitised. From a claimant's point of view, the key outcome is the social protection payment

received, but there may be other positive impacts on citizens themselves directly, or on other actors

and even instruments in their communities. I refer to these advantageous impacts experienced by

claimants asgains, to avoid any confusion with the phrase “welfare bene�t” which is commonly used
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Figure 2.2: AT diagram outline overlaid with categories from Ribot and Peluso (2003)'s method of
access analysis.

in the UK to refer to social protection payments. Ribot and Peluso described how gains can �ow and

thus accrue or dissipate and I therefore also argue that adverse effects on claimants can be analysed

in a similar way to the gains, and use the general termharmsfor my focus on identifying negative

impacts resulting from digitisation. Understanding the harms affecting citizens (e.g., time, resource,

mental, physical, �nancial), rather than negative impacts affecting the state (e.g., operating costs,

training of government of�cials), is a necessity to address my research questions, but a perspective

familiar to me from prior work (Leach and Watson 2010). This access viewpoint is also fundamental

to a digital civics approach (Section 2.3.1) for understanding how claimants achieve and sustain access

to social protection public services.

2.2.3 Summary of Theory

These two sections provide conceptual knowledge for the thesis. AT offers a speci�c way to describe

systems, and does so particularly well for process-based ones like the way public services are currently

implemented. AT provides nomenclature and representation which I use to describe my Case Study

topics, and the role of the prototype interventions designed in Part III. ToA adds to the subject-object

model of AT by orientating access as a means to achieve the bene�cial outcome, and the related

concepts of achieving access, sustaining access and controlling access. I subsequently use ToA to help

explore harms in existing online social protection payment systems from the viewpoint of claimants

and the gains and harms from digital interventions to counter these.
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2.3 Relational Digital Welfare Services

I now proceed to discuss digitised public service provision in the context of digital civics, e-government

objectives and the distinct effects of digitisation on public services on low income citizens, and why

the digitisation of social protection public services can be particularly problematic for citizens.

2.3.1 A Civic Approach

DiSalvo et al. (2016) de�necivicsas the modes in which individual people take the role of being a

citizen, both in terms of relations in public life with the nation-state, and also more widely as commu-

nities (Boehner and DiSalvo 2016) including civil society. This can include citizenship, democratic

participation and the role of the state in matters like “social service provisioning” (DiSalvo et al.

2016). Within this context, the HCIdigital civicsresearch agenda has been described by Vlachokyr-

iakos et al. (2016) as a relational approach which embraces “development of digital tools that can

support citizens envisioning, advocating and materializing particular changes in their everyday lives”.

Corbett and Le Dantec (2018) stated this requires developing more participatory experiences between

the state and citizens “based on mutual learning, empowerment, and co-creation” and provided a

contrary example to explain digital civics is not “how design might make government [more] ef�-

cient (e-government)”. There are two “relational” considerations in this agenda: �rstly, there is a

methodological aspect implying that knowledge and technology are co-produced and co-owned with

communities; and secondly the outcomes of the research should encompass supporting citizens to

change civics, such as public services, to better match their own situations and circumstances re-

quiring more personalised experiences which emphasise the importance of relationships. This is

aligned with understanding systemic or wicked problems (as Dombrowski et al. 2016) with Jensen

et al. (2020) proposing that digitisation can only be successful if the relational human aspects are

foregrounded, rather than technology use itself.

The digital civics agenda is practice-orientated (I. G. Johnson et al. 2020) and has encouraged a

multidisciplinary approach with researchers examining a broad range of digital technology in the civic

space including, for example, community engagement (e.g., Corbett and Le Dantec 2019; Wilson et

al. 2019; Bowen et al. 2022), learning (e.g., Richardson et al. 2017; Sarangapani et al. 2019; Venn-

Wycherley and Kharrufa 2019; Nicholson et al. 2022), crafts (e.g., J. Meissner and Fitzpatrick 2017;

J. L. Meissner et al. 2018; Nabil et al. 2019), infrastructuring (e.g., Vlachokyriakos et al. 2018; I.

Johnson and Crivellaro 2021; Ntouros et al. 2021), networking (e.g., Lambton-Howard et al. 2020;

Lambton-Howard et al. 2021), health (e.g., McNaney et al. 2018; Vlachokyriakos et al. 2021; Glick

and Crivellaro 2023) and technologies for community re-use (e.g., Garbett et al. 2016; Rainey et al.

2019; Puussaar et al. 2022). My own research is distinct, but complements these by examining digital

technology in the realm of centrally-provided government public services which have signi�cance

due to the large number of citizens involved. Cottam (2018) has described how public services are

being “reshaped as a service industry” centered on delivery rather than attempting to ensure citizens

can thrive and are supported in adversity. Thriving citizens then might need some public services less,

and Kissak (2022) postulated that successful delivery of some policies mayreduce the need. In AT
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vocabulary, the need for the bene�cial outcome is reduced.

Not all public services are provided in the same way. Dunleavy (2013) describes central gov-

ernment provided services as one of thirteen patterns of citizen-government relationships which exist

in the UK, and the only type directly supplied by national ministries, unlike others in the typology

which are supplied via, or directly by, other public sector organisations or commissioned bodies. My

research contributes to the vision of Olivier and P. Wright (2015) for digital civics to “explore an alter-

native model of service provision” in the local context of research institutions, in contrast to citizens

positioned as matters of an issue, who are imposed upon top-down by a producer-consumer approach

(like Cottam's description of a service industry focused on delivery). Vlachokyriakos et al. (2016) de-

scribed how this realignment of viewpoint puts citizens at the centre of service provision, and which

Cazacu et al. (2021) described as a method of citizen empowerment. For central government provided

public services, which at the time of Olivier and P. Wright (2015)'s writing were subject to extensive

expenditure cuts by austerity measures to dramatically reduce government spending, my local context

are the nearby citizens and communities affected by service digitisation. Given this focus on existing

services, it is necessary to be mindful of an early concern related to the digital civics approach. From

the outset, Olivier and P. Wright (2015) recognised a risk that changing service provision might be

used to contribute toabandonmentby dismantling public services (the “rollback of public services”

described by Shelton 2018), or encourage transfer of provision from the state to citizens. To explore

how a digital civics approach might bene�t citizens accessing digitised public services, so they can

thrive, an overview of relevant e-government literature is required.

2.3.2 Policy Implementation through e-Government

State policy objectives are implemented by the provision of public services. In contrast to product de-

sign, Zimmerman and Forlizzi (2013) describes how in service design value is co-created between the

provider and the consumer leading to gains arising for both. In commercial terminology, Goldstein

et al. (2002) described how the concept of a service is the integration of the provider's intention with

the customer's needs and desires, the bene�ts customers receive, and how the service is delivered.

For public services, the service provider is the state or some delegated authority, intentions are policy

aims, customers are citizens (or businesses), and bene�ts received are citizens' outcomes. However,

unlike consumer services, there is a need for the state to make public services equally available with-

out limit to all citizens (Yates 2015; Le Dantec 2012). Kotamraju and Geest (2012) described this

as designing for potentially everyone including “exceptions” (i.e. individual citizen's particular situ-

ations and circumstances) in addition to the “mainstream” (i.e. typical citizens). This requirement is

sometimes addressed by providing the service by more than onechannel.

Klievink and Janssen (2010) have described how a channel is a single means of delivery, with

multi-channel service delivery being a common worldwide pattern (UN 2022), including in the UK

(Of�ce of the e-Envoy 2002). Channels can be classi�ed (Cabinet Of�ce 2006; Of�ce of the e-Envoy

2002) according to four main modes: face-to-face (e.g., counter), postal (e.g., paper), telephone (e.g.,

interactive voice response, SMS, call centre) and online. Online channels can be remote or in-person,

using technologies like self-service kiosks or terminals, mobile apps, web applications, email, in-
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stant messaging, interactive digital TV, social media and electronic payments. Electronic government

(e-government) implements policies through online channels. The process of developing and deploy-

ing these public services is often referred to ase-government transformation, but I utilise the less

provider-centric and more general termdigitisation. The aim of digitisation has often been to deliver

policy more comprehensively, at higher-quality, and to do so more economically than other channels

(Liva et al. 2020; Considine et al. 2022; Corbett and Le Dantec 2018a; Holmes and Burgess 2022;

Voida et al. 2014), but Rossel et al. (2006) has pointed out these state-centric advantages do not al-

ways materialise, and this has been demonstrated by subsequent government data (e.g., in the UK,

National Audit Of�ce 2017; 2023). Furthermore, Hansen et al. (2016) proposed digitised services

may have to coexist forever with other channels to ensure services are equally available, which Roy

(2017) identi�es as reducing the intended ef�ciencies. Digitisation can encompass back-end processes

and integration between systems (Helbig et al. 2009), but for the research aim my focus is front-end

citizen-facing systems accessed online remotely, and used to undertake transactions rather than as

a form of digitally-mediated virtual engagement (as Ball et al. 2023). Digitisation-related gains to

citizens from these have been noted to include greater convenience (Hansen et al. 2016), improved

knowledge and information (Pedersen and Wilkinson 2018), removal of time and space barriers (Sa-

farov 2023), more discrete contact (Carey and Bell 2020; Hansen et al. 2016), and reduced discretion

bias (Alessiato 2021). However citizens have not been central to digitisation design, leading to poten-

tial problems which Kotamraju and Geest (2012) have described as being the result of a contradiction:

the fundamental tension between the differing needs of the state and citizens. Despite the signi�cant

growth in e-government provision around the world (e.g., UN 2022; EC 2022), most notably in the

provision of many types of social protection services (UN 2022), Liva et al. (2020) found there is a

knowledge gap about problematic outcomes of digitisation of public services, and the resulting direct

adverse effects on citizen users, pointing to a need for my research.

It is widely recognised that all forms of policy implementation (digital or otherwise) have the po-

tential to impose negative impacts on citizens utilising the services, often referred to asadministrative

burdenin public administration literature (Burden et al. 2012). These include the non-�nancial and �-

nancial costs of learning, proving eligibility, keeping compliant and psychological costs (Christensen

et al. 2020; N. Harris 2015; Soss 1999). In digitised services, these types of bureaucratic burdens are

part of what I refer to as harms. Digitisation can increase or decrease these effects. Many disadvan-

tages speci�cally associated with digitised public services have been documented in other research.

These include worse accessibility (Considine et al. 2022; Wheeler and T. R. Dillahunt 2018), reduced

assistive interaction (Coles-Kemp and Jensen 2019; J. Harris 2019), decreased responsiveness (Con-

sidine et al. 2022), inferior relationships (Voida et al. 2014; Corbett and Le Dantec 2018b), lack of

access to government of�cials socially and physically (Corbett and Le Dantec 2018b), harder to prove

trustworthiness (Considine et al. 2022), disempowerment (Hartfree 2014; Seth 2020), feeling more

digitally marginalised (Jensen et al. 2020; Sin et al. 2021; Schou and Pors 2019), needing to be online

more (Coles-Kemp and Jensen 2019), loss of trust (Coles-Kemp and P. Hall 2022), new surveillance

(Well et al. 2022; Eubanks 2018), reduced opportunities for bene�cial improvisation and discretion

(Pors and Schou 2020; Well et al. 2022; Spicker 2023) and reduced health and well-being (Bidmead
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et al. 2023).

In HCI it is known how dif�cult it can be to identify possible harmful effects in advance, with

Waycott et al. (2015) explaining this is particularly so for socio-technical systems where harms may

only “emerge” later. In addition, Alston described how cost reduction, fraud reduction, work incen-

tivisation and increased responsibilities, are often combined with erosion of human rights (Alston

2019a; Alston 2019b). There is additional work on how some harms materialise far beyond the sys-

tem's temporal and technical bounds. For example, Sin et al. (2021) describe how barriers to use

online systems can lead to adverse impacts of�ine, such as increased stigma and a degradation in

older people's sense of self-ef�cacy and social belonging. Ehsan et al. (2022) described how al-

gorithm outcomes can outlive use, through externalised effects beyond the system, indicating how

ceasing access does not necessarily mean that all harms will also terminate. This is a complex picture

requiring more knowledge about each context.

2.3.3 Digitisation and Low Income Citizens

The impacts of digitisation are not equal for all citizens. McLoughlin et al. (2013) described how

risks from digitisation are unevenly socially distributed, and Pei and Crooks (2020) have similarly de-

scribed how the advantages and disadvantages of technology are not uniformly spread through all the

stakeholders and user groups. Alston (2019a; 2019b) identi�ed how digitisation can disproportion-

ately disadvantage already marginalised groups such as people with disabilities and health conditions,

those with children, those who do not speak the state's primary language(s), and women—opinions

supported by many research �ndings (e.g., M. Wood 2023; Kate Andersen 2023; Coles-Kemp et al.

2020; Digital Future Society 2020; Scullion and Curchin 2022; S. Wright 2023). Recent work has

also emphasised how impacts of algorithms and automated decision-making can particularly affect

more marginalised populations (e.g., Birhane 2021; Holten Møller et al. 2020; Veale et al. 2018;

Currie and Podoletz 2023). The public services described in my research questions relate to policies

which aim to mitigate �nancial dif�culties and are therefore closely linked with one vulnerable group:

people more socio-economically deprived.

DiMaggio and Garip (2012) described how pre-existing disadvantages can be carried over into

online settings and Yates (2015) referred to this as an “intimate relationship that exists between digi-

tal exclusion and social exclusion”, identifying how socio-economic status is one of the most reliable

predictors of frequency and use of the internet. Crivellaro et al. (2019) described how technology

can reinforce existing forms of social injustice contributing to socio-economic inequality, which is

a problem for public services which prioritise the digital channel. Many others (e.g., Hargittai and

Hsieh 2013; Ranchordás 2020; Sin et al. 2021) have also warned that citizens characterised by high

levels of socio-economic deprivation are already the most digitally-excluded, and are consequently at

increased risk from adverse effects of digitisation. Coles-Kemp and Jensen (2019) have noted how

the advantages of digitisation are less clear for poor people living with poverty than for other citi-

zens, which Harvey et al. (2021) conjectures has led to reduced service uptake and greater need for

assistance from people's own networks in this population. Van Dijk and Hacker (2003) argued that

opportunities and individual power in society can improve when citizens are better connected (“net-
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work effects” as DiMaggio and Garip 2012), and this can be seen in the way some people are able to

take advantage of digitisation to improve themselves whilst others �ounder. This is self-perpetuating:

Warren (2007) has noted how increased digital exclusion exacerbates social exclusion, and vice versa.

Indeed, Robinson et al. (2015) has demonstrated that there is a causal relationship between lower in-

come and lower online activity, and that the reverse causal relationship is also true. Schou and Pors

(2019) likewise recognised how increased digitisation can contribute to further social exclusion for

those already digitally marginalised, describing this as an “increasingly pervasive coupling”. These

sources identify that those most in need of social protection help are those likely to be more digitally

excluded.

Despite a substantial body of research on the intersection of technology and low-income individ-

uals and communities, Gonzales (2017) called for further HCI research in more wealthy contexts.

Many of these nations have responded to citizens' needs by implementing policies attempting to

counter the causes of, and ameliorate the effects of, low incomes on citizens. For those most socio-

economically deprived, services that administer social protection payments are vital to provide for

eligible citizens' exigent needs, increasing the signi�cance of harmful impacts caused by accessing

such services. Accessing the services is not really optional. Coles-Kemp and Jensen (2019) noted

how refugees and migrants with high levels of precarity often have to use digitised services to achieve

access to housing, employment, education, welfare, etc. and their immediate needs eclipse personal

values and concerns about actual and potential adverse impacts. Similarly, Holten Møller et al. (2019)

described how citizens who are vulnerable, due to having personal or health issues, who are applying

for an employment social support public service will take a more active role due to the outcome being

“critically important” to them. In a separate study by Safarov (2023) with migrants, it was noted that

access to social protection services was their highest priority, due to their precarity. These linkages

between digital exclusion, social exclusion, socio-economic status and poverty raise the importance

of how digitisation of policies implementing measures to counter poverty are designed. Thus, given

the increasing role of technology in delivery of public services, combined with the more extreme dig-

ital marginalisation experienced by these citizens, there is a critical importance to understanding the

effects of digitisation.

2.3.4 Complexity in Social Protection Public Services

Public services often do not re�ect the realities of people's lives, whether digital or not. Graeber

(2012) suggests state bodies excel at making generalisations, thus failing to understand citizen's own

complex and ambiguous existences. Birhane (2021) describes people's lives as “ambiguous, indeter-

minable, and inherently unpredictable” and which A. Morris et al. (2020) refers to as the real “messi-

ness” of individuals' lives. The focus on ef�ciency improvements creates additional complexity for

citizens through simpli�cation, leading to services which Ranchordás (2020) insists hides complexity,

and thus cannot cater either for complex policies (Breit and Salomon 2014) or citizens' lives (Con-

sidine et al. 2022; A. Morris et al. 2020). As well as the state's attraction to simpli�cation, Storni

(2014) described how digitisation can also contribute to concealing the underlying system from users

(i.e. citizens in public services) leading to disempowerment, and Chalmers (2003) described how this
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can also limit users' understanding. Consequently, digitisation can compound the disparity between

public service provision and people's own lives. Work in other disciplines (e.g., Banerjee and Mul-

lainathan 2008; Kaplan and Berman 2010) has highlighted how people with precarious lives have less

capacity to take on extra activities or be able to deal with standardised processes which do not meet

their situation. Accordingly, Considine et al. (2022) suggest removal of opportunities for variability

need to be balanced with more emphasis on “personalisation, �exibility and inclusion”. Simpli�ca-

tion could thus be particularly problematic for citizens seeking support from the state when their lives

have been impacted suddenly by standalone life events such as loss of employment, family breakdown

and ill-health. These have impacts on income which may be offset by social protection payments.

Additional knowledge and skill-related complexities also appear for citizens accessing public ser-

vices which do not occur in other digital interactions. There are complexities associated with digi-

tised public services over and above the more usual digital and language skills requirements often

referred to in thedigital divide framework widely mentioned in literature (Van Dijk and Hacker

2003). Multiplelevelsof division, beyond material and physical access (�rst-level), are now more

widely recognised (Hargittai 2002; Deursen and Helsper 2015b) including skills (second-level), and

ability to derive advantages from digital access (third-level). Other researchers have added some clar-

ity about particular dif�culties citizens have understanding public services. Coles-Kemp and Jensen

(2019) have referred to dif�culties imposed on citizens through needing capabilities to understand

the philosophy behind services, also referred to later by Jensen et al. (2020) as a need to understand

the “mindset” of digitised services, and to be able to interpret customary values and practices. En-

gen et al. (2021) described this as needing “bureaucratic competence” and Safarov (2023) stated how

citizens need: 1) to understand bureaucratic language; 2) to have knowledge about the structures,

responsibilities and procedures of state organisations; and 3) to have knowledge of how and where to

apply for services.

Safarov's insights are very useful, but there are concerns about using the digital divide frame-

work. Sims (2014) argues it portrays a version of digital inequity that privileges technical interven-

tion, whilst masking the adverse impacts such interventions might pose on the communities being

intervened upon. And, it contributes to what Pei and Crooks (2020) refer to as a de�cit framing which

concentrates on the resources, capabilities and capacities citizens are missing, such as Engen et al.

(2021)'s description of citizens lacking competence or (Hargittai 2003)'s description of skills neces-

sary to bene�t. The ToA (Ribot and Peluso 2003) analysis mechanisms are a useful contrast to de�cit

framing, because of how they demonstrate many other factors which impact access bene�cially or

detrimentally, and thus affect citizens' ability to receive the bene�cial outcomes. Holten Møller et al.

(2020) similarly has drawn attention to how not all problems are due to what some may consider as

“personal failings” and instead identi�ed a need to recognise the contribution from the “structures”

in which people have to operate. Instead of emphasising problems as citizen inadequacies, the digital

civics approach perceives more collaborative opportunities in which citizens are more actively in-

volved. Consequently, I do not use the digital divide framework in my own generation of knowledge,

and instead want to understand constraints and burdens imposed on citizens as these arise through

digitisation of social protection services, and how they can be reduced or countered.
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2.3.5 Summary of Relational Digital Welfare Services

This literature justi�es the need for further HCI research in digitisation of public services by explain-

ing the issues occurring in existing systems and the effects others have found on citizens. I have also

used literature to demonstrate the close relationship and inter-relationship between digital marginali-

sation, social exclusion and socio-economic deprivation. The literature draws attention to how access

to welfare public services is often not optional due to the overwhelming need to gain the bene�t

provided, and this is particularly so for those with low-incomes, and thus services which implement

policies to counter low-income. These services are typically only available through a single source,

the state, making any adverse effects of digitisation more signi�cant. Other researchers have ex-

plained the inherent mismatch between these services and citizens' daily lives, which has directed my

research to examine these problems almost exclusively from the perspective of citizens: the claimants

of social protection payment public services.

2.4 Design Scoping and Service Delivery Ecosystems

Ribot and Peluso (2003)'s ToA highlights mechanisms beyond the immediate interaction which affect

the ability to achieve and sustain access, and thus gain the desired outcome, noting that other actors

could in�uence how harms and gains arise and �ow. I now discuss the importance of other actors,

and what this means for scoping the boundaries for analysing harms and gains.

2.4.1 Citizens and Ecosystems

The description of my civic approach (Section 2.3.1) explained the central government provided ser-

vice pattern of UK citizen-government relationships relevant to the focus of this research. Dunleavy

(2013)'s categorisation portrays interactions occurring solely between the citizen and national min-

istries of the state which vastly understates what is actually occurring. Cottam (2018) has noted how

“the resources of other organisations and people are a great resource which should not be ignored in

public services” and indeed Le Dantec (2012) highlighted the need to account for wider communities

in the design of digitised service interactions, with Asad et al. (2017) drawing attention to the need

to take a more comprehensive approach to recognise citizens' whole lives rather than “siloed encoun-

ters”. L. Suchman and Bishop (2000) described infrastructure as social and material arrangements and

relationships, and thus I see these other actors being involved in a form of infrastructuring as “invis-

ible work” (as Semaan 2019). Sorrentino and Niehaves (2010) refer to these ascitizen-centricactors

(organisation, group, individual) who provide, what I subsequently refer to asassistance, meaning

all forms of help, advice, support and guidance. Dombrowski et al. (2012) describe these actors as

being part of the service ecosystem, a term which I will utilise, since its use in a social protection

public service context is common. For example, Edmiston et al. 2022 referred to “local ecosystems

of support” and Wong et al. (2020) describes how technology implementations are deployed “into an

existing ecology of sociotechnical systems”. In Osborne et al. (2020)'s use of the term, an ecosystem

as the locus of interest moves the focus away from models of linear service delivery or public service

network governance, and to include the context of the service bene�ciaries. In this thesis, I similarly
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use the term ecosystem to mean the state's claimant-facing systems (service touchpoints which may

be physical and virtual, technological and human) but also all the other actors and components form-

ing themechanismsby which access to a social protection payment service is controlled, achieved

and sustained (as ToA in Section 2.2.2) which affect access by claimant, so additionally including,

in AT notation, instruments, rules, community and division of labour. My de�nition recognises that

harms are individual and thus ecosystems can be different for each claimant, and vary over time.

Citizens can be reliant on other actors to achieve and sustain access, and to ensure the highest

levels of bene�cial outcome. International data con�rms that those from more vulnerable groups are

more likely to need assistance to take up social protection services (Edmiston et al. 2021). Citizens

use formal (e.g., advisor, advocate, social worker, paid carer) and informal (e.g., partner, friend,

relative, neighbour) sources of assistance (Stanziola et al. 2006; Warren 2007; Coles-Kemp et al.

2022). Dombrowski et al. (2014) described how these assist citizens by increasing awareness of

public services and the potential bene�cial outcomes, by contributing to developing trust between

all the actors involved, and by making access more viable. Stanziola et al. (2006) described how

people who are novices or infrequent users of the service may need assistance, regardless of other

access and skills they have, and that anything which causes dif�culties for citizens increases the

space for involvement of others (to �ll the vacuum in Jensen et al. 2020's phraseology). Coles-

Kemp and Jensen (2019) described this more generally as how people need access to “technological

know-how, emotional support and guidance and understanding of the service and its requirements”

which their networks (ecosystems) can contribute to. But often this is not re�ected in digitisation

design. In research about access to digital social protection payments systems, Coles-Kemp et al.

(2020) and A. Morris et al. (2020) explained how many digitised systems may be designed with

individual end-user citizens in mind, but in practice the user is a network of people, many of whom

thus have no access or limited access. This can lead to informal delegation and sharing of access

(Coles-Kemp and Jensen 2019; Barros Pena et al. 2021a). A lack of recognition and support for other

actors is particularly problematic for those in poverty, since social networks and peers are known

to play a central role in knowledge sharing in low-income groups (Max Lock Centre 2000; Harvey

et al. 2021), especially during “hard times and periods of crisis” (K. Hill et al. 2021). K. Hill et

al. also described how ecosystems are dynamic, changing over time, re�ecting the changeability of

relationships, employment, family life and precarity, with A. Davis et al. (2017) noting how in turn

this also means people's own precarity varies, meaning their ability to contribute to others in social

support networks will also change.

In the speci�c context of digital welfare, the previously mentioned mismatch between state sys-

tems and individuals' lives has also contributed to shifting provision of assistance away from the

state (e.g., Dombrowski et al. 2014; Reisdorf et al. 2020; Considine et al. 2022). Some assistance

is mediated use or proxy use, rather than transferring skills or adding capabilities, acting as props

and becoming the real user. The term intermediary can span a range of roles and can include any

third party acting for a citizen assisting interactions with the state (Centre 2000; Southwick 2003).

Importantly, Dombrowski et al. (2014) explained how some intermediaries also interact with other

organisations including those in the local community, highlighting the need for public service sys-
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tems to support complex socio-technical relationships that lead to better outcomes for citizens. Not

all assistance mediates access; it may occur as guiding, facilitating and supporting where the citizen

interacts directly, but not alone. Assistance can also potentially become service provision: Coles-

Kemp et al. (2020) considered how centralised state-provided welfare could be adapted or replaced

by community-supported access, changing the locus of provision, to respond to the current more

ef�ciency-focused service delivery approach. These relationships can be complex: while some digi-

tised services are accessed directly by citizens, others are mediated by government of�cials and Voida

et al. (2014) has described how these of�cials' own values can con�ict with the needs of citizens, or

the state's objectives for ef�ciency, cost-effectiveness and democratic inclusivity. Breit and Salomon

(2014) described how this requires citizens to navigate complicated relationships between govern-

ment of�cials, digital infrastructure, other actors and themselves, which Snellen (2002) noted adds

to people's dif�culties. Both Sambasivan et al. (2010) and Dombrowski et al. (2014) have suggested

that by designing digitised systems for intermediaries and citizens' wider support networks, this could

increase adoption and productive access by citizens.

2.4.2 The State and Ecosystems

The importance of service ecosystems is widely recognised, but not necessary acknowledged by the

state (Coles-Kemp et al. 2022). In Kotamraju and Geest (2012)'s opinion, the state cannot address

all aspects of a citizen accessing a public service as it must “understandably, focus narrowly” on im-

plementing policy de�ned in legislation. This view overlooks how digitisation itself impacts beyond

the government'spurview. In service delivery language (Zimmerman and Forlizzi 2013; Roto et al.

2016; Asad et al. 2017), the purview includes the touchpoints, which are all the points of interactions

between a `customer' and the service provider's facilities, systems and employees. Considine et al.

(2022) provide a comparison of different models of digital service encounters; of these, technology-

generated self-service encounters are designed for a direct government to individual citizen interac-

tion and can even enforce this by not supporting, or providing inadequate access for, other actors

(e.g., Barros Pena et al. 2021a; Coles-Kemp and Jensen 2019), or by discouraging it, or making it

illegal. Janssen and Klievink (2008) described how designing government systems to interact directly

and solely with citizens using online channels can also lead to disintermediation through bypassing

those who previously supported citizens with other channels. I will now brie�y discuss more speci�c

research on how ecosystems contribute to uptake of public services and the state's ef�ciency, since

these could affect the potential for adoption of more citizen-centric service provision.

The state can be reliant on other actors for more successful policy implementation byincreasing

adoption and access(Sorrentino and Niehaves 2010) in their role providing assistance. Work by

Dombrowski et al. (2012) reveals how these others often support the whole delivery process through

promoting services and providing ongoing assistance, beyond achieving access and thus widening

the service reach by increasing adoption and continued use. Weerakkody et al. (2012) and Coles-

Kemp and P. Hall (2022) have noted the importance of wider ecosystems in building trust, and thus

adoption of digitised public services. Beyond trust, Weerakkody et al. (2012) and Dombrowski et al.

(2014) describe how other actors frequently counter technology or skill barriers which are too great,
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thus contributing to ensuring the digitised public services are available to a wider population. The

reverse effect has been identi�ed too: recent work by Edmiston et al. (2022) found that when actors

in ecosystems are stressed and withdraw, there is a reduction in access by citizens, reducing service

delivery from the state's point of view.

Ecosystems canimprove state ef�ciencies. In an early insight, Dombrowski et al. (2012) clearly

warned how state ef�ciencies require additional labour by others. Literature highlights how state

ef�ciency is improved by reducing citizens' direct contact with government of�cials, and reducing

or ceasing aspects of service provision. Pors and Schou (2020) described the drive for greater use of

self-service remote digitisation as the state's belief that “ideally [citizens] should stay away from pub-

lic of�ces”. Yates (2015) noted how the savings attributed to digitisation are not only related to lower

costs of processing transactions but also how processing is shifted to those accessing the services.

Likewise, Alston (2019) described how digitisation effectively outsources assistance to other actors

and this reduces the state's costs. In the social protection sector, Edmiston et al. (2022) described how

the third sector respond to inadequacies in centralised provision, and by doing so “obscure inadequa-

cies” by ful�lling the missing roles, moving them outside the state's purview which Considine et al.

(2022) said also has the effect of reducing their visibility. Jensen et al. (2020) had described these

provision gaps as a “vacuum” which comes into existence around digitised public services. Thus, it

is now more widely accepted that state ef�ciencies, seemingly offered by digitisation, are partly the

result of transferring effort from the state to other actors.

If the state is dependent on these other actors for the delivery and ef�ciency of its own policies,

these roles at least require acknowledgement, or even better as Dombrowski et al. (2012) stated “de-

sign should consider the needs, goals, and challenges mediators face within their service ecosystems”.

This was also a conclusion drawn by Jensen et al. (2020) who proposed that digitised systems need

to connect with wider ecosystems to better support those in precarity. Some public services permit

citizens to delegate access to another individual (e.g., an of�cial appointee as a proxy; DWP 2019),

but that still enforces the government-to-single individual model of design.

2.4.3 Boundaries and Access

The importance of de�ning boundaries delineating a technological system and its environment have

long been recognised for the analysis of socio-technical systems (Trist 1981). In the previous sections

I have explained how access can be considered as usage to achieve some bene�cial outcome. This

requires re�ection onaccess to what?A limited perspective of the state's purview can contribute to

a narrower understanding of digitised public services because it is insuf�cient to encompass all the

harms and gains affecting citizens' access. The critical importance of service delivery ecosystems to

many citizens highlights the importance of the de�nition and perception of system boundaries. Like

the ToA points towards, A. Morris et al. 2020 has stated that a digital system point of view, on its

own, is often insuf�cient for analysis.

The framing of digitised public services for this thesis is thereforeeverything necessary for a

citizen to access the bene�cial outcome, rather than a more restrictive service delivery orientated

digitised system. This broader de�nition ofwhat has to be accessed is already re�ected to an ex-
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tent in the choice and wording of the Research Aim and Questions, which draw attention to citizens'

interactions to achieve and sustain access to the public service, rather than transactions with the state-

provided digital system. This might appear broad, but my research examines and generates knowl-

edge about the harms arising only from implementation of the policy through digitisation itself (not

the policies themselves), and which affect citizens as claimants. Based on the HCI and other research

discussed above, my understanding is that incorrect scoping could undermine more citizen-focused

design of digitised public services by not considering four aspects: 1) non-digitised claimant activi-

ties; 2) ecosystem elements excluded or ignored by digitisation; 3) wider harms and gains occurring

through other components in the ecosystem; and 4) inter-relationship with other channels. I now

continue with an outline of literature about the concept of discretion, linking this to how it may arise

through design.

2.4.4 Discretion in Design

Discretion materialises in interactions between citizens and the state through the activities of govern-

ment of�cials, also commonly referred to as bureaucrats or civil servants. The concept of discretion,

describing how choices can be made by humans, as individuals or groups, within certain constraints

is a commonly considered aspect in public services, featuring in public administration and social sci-

ence research (e.g., Lipsky 1980; K. C. Davis 1969; Evans 2010; Spicker 2023). Work in HCI has

exposed how this concept arises in digitised systems in two main ways: �rstly when humans mediate

access to digitised systems; and secondly discretion in automation.

In literature aboutdiscretion in mediated access, Safarov (2023) has noted that in digital welfare

most HCI research has focused on in-person, rather than online channels. In these situations, the

technology is presented through a terminal or kiosk at a government location for self-service where

optional assistance may be available from front-line government of�cials, or where the technology

is accessed by a government of�cial using the counter channel. This area of research uses the term

“street-level” to denote the in-person encounters, and recent work has been summarised extensively

by Busch and Henriksen (2018). For these, Buffat (2015) has discussed how digitisation can enable

opportunities for greater discretion by mediating street-level of�cials, such as if they have greater

access to information and power to make decisions including, for example, changing an automated

decision (described by Buffat as the `enablement thesis') and discussed further in regard to public

services by Veale et al. (2018). But Buffat also described how digitisation can reduce opportunities

for discretion by street-level of�cials, such as removing decision-making capabilities (described as

the `curtailment thesis').

The consideration ofdiscretion in automationhas arisen in considerations of semi- and fully-

automated decision-making (e.g., Birhane 2021; Eubanks 2018; Coles-Kemp et al. 2020; Considine

et al. 2022; Shein 2018; Ranerup and Svensson 2023; Veale et al. 2018). Holten Møller et al. (2020)

suggests that automation should be used to assist government of�cials to provide improved service,

especially to more vulnerable citizens. But Hansen et al. (2016) recognised that different policies may

permit more or less discretion, and that those with fewer opportunities for discretion are more suited

to fuller automation. Busch and Henriksen (2018) also noted that discretionary practices in public
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services like social work are less in�uenced by technology, than where public services use more

quantitative data (e.g., tax administration, registrations). Thus, as a consequence Birhane (2021)

described how automation is often a mis�t with the complexities of people's lives, and thus work

against the use of fuller automation in social protection payment public services.

Choices are made about what is digitised and how whether or not automation is possible. Alston

(2019) has noted how digitisation is often presented as benign or even altruistic by offering to be more

responsive or give power to citizens, but suggests that people living in relative deprivation and who

lack power can be at greater risk of political choices made during digitisation which would not neces-

sarily be applied to other groups. Voida et al. (2014) suggests that there are multiple interpretations of

values during design processes (e.g., access, ef�ciency, education), meaning there can be alternative

visions of the same core value, which Voida et al. described as how “values are instantiated in the

technology” intentionally or unintentionally. These point towards another type of digital discretion:

through what is automated and how. Jaeger (2005) expressed the view that digitisation can be used

politically to promote political preferences. Pors and Schou (2020) also observed that assumptions

about what citizens can do may be driven by political views about what they should do. Alston (2018)

agrees with these by writing that technology can be used by the state to operationalize preferences

where the outcomes for citizens may be “good or bad”.

In terms of my research aim, policies do not de�ne precisely how public services are digitised,

meaning there are numerous potential alternative digital designs for the same �xed policy. This is an

aspect explored insuf�ciently by other HCI researchers: how do design choices made to implement

the policy increase harms to claimants. To comprehend how design affects citizens, we need to be

able to understand what harms arise and how.

2.4.5 Summary of Design Scoping and Service Delivery Ecosystems

The recognition in AT of community and division of labour, and in ToA of broad mechanisms which

affect access, raise the importance of scoping of any analysis of harms affecting claimants to answer

the research questions. The literature has described the importance of other actors in service delivery

networks, primarily to citizens but also to the state in terms of its priorities to increase uptake and

improve state ef�ciency. This contributes to my own understanding of how harms and gains arise

through digitisation and can be transferred between components in a socio-technical system. These

concepts led me to consider whether design choices are being made during implementation, indepen-

dent of policy, which contribute to harms.

2.5 Research Questions in the Context of HCI Literature

The previous Sections have indicated the wide range of literature relevant to my research aim, and

indicates how HCI has contributed to these areas. I will now discuss the relevance of the most recent

HCI literature included above, published at:

• ACM SIGCHI Conference on Computer-Supported Cooperative Work & Social Computing

(CSCW);
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• ACM SIGCHI Conference on Designing Interactive Systems (DIS);

• ACM SIGCHI Conference on Human Factors in Computing Systems (CHI); and

• Regional CHI events.

The analysis is arranged chronologically. As a brief reminder, the research questions are:

RQ1 How do claimants view their interactions with online digitised social protection payment public

services?

RQ2 What design features of these are contributing to harms perceived by claimants?

RQ3 How can citizen-controlled digital tools mitigate identi�ed/perceived harms and improve the

digital interactions between government and claimants?

The �rst study from 2017 I draw attention to applied a digital civics approach to the relationship

between citizens and the state but in a different context. The study aimed to develop future ways

for local groups to work with their local government authority to overcome an existing more transac-

tional mode of civic engagement which used a service delivery model. Asad et al. (2017) described

this long-term project of participatory city-making involving working with residents in economically

and physically distressed neighbourhoods and the local city authority in Atlanta USA, and provides

insights into study design for research with people affected by poverty. Initial interviews were used

to frame the issues, prior to a large public event and subsequent workshops. The methods were in-

tended to re�ect and bene�t those involved in the activities by using ideas from participatory design

and, matching my RQ3, there was some speculation through imagining an alternative future. Like

my research questions, the aim was to counter transactional service delivery, to develop artefacts that

“served the needs of the participants” rather than of designers and researchers. Thus I planned to

draw upon participatory approaches for my own methodological approach to gather data to answer

RQ1 and RQ2. Also in 2017, Gonzales documented a different type of study which described factors

causing harms to users as they sustain access to technology. This is closely-related to what is re-

quired to answer RQ1, especially with its attention to people in poverty, but rather than public service

claimants, the mixed-methods study surveyed university students identifying problems to coursework

and relationships caused by technology disruptions. Gonzales called for new HCI research around

technology access by those in poverty who live in wealthier contexts, since apparent widespread tech-

nology access can mask differences between users. Vyas and T. Dillahunt (2017) also studied people

in poverty in a wealthy context at an Australian care centre, using resilience as a lens to focus on

individuals' and communities' strengths and capabilities, and how technology might provide support.

In this context, Vyas and T. Dillahunt foregrounded people's own views during data collection (as

implied by my RQ1), primarily using home visits and semi-structured interviews to gather data. This

approach was able to examine people's everyday lives and thus the impact of friends and contacts

in people's communities, online and of�ine. It was not clear to me how this resilience might be

relevant in online public services, but the study identi�ed an aspect to be investigated with my own

participants.
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In work published during 2018, Corbett and Le Dantec contributed insights on the importance of

trust between citizens and government of�cials in two papers investigating civic participation (Corbett

and Le Dantec 2018a; 2018b). Although these works are not about public services, Corbett and Le

Dantec highlight the issue that removing barriers of time and space by digitisation may increase

other forms of separation, altering the relationship between citizens and of�cials, pointing to a need

to explore the ways harms arise and change (as RQ1 and RQ2) before being able to begin to look

at mitigations (RQ3). A study by Veale et al. (2018) details interviews mainly with government

of�cials to investigate decision-making informed by algorithms in the realm of public social policy.

Despite the difference, due to how my research foregrounds the views of citizen claimants, the study

is of interest because it examines services where there is much less consensus on how decisions are

made, re�ecting the aforementioned complexities of digital welfare. Indeed Veale et al. pointed to

the need for further HCI research about use of automation in “messy socio-technical contexts”, and

also to look beyond identifying “harms” and to consider how they may be addressed to reduce or

remove them. RQ3 explores mitigations similarly, which Veale et al. believed the state might then

be more willing to “open up to research interventions”. Also in 2018, Wheeler and T. R. Dillahunt

published a paper examining low-resourced job-seekers using digital technology to �nd work. The

research included identifying how online resources “improve, impair and change” the job search

process for these citizens, thus being somewhat aligned towards the enquiries of my RQ1 and RQ2.

Importantly, this study examined multiple steps of job search providing insights throughout a citizen's

needs, through individual semi-structured interviews backed up by a questionnaire to identify gaps in

technology provision, methods I adopt (Chapter 3).

Continuing into 2019, Coles-Kemp and Jensen used Ribot and Peluso (2003)'s Theory of Access

model to examine refugees' digital access to state public services using mobile phones. Their method

used group-based collaborative collage to discuss broad questions, by using provocations provided

by the research team, to seek information on actual usage and re�ection on problems which occur,

similar to the exploration required for my �rst two research questions. This work contributed to my

interview design and analysis approach, as it provided a fully completed exemplar study using the

ToA. Holten Møller et al. (2019) examined application for social protection public services in-person,

using an ethnographic approach, examining the roles of both claimants and government of�cials in

building a claim. This is different to my own examination of remote, predominantly self-service,

social protection public services, where government of�cials are not present virtually (or physically),

but Holten Møller et al. (2019)'s Case Study has a close relationship to the public service topics I

examine (social protection payments in a wealthy context). Also in 2019, related to access by low-

resourced citizens, Pei and Nardi studied technology access by resettled refugees and asylum seekers

attending a literacy centre, using participant observations over 16 months. Like my RQ3, Pei and

Nardi designed artefacts to explore access with participants, noting the additional costs (harms) im-

posed in doing so. This is re�ected in my RQ2, to try to understand features and thus how changes

might impact citizens further, before designing digital interventions to address RQ3. In a different

type of study, Semaan (2019) described a resilience perspective on infrastructure in citizens' lives as

they cope with disruptive life events. These events are relevant to the research questions, as situa-
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tions such as becoming unemployed can lead to citizens having to claim social protection payments.

Semaan used interviews across multiple Case Studies to develop broader insights; similar to my own

exploration of two different Case Studies discussed in Chapter 3.

Holten Møller et al. (2020)'s study of interactions between job seekers and government of�cials in

Denmark provides insights relevant to my population of low-resourced citizens, and also digitisation,

but in the context of in-person interactions. Their method drew on a previous study to inform a series

of workshops with both citizens and government of�cials in addition to interviews. This provided

some useful insights into how discretion occurs in such public services, but not about remote self-

service channels and somewhat prioritised views of government of�cials, unlike my approach. In a

much-more citizen-centric study, Pei and Crooks (2020) demonstrated how the ToA could be applied

to analysing harms and published �ndings about digital access at a community literacy centre for

resettled refugees and immigrants, exploring how value is extracted from citizens during technology

access using observations and interviews, and using ToA. In this work Pei and Crooks identi�ed a

need for HCI research to explore methods to design with low-resource populations, including the

evaluation of harms and gains by citizens themselves, and suggested doing so using “participatory

methods such as collaborative prototyping and scenarios” which I have used. A broader viewpoint

linking speculative design and infrastructuring was provided by Wong et al. (2020) who introduced

the termlifeworlds to acknowledge the background context of assemblies of actors, instruments,

etc. in which technology operates, as experienced by users. In contrast to my own aims to imagine

different technology artefacts in the future welfare state (RQ3), Wong et al.'s focus was on imagined

future lifeworlds, but provided insights on ways to use speculative lifeworld changes, to re�ect on the

current context, as part of design.

In 2021 Barros Pena et al. published two papers (Barros Pena et al. 2021a; 2021b) describing a

study involving the experiences of participants using a new mobile app which provided for lightweight

oversight of a person's �nancial transactions by a third party. Although this relates to access to com-

mercial �nancial services and focuses on the experiences of use only and not design, there is some

overlap with my research. The involvement of third parties has some similarities with assistance to

access online social protection payment services previously described, and explored in RQ3. Barros

Pena et al. developed their insights from a 90-day diary study, preceded and concluded with semi-

structured interviews. Notably, the mobile app did integrate with participants' own current accounts,

but neither delegated power to transact nor disclosed more sensitive information to the third party. In

a meta review, Cazacu et al. (2021) discussed different strategies for empowerment in digital civics,

noting opportunities for more collaborative approaches including participatory and co-design prac-

tices to challenge the state's role in ecosystems and to do so more sustainably, albeit this is within

the context of smart cities. In closer public services related work, Holten Møller et al. 2021 explored

the willingness of unemployed people to share personal data using a �ctional mobile app, examined

through online focus groups. This explored balancing speci�c properties—agency and accountabil-

ity—and thus is a more constrained exploration of harms than my broader RQ1, but with a design

artefact (like my RQ3) and an overlap with my population. Again this excludes initial explorations

of harms and design with participants, which my broader research questions include. In contrast Sin
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et al. (2021) has a less narrow viewpoint, by using a Case Study approach to explore digital design

marginalisation which they describe as “design choices which lead to [negative] consequences be-

yond the direct use of the digital interface”. These are harms in my own terminology, but neither Case

Study examined are public services, and there is a greater attention on societal effects such as those

who are excluded (i.e. unable to achieve access) rather than in those who overcome the dif�culties

and suffer them (i.e. sustain access) to obtain the bene�cial outcome.

In 2022, Coles-Kemp et al. (2022) examined the role of “voluntary and third sector organisation

in the UK” providing citizens with digital assistance in civic settings. The study was co-designed

with organisations who act as gatekeepers to the community worker participants providing assistance

to citizens (advisors in my own terminology), and undertaken as online focus groups. The assis-

tance included helping citizens achieve and sustain access to social protection payments (like my own

research questions), but additionally to many other services. This provided knowledge from the expe-

rience of solely advisors due to constraints resulting from the COVID pandemic, unlike my research;

however, Coles-Kemp et al. noted another associated study being planned to take place in-person with

the citizens who receive assistance. Coles-Kemp et al.'s study is particularly relevant to my RQ2 as it

explores the roles, techniques and gains related to assistance, whereas my research questions explore

more generally what the claimant population perceive as harms by �rst answering RQ1.

The �nal HCI two papers I address are from 2023. C. M. Gray, Sanchez Chamorro, et al. (2023)

undertook a systematic literature review of research about design patterns which involve deception,

manipulation or coercion of users. The authors found that most research, in the 79 reports analysed,

has occurred on highly interactive applications, and it is notable that e-government or public services

were not mentioned at all, perhaps because such techniques are not expected. Related to this, C. M.

Gray, Santos, et al. (2023) published an initial three-level ontology of these patterns providing a

standardised language to describe the design practices.

The above have highlighted gaps in HCI literature. There is limited literature about identifying

and countering harms in remote online, predominantly self-service, public services which are pri-

mary accessed by low-resourced citizens (RQ1), and even less on exploring what features of these

contribute to harms (RQ2). Despite some studies which also design artefacts to gather knowledge (as

my RQ3), none have done so with claimants who access these online public services.

2.6 Chapter Summary

This literature review introduced applicable aspects of Activity Theory (AT) and Theory of Access

(ToA) which I use in my thesis, and the digital civics context of my approach. I used existing literature

to highlight the disjoint between digitised e-government services and the needs of citizens, how these

especially impact those with precarious lives such as those in poverty, and thus the importance of

social protection payment public services which implement policy to address poverty. The concept

of service ecosystems was introduced, describing how other actors impact on citizen access and state

ef�ciency, and which point to the need to consider how harms arise across everything necessary for a

citizen to access the bene�cial outcome of a public service. The consideration of what is the state's

purview combined with this tight link with wider service ecosystems led me to introduce the idea
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of design discretion, describing how choices made in design might also affect harms imposed on

citizens. I concluded with a discussion of the most relevant HCI literature and how these relate to my

research questions. These now lead me to describe my research's methodological considerations.
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Following the Introduction and Literature Review Chapters, this third Chapter of Part I describes the

methodological considerations common to all four studies' research activities.

3.1 General Approach and Structure of Research

My overarching research approach is to generate knowledgethrough(Frayling 1994) the design of

artefacts: Research through Design (RtD; as Zimmerman et al. 2010) based on multiple Case Stud-

ies (as Yin 2018). Zimmerman et al. (2007) call RtD a method of interaction design research in

HCI “that transforms the world from its current state to a preferred state”. My work also builds on

ideas of Yoo et al. (2019) who proposed a HCI research approach to service design, where design-

orientated user-centric methods can help take into account wider perspectives, rather than the more

usual consumer-based service design perspective of many digitised public service implementations.

Subsidiary research activities within each of two Case Studies (UC and PIP) are presented as indi-

vidual `studies' (lower case) which build upon each other, three for UC and one for PIP. Further

study-speci�c methodological details occur within each of the four subsequent Chapters. The four

studies and ensuing overall discussion are each described in the corresponding subsequent Parts to

re�ect the research questions addressed:

• Part II: Articulating Digital Harms, two studies to articulate harms experienced by claimants

when accessing digital welfare systems (focusing on RQ1 and RQ2);

• Part III: Prototype Interventions to Mitigate Harms, building on insights from Part II, two fur-

ther studies to design, prototype and evaluate digital interventions which attempt to address

selected existing harmful effects and minimise the generation of additional harms to provide

further insights (focusing on RQ3); and

• Part IV: Re�ection, deliberation on the �ndings and insights from Parts II and III, comprising

cross-Case Study synthesis discussion, recommendations and conclusions to answer all three

Research Aim and Questions.

Presently the common methodological aspects are described. This comprises a description of the

research design including changes to this resulting from coronavirus and COVID-19, ethical consid-

erations, participants, and data analysis.
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3.2 Case Study Research

This research uses the Case Study method to structure the work, with individual public service ini-

tiatives being evaluated as the individual Cases. The research aim and resultant research questions

de�ne the need for a detailed exploration of contemporary real-world socio-technical phenomena to

understand digital features and how harms arise in particular digitised public services. (Crowe et al.

2011) describe that Case Studies are consistent with my Research Philosophy to understand mean-

ings/contexts and processes as perceived from the perspective of claimants. Yin (2018)'s guidance

suggests the method would be a good match with the required depth of enquiry and contextual real-

world contemporary nature of the research topic, due to the inherent complexity in socio-technical

systems leading to many potential affecting variables. Yin (2018) noted as well how Case Study Re-

search is also suitable for evaluations, such to explain how a “planned intervention” works, to expose

not just the outcomes but the processes, which I consider �t well with my initial exploration of harms

and later studies involving prototype interventions. It was necessary to select relevant initiatives to be

evaluated which will contribute best to responding to the Research Aim and Questions. The research

questions do not specify particular Cases but, more generally, welfare bene�t public services provid-

ing social protection37 that administer payments. In the UK, the relevant digitised public services

are de�ned by the Welfare Reform Act38. In the context of Case Study research, Flyvbjerg (2006)

has discussed issues of generalisability from a detailed examination of single good example of a phe-

nomenon, pointing out that it is more important to select Cases that can provide insights on deeper

causes behind problems and their consequences (the “bigger picture” from original data, as Patrick

and S. Wright 2019), rather than to select Cases that will help describe symptoms and their frequency.

To seek more general characteristics, the Research Aim and Questions were used to set four criteria

to select the Cases, using multiple Case Studies collectively (Crowe et al. 2011) and four different

studies, linking insights and evidence in multiple ways to undertake integrated research. The criteria,

choice, bounding and explanation of the two Case Studies are described in the next section, followed

by a de�nition and justi�cation for the sources of data utilised.

3.2.1 Case Study Selection

The criteria used to select public services as samples were: 1) being public services in the UK af-

fecting the community local to Newcastle University for the digital civics agenda; 2) providing social

protection as cash payments; 3) being accessed remotely by self-service to undertake transactions at a

large scale contemporaneously for most relevance to more people, and thus signi�cance; and 4) being

already digitised or becoming digitised as an aim of the research to examine digital interactions.

For the UK context (criteria 1), the DWP is the national government's ministerial department

responsible for delivering welfare, pensions and child maintenance policy. In 2013 the DWP had

identi�ed three of its welfare bene�t services as “digital transformation exemplars” (Government

Digital Service 2013): Carer's Allowance (CA), Universal Credit (UC) and Personal Independence

Payment (PIP), and thus all of potential relevance as they provide cash payments (criteria 2). By

37https://ec.europa.eu/social/BlobServlet?docId=13778&langId=en
38https://www.legislation.gov.uk/ukpga/2012/5/contents
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2019, when plans for this research were being drawn up, only CA39 and UC40 were available digitally

to all citizens, and local organisations had enhanced knowledge of UC, being located in the �rst UK

city to pilot full digital service40 as part of the national roll-out. By 2019 UC and PIP services were

the two most commonly-claimed41 welfare bene�ts by working-age adults to undertake transactions

(criteria 3). Regarding digitisation (criteria 4), the relevant regulations42 identify that claims for UC

“must be made by means of an electronic communication” but with some limited exclusions to permit

a claim to be made by telephone in certain circumstances. In contrast, PIP utilised a paper-based

claim initially, but Schedule 243 of the regulations made future provision that “the Secretary of State

may use an electronic communication in connection with claims for, and awards of, any bene�t”. A

limited trial of online digital PIP was undertaken (P. Gray 2017) and by 2019 work was underway on

developing a digital assessment process44. By the end of the study described in Chapter 7, but too late

for fuller investigation in my research, an online digital service was available to some PIP claimants45.

Other social protection schemes have also since become digitised including New Style Job Seekers

Allowance in spring 202046 and Pension Credit in summer 202047, but the number of claimants for

each of these are much lower than for any of UC, CA or PIP.

Based on this, my research proposal named the widely-claimed and principally digital UC as the

�rst Case Study. In the context of the UK, UC is the most widely used by those living with poverty,

most digitally-orientated and is central to the DWP's digitisation strategy making it paradigmatic;

it is not a “black swan” Case. Given the predominantly digital nature of access, UC Online use is

pervasive amongst the population of UC claimants, making it a “more stringent” Gonzales (2017)

topic for exploration of harms arising in digital welfares. External events (described in Section 3.5)

forced the selection of the second Case Study as PIP.

These two Case Studies provide different forms of social protection payments as cash; UC is a

minimum resource social protection countering poverty due to having a low income, and PIP is an

invalidity social protection countering the additional costs of living with disabilities and chronic or

terminal health conditions. My voluntary work had provided me with signi�cant knowledge about

PIP and was the subject of my pre-thesis research (Watson et al. 2020). Yet despite the growing

number of people claiming UC and awareness of policy-related controversies (mentioned in Section

1.2), I had limited personal experience or knowledge of UC, which I believed was an advantageous

starting point to reduce my own bias.

Despite the implementation of automation through digitisation, neither Case Study topic yet use

arti�cial intelligence (AI), although it is understood to be present in the separate identity veri�cation

systems used with UC and in trials to detect fraud48. The scope of each Case Study are now described.

39https://gds.blog.gov.uk/2014/11/28/simpler-carers-allowance-digital-service-now-live/
40https://www.gov.uk/government/publications/universal-credit-transition-to-full-service
41https://www.gov.uk/government/collections/dwp-statistical-summaries
42https://www.legislation.gov.uk/uksi/2013/380/regulation/8
43https://www.legislation.gov.uk/uksi/2013/380/schedule/2
44https://www.gov.uk/government/news/next-step-for-new-service-for-bene�t-assessments-announced
45https://askcpag.org.uk/content/207837/pip-digital-forms-and-online-claims
46https://dwpdigital.blog.gov.uk/2020/06/05/5-things-weve-learnt-from-launching-a-new-service-during-lockdown/
47https://dwpdigital.blog.gov.uk/2020/07/07/how-we-made-pension-credit-applications-available-online/
48https://committees.parliament.uk/writtenevidence/110005/pdf/
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3.2.2 UC Case Study Scope

Figure 3.1: Existing UC process to make and maintain a claim. Indicative diagram of claimant
activities (grey) and interactions with digital UC Online (amber) and non-digital e.g.,
telephone (black), service touchpoints, illustrating the predominantly digital channel in
UC, where the claimant logs on every few days for the duration of their claim.

The �rst Case Study topic UC is a digitised public service providing an income-related minimum

resource social protection payment. It was described more fully in Section 1.5.1. In summary, making

and maintaining a claim for UC includes many activities for a claimant before, during and after the

touchpoints provided by the state (see Figure 3.1). The Case Study boundaries were chosen to be

all these experiences, to focus on the harms they perceive themselves. This is not a service-provider

touchpoint angle (as Zimmerman and Forlizzi 2013), but a citizen-centric one. This acknowledges

that the systems can include interactions outwith elements the service provider considers their own

responsibility. The methodology used in the UC-related work is described in later Sections of the

current Chapter, with study-speci�c design details later in each of Chapters 4, 5 and 6.

3.2.3 PIP Case Study Scope

Figure 3.2: Existing PIP process to make and maintain claim. Indicative diagram of claimant
activities (grey) and interactions with digital (amber) and non-digital e.g., telephone,
post (black), service touchpoints, illustrating the limited extent of digitisation and how,
unlike UC, PIP claimants typically have no interaction between starting to receive an
award and subsequent periodic review.

The second Case Study PIP is an invalidity social protection payment. It was described further in

Section 1.5.2. This Case Study's boundaries were de�ned by the citizen who proposed the research:

activities undertaken by a claimant in the period between two service touchpoints: contacting DWP

to initiate a claim and completing the submission of a form with additional information, which Porter
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et al. 2022 describe as interactional where people come together “in the production of knowledge

about disability”. This scope does not require understanding of the full process from claim, through

assessment, to award, which for comparison with UC is illustrated in Figure 3.2. Both Figures 3.1 and

3.2 are not to scale and are for visual impression purposes only, illustrating straightforward claims

without dispute, and exclude the receipt of award payments (usually bank transfer). The design of the

single PIP-related study is described in Chapter 7, with the methodological aspects in common with

the other studies described next in the remainder of the current Chapter.

3.2.4 Case Study Comparisons

Tables 3.1 and 3.2 provide a brief overview of the differences and complementarity between the two

selected Case Studies. The �rst table compares the social protection payment topics (summarised

from the descriptions provided in Section 1.5), and the second table compares the studies undertaken

for each. The detailed research designs are discussed in subsequent chapters.

Case Study Universal Credit Personal Independence Payment
Jurisdiction United Kingdom

Legislation Welfare Reform Act 2012

Type Minimum resource Invalidity

Payment intent Counter poverty due to low-
income

Counter additional costs of living with disabilities
and chronic or terminal health conditions

DWP digital strategy Digital transformation exemplar services

Stage of digitisation Digital by default Digital supporting information submission being
trialled with some new claimants

No of claimants 5.7 million 2.7 million

Claimant age range Adult working age

Table 3.1:Comparison of social protection payment topic attributes for each Case Study

Case Study Universal Credit Personal Independence Payment
Scope boundaries All activities undertaken by

online claimants
Activities undertaken by claimant between two
existing service touchpoints: making a claim, and
completing the submission of supporting informa-
tion

Information gathering Claimants and advisors Claimant

Prototype purpose To provide help syn-
chronously while claimants
use UC Online and to assist
the sharing of information

To gather information from a claimant's sup-
porter(s) for use in a subsequent advisor-assisted
form-�lling appointment

Prototype usage Repeated usage One-off activity

Formative evaluations Advisors Claimant

Summative evaluations Claimants and advisors Advisors

Table 3.2:Comparison of scope, prototype and participant research design attributes for each Case
Study
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3.2.5 Case Studies and AT

In terms of Activity Theory (AT) notation, Figures 3.3 and 3.4 illustrate how the existing UC Online

is an instrument to gather data from each claimants which the DWP use the assess each claim. This

is a repeated activity; data might be to make a claim initially (to apply), or to maintain an existing

claim e.g., update job search records, respond to a Journal message, send change of circumstances

information. Note how the community and its actors do not form part of the currently implemented

design.

Figure 3.3: AT diagram of UC Online from the perspective of a claimant. UC Online is a mediating
instrument which allows each claimant alone to submit gathered data with the goal of
receiving a UC award.

Figure 3.4: AT diagram of UC Online from the perspective of the DWP, the state organisation
providing the public service. Data received via UC Online is used to assess claims, to
decide eligibility and make awards.
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Similarly, for the scope of the PIP Case Study, Figures 3.5 and 3.6 illustrate in AT notation how

data gathering and preparing to complete the information form (the scope of this Case Study) are a

necessary but one-time activity in the goal to make a claim. The state does not contribute to this

activity after making available to form. Like UC, note how the community and its actors do not form

part of the implemented design.

Figure 3.5: AT diagram of sending PIP claim information from the perspective of a claimant. Once
the claim form has been received by the claimant (either on paper or online), submitting
a claim requires gathering of information, preparing answers, completing the form and
returning it.

Figure 3.6: AT diagram of sending PIP claim information from the perspective of the DWP. No
instruments are provided by the DWP to assist the claimant to undertake data gathering
or preparing answers to the form's questions, leading to this fragmented activity system.
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3.3 Sources of Data

The sources of data collection for each Case Study are grounded in the frame of reference for this

research: the area of HCI research called digital civics which Vlachokyriakos et al. (2016) describe

has an agenda of “citizen empowerment with and through technology”. This viewpoint is explicit

in how the Research Aim and Questions identify claimants of welfare bene�t services as central to

consideration of the harms, and using this knowledge to then identify ways to improve claimants' ex-

periences of interactions with digitised systems. Hence, welfare bene�t service claimants themselves

are the main source of data for each Case Study. A secondary complementary source are advisors who

assist claimants access and use welfare bene�t systems. Other sources actually used included existing

published academic research and grey sources such as reports by charities and government bodies,

evidence to government consultations, press releases, public websites, local and national government

open data, public data sets. Additionally, data includes my own daily notes and re�ections.

Olivier and P. Wright (2015) describe how a necessary part of the digital civics approach is to

work with and be `locally embedded' in partnership with organisations in the environs. Given the

necessity for claimants to be the primary source of data, the way to engage with this population

also had to be de�ned. Trischler et al. 2019 has described how engagement with citizens who are

in vulnerable and marginalised populations (like claimants) can be more dif�cult, noting how this

may be due to reluctance to take part or not valuing the contributions they feel they could make. But

McAreavey and Das (2013) describe how partner organisations can be mediators between researchers

and people in minority or marginalised groups, and how this is a common research practice in social

research, providing a bridge between researchers and potential participants. These intermediaries are

often referred to as `gatekeepers' (also described by Kay 2019; Clark 2011) who provide contact,

controlling access whilst also protecting individuals, but by association can also contribute to social

acceptance of the researchers by the participants “developing more productive research relationships”

(Clark 2011). However, a downside of working with gatekeepers is they could in�uence the nature

and direction of the research, and �lter which service users they make accessible. Since my aim was

to investigate harms from the perspective of citizens, I wanted to collaborate with claimants as closely

as possible to focus on their experiences, needs and desires, and not the perspectives and policies of

the gatekeeper organisations. Consequently, I sought to balance access to participants and working

with nearby organisations, by approaching gatekeeper organisations which might accept having less

in�uence to shape the research.

3.4 Design Artefacts to Explore Harms

This section describes literature to support the methodological approaches used in the studies de-

scribed in subsequent Chapters.

3.4.1 Identifying Harms to People

A necessary part of Responsible Innovation (RI) (Bates et al. 2019; Jirotka et al. 2017) is to be able to

identify negative effects of technology and avoid unintended adverse impacts on humans, and there
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is a need therefore to involve people with lived experience and empower them (as Rogers and Mars-

den 2013) to articulate harms arising from their viewpoint. This approach �ts with Cottam (2018)

who proposed the starting point to improve public services like social protection, is to begin from

the perspectives of people and their communities, and collaborate with them to design new systems.

However, this raises the question, what is the best method to analyse all the harms and gains experi-

enced by vulnerable groups, like citizens in poverty. Identifying adverse impacts of digital technology

on people is a long-established rich research area in HCI, which includes working on ways to respond

to harms identi�ed (e.g., Barros Pena et al. 2021b; Pei and Nardi 2019; Semaan 2019; Vyas and T.

Dillahunt 2017). Others have used value-based approaches (Friedman et al. 2006) but these also often

rely on identifying harms as an interim stage (J. Davis and L. Nathan 2015) from which values are

drawn. Additionally, values are knowm to vary between actors (Voida et al. 2014), and aspirational

values can be of less use to explore the realities of public service access, particularly when non-access

is not really a choice due to circumstances where the immediate objective of a social protection pay-

ment is so critical (Coles-Kemp and Jensen 2019). A very useful contribution in this area is research

by Pei and Crooks (2020) who explored how internet access is accompanied by adverse impacts fac-

tors: “start-up” costs (i.e. harms) to achieve access, and “maintenance” and “affective” costs once

access has been achieved to sustain it. Pei and Crooks proposed that access always extracts value

from citizens and therefore design should look to understand and account for �ows of value bene�ts

(i.e. gains) but also value losses (i.e. harms) which occur as part of access as the overall “bundle

of costs and bene�ts”. Pei and Crooks drew attention to the need for further research on identifying

and accounting for negative impacts, suggesting the use of modi�ed participatory methods, including

Scenario-Based Design.

3.4.2 Scenario-Based Design to Facilitate Harm Articulation

Prost et al. (2015) used design �ction successfully to address sustainability issues and designing

for empowerment in digital civics research, noting how it can help question the existing world, and

explore solutions beyond technology. Additionally, work by DiSalvo et al. (2016) discussed the use

of scenarios in speculative design to represent “systems yet-to come” which “extrapolates on existing

conditions”. In work contemporary with Pei and Crooks (2020), Wong et al. (2020) promoted the

idea of using speculations to explore the wider infrastructure around technologies to help the HCI

community explore the ecosystems in which technologies are entangled with, shifting focus from

the individual technology to groups of actors, instruments and activities. Wong et al. suggested that

speculations can be created to emphasise these ecosystems, and by portraying the technology as part

of multiple alternatives, this can provide insights on both the technology and the ecosystem around it.

Scenario Based Design (SBD) is also mentioned by Ehsan et al. (2022) as a participatory approach

to explore harmful effects of algorithms and in work related to public services countering poverty,

Holten Møller et al. (2021) utilised a scenario as design �ction to describe usage of a near-future

�ctional mobile app. Bates et al. (2019) had recently proposed design �ction or speculative design

methods could encourage re�ection on present impacts of existing technology and future changes to

systems. This is similar to Chin Derix et al. (2022) who noted that expert-informed scenarios used as
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interview prompts encourage deeper and more re�ective discussions during interviews.

SBD is a well-established method where Carroll; Rosson and Carroll (1999; 2002) describe sce-

narios are stories foregrounding people's experiences and goals using systems to undertake tasks,

communicating how design ideas might be used and describing positive or negative experiences.

Bødker (1999) suggested that scenarios need to be anchored to speci�c situations, but provide a way

to explore the future and can act as a bridge between designers and users. With SBD's wide �exibil-

ity, it is not surprising that a recent scoping review of ethics across SIGCHI, by Nunes Vilaza et al.

(2022), found that speculative scenarios are one of the most commonly-used methods for exploration

of ethical considerations about technology. Three important factors to consider in SBD are the fram-

ing of scenarios, plausibility of designs, and whether scenarios might lead to bias in data. Rosson and

Carroll (2002) explain scenarios can be used to understand and consider desirable and undesirable

consequences of designs, which is a good �t with this research, but L. P. Nathan et al. (2008) found

that, in practice, many such scenarios only illustrate technology being used by direct stakeholders in

the intended manner with positive impacts. Scenarios can describe current, near-future and far-future

possibilities, but plausibility affects belief and how accessible design are (Luria and Candy 2022).

Adams and Cox (2008) highlighted the danger of introducing biases to responses by providing sce-

narios to contextualize the subsequent questions at the beginning of interviews, or surveys and focus

groups, requiring methodological adjustments. Dell et al. (2012) has noted how this is can occur “es-

pecially when designing for underprivileged populations” where a perceived association between the

researcher and the design can suppress criticism. However, Carroll and Rosson (1992) had identi�ed

that identifying “what could go wrong” is as important as identifying how user goals are met in sce-

narios. Thus one way to counter this bias is to present negative scenarios to highlight problems and

harms (e.g., Bødker 1999).

3.4.3 Artefact Design to Counteract Harms in Existing Systems

An inherent part of the digital civics approach (Section 2.3.1) is to use design to co-produce technol-

ogy with citizens and their communities (Vlachokyriakos et al. 2016; Cazacu et al. 2021). Despite the

importance of the recognition of wider ecosystems in these digitised public services, there has been

insuf�cient work in prototyping interventions for large-scale systems which are already in production,

where there are additional constraints around what can be changed and how.

With an existing system, it is necessary to consider where there are design opportunities for in-

terventions. This requires an understanding of possible integration points, which Weiser (1994) had

discussed and introduced as the concepts ofseamsandseamfuldesign. Cabitza et al. (2016) described

how seams are affordances which offer appropriation and thus, as Wong et al. (2020) explained, seams

can indicate potential places for intervention. Appropriating seams might permit citizens to combine

their own access to digitised public service alongside interactions with other actors and instruments in

the service ecosystem (“with the heterogeneous others” as described by Chalmers and Galani 2004),

and thus being a form of in-use “blending matters of the state” (as DiSalvo et al. 2016). Notably,

Wong et al. (2020) suggested that the use of speculations (like scenarios) can help reveal seams and

explore ways to appropriate them. Holten Møller et al. (2019) described how gaps in provision are
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seams, thus making these opportunities for appropriation in ways which increase users' level of con-

trol. Of note of course, is that gaining greater control often means there are additional harms, perhaps

the required time and effort and increased responsibility, pointing to the need to explore not only

harms impacting claimants caused by the existing service but how those might change with digital

interventions. By designing artefacts which reduce harms (RQ3), my intention is to make the digi-

tised service less “visible” (as Weiser 1994). Chalmers and Galani (2004) summarised this approach

as how a good technological tool is one which lets users focus on their aim. And re�ecting on AT,

this approach is exploring how some activities can be converted into operations which are less con-

sciously acknowledged. According to Firmenich et al. (2019), adaptions may be consideredinternal

if the original design was infrastructured in a manner to allow future adaptions (seamful design as

Storni 2014; Chalmers 2003). However, the focus of this research is on the more commonexternal

adaptions in which third parties adapt the interface (instrument in AT) beyond the original designers'

intent. This interface is not solely the system's surface-layer; the Five Planes conceptual frame-

work developed by Garrett (2002) describes �ve elements, from more to less abstract, which together

inform and in�uence user experience, and support the notion, described by Edwards et al. (2010),

that deeper technical infrastructure has HCI design opportunities and is thus also a consideration for

seamful design. D́�az and Arellano (2015) has described how external adaptions may be created by

organisations or by skilled individuals, for the public good, or for pro�t. I consider external adap-

tions to be a form of adversarial design (as DiSalvo 2012), or what Shelton (2018) calls “oppositional

uses” of digital civics to challenge conventional implementations. The external design artefacts in

this research are however constrained by the types of technologies deployed in the existing systems.

With so many digitised public services being delivered by web applications, additional method-

ological considerations for the prototypes discussed here considers external adaptions to website in-

terfaces. Web Augmentation (WA) is a form of adaption by content transcoding, applied to web

content client-side (D́�az and Arellano 2015), extending the web browser presentation layer to cus-

tomise experience (D́�az 2012). This is of interest because it potentially permits users to participate

more extensively as both producers and consumers of value (D�́az et al. 2013) in ways the original

designer had not intended. WA has its origins in the early hypertext community when the emphasis

was on annotation and discussion support, interlinking, and structured guides and helpers (e.g., D�́az

and Arellano 2015; Ovsiannikov et al. 1999; Schickler et al. 1996), enhancing collaboration to share

opinions, beyond what a publisher of static content chose. WA requires download of an augmenta-

tion tool, either as a packaged browser-speci�c nativeextension(also known as anadd-on) or as a

genericuserscript, which both typically utilise local con�guration and data storage, with the ability

to augment one, some, many or all websites (D�́az and Arellano 2015; Chilana et al. 2012; Tajima

and Nakamura 2017; Han et al. 2016; Reed and John 2003). WA has been used considerably in HCI

research (e.g., Sereno et al. 2005). In digital civics, Goffe et al. (2022) described how WA can be

used to manipulate the user's experience, changing the designer's intended and envisioned interac-

tions by highlighting or revealing information in the context of a commercial food ordering platform.

However, WA of digitised public service web applications has not been explored by HCI researchers.
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3.5 Research Design in Response to Coronavirus and COVID-19

Research on both Case Studies was affected by an external event. Severe Acute Respiratory Syndrome

Coronavirus-2 (SARS-CoV-2) was the name given to the 2019 novel coronavirus with its associated

disease called COVID-19 (WHO 2020); the spread of this virus around the world lead to a global

pandemic. Government regulations imposed to control the disease and societal adjustments impacted

my research plan, methods and participants. I describe these matters collectively in this Section for

two reasons: 1) to provide clarity in one place about the cumulative effects on my research, presenting

these chronologically; and 2) to avoid repeated mention of the pandemic topic in subsequent Chapters

which otherwise might detract from my argument. Furthermore, understanding the pandemic's effects

is necessary to comprehend a change to the research context. The pandemic has not just been a

temporary subordinate event in the broader context of digital welfare. Dencik (2021) has pointed out

that the upsurge in data collection and use of technology during the pandemic has accelerated the

trend of increasing data use, automation and predictive analytics within social protection and other

public services, amplifying the relevance of the research questions. Negative and positive impacts of

the pandemic on other researchers and their work are now being published. Without the advantage of

hindsight, my own responses were made in reaction to unfolding events where future effects could not

be foreseen, leading to my broad course of action changing over time. This meant my methodology

was adapted “in the �eld” (as Clough and Nutbrown 2012). Despite resources being published on

how to adjust qualitative methods (e.g., Lupton 2020; Covid Realities 2020), guidance was lacking

about research design strategies for starting completely new studies.

A document (Wenzel et al. 2020) to help inform organisational responses to COVID-19 is useful

to frame the stages of changes to my research design, and which I re�ect on later in this Section's

summary. Wenzel et al. had undertaken a meta review of how enterprises respond to crisis, present-

ing a framework describing four types of strategic response:retrenchment(narrowing the extent of

activities),preserving(taking mitigating actions to maintain the status quo),innovating(adopting dif-

ferent opportunities) andexit (discontinuation of activities). A. D. Hill et al. (2021) describe how

some research was delayed, disrupted and even ceased, though I never consideredexit as a viable

response since the research would almost certainly have to recommence at some point.Preserving

was also not an option because I had hardly begun any research activities, leaving nothing to sustain.

Consequently, my own response began with a period ofretrenchmentwhere I reduced my actions to

those which were possible and permitted, leading to the opportunistic secondary research described

in Section 3.5.2 below. As time progressed and restrictions continued, I altered my response to one

of innovating. As later reported by Astrup (2021), “innovation and adaption” was also what the UK

third sector were doing, and notably the framework has since been cited by others, such as Fuller and

Rice (2022). I changed my research plan in-situ to pragmatically balance what was feasible with what

was reasonable, and progressed with the research, achieving completion of my original aim broadly

within the original timescales, but by a different path.

Figure 3.7 demonstrates how multiple waves of the pandemic drove hospitalisations of people,

and consequently deaths, which continued throughout the whole period of my research. To illustrate

49https://www.england.nhs.uk/statistics/statistical-work-areas/covid-19-hospital-activity/
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Figure 3.7: Chart showing daily number of hospital beds occupied by con�rmed COVID-19 patients
in England for the period March 2020 to June 2022 (data from NHS England49) overlaid
with the periods of my data collection for each study.

the longevity of the event, I now describe chronologically the drivers, changes made and mitigations

undertaken in my methodology, grouped below to re�ect how my own response developed over time

to these changing circumstances.

3.5.1 The Early 2020 Lead-In: Legislation and Rule Changes

Preparatory research activities coincided with the �rst indicators of the growing public health threat.

While commencing the literature review, I also drafted an initial ethics application, and by early 2020

had preliminary con�rmation from two organisations which were willing to be involved as partners.

Through January and February 2020 there was concerning news about SARS-CoV-2 and COVID-19.

Some organisations were already being much more proactive than UK central government, making

arrangements for their own lockdown and increased separation of people, including my own institu-

tion Newcastle University which, on 17 March introduced changes to limit in-person contact. The UK

government announced a lockdown on 23 March 2020, with legislation being put in place later the

same week on 26 March50 resulting in an update to Newcastle University's research policies (New-

castle University 2020):

Researchers must not begin—or continue to conduct—any project involving direct

contact with human participants until the current restrictions are lifted. (Collum 2020)

At the same time, disruption to the employment market meant a rapid increase in applications

for UC, the topic of my �rst Case Study. The government also made temporary changes51 to UC,

including aspects which might affect this research: suspension of work related activity commitments,

an increase in the award amounts, and additional resources to deal with the growth in UC claims

mirroring the rise in workplace redundancies.

50https://www.legislation.gov.uk/coronavirus
51https://www.legislation.gov.uk/uksi/2020/371/made
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3.5.2 Retrenchment in Spring 2020: Opportunistic Secondary Research

The period ofretrenchmentpermitted progress on two separate research projects, described below.

Although these were principally initiated due to the pandemic, they both had some consequential

effect on my decisions and methods in the studies described in Parts III and IV of this thesis.

PIP Kit Website and PIP Kit as a Service

In previous research I had examined how a hybrid physical-digital diary `PIP Kit' might be used by

PIP claimants to collect and gather initial information and evidence (Watson et al. 2020). I developed

a remote-only version called PIP Kit as a Service (PKAAS) and created an informational website52

during March and April 2020, where I posted a request for trial participants, but without success.

However, this resulted in an enquiry from a potential PIP claimant who wanted to build something

else: a remote method to collect information from those who provide day-to-day assistance such

as carers and family members; not something provided by PIP Kit or PKAAS. This enquiry was

opportune and directly led to study 4 described in Chapter 7.

Access to Mobile Phone Personal Data in a Public Health Emergency

This period also permitted me to learn and use additional analysis methods by undertaking a follow-

up study to previous research (Watson and Smeddinck 2020) examining data access by the State,

using three scenarios of increasing public health signi�cance. I re-ran the study as an online survey

with a greater number of participants during Spring and Summer 2020 (Watson et al. 2021). The

methods impacted study 1 of this thesis in three ways. Firstly, this work allowed me to further explore

the use of scenarios with participants. Secondly, it gave me a deeper understanding of quantitative

methods, leading me to apply the same clustering analysis technique to select four most-different

scenarios. Thirdly, I learned how to create and execute online surveys using the Proli�c research

platform, knowledge applied a year later to create and deploy a UC-related survey.

3.5.3 Innovation in Summer 2020: Approaching Many More Potential Partner Organisations

The ongoing nature of the pandemic required a change of approach fromretrenchmentto innovation.

My university faculty announced that researchers must continue work, alter their plans, and assume

there would be no extensions to the period of research. Likewise, in my attempts to make contact

with local authority and third sector organisations, I noted their own staff were also having to work

remotely, some employees had been furloughed to save money, while other employees were sick, and

there was less volunteer support, reducing cutting or curtailing service provision at a time of greater

demand. Papers published since then demonstrate the effects I had noted were common amongst

third sector organisations (e.g., M. Harris 2021; Astrup 2021; C. Jones 2021; Dederichs 2022; C.

Jones 2021; Creutzfeldt and Sechi 2021).

Restrictions on my ability to meet partner organisations and recruit claimant participants was de-

laying data collection and it was not clear how long restrictions might last or, if removed, whether they

52https://www.pipkit.org.uk
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would be re-introduced at a later date. I created a risk assessment (Appendix A page 234) in May 2020

identifying potential pandemic-related issues which could affect my research and discussed these with

my supervisors to identify mitigations (Appendix A.1), and then monitored the situation to be ready

to further adapt my research as opportunities became available. I had planned to commence data

collection with advisor participants from two organisations: the of�ce of one was closed at lockdown

and some staff were subsequently furloughed; an initial meeting with the other did not materialise. I

amended my draft ethics application (see Section 3.6 below) to reduce the emphasis on speci�c named

organisations. Over the summer I expanded my search to identify and try to engage withalternative

potential partner organisations, making contacts, but I was not successful making me very concerned

about my ability to undertake the research. With continuing restrictions and disruption, what had ini-

tially seemed as an initial delay to on-board a small number of partner organisations, soon turned into

a lack of engagement with any organisations, despite the renewed attempts to engage more widely,

requiring furtherinnovationto progress.

3.5.4 Innovation in Autumn 2020: A Shift from Organisational Recruitment to Individuals

The next response I undertook was to change my objective from creating partnerships with organi-

sations to direct participant recruitment. Other researchers like Edmiston et al. (2022) had existing

relationships with gatekeeper organisations providing help to welfare bene�t claimants, and were thus

able to progress their research by remotely interviewing advisors. I did not have this as a starting point

and I felt it was becoming increasingly inappropriate for me to attempt to engage at all with organi-

sations under stress during so much change and upheaval, and it would be unethical to try to request

their time and effort when they needed to focus on more fundamental aspects such as service deliv-

ery. But my research plan and ethics application had included the possibility torecruit all claimant

participants directly, with this becoming the second innovation.

I realised this would not be straightforward as potential participants, being in lower socio-economic

groups, were known to be specially vulnerable to COVID-19 (Patel et al. 2020). Cullingworth et al.

(2022) describe the equivalent factors for people living with disabilities, such as amongst many PIP

claimants: worse health outcomes, reduced access to healthcare and adverse social impacts, lead-

ing to increased morbidity. In conjunction with this, lockdown compounded �nancial problems for

those already in poverty: Cross et al. (2022) noted how those with irregular working hours or paid

on commission were much more likely to fall behind on their bills during the �rst lockdown, more

likely to be furloughed and more likely to lose their job. These factors required me to consider very

carefully the design of recruitment processes (Section 3.7.2) and research methods. Practically too

for claimants, the sudden imposition of restrictions meant that all assistance needed had to be sought

remotely (Edmiston et al. 2021; Astrup 2021), with those who were used to in-person help, unable

to do so (Edmiston et al. 2022). These issues were on top of the dif�culties engaging with hard to

reach claimants, due to daily struggles just to cope, combined with embarrassment, and welfare ben-

e�t stigmatisation, and those with problems accessing and using online services. The pandemic had

compounded all these factors.

Despite the circumstances, pressure continued to be applied to progress. In late 2020 my funding
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body, the UK Research and Innovation (UKRI), published guidance emphasizing the need for PhD

researchers to complete on time with “the priority for students now is to adapt and adjust research

projects to mitigate the delays caused by COVID-19” (UK Research and Innovation 2020). This was

consistent with the earlier guidance provided by my faculty, and thus more formally con�rming the

need for theinnovatingapproach I was already taking. A further lockdown was announced by the UK

government in November 202053 requiring changes to the research methods themselves.

3.5.5 Innovation in 2021 and 2022: Impact on Method Selection

Methodology Related to Articulation of Harms (Part II studies)

With the commencement of recruitment and to mitigate further delays, there was an overriding imper-

ative to switch to the use ofremote rather than in-person methods. Potential remote data collection

methods considered were focus groups, workshops, interviews and surveys. Pandemic restrictions

meant that broadly only people living in the same household, or support bubble, could be in the same

physical space, and thus there was a possibility of using methods like remote synchronous focus

groups or online group interviews where all participants are co-located using one device (e.g., Dodds

and Hess 2021). But household groups were not consistent with this research's aim and consequently

all my participants would have to be remote from each other. The very �rst data collection activity

in this research, described in Chapter 4, was with advisor participants. The advisors were not em-

ployed by the same organisation, had been recruited independently, and had different roles making

it less appropriate to use a group method. As an alternative, interviews are the usual way to collect

data from participants in Case Study research Yin (2018), with such in-depth interviews being one

of three most-widely-used HCI research methods (Adams and Cox 2008), as well as questionnaires

and focus groups. Alsaawi (2014) notes that semi-structured interviews are the most commonly used

due to their capability to collect richer and more in-depth qualitative information due to their �exibil-

ity (Bryman 2012) and ability to ask questions opportunistically (L. E. Wood 1997). Consequently,

semi-structured interviews were offered either by video (MS Team or Zoom) or by telephone.

For claimant participants, my original plan intended to use in-person focus groups and workshops

with claimants to provide a joint experience and mutual meaning-making, enabling collection of in-

depth open-ended data, but data collection now had to be remote and online versions were instead

planned. However, once initial recruitment activities began with claimants, the methods had to be

adapted in response to participant concerns. Without any shared gatekeepers, and participants being

individually-recruited, an immediate impact was that claimant participants had nothing in common

with each other apart from the Case Study topic. Almost all the candidate participants did not want

to engage with any other claimants. They were anxious about their own privacy, not wanting to

reveal personal matters to people they did not know and, more importantly, since they relied on

the payment to counteract poverty, they felt that having anyone else than a researcher involved in

activities increased the risk of their own claims being adversely affected. Given the recruitment

dif�culties already encountered I chosenot to use any group-based methodswith claimants. With the

53https://www.instituteforgovernment.org.uk/charts/uk-government-coronavirus-lockdowns
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understanding that all participation would be one-to-one between myself and each claimant, almost

everyone then agreed to take part in the research.

Individual non-group remote methods needed to gather a deep understanding of people's experi-

ences, and support the ability to explain questions and adjust subsequent questions based on earlier

responses or to ask questions for further elaboration which can provide an opportunity for spontaneity

(Opdenakker 2006), and thus contribute to gathering richer data and to building rapport (as R. J. Hill

and N. E. Hall 1963; Maestre et al. 2018). Also the claimants are domain experts as users of the Case

Study topics, so semi-structured are recommended as the most appropriate format for these (as L. E.

Wood 1997). Thusthe main method used with claimants was changed to individual semi-structured

interviews. To complement this method, I wanted to simulate some aspects of group methods by com-

municating participants' individual contributions between all other participants to nurture a sense of

shared work, but to do so asynchronously and remotely to avoid them interacting directly in any way.

To provide this feedback channel for the two studies involving multiple claimant participants (Chap-

ters 4 and 6), I included intermediate analysis to provide anonymous aggregated information back to

all participants, requiring multiple steps in each data collection activity. As the studies progressed,

some remote (online or paper) surveys were used to complement, and in one study to compare with,

the rich interview data. These details are provided in the subsequent Chapter for each study.

Methodology Related to Mitigating Harms (Part III studies)

Opportunities to move to in-person activities did not ever materialise signi�cantly. Even as late

as November 2021, additional pandemic restrictions were imposed as concerns about the Omicron

strain grew54, continuing to affect the ability to engage in-person. Along with this, a permanent side-

effect of the earlier direct claimant recruitment meant remote data collection with these participants

continued through all later engagement activities. Initially this was due to pandemic restrictions,

but the resulting geographic spread of participants and an unwillingness to travel made in-person

activities impractical. This was also still affected by claimant participants' desire to remain anony-

mous and not communicate with other claimants, which determined that group activities–online or

in-person–remained impossible.

Therefore, remote individual methods were also used for all prototype design and evaluation ac-

tivities with claimants, where conventional in-person workshops or observation would more usually

have been used (Kerr et al. 2022). Brief consideration was given to non-digital remote design meth-

ods such as physical artefacts and use of postal services, but there were still many concerns about

COVID-19 transmissibility through shared surfaces55, and up to this point there had been no need for

participants to provide their physical addresses, which had added to their sense of privacy. Thus like

the earlier data collection, prototype design was undertaken over multiple steps enabling participants

to re�ect on their own contributions in the context of contributions by others. This is therefore an

iterative approach; it has some similarities with `integrated co-design' described by Kerr et al. (2022)

in relation to design with multiple stakeholders (rather than multiple individual users), and which

54https://www.ons.gov.uk/peoplepopulationandcommunity/healthandsocialcare/conditionsanddiseases
55https://www.nhs.uk/conditions/coronavirus-covid-19/how-to-avoid-catching-and-spreading-coronavirus-covid-19/
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recognises this as an extended process where there are multiple stages of design, prototyping and

evaluation.

Organisations themselves also continued to be affected by the pandemic and related restrictions,

and only two in-person activities arranged through gatekeepers occurred during the whole period of

research: formative group evaluations by advisors of a prototype in early 2022 (study 3), and the

individual interviews with advisors in mid 2022 (study 4). The �nal summative evaluations of the

prototype in study 3 were undertaken remotely with both claimants and advisors to ensure method-

ological consistency.

3.5.6 Section Summary

This Section has described how the pandemic impacted my research plan, methods, and participants.

I outlined the changes made to address the effects on citizens, and to comply with government re-

strictions and guidance to adapt research plans whenever possible from Newcastle University and

my research funder, the Engineering and Physical Sciences Research Council (EPSRC). I undertook

pragmatic actions to be able to engage with potential participants and encourage them to interact with

me for the research, and to continue to do so over an extended process, which was a trade-off between

what I could do and what was reasonable. Referring back to the framework provided by Wenzel et al.

(2020) which describes four types of strategic response, I did �nd this useful to help me understand

my own approach, although I can now recognise some limitations in the model. From my own re-

search perspective, I think what was different during the pandemic was not just the long duration of

the crisis (and which has not �nished) but the way effects and restrictions changed, with little ability

to predict what these might be and how long they may last. This meant I went through repeated cycles

of responding to differentcrises, leading to multiple types of response, and for some like innovation,

doing this more than once. This was like a long-distance hurdle race where I needed to repeatedly

jump over a barrier, only to �nd another soon after, with an extended “very unpredictable” process of

accessing participants (as Cook and Crang 1995), in other words the “getting in, getting on” (Irvine

and Gaf�kin 2006) of accessing participants and collecting data. Within these situational constraints,

the common ethics, sampling, recruitment and involvement of participants are now described.

3.6 Ethical Considerations

Newcastle University's ethical guidance de�nes all welfare bene�t claimants as a vulnerable group

requiring additional consideration, being socio-economically deprived due to poor �nancial circum-

stances or living with disabilities and chronic health conditions which require additional resources.

However, my own knowledge and recognition of the further pandemic-speci�c factors mentioned

above (e.g., isolation, morbidity), contributed greatly to my research conduct, administration, design

and ethical review activities. With my research foregrounding the views of claimants to determine

harms in digital welfare systems, I recognised the need to be cognisant of alternative harms the re-

search might impose on claimants. Adverse research effects on claimants could impact on my ability

to elicit harmful effects of public services, and differentiate between those and harmful effects of

taking part in the research. This was already particularly important because of the nature of digital
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welfare public services: both accessing the service and delivery of the service occur digitally, making

it harder to distinguish between these two aspects. This was more signi�cant with my use of remote

research methods, which were themselves also mostly digital, emphasising the need to minimise

research-generated harms.

3.6.1 Ethical Reviews and Approvals

The studies related to the UC Case Study were undertaken under one main ethics application. To

potentially permit commencing research activities sooner, a phased approach was used, with the �rst

phase of the main application only covering aspects with adult advisor participants who are not classed

as vulnerable. The claimant-related second phase, requiring additional consideration, justi�cation

and documentation, was approved mid May 2020. With pandemic-related restrictions in force, these

applications were subsequently updated when permitted to include direct human contact, approved in

October 2020. Research described for the PIP Case Study was undertaken under a different approval

due to the study being an extension of separate previous research as described in Section 3.5.2 and

was thus more speci�c to PIP. A change request for this was granted in mid-May 2020. Certi�cates

are included in Appendix B, page 238.

3.6.2 Initial Informed Consent

Practices for gaining consent were informed by my approach and personal principles including being

open and ensuring fairness. All participants who took part in the studies provided fully-informed con-

sent requiring positive opt-in. For most participants, recruitment and consent used online processes.

Guidance from Newcastle University's early experience of developing “virtual and e-consent”56 helped

me to de�ne remote consent process, with the materials and processes used for obtaining consent ad-

justed for each Case Study, participant role and data collection method. Consent was recorded mostly

virtually using an online form, with some on paper and then scanned. Each recruited participant is

referred to in data and other materials by a Participant Identi�er (PID) (see Appendix B.3). These

comprise a designated letter—C for claimants, A for advisors and H for HAZOP Study Team mem-

ber—pre�xing a two-digit zero-padded decimal number (e.g., C02, C11, A02, H05).

3.6.3 Ongoing Situational Consent

Waycott et al. (2015) have described the ethical challenges for HCI research involving vulnerabile

participants. Thus, I did not limit matters of gaining consent to the on-boarding period and because I

recognised how research evolves and participants' understanding and choices can change. McAreavey

and Das (2013) describe how consideration of ethical approach, obtaining approval and gaining con-

sent should be an “ongoing process” which �ows through all stages and requires the researcher to

re�ect on and take account of changing practical considerations, whilst being underpinned by the

scrutiny of research design and review by ethics committees. Weis (2019) suggested these situational

ethics need to be more than an extension of “procedural ethics” and could even be a replacement.

56https://newcastlejro.com/research-in-newcastle/resources/documents/
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My own view is that these approaches should not be mutually exclusive, because there are synergies.

I consider the design and ethical approval should be the bounding framework within which there is

some scope for situational response to events and practical needs, making it more relational (in tune

with the idea of relational public services in digital civics), and consequently this sort of ongoing

ethical approach was built into my plans.

Abbott et al. (2019) recommends a proactive approach whereby conversations continue with par-

ticipants about use of their data, which they say is specially more important where multiple activities

form part of a study, like in my research. This pro-active approach �tted well with my desire to ensure

I was being fair in my dealings with all my participants, regardless of their role or perceived status,

avoiding pressure for them to take part and ensuring I made effort to understood and respect their

wishes. Situational aspects were therefore incorporated within activities and across multiple activ-

ities with participants who participated more than once. I also used information from each activity

to inform the next (e.g., wording of interview questions, what could be discussed) in a feed-forward

type of ethics adjustment mechanism. A personal discussion preceded each involvement (apart from

survey-only participants), giving the opportunity for claimants to provide more nuanced contextual

consent—within what they had already agreed to (and had been approved)—checking whether they

had further questions or concerns which I then discussed, if they were still willing to continue taking

part. I ensured concerns and changes were acknowledged and addressed to their satisfaction.

3.6.4 Remuneration

To ensure participants were not induced to take part, I had to consider the effects of incentives or

compensation offered. During recruitment brie�ngs, all potential interview participants appeared

motivated to take part in the research by a desire to contribute to my research aim, and hence com-

pensation for involvement was seen correctly in my view as a token recognition of contributing their

individual knowledge as experts. With most potential claimant participants being in poverty, some

additional consideration was necessary to avoid coercion or pressure. McAreavey (2017) describes

that from an ethical perspective, acknowledging the time and effort given by participants is necessary

to “uphold the fundamental principles of bene�cence, respect and justice”. An additional consid-

eration for claimant participants was whether they were currently in receipt of UC and whether the

remuneration affects the award due to means-testing. Potential adverse effects (covered in some de-

tail by Cheetham et al. 2022), could have meant claimants being considered to be undertaking paid

work, where there could be a con�ict with eligibility rules or conditionality requirements particularly

as Cheetham et al. had noted there is “variability in enforcement/interpretation of Universal Credit

rules”. These matters are further addressed in guidance57 on remuneration for members of the public

in health-related research by the UK's National Institute for Health and Care Research (NIHR) which

led me to ensure I differentiated between involvement as service users and work, that the participation

is intermittent, varies in length and frequency, and people can withdraw at any time.

Taking these considerations into account, claimant participants were compensated at a nominal

rate. Most other non-claimant participants were not compensated, as either they would be involved

57https://www.nihr.ac.uk/documents/nihr-public-contributor-payment-policy/31626
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as part of their paid employment, or are local researchers/students where it is common practice not

to provide monetary compensation (Pater et al. 2021). The only exceptions to this were one remote

group interview, and one in-person workshop when a mix of claimants and volunteer advisors were

invited, where my protocol was to treat everyone attending identically to avoid anyone being reluctant

or feeling embarrassed to receive compensation. Compensation was determined using an “amount by

time” basis (ibid.) at a basic hourly rate, set at a convenient number £10/hour, a slight premium above

the contemporary 2020 national minimum wage58. This is well below NIHR rates59 for health and

care related involvement which is around £25/hour as that felt to me to be excessive, and I wanted to

ensure I compensate for all time undertaken, including preparation, not just in some narrower period.

This “amount by time” basis was used for most forms of research activity involvement, except one.

With little of control over the duration of remote online surveys, I set compensation for survey-only

participants instead on an “amount per task” basis (ibid.), with an estimated time used to calculate

the amount. Apart from Proli�c where an account credit is made, the compensation was issued in

the form of shopping vouchers, provided immediately after involvement, and generally by remote

delivery methods. The sampling, recruitment and contribution of the participants are now described.

3.7 Participants

This Section discusses matters of population sample, sample size, methods of recruitment for each

Case Study and concludes with a description of which participants were involved in the multiple

studies described in subsequent Chapters. Three different participant roles were recruited: 1) UC and

PIP claimants; 2) advisors; and 3) others to undertake pilot trials in study 2. There were no overlaps

between participants in each of these roles. English was the �rst language of all participants, besides

two advisors described in study 3, and used in all research activities and data collected.

3.7.1 Sample and Sample Size

Necessary sample sizes for interview-based qualitative research are affected by the population, sam-

pling strategy and data quality (Hennink et al. 2017), but the argument in my thesis is based on mul-

tiple stages of data collection, triangulation and analysis. To balance sample size for the thesis and

that for potential HCI papers (Caine 2016), instead of de�ning a �xed number, my sampling strategy

was to de�neestimated rangesfor participant sample size (Braun and Clarke 2021b), which I then

consider for adequacy during data analysis for the thesis, such as whether I think suf�cient numbers

have been interviewed for the purpose of a study, and separately for papers. Malterud et al. (2016) re-

fer to this as an “information power” approach to guiding sample size where aims, sample speci�city,

use of established theory, quality of dialogue and analysis strategy impact this “power”. Thinking

about this approach, I see my research as having a focused aim supported by an integrated research

plan to fully answer my research questions: to collect different data through a series of interviews and

surveys, with participants in differing roles, which then inform the subsequent design and evaluation

of prototype interventions which provide further richness to the data, and greater analysis power. This

58https://www.gov.uk/government/publications/the-national-minimum-wage-in-2020
59https://www.nihr.ac.uk/documents/nihr-public-contributor-payment-policy/31626
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approach is bolstered by triangulation to examine the same phenomena of harms affecting claimants

in different ways to draw on multiple sources of data, and which Mackay (1998) recommends using

in HCI. This power is increased by also having studies spanning two Case Studies, and by recruiting

participants with longer-term experiences of accessing the Case Study topics to increase the sampling

power. This latter power was noted more recently by Currie and Podoletz (2023) for research about

digitised social protection payment public services like UC, because one-off and individual interac-

tions provide less insight into the hidden complexity, and who pointed to the need to recruit claimant

participants with longer access, and advisors with knowledge of many claimants over many years.

The sampling for each participant role (claimants, advisors and others) are now described in turn.

Claimants

The �rst population group, whose viewpoints are foregrounded in this research, are citizens who are

UC and PIP claimants. For PIP, a participant drove the purpose of the research, but for UC, the

claimants were the primary source of data as well as prototype evaluators, requiring sampling of this

population, of which the UN states “everyone has the right of equal access to public service in his

country”60. Whilst the number of UC claimants is known61 their identities and contact details are

not public, and therefore cannot be selected systematically. Accordingly, a purposive (Palys 2008)

selection of “current or past claimants” with an experience criterion of “using UC Online to claim”,

was combined with non-probability (Saumure and Lisa 2008) techniques. I brie�y had a concern

whether I would be able to reach relevant participants, given they were all recruited remotely, despite

an attempt to also recruit in-person. I soon dismissed this because all users of UC Online were present

online users, and during lockdown they were dealing with accessing the system remotely already.

Additionally, given that some recruitment occurred via social media, Bernstein et al. (2011) identi�ed

the need for sampling to try to avoid inadvertent snowball sampling effects and the resulting bias,

and this was countered for interview participant sampling by combining social media with physical

channels. With using a qualitative methodological approach, where there are typically smaller sample

sizes as discussed above, my estimated sample size range for claimants, to keep in mind during

recruitment, was selected as 30–40 overall, and 10–20 for each individual UC study.

Advisors

The second population group comprises advisors who offer complementary data, albeit mediated, in

the form of knowledge about the experiences of many other claimants, and providing data on the other

corresponding side of some transactions supported by the prototypes developed. Advisors were iden-

ti�ed and selected when required using a purposive selection of “provide support to UC claimants”,

and recruited through contacts with organisations operating in the local geographical region of New-

castle University. Advisors contributed data in three ways. The �rst subset was a small number

of advisors from a “convenient sample” who worked with a previous contact, used to gather foun-

dational information and inform the process for data collection with UC claimant participants (see

60https://www.un.org/en/about-us/universal-declaration-of-human-rights
61https://www.gov.uk/government/collections/universal-credit-statistics
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Chapter 4). The second subset were two advisors, invited to supplement a gap identi�ed in claimants

participant knowledge about non-English speakers, recruited from an organisation suggested by one

of the claimants, and thus a type of snowball sampling, but only used in this one instance. The third

subset of advisors were those recruited to contribute to evaluation activities related to the prototype

interventions described in Chapters 6 and 7. I sought an advisor sample size for the UC intervention

similar to the number claimants involved with design and evaluation (i.e. 8–10 advisors). For the

narrower-scoped PIP-related study, where the recruitment was time-limited and no claimants under-

took evaluation, I chose a smaller estimated sample size of 2–6 advisors.

Others

Finally, for the third population group, this was the only occasion when students were recruited as

participants, to undertake pilot trials of the hazard analysis method (study 2) in a subsidiary activity to

generate information for use in the UC Case Study. The population excluded claimants and advisors,

with the only criteria being that they could take part remotely and had no prior knowledge of the

method, to explore the experiences of novices using the technique. A sample estimate of 5–8 people

for each assessment was necessary to provide suf�cient discussion and corresponding data.

3.7.2 Recruitment

A wide range of methods were used over an extended timescale to undertake recruitment. To offer

a broad choice of contact channels to candidate participants, speci�c and dedicated diverse commu-

nication options were created for my research recruitment activities. These were a mobile phone

number, an email address, a physical postal address at Newcastle University, and a website portal

containing research information and links to online consent forms. Direct recruitment in 2020 led

to suf�cient, but delayed, participant involvement in the �rst stages of the research, but participants

were needed across almost two years of data collection and analysis, design and prototype evaluation.

Some degree of subsequent attrition was expected, and thus to persist participant numbers for later

stages of research, additional effort was made to recruit further people throughout 2021 and into 2022.

Recruitment methods are described in each study.

3.7.3 Compendium of Participant Involvement

Overall, 105 participants were recruited and took part in data collection activities across the two Case

Studies in the four studies (Table 3.3). There is considerable variation in individual participation with

the intermittent data collection activities, which spanned in total almost 22 months, from July 2020

through to May 2022.

No participant took part as both a claimant and an advisor. Some participants contributed to only

one activity in a single study, and many to multiple activities within a single study. Some others

contributed to multiple activities of two studies: �ve claimants and three advisors, one of whom

(A12) spanned both UC and PIP Case Studies. Multiple-activity participants generally contributed

periodically over many months; the maximum period of involvement was one advisor who undertook

interviews 19 months apart, across two different studies, but no activities in between.
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Case Study Universal Credit PIP
Part Number II III

Purpose Articulating Harms Mitigating Harms

Chapter Number and Title 4 5 6 7
Participant Role PID(s) Study 1:

Lived
Experiences

of Harms

Study 2:
Systematic

Harm
Enumeration

Study 3: UC
Online Web
Augmenta-

tion

Study 4: PIP
Supporters
Integration

UC Claimants C01 � �
C02 � �
C03 � �
C04 �
C05 �
C06 � �
C07 �
C08 �
C09 � �
C10 �
C11 �
C78 �
C79 �
C80 �

(survey only) C12–77 �
PIP Claimants C81 �
Advisors A01 � �

A02 �
A03 �
A04 � �
A05 �
A06 �
A07 �
A08 �
A09 �
A10 �
A11 �
A12 � �
A13 �
A14 �

HCI HAZOP H01–10 �
Participant Count 105 81 10 18 4

Table 3.3:Overview of the 105 participants taking part in the studies: roles, participant identi�ers
(PIDs) and whether their contribution was to a single study (97 PIDs, indicated� ) or in
two studies (8 emboldened PIDs, indicated� ).
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3.8 Data Analysis

Data collection is described in each of the subsequent four studies (Chapters 4–7). For all of these

analyses, data preparation prior to analysis involved either verbatim transcription of audio-recorded

interviews or data extracted from online survey records of textual responses to open-ended ques-

tions, followed by pseudonymisation. Analysis was primarily undertaken using inductive re�exive

Thematic Analysis (TA) (as Braun and Clarke 2006; Braun and Clarke 2019) to develop patterns

of shared meaning. These were generated through interpretation, not solely from the data, for con-

sistency with the social constructivist Research Philosophy. Apart from one TA (in study 1), I did

not include other researchers in data analyses, and thus there is no consideration of agreement be-

tween researchers undertaking analysis or metrics like inter-rater reliability (IRR) (McDonald et al.

2019), which Braun and Clarke 2021b describe as unhelpful for determining quality of coding from

a qualitative perspective. For each study, I discuss in the relevant Chapter the quantity and quality of

data, but also the quality of the analysis to consider whether there is suf�cient “information power”

(as Malterud et al. 2016) where meaning generation through analysis is an integral part (Braun and

Clarke 2021b). Consequently, there is no discussion here of concepts incompatible with re�exive

TA (ibid.) such asdata saturationor meaning saturationwhich vary between studies (Hennink et al.

2017). For the same reason there is no focus ontheoretical saturation, a feature of Grounded Theory

(Glaser and Strauss 1967). Instead I attempt to demonstrate quality by adherence to accepted quality

practice described by Braun and Clarke (2021) and consider the richness and complexity of data as it

is collected (as Braun and Clarke 2021b) to determine whether the sample size is adequate for each

particular research question, and if necessary increasing the sample size above the estimated range

(see Section 3.7.1).

The presentation of �ndings provides the voice of participants by including quotations extensively,

identifying the context of the data, and its interpretation. However, the research uses the experience

and views of individualsabout systemsto understand general problems, and there is no intent to focus

on the “symptoms” (as Flyvbjerg 2006) of individuals or undertake statistical analysis to produce

generalisable �ndingsabout the population. Instead the sampling strategy was to collect specimens

of interactions with selected public services, focusing on the relevant “features” (as Gobo 2004)

of each digital welfare service. Gobo (2004) argues that for qualitative studies the intent should not

necessarily be to generalise �ndings from the sample to the population, but rather the �ndings are used

to help identify knowledge which applies in other similar situations. This is what (ibid.) describes as

�nding “patterns” which I understand to be the similarities in the shared meaning acquired through

analysis of the data. This approach �ts with the aim where the patterns of interest are digitisation-

related harms in the digitised public services.

3.9 Chapter Summary

This Chapter has described how the structure of the research is based around four studies related to

two Case Studies using Research through Design. The methodological considerations common to all

the studies were described, comprising an overview of the original research plan's methodology, the
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justi�cation for selection of the two Case Studies (UC and PIP) and providing relevant information

about each to set the context of the studies. The plan begins with the articulation of harms experienced

by claimants, to then design, prototype and evaluate digital interventions which counter harms, and

�nally, re�ection on the �ndings and insights to answer the Research Aim and Questions. The Chapter

provides an explanation and description of the necessary alterations made to the plan and methodology

to mitigate effects of the pandemic, the ethical considerations including ethical review, approval and

gaining consent, and how participants were sampled, recruited and involved with activities for each

study, over the almost two year total duration of data collection. The Chapter also summarised the

involvement of 105 participants (81 claimants, 14 advisors and 10 others). Each study's speci�c

design, data analysis, �ndings and intermediate insights are described in subsequent Chapters. The

following Chapter 4 is the �rst study of the UC Case Study.
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Chapter 4: Study 1: Lived Experiences of Harms

4.1 Prelude to Part II

The studies in Chapters 4 and 5 forming Part II (Articulating Digital Harms) each contribute to the

identi�cation of harms affecting claimants who use a digitised remote self-service social protection

payment public service, to answer RQ1 (How do claimants view their interactions with online digi-

tised social protection payment public services?) and RQ2 (What design features of these are con-

tributing to harms perceived by claimants?). I do this primarily through working with claimants to

develop an understanding of their perspective on the harms that result from, and how they are impacted

by, the implementation of digitisation through examining an existing system in use. The claimant-

articulated �ndings are triangulated with data from a second approach to produce knowledge about

harms systematically, giving me a strong evidence base from which to design and evaluate prototype

digital interventions that can help reduce harms, to then explore RQ3 in Part III.

4.2 Study 1 Overview

This Chapter is the �rst of three studies in the UC Case Study (see Table 1.1 in Thesis Structure and

Chapter Outlines). The social protection payment public service UC was described in Section 1.5.1,

with the Case Study's bounds speci�ed in Section 3.2.2. In this Chapter, I gather data to demonstrate

the harms impacting claimants resulting from digitisation, developing recommendations to avoid such

harms throughout design, and a classi�cation in the form of a new taxonomy. I argue that in order

to understand the balance of gains and harms of digital welfare when designing such services, it is

vital to go beyond the transactions at the digital interface and take into account claimants' wider

ecosystems.

Study 1 focuses on claimants' own identi�cation of harms associated with digitisation. Its design

entails gathering and analysis of participants' accounts of their experiences with UC Online, starting

with foundational advisor interviews (referred to as Stage 1A n=4, where the `1' denotes that this is

study 1 of the thesis to distinguish them from Stages described in other studies), then two rounds of

data collection with claimants (Stages 1B n=8, and 1C n=76). See an overview of the study's structure

in Figure 4.1. Data from Stages 1A and 1B were partially analysed to develop speculative scenarios

illustrating potential digital design changes, which also included some data derived from the next

study, which were used as prompts in the second-round claimant interviews and surveys (Stage 1C).

The claimant data from both Stages 1B and 1C were then subjected to TA for two distinct purposes:

1) Stage 1B data and relevant data from Stage 1C data to determine how harms are experienced under
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the current system; and 2) Stage 1C data to investigate how small changes to the UC Online system

might cause harms and thus to determine the system's harm characteristics. The �ndings and insights

from each of these two analyses are presented in pairs: Sections 4.4 and 4.5 on harms of the current

system, followed by Sections 4.4 and 4.7 on harms resulting from small changes to the system. These

contribute to the later studies and the consolidated discussion in Chapter 8.

Figure 4.1: Overview of study 1 showing the sequencing of Stages and which data are used in the
analyses. Sequence is indicated by dotted lines, and data by solid lines.

Study data, surveys, interview materials, scenarios and other meta information are listed in Ap-

pendix C (page 247) and available either in the associated Newcastle University research data repos-

itory62 or in the appendix itself. The study's outputs relate to four of the identi�ed contributions (see

Section 1.9). These are: anempiricalcontribution providing an understanding of issues citizens liv-

ing with poverty experience accessing digitised public services in the welfare state, and what harms

might affect them through changing more closed systems to wider ecosystems; aconceptualcontri-

bution by creation of a taxonomy of harms; amethodologicalcontribution of using scenario-based

design detailing smaller changes to an existing system with socioeconomically-deprived citizens to

explore system harm characteristics; and adesigncontribution comprising recommendations to in-

form the design of more inclusive future systems, based upon the empirical �ndings. The taxonomy

of harms contribution has also been published as a peer-reviewed paper (Watson et al. 2024). Section

4.3 now describes the study-speci�c design aspects, building on the common methodological aspects

discussed in Chapter 3.

To accompany this Chapter, and support understanding of the study design described next, Figure

4.2 is a block diagram providing an overview of all the study's activities, identifying the various inputs

and outputs and how these relate to the other studies (similarly depicted in Figures 5.2, 6.4 and 7.4

for subsequent studies 2, 3 and 4 respectively).

62https://doi.org/10.25405/data.ncl.c.6746076
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Figure 4.2: Block diagram of study 1 showing inputs (by the researcher, by claimants and by
advisors/others) and the outputs from each activity, described in more detail in the
remainder of Chapter 4.

75



Chapter 4. Study 1: Lived Experiences of Harms

4.3 Design of Study 1

The social protection payment UC, described previously in Sections 1.5.1 and 3.2.2, is digital by

default (Alston 2019b), providing income top-up as a direct payment, and is used pervasively by the

population of citizens living with poverty in the UK. With an ongoing need for the payment to support

their lives and policy-related conditionality criteria, UC requires frequent online remote interaction

to sustain a claim. The study's claimant participants already used UC Online or had in the past,

and thus had previously achieved access to the internet and the online service. However, because of

their precarious living circumstances, any additional costs or other harms to sustain access adversely

affects their ability to pay for food and clothing, heat their homes, and avoid debt.

I recognised that ongoing regular long-term service use by claimants could mean experiences

becoming routine, and my study design therefore needed to counter any normalisation and acceptance

of harms, which otherwise might not be surfaced during data collection. Additionally, as stated earlier

(Section 3.5.5), there was a need to address participant care and provide a positive experience (as

Marshall et al. 2014) to counter the isolation of separate individual interviews. To foster collaboration

and a sense of shared effort, it was necessary to distribute each participants' views with others, and

show how their contributions were taken into account, even though they did not directly interact. This

prompted me to utilise a staged approach to data collection, with each Stage building on the previous

one before it by using the data gathered to shape and contribute to questions and other artefacts used

in each subsequent stage of data collection. As a result, the study was divided into three Stages (see

previous Figure 4.1) which are described below. Stage 1A involved remote individual semi-structured

interviews with advisors and Stages 1B and 1C, which were focused on claimants, used the same

method. Stage 1C also included survey methods. Data collected in Stages 1A (from advisors) and

Stage 1B (from claimants) informed Stage 1C. Ethics including consent, sampling, and recruitment

have been explained previously in Sections 3.6, 3.7.1 and 3.7.2 respectively. Each Stage of data

collection, and interim activities between Stages, are now described.

Four independent advisors (A01–04) were approached through a contact known to me through

the charity where I undertook voluntary work. The claimant participants were recruited through three

channels: 1) posting letters to community organisations in both urban and rural settings; 2) tweeting

people who had used the phrase “universal credit” or the hashtag “#universalcredit” on Twitter; and

3) publishing posters, distributed via community noticeboards on stations of the local metro railway

network. Attempts to lea�et people on the street outside a local DWP JobCentres failed to gain any

participants. See example materials in Appendix C.1. To reach the estimated sample size range (see

Section 3.7.1), additional claimant participants were later recruited to undertake a standalone survey

(referred to as `survey-only' participants): 13 were recruited via announcements posted to Twitter and

the posters (C12–24), but following receipt of spam submissions, access to the survey was changed to

use the UK-participant biased Proli�c research participant platform63. Proli�c recruitment required

three steps: inherent demographic �lters to narrow the sample, a pre-screening survey to identify

UC claimants and then an invitation to participate in the survey itself, with 53 subsequently fully

completing and submitting the survey form (C25–77).

63https://www.proli�c.co
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4.3.1 Stage 1A: Foundational Interviews with Advisors

The purpose of Stage 1A was to gather information to inform the subsequent data collection activities

with claimants in Stages 1B and 1C of this study.

Advisor Interviews

All the advisor participants worked for third sector or local government organisations in Newcastle

University's local community, each having signi�cant experience of assisting citizens to access pub-

lic services, and substantial knowledge of UC Online. Three of the four advisors who participated

were female. Foundational hour-long semi-structured remote interviews with these professional ad-

visor participants gathered their individual knowledge and experience, capturing details about their

function, claimants' need for assistance, typical claimant technology access and issues with claims,

challenges providing assistance, and what had changed during the pandemic (Appendix C.2). Every

interview was conducted online and audio recorded.

Materials for Stage 1B

Information from Stage 1A informed the approach, language and content of subsequent claimant

recruitment activities, the consent form, information sheet, and questions for the claimant interviews

in Stage 1B. The issues raised by advisors about UC Online also contributed to the later de�nition of

contender design changes, described prior to Stage 1C below.

4.3.2 Stage 1B: Interviews with Claimants

Stage 1B was designed to undertake a �rst round of data collection with claimant participants. The

interview questions, surveys and related artefacts focused on accessing UC Online. However, they

were intentionally written with loosely de�ned boundaries so that participants would explore their

own journeys, not just accessing the digitised service but more widely to include what else they were

doing around that to make and maintain an UC award.

Claimant Interviews

Data collection for Stage 1B involved remote semi-structured interviews with participants who had

submitted claims through UC Online. These interviews served three purposes: 1) compile informa-

tion on claimants' individual experiences utilising the current digital channel; 2) gather demographic

and UC-related classi�cation information; and 3) inform the creation of design artefacts for use in

Stage 1C. The Stage 1B interview questions focused on experiences making for and maintaining on-

line claims for UC, including if they received assistance, what technology they use, their day-to-day

usage and the impact of the pandemic (Appendix C.3). All of the interviews were conducted over the

phone or online using MS Teams or Zoom, with the audio being recorded. Eight claimants took part

(identi�ers C01–C08), three of whom were female.
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Interim Analysis

Claimants contributed a wide range of information, and �ndings resulting from Stage 1B data are

included later in this Chapter. However, before that, I did some interim processing and analysis to

provide information back to the participants and inform the next Stage 1C. As a result, the aggregated

rich Stage 1A and 1B data were subjected to an interim separate inductive TA of purely semantic codes

(as Braun and Clarke 2013) to identify 110 matters relating to hardware/software access, digital skills

and capabilities, outcomes of exclusion, UC process and interface speci�c dif�culties, and issues

related to getting assistance (Appendix C.4). These were a mixture of causes and consequential harms,

and were also coded whether each related to changes during the pandemic. This interim process led

to the identi�cation of 42 broad groupings of matters (e.g., “Delays by citizens understanding and

responding to Journal entries, and reporting changes, can lead to sanctions”, “Citizens sometimes

have to resort to using complaints processes to progress their enquiries or to get decisions made”),

and listed fully in Appendix C.4. Claimant participants frequently mentioned other technologies they

were familiar with (like chatbots, functionality on other websites). This made me wonder how my

feedback to participants might similarly build on their knowledge of widely-used digital technologies

to build on that sense of familiarity.

Contender Design Changes

I examined how existing commonly-used technology could be implemented as speculative (Auger

2013) design changes to the current system, to counter some of the adverse digital-related harms de-

�ned by the 42 issue groups. To explain this process, I will describe the rationale for one of the con-

tender design changes. Three of the identi�ed issue groups were `Eligibility checks and claim forms

request similar information again-and-again, which cannot all be remembered accurately', `Keeping

facts and other important documents to hand and sorted can be problematic' and `Dif�culties sharing

documents for discussion/evidence'. For some claimants this manifested itself as having a supermar-

ket shopping carrier bag as a portable �ling system stuffed full of unsorted correspondence from health

services, local authorities and welfare bene�t services. Digital technologies which might be applied

were considered and I identi�ed: “Personal cloud storage; Document digital scanning/photographing

and sharing by chat, email and social media; Digital certi�cates; Content scraping” leading to the

idea of secure cloud-based digital repository for facts, information and scanned documents, permit-

ting sharing and receipt of documents from trusted third parties. This, like the other contenders,

was given a memorable name; in this case to match the carrier-bag concept, “Big:Bag”. Overall, 13

potential contender design changes were developed (Figure 4.3).

For each contender design change, a two-page description was created, including the speci�c

codings applicable to the issues, participant quotations, a longer description of the change and whether

the design change reduce harms to claimant, any advisors or the state itself. The combined document

is included in full in Appendix C.4, with the pages for Big:Bag shown in Figure 4.4.

I looked for another means to share these with the participants because the documentation for each

contender design change was intended for my own use, rather than general consumption. I was aware

of the use of speculative design concepts in digital civics Research through Design (RtD) projects
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Figure 4.3: Designated names, icons and identifying colour for each of the 13 contender design
changes.

Figure 4.4: Contender design change documentation for Big:Bag (PIDs redacted).

from work by DiSalvo et al. (2016). They describe how speculative design can provide “an anticipa-

tory approach” to RtD to consider “future conditions and consequences” which I understand to mean

the representation of prospective possibilities, without precision over when and how they might occur

i.e. some extrapolation of the present. Notably DiSalvo et al. (2016) also refer to how speculative

design can help explore changes to conventional civics to examine opportunities outside formal state

contexts, blurring notional system boundaries “that blends the activities and responsibilities of the

state with independent or amateur efforts, resulting in novel, hybrid endeavors”.

I therefore looked at the use of speculative methods because many of the contender design changes
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Figure 4.5: Pages from the narrative future �ction story describing Pre:Peer, Big:Bag and You:See.
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involved interactions with wider ecosystems that are currently not provided for in the digitised system.

This prompted me to write a short work of narrative future �ction that I titled “Universal Fiction”,

which imagines when all 13 of the contender design changes are available to UC claimants and is told

as a dream. The full story is included in Appendix C.4 with the �rst few pages shown in Figure 4.5.

I used this �ction in an attempt to provide an aggregated summary to the Stage 1A and 1B interview

participants, but despite asking for feedback about the �ction, none was received. I surmised the lack

of responses may have been caused by presenting too many contender design changes and the length

of each text-based description. This resulted in changing my approach away from primarily textual

de�nitions and my decision to focus on a smaller number of changes for use as prompts during the

second-round of data collection with claimants in Stage 1C, requiring making a selection and creating

new shorter speculative design artefacts just for those.

Selecting Design Changes

Commonly used participatory methods in HCI research to narrow down choices include af�nity dia-

gramming (Kawakita 1991) which could consolidate the issues into a smaller number or card sorting

(Spencer and Warfel 2004) which could select fewer designs. However, given the failure to solicit

feedback from the future �ction story, and participants' choice not to undertake group activities, I

was reluctant to ask existing participants again to spend effort to look at and understand all 13 con-

tender design changes. With the ongoing dif�culties experienced recruiting claimants, it did not seem

possible to recruit new remote participants either. Therefore, I chose to identify myself three-to-four

most different design changes from the contenders, to use for the next Stage, without involving the

participants. I sought a method which would be more systematic than making an arbitrary choice.

In the earlier opportunistic secondary research (Section 3.5.2), I had learned and used the formal

approach of cluster analysis (Brickey et al. 2010), and decided to apply the method to the the 13

contender design changes. The commonly-used (Salminen et al. 2020)k-means unsupervised clus-

tering (MacQueen 1967) is a quantitative technique used to partition items into `k' (number) groups,

where each group's members are as similar to each other, and as dissimilar as possible to those in

other groups. This method requires de�ning properties for each design change to compare. I chose

aspects for cluster analysis which might best differentiate the design changes: technology types in

the design (hardware, software, human, non-digital), user groups for the design (claimants, advisors,

third-parties, no users) and claim step which the design applies to (prior to claim, initial claim, on-

going award). For each of these I assigned an integer value 0–4 de�ning the aspect's relevance in

the design, where 0 means minimum/none/no, through 1 low, 2 medium, 3 high to 4 meaning max-

imum/all/yes (Appendix C.4). The means square differences were calculated for k=2–7. Charts for

k=2–4 are reproduced in Figures 4.6–4.8.
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Figure 4.6: Contender design changes k-means cluster analysis results for k=2. The 13 contender
design changes are segregated into 2 clusters where the de�ned properties are most
similar to other members of the same cluster, and as dissimilar as possible to those in
the other cluster.

Figure 4.7: Contender design changes k-means cluster analysis results for k=3. One of the k=2
clusters splits in two separate clusters.
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Figure 4.8: Cluster analysis results for k=4. The contender Pre:Pair separates as a new cluster.

Pre:Pair stood out from the other changes because it involved assistance in advance of making

a claim, and became a cluster on its own with k=4. This situation is what led to my decision to

pursue four design changes to discuss with claimants in Stage 1C. At this time, Pre:Pair was re-

named to Pre:Peer to better re�ect the community nature of this design change. Apart from Pre:Peer,

this meant one contender was needed from each of the other three clusters. Overall, those selected

to take forward were Ad:Visor, Channel:Expander, Pre:Peer and You:See. Of these, Ad:Visor and

You:See both include additional individual remote assistance (Ad:Visor synchronously by invitation

of the claimant, and You:See asynchronously where control is delegated by the claimant to someone

else); Pre:Peer includes changes to the application process using community assistance activities; and

Channel:Expander includes changes in the communication methods between the claimant and the

state's systems. To shorten the descriptions of each design change, I turned to Scenario-Based Design

practices (Rosson and Carroll 2002), to conceive a usage scenario.

Developing Speculative Scenarios for use in Stage 1C

This Section explains how the scenarios for each of the four selected contender design changes were

developed. My goal was to build concise, informal, visually appealing artefacts that conveyed each

design change successfully covering the essentials of each concept, without trying to include every

detail. I wanted to use these in Stage 1C to help collect additional rich data by encouraging par-

ticipants to think about other claimants and not unintentionally narrow their attention to only their

own frequent, nearly daily use of UC Online, as this could result in blind spots making it more dif�-

cult to answer my research questions. All design changes involved a broader system viewpoint than

the digital interface provided in UC Online, crossing technology boundaries to acknowledge wider

ecosystems, and thus other actors which I envisaged would contribute to gathering data about harms.

I also wanted to illustrate how the scenarios were initial ideas malleable to participant feedback,

not fully de�ned, and thus contained ambiguities to appear less deterministic (like work described by

Kristina Andersen et al. 2018). Others (e.g., Fox and Rosner 2016; Strohmayer et al. 2018) have pre-

viously used self-published magazine (or “zine”) formats to better foster dialogue with their research
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communities. Therefore I utilised a similar style, made digitally with a “produced with a photocopier”

look, like Fox and Rosner (2016) had used for dialogue with participants. In my case, I made dig-

ital zine-style visual collage-based documents, using scanned newspaper and magazine cuttings of

pictures and included brief biographical details of each actor (as J. T. Grudin and Pruitt 2002) under-

taking an UC Online-related activity and interacting with the design change illustrated. These each

became part of a 3-page document (see example in Figure 4.9).

Each commences with a page outlining the underlying issues that were addressed, followed by

a diagram on the second page detailing the positive effects of the design change on one or more

UC activities. I wanted to counter demand bias by including some hints of what might go wrong

to encourage participants to be more critical and to discuss additional harms added by the change.

Bødker (1999) had described providing pairs of scenarios: “plus and minus scenarios” depicting

potential advantages and problems respectively. However, I was concerned about doubling the amount

of content of each design and therefore I decided to add some separate vignettes of what could go

wrong. To choose some negative events, I built on my prior experience to develop a HCI hazard

identi�cation method (Watson and Kharrufa 2021), an adaption of HAZOP, described separately in

Chapter 5. I used that to systematically enumerate lists of problems, selecting three less immediately

obvious ones to include on the third page of each document, presented as problem causes and not

harmful consequences (which I was attempting to collect data about).

Given the importance of the scenarios for the next Stage to assist data collection, the three-page

documents were reviewed by two department colleagues, then by two independent external experi-

enced researchers, with alterations made to the content and text after each review.

Figure 4.9: De�nition of Pre:Peer, one of four visual scenarios used in the interviews and surveys to
discuss harms showing: on the �rst page the issues addressed and design change
summary; on the second page a visual representation of scenario activity (see larger
version in 4.10); and on the third page, three vignettes of potential adverse events which
could occur.

All four middle pages are included at larger scale as Figures 4.10–4.13. Appendix C.5 includes

all thjree pages of each and de�nes the sources of found images incorporated into the designs.
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