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Abstract

The utilisation of blockchain has moved beyond digital currency to other fields. Regarding
education, blockchain applications are relatively new, and the number of products based
on blockchain is currently modest. In recent years, the role of blockchain applications in
education has received increasing attention across several disciplines, and they have become
increasingly involved in education in different ways and forms. However, scant attention
has focused on the utilisation of blockchain and smart contracts to create user-friendly
infrastructure to record students’ achievements in conjunction with a high degree of usability
and feasibility.

This thesis primarily introduces a blockchain-based achievement recording system that
creates a verifiable record of students’ achievements in higher education. The system offers
students the opportunity to review their progress, plan for their future accomplishments, and
improve their non-academic skills. Furthermore, the knowledge that all of their academic
and non-academic achievements will be recorded on a transcript will motivate students to
maintain a robust and well-organised record of their work and to perform well in assessments.
This trusted system helps to reduce administrative tasks. The benefits of such a system for
an employer include producing trustworthy and verified achievement records that have a
standardised template to ensure validity which results in benefit to employee.

This thesis explores the subjects and challenges of blockchain-based applications in higher
education in a systematic mapping study. Additionally, we investigate the requirements of
building a user-friendly blockchain-based trusted achievement record for students in higher
education, with the aim of facilitating the verification of their achievements. Consequently,
A conceptual design of the system is provided with a profound explanation of its component
and usage scenarios, giving information concerning the implementation and verification.
Finally, a case study approach is undertaken to collect data from end-users to evaluate the
proposed system’s usability, feasibility and performance.
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Chapter 1

Introduction

Every higher education student, for example any individual in tertiary education studying to

complete an academic certi�cate or degree [129], needs to have a university learning record

in which their university progress is documented. The system of the higher education adopts

a largely uni�ed approach to creating these records and providing of�cial transcripts to

validate the student's academic achievements. A student is given proof of their performance

through an of�cial university transcript [129]. Of�cial transcripts are important records for

determining an individual's employment because they allow potential employers to check

their candidate's education. Moreover, employers may evaluate a candidate's skills and

suitability for the job by asking them to submit a work portfolio. Research indicates that

work opportunities are signi�cantly enhanced through the provision of adequate achieve-

ment record (service-based or project-based) [57][123]. Nonetheless, without a reliable

achievement-recording framework, it is dif�cult to guarantee that transcripts or work pro-

vided in a portfolio, are completed by the candidate. Thus, reliable learning records can be

incredibly valuable. At present, most people use traditional methods when applying for jobs,

such as the provision of a Curriculum Vitae (CV). There are a number of online sources

that can be used to assist individuals to create CVs and various structures and styles can be

employed. Social networking sites including Facebook1 and LinkedIn2 can also be valuable

platforms when it comes to creating CVs.

To date, no methods have been established that can allow employers to validate the

achievements documented in a candidate's CV [26]. Research performed by the Higher

Education Degree Datacheck (2021) [58] revealed that about 30% of students and graduates

fabricated or exaggerated their skills or academic achievements. NGA HR3 services are

1https://www.facebook.com
2https://www.linkedin.com
3https://www.ngahr.com/
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a well-known human resources Business Process Outsourcing (BPO) company in the UK,

published statistics to show that 90% of Human Resource (HR) directors had witnessed

exaggerations on a job application [66]. Moreover, there are several factors associated with

achievement records and CVs that can cause a lack of trust, [66] one of which is poor data

continuity. For the most part, learning data remains static, even if students transfer to a

different institution. Each institute has its own independent Learning Record Stores (LRSs),

meaning that the new institute cannot analyse detailed data gathered at previous facilities

since they only share the �nal results of student achievements, which leads to a cold-start

issue. [66].

Employers and various other authorities have signi�cant concerns regarding the validation

of academic certi�cates for a number of reasons. For example, certain institutions are

no longer operational or fail to maintain accurate records. These cases pose signi�cant

challenges when it comes to validating the authenticity of educational certi�cates. More

and more institutions are becoming involved in the global education market, which furthers

the dif�culty of keeping up-to-date with certi�cate veri�cation [117]. Moreover, a study

performed by Han [57] and Vidal [117] showed that, on average, companies spend as

much as £40,000 per year to address these issues. Fraudulent achievement records cause

major issues for employers and other, honest candidates who are unable to compete with

dishonest candidates. It is thus crucial to develop and implement effective measures to

prevent certi�cation fraud.

Research performed by NGA (2018) [89] highlighted a number of common areas in which

candidates fabricated or lied about the information on the achievement records. The �ndings

con�rmed that 44% of candidates for jobs exaggerated or fabricated their achievement infor-

mation, while 43% lied about their work history. Moreover, 39% of participants lied about

their skills quali�cations and 32% about their academic quali�cations. Additionally, 27% fal-

si�ed their industry body membership, whilst 24% provided incorrect references [105]. Weak

recording, authentication and validation standards of students' non-academic achievements

are also a matter of concern because these cannot be veri�ed on of�cial transcripts. Most

studies investigating CV fraud have found the topic to have a signi�cant adverse effect on the

quality of employee outcomes, which also affects the organization in general in future. [59].

Blockchain technology [57] may play a signi�cant role in addressing the issues outlined

above. Blockchain technology's immutability and security have encouraged researchers to

investigate its possible usefulness in different �elds, including cloud computing, banking,

IoT and education. One key advantage of blockchain technology is that smart contracts can

be programmed to automate data storage and validation processes [57]. A smart contract can

be de�ned as a self-executed program that can be used in addition to blockchain to create a
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distributed application (DApp) that can be used by numerous parties to enhance trust [129].

In Molina-Jimenez et al. [86], the key concepts of smart contracts and their use are discussed

in greater detail.

The implementation of a blockchain-based achievement record system would be highly

bene�cial for students, education institutions and employers as it could enable a veri�able

achievements record to be documented. Through this system, students would be able to

showcase their achievements to potential employers, which in turn would improve their

employability. Moreover, of�cial transcripts enable students to assess their learning progress

as well as plan for their future careers. Moreover, knowing that their academic achievements

are documented in a transcript can encourage students to work hard and maintain strong

work records, which adds further value to their higher education experiences. A trusted

and reliable achievement recording system would also bene�t the education system itself

because it can reduce administrative tasks. It may also improve the quality standards of

student admissions by making students' achievements transparent. Moreover, such systems

would also have advantages for employers, including the provision of reliable and veri�ed

achievement records. It would also enable employers to gain a full, detailed picture of a

candidate's higher education achievements, which would be advantageous for the recruitment

process [58].

1.1 Research problems

In universities, a paper copy of a �nal degree certi�cate which is also stored in the university's

database, is awarded to students once they complete their courses. However, despite the built-

in security features that paper-based certi�cates have, there are signi�cant issues regarding

the ease with which counterfeit copies can be made. The following issues will be addressed

in this work:

1. The higher education system tends to adopt a uni�ed approach when it comes to

creating students' achievements records. This typically takes the form of providing

of�cial transcripts. Nonetheless, the transcripts only include academic achievements

and do not include for students' non-academic activities. However, extra-curricular ac-

tivities can signi�cantly enhance a student's skills and knowledge. The most signi�cant

problem here is the lack of the processes of recording and validating non-academic

achievements because such achievements are not contained in any of�cial transcripts.

These students are thus unable to provide a proof and comprehensive representation

of their achievements during their academic years, including non-academic activi-
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ties, voluntary work, roles in student societies and unions, along with employability

awards [117] [26].

2. Combatting fraudulent credentials and falsi�ed documents is another signi�cant issue.

This can be detrimental to both education systems and society as a whole, as it

undermines the value of a university degree and the effort that one makes to be awarded

one. Following in the list is the classi�cation of documents fraud and manipulation

types within higher education:

(a) Contents Fraud: Falsi�ed documents can contain various false details, including

signatures, references and educational details, as well as false logos and serial

numbers. It is also possible for counterfeit documents to be created [105].

(b) Diploma Mills: A diploma mill can be de�ned as a company or organisation

that of�cially calls itself a higher education institution, but actually produces

illegitimate academic degrees and diplomas for a price. These companies sell

false/fake credentials from �ctitious universities and currently lead the mass

market in achievement fraud. Such organisations are highly structured and

sophisticated and operate under a corporate culture with committed marketing

and sales teams. Occasionally, they even provide customers with `tailored'

products [59].

(c) Accreditation Fraud: this is where an accreditation body validating credentials is

�ctitious or compromised. Many diploma mills choose to establish fake accredi-

tation mills to legitimise the credentials that they sell to their customers [66].

1.2 Aim

This research investigates the feasibility of using blockchain and smart contracts to provide a

friendly-use infrastructure for a student's achievement record in higher education that en-

hances trust, privacy and security. User-friendly means that a software interface that is easy to

use and "friendly" to the user, meaning it is not dif�cult to learn or understand. Consequently,

developing a new, reliable system that can be used by stakeholders (for example students,

employers and educational organisations) to organise and validate achievement certi�cates.

This system should be accessible to multiple parties (including students, university admission

teams and student registration services). Such a system would enable admission staff to

assess whether university candidates meet the university requirements without needing to

contact certi�cate issuers for validation. For instance, medical students and employers could
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use a system like this to provide evidence of necessary training. What's more, it would allow

of veri�cation of information provided on candidates' CVs by employers whilst providing

a single, comprehensive record of achievements for students. Moreover, the development

of this system would enable educational institutions to deliver a comprehensive picture of

students' achievements in their academic and non-academic activities. This system could

ensure that CVs and data records are authentic, veri�able, and invulnerable to forgery. The

principal aim of this system is to use blockchain and smart contract technology to build an

auto-create achievement recording system for students to:

• Record all the activities that student performs during their educational journey.

• Provide proof of students' quali�cations and skills that are not recorded in their of�cial

academic transcripts.

• Encourage students to earn knowledge from various sources besides academic courses

and modules in order to improve their skills.

• Help students to create a future learning plan based on their achievement record.

1.3 Research Questions

To achieve this aim, this thesis addresses the following research questions:

Question 1

How feasible and effective is blockchain technology in implementing a friendly-use

trusted achievement record for students in higher education?

As presented in Chapter 3 Section 2.5, a number of applications have been implemented to

tackle verifying students' academic documents, as provided in the related work section in

chapter two in this thesis. However, in their current formats, to the best of our knowledge,

there is a lack of consideration regarding the content requirements, usability and feasibility

to design such an application. Therefore, in order to provide a comprehensive answer to this

question, we divided this general question into more speci�c questions as follows:

1. What are the current blockchain applications in higher education? What are their

features and limitations?

2. How to determine the requirements for building a blockchain-based achievement record

system?
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3. How can the documents be veri�ed using blockchain and smart contract technology?

4. How can each user's (students, educators, etc.) operations and transactions be speci�ed

in our proposed solution?

Question 2

How can a friendly user-interface be designed and integrated with a smart contract in

the blockchain at the back-end?

The aim is to build a homogeneity between the characteristics of blockchain and the opera-

tions and transactions at the frontend of the prototype to create an environment for student's

achievement records whilst maintaining the security and protection of the data and users'

identities. Therefore, in order to provide a comprehensive answer to this question, we divided

this general question into more speci�c questions as follows:

1. What are the modelling scenarios of the system use cases?

2. What are the modelling scenarios of the data �ow?

3. How to validate the proposed design?

4. How can we evaluate usability, feasibility, and users' satisfaction with the system?

1.4 Contributions

The �rst and most important contribution in this thesis is proposing the Blockchain-Based

Trusted Achievement Record System designed to be easy to use.The proposed system is

a new, trustworthy system that stakeholders (such as students, employers, and educational

institutions) can use to organise and validate achievement certi�cates and other relevant

documents. In the following, we summarise the contributions in this research:

• Exploring current research on blockchain-based educational applications through a

systematic mapping analysis to collect and analyse important blockchain technology

research in higher education. The study focused on two primary themes. First, it

searches at the state of the art educational blockchain-based applications. Second, it

outlines the research gaps that must be addressed in future studies (Chapter 3).

• Conducting a study investigating the requirements to build a blockchain-based achieve-

ment recording system. This study aims to collect valuable data from participants

that re�ect their thoughts and opinions concerning building an achievement recording
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system based on blockchain and smart contract technology. The system requirements

can be speci�ed once the data has been gathered. This study uses a mixed-methods

approach [96]. It involves collecting data quantitatively by way of a questionnaire

employing a closed set of questions [97] and a qualitative approach through inter-

views comprised of open questions and conducted with a number of participants [53]

(Chapter 4).

• Providing a conceptual design of a Blockchain-Based Trusted Achievement Record

System. The tools, components, mechanisms, scenarios, use cases and data �ow are

presented with a deep explanation as well as the validation process of the design.

(Chapter 5). In addition, explaining the development of a Blockchain-Based Trusted

Achievement Record System. In this stage, the details of converting the system's

conceptual design to a software program have been provided. Furthermore, explaining

the interactions of end-users with the system (Chapter 6).

• Conducting an extensive analysis of the system's usability by adopting the System

Usability Scale (SUS) method. This evaluation technique includes a questionnaire that

asks users to rate their level of agreement with statements on a number of usability

features. (Chapter 7, Section 2). Conducting the End-User Computing Satisfaction

(EUCS) to determine system satisfaction, conducting a thorough examination of system

users' satisfaction. Content, Format, Timeline, Accuracy, and Ease of Use are the

�ve components of end-user satisfaction measured by the EUCS test. A questionnaire

containing twelve questions has been sent to participants to measure the �ve variables.

(Chapter 7, Section 3).

• Conducting an analysis to assess the system's capability to positively impact the

system's users in terms of the motivation to learn, planning for future learning, em-

ployment, and providing proof of skills. A qualitative questionnaire has been created

to rate the level of agreement with statements covering a variety of objectives that we

need to achieve via this system. (Chapter 7, Section 4).

• Conducting an extensive analysis of two variables. First, the delay time represents

the transaction con�rmation time. It refers to the time a transaction takes from its

broadcast to the blockchain and addition to the distributed ledger. The second is the

cost of the transactions; the cost represents the mining fee (Gas). Gas refers to the

unit that measures the computational effort required to execute speci�c operations on

the Ethereum network. Gas fees are paid in Ethereum's native currency, Ether (ETH).
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Finally, we surveyed the related work and benchmarked the outcome of our solution

with similar solutions in the research area (Chapter 7, Section 5).

1.5 List of Publications

Chapters 3, 4, 5, 6 and 7 in this thesis have been published at international conferences and

respected journals.The researcher did the whole work, including writing the papers. The

co-authors contributed through discussion and revising, editing and providing comments. A

list of these publications can be seen below.

Conference Papers:

1. Bakri Awaji, and Ellis Solaiman. (2022).Design, Implementation, and Evaluation

of Blockchain-based Trusted Achievement Record System for Students in Higher

Education. In Proceedings of the 14th International Conference on Computer Sup-

ported Education(CSEDU) - Volume 2, ISBN 978-989-758-562-3, ISSN 2184-5026,

pages 225-237.[Covered in CHAPTERS 5, 6 and 7].

2. Bakri Awaji , and Ellis Solaiman, and Adel Albshri. 2020."Blockchain-Based

Applications in Higher Education: A Systematic Mapping Study". In Proceedings

of the 5th International Conference on Information and Education Innovations (ICIEI

2020).ACM Association for Computing Machinery, New York, NY, USA, 96–104.

DOI:https://doi.org/10.1145/3411681.3411688[Covered in CHAPTER 3].

3. Bakri Awaji , and Ellis Solaiman, and Lindsay Marshall. 2020."Investigating the

Requirements for Building a Blockchain-Based Achievement Record System".

In Proceedings of the 5th International Conference on Information and Education

Innovations (ICIEI 2020).ACM Association for Computing Machinery, New York, NY,

USA, 56–60. DOI:https://doi.org/10.1145/3411681.3411691[Covered in CHAPTER

4].

4. Bakri Awaji , and Ellis Solaiman, and Lindsay Marshall. 2020."Blockchain-Based

Trusted Achievement Record System Design". In Proceedings of the 5th Interna-

tional Conference on Information and Education Innovations (ICIEI 2020).ACM

Association for Computing Machinery, New York, NY, USA, 96–104.

DOI:https://doi.org/10.1145/3411681.3411689[Covered in CHAPTER 5].
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Poster:

5. Bakri Awaji , and Ellis Solaiman.“Online Education Using Blockchain and Smart

Contracts” . 11th International Conference on Computer Support Education CSEDU

2019.

Journal: Under Review

6. Bakri Awaji , Ellis Solaiman, and Adel Albishri. 2022."Blockchain-Based Trusted

Achievement Record System". Engineering Reports, Wiley Online Library.

Furthermore, I am a co-author of some research papers relevant to blockchain and

smart contracts, but they do not directly contribute to this thesis. A list of these papers

is as follows:

7. Adel Albshri,Bakri Awaji , Ali Alzubaidi and Ellis Solaiman. (2022)."BLOCKCHAIN

SIMULATORS: A SYSTEMATIC MAPPING STUDY" . IEEE SCC 2022 (2022

IEEE International Conference on Services Computing).[Under Review].

8. Adel Albshri,Bakri Awaji , and Ellis Solaiman. (2022)."Investigating the Require-

ment of Building Blockchain Simulator for IoT Applications" . IEEE SCC 2022

(2022 IEEE International Conference on Services Computing).[Under Review].

1.6 Thesis Structure

• Chapter 2. Background: Background information about blockchain technology,

smart contracts, and smart contracts applications within education has been presented

in this chapter. In addition, this chapter explains the methodology employed to conduct

the study. Furthermore, this chapter also discusses work related to this study.

• Chapter 3. Blockchain-based applications in higher education: a systematic

mapping study of academic research:A systematic mapping study was applied

to explore the current blockchain applications within higher education systems and

identify the gaps for future researchers.

• Chapter 4. Investigating the requirements for building a blockchain-based

achievement record system:Investigating the requirements for building a blockchain-
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based achievement recording system: This chapter introduces two studies, mixed-

method approach questionnaire and interview, to identify the requirements to design a

blockchain-based system, which produces a veri�able record of achievement.

• Chapter 5. Blockchain-based trusted achievement record system design:This

chapter mainly introduces the conceptual design of the blockchain-based trusted

achievement record system. The tools, components, mechanisms, scenarios, use cases

and data �ow are presented with an explanation as well as the validation process of the

design.

• Chapter 6. Blockchain-Based Trusted Achievement Record System implemen-

tation: This chapter introduces a Blockchain-Based Trusted Achievement Record

System implementation and veri�cation process. This chapter also provided details

on converting the system's conceptual design to a software program and explaining

end-users' interactions with the system.

• Chapter 7. Evaluation of the proposed system:This chapter introduces the evalua-

tion of the system, which includes applying four evaluation methods. These include

the System Usability Scale (SUS) [23] to assess the usability of the proposed sys-

tem and the End-User Computing Satisfaction (EUCS) [65] to evaluate the end-user

satisfaction with the system's content, accuracy, format, ease of use and timeliness.

This chapter also presents a questionnaire to evaluate users experience (UX) and other

research objectives, as well as an analysis of the transactions cost and con�rmation

time. Finally, it benchmarks the research outcomes compared to outcomes observed in

similar projects.

• Chapter 8. Conclusion:This chapter summarises the contributions and outcomes of

this research, the research limitations and �nally, the research's future work.
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Background

Overview

This chapter provides background regarding the technologies, tools and methods related to

the research carried out within this thesis. Section 2.1 provides an overview of blockchain

de�nition and platforms. Section 2.2 provides a de�nition of smart contracts and intro-

duces the structures. Section 2.3 presents the blockchain-based applications architecture ,

whilst Section 2.4 provides information on the subject of hashing algorithms. he research

methodology is explained in detail in section 2.5. Information is provided about the eval-

uation questionnaires studied in section 2.6. Section 2.7, discusses the blockchain-based

solutions made to facilitate the issuance of digital certi�cates. Finally, concludes the chapter

in section 2.8.
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2.1 Blockchain Technology

Blockchain is a distributed database that stores the transactions sent between the participants

in a secure and immutable way. Blockchain is a P2P network that allows nodes (peers) to

collaboratively maintain the network for block and transaction exchange [66]. Figure 2.1

Fig. 2.1 Blockchain Network Overview

shows the main components of blockchain network:

• Membership: unique identities for nodes in the network.

• Consensus: a consensus mechanism is a fault-tolerant mechanism that is used in

computer and blockchain systems to achieve the necessary agreement on a single data

value or a single state of the network among distributed processes

• Ledger: is a series or chain of blocks on which transaction details are recorded and

created after validating the transactions.
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• Smart Contract: is a self-executed code that is run to apply roles and conditions

between two or more parties

• Events: is an inheritable member of a contract that stores the arguments passed in

transaction logs.

• Communication: referred to the fork and read operations used for communication

between nodes in the network.

• Data Storage: a private storage on the smart contract where only the contract itself can

read, write, modify, and delete data.

There is no need for a third trusted party since the participants can communicate and send

transactions between each other directly. Blockchain was �rst developed for the Bitcoin

digital payment system in 2008 [6]. This emerging technology has since grown rapidly and

has become the subject of intense research in many industries, research organisations and

universities worldwide [9][30][121]. Blockchain aims to solve the problem of a “trusted”

central authority taking responsibility for mediating transactions between different parties.

Centralisation can result in security problems such as being a single point of failure, as

well as other problems such as cost. The decentralised nature of blockchain improves trust

between parties in a system and eliminates the need for a trusted third party to perform

transactions [25]. As a distributed database, blockchain stores every transaction between the

parties. Within a blockchain network, a ledger that maintains a record of all transactions is

replicated and shared with all parties.

A cryptographic hash identi�es the block and each block references the previous one,

which creates a chain of blocks (Figure 2.1). Each block contains several transactions. The

maximum size of each block varies according to the blockchain platform type, for example,

1 Mb in Bitcoin and between 20 to 30 Kb in Ethereum [116]. The blocks in the chain are

immutable and cannot be changed, which prevents the double-spending problem, which is a

potential �aw in a digital cash scheme in which the same single digital token can be spent

more than once. [31]. Historically, the �rst generation of blockchain was cryptocurrency,

which is a digital currency based on cryptography and P2P networks. One of the concepts

integrated into blockchain is mining, which is the process of adding transaction records to

the public ledger of past transactions on the blockchain. The mining process requires a miner

on the network to generate the new block of transactions by collecting those transactions into

a block, running a mathematical process to verify the block and adding it to the chain of past

blocks as shown in Figure 2.2.

The other miners' nodes in the network can validate the newly generated blocks through

a consensus algorithm. A second generation of blockchain has emerged in the form of
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Fig. 2.2 Adding Block to the Chain

Ethereum [30], which allows distributed applications to be built and implemented. Ethereum

blockchain allows smart contracts to be built on top of it and consequently, has opened the

door for researchers to integrate blockchain into various �elds.

Blockchain is also capable of running smart contracts (executable code) [25]. Smart

contracts increase the effectiveness of blockchain solutions and allow for distributed applica-

tions to be deployed in numerous �elds for various purposes. Within the education sector,

smart contracts can be used to develop �exible blockchain-based distributed solutions for

the bene�t of all participants in an online learning system, including students, teaching staff

and administrative personnel. For example, it may become possible for students and educa-

tion institutions to contract more personalised digital agreements which specify assignment

requirements, time frames and grading structures [30].

There are a number of blockchain technology features that make it worthy of investigation

to enhance educational systems:

• Immutability: the data stored on the blockchain is tamper-proof due to the chronologi-

cal order that data is stored and the cryptography that secures and connects blocks.

• Reliability: The decentralised nature of the network means that it operates in a more

reliable fashion than centralised systems. There is no central authority that could fail.

• Transparency: Transparency of information is an increasing demand. With blockchain

technology, it is possible to create highly transparent decentralised data storage.

• Availability: the distributed nature of blockchain infrastructure means that data is

replicated, stored closer and accessed more ef�ciently by owners of the data.

• Trust: Blockchain technology eliminates the need for a trusted third-party service

provider to enable communication between parties since the participants can communi-

cate and send transactions between each other directly.
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Blockchain has generally been divided into two main types: public and private blockchain [30].

Public blockchain (such as Ethereum [126]) allows anyone to join and participate in the

network. In contrast, in a private blockchain (such as Hyperledger Fabric [5]), only users

with permissions can join and participate in the network. Finally, the consortium blockchain

which includes both private and public blockchain features.

2.1.1 Blockchain Platforms

There are several proposed blockchain platforms in the literature, each with its unique set

of features and design decisions [4]. For example, certain platforms (such as Ethereum

and Hyperledger) are built expressly to accommodate rich and complicated smart contracts.

Table 2.1 shows the most popular platforms of blockchain [62] and their features. Except for

Hyperledger and MultiChain, which are platforms for designing and implementing private

blockchains, all of these platforms support cryptocurrencies. Based on the objectives of this

research, the criteria for selecting the blockchain platform contain two conditions (a. public

blockchain, b. support smart contract.). Therefore, the most suitable platform was Ethereum

which is the only one in table 2.1 that both conditions apply. More explanation about the

chosen blockchain platform provided in Section 2.1.2.

Table 2.1 Characteristics of various platforms of blockchain [4].

Characteristics

Platform Network
Consensus
Algorithm

Smart Contract Cryptocurrency

Bitcoin Permissionless PoW � �
Ethereum Permissionless Pow/PoS p �
Zcash Permissionless PoW � p

Litecoin Permissionless PoW � �
Dash Permissionless PoW � p

Peercoin Permissionless PoS � �
Ripple Permissionless RPCA � �
Monero Permissionless PoW � p

MultiChain Permissionled Round-Robin � �
Hyperledger Permissionled PFT/PoS p �

Bitcoin [19]. The �rst and best-known permissionless blockchain network, built as a

decentralised cryptocurrency system with no central authority. Bitcoin offers Proof-of-Work

PoW; Proof-of-work is the underlying algorithm that sets the dif�culty and rules for the

work miners do within the Ethereum blockchain; as its consensus technique. PoW is not an
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energy-ef�cient protocol since it necessitates executing computationally costly operations

to maintain the blockchain state. Following the popularity of Bitcoin, a slew of other

cryptocurrencies have been proposed, some of which use different consensus mechanisms. A

consensus mechanism is a fault-tolerant mechanism used to reach the necessary agreement

on a single data value or a single state of the network.

Ethereum [126]. A permissionless blockchain platform enables the creation of smart

contracts on blockchains. Ethereum uses the Proof-of-Work PoW consensus system for now

and intends to change to Proof-of-Stake PoS. As this thesis mainly adopts the Ethereum

platform, we discuss it further in this chapter.

Zcash[61]. A permissionless blockchain network that is intended to protect transaction

privacy. Zcash uses a zero-knowledge proof mechanism (zk-SNARK) to provide privacy

and anonymity to transactions sent to the network. In addition, Zcash employs the exact

Proof-of-Work PoW consensus algorithm as Bitcoin.

Litecoin [50]. Litecoin is a digital currency established on Bitcoin but with a few modi�-

cations. Litecoin, in comparison to Bitcoin, has a faster con�rmation time for transactions

than Bitcoin. Litecoin employs the Bitcoin Proof-of-Work system but with the "Scrypt"

hash algorithm, which reduces mining centralisation [62]. Domain applications that demand

quick transaction and data processing times on a permissionless network may be interested

in Litecoin.

Dash [39]. A permissionless blockchain platform that offers a cryptocurrency with

privacy protection. Dash, like Bitcoin, secures the network through the PoW protocol. It

does, however, strengthen the Bitcoin network by creating a new network tier powered by a

set of masternodes. Through "PrivateSend" and "InstantSend," such masternodes provide

transaction secrecy and instant transaction validation [113].

Peercoin[134]. A permissionless platform aims to replace the PoW consensus algorithm

with PoS. Peercoin was the �rst platform to propose using the PoS protocol combined with

the PoW protocol. [119].

Ripple [7]. A permissionless platform that works as a cryptocurrency and a global

�nancial payment network and uses the Ripple Protocol Consensus Algorithm (RPCA) is a

round-based protocol since not every node can become a validator [113].

Monero [88]. A permissionless platform with privacy protection. It is built on the

Cryptonote protocol, which includes a ring signature algorithm that conceals the sender and

recipient of transactions [80] Monero utilises the Bitcoin Proof-of-Work (PoW) consensus

algorithm.

MultiChain [127]. A blockchain platform enables the creation and deployment of

permissioned blockchains within and across organisations [13]. For the reason that it
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functions in a private and restricted network, MultiChain does not consider computationally

costly protocols like PoW. Instead, it uses a round-robin consensus process to determine a

set of miners in the network and utilises a parameter called mining diversity to regulate the

number of blocks each miner contributes in a given time frame.

Hyperledger [5]. A collaborative open-source project aimed at developing missioned

blockchains. Its goal is to create a platform to construct blockchain platforms by providing

an infrastructure of diverse modules (such as smart contract engines) and tools. Fabric, Iroha,

Sawtooth and Indy are some of the Hyperledger project's versions that have been deployed

as missioned blockchain systems. Each of these versions has the same look and feel and

a different consensus procedure. For example, fabric [41], the �rst extendable blockchain

technology to support smart contracts, employs the Kafka consensus process.

2.1.2 Ethereum Blockchain

The blockchain platform used for this speci�c system is Ethereum. Ethereum is an open-

source blockchain with smart contract capabilities developed to support the decentralised

applications DApp. Moreover, It also supplies a decentralised virtual machine that can

complete the necessary scripts through the use of a system of public nodes. This system is

considered to be complete, meaning it can recognise other data sets and is also used as the

internal transaction pricing mechanism. Those reasons make the Ethereum platform the most

appropriate platform for such applications.

Ethereum is one of the most popular public blockchains. Ether is the name applied to

Ethereum's currency. Ethereum uses a Turing-complete programming language to handle

complex and customised smart contracts. The Ethereum Virtual Machine is where Ethereum

smart contracts are executed. Distributed applications can be built with Ethereum utilising

high-level programming languages like Vyper and Solidity [126]. This section covers many

components of the Ethereum blockchain, including accounts, transactions, blockchains,

together with the incentive mechanism. However, we primarily concentrate on the aspects of

the work mentioned in this thesis.

Ethereum account.Accounts (users) are classi�ed into externally owned accounts (EOAs)

and contract accounts. Each account has a unique address from 160-bit and a balance. Unlike

EOAs, contract accounts include a variety of associated code and more storage capacity. In

addition, different accounts can communicate with one another via transactions.
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Ethereum transactions. Transactions are crucial for maintaining the blockchain's state.

Transactions are carried out sequentially in Ethereum. The order of the transactions deter-

mines the �nal state of the blockchain. Transactions are classi�ed into two types: The �rst

one is "transfer" to transfer Ether between accounts. The second is "contract transactions"

used to either publish a new smart contract on the Ethereum blockchain or invoke an existing

one.

To deploy a new contract, a contract-creation transaction that contains the contract's creation

bytecode is published in the blockchain. Then, the contract is deployed and assigned a

unique address. Finally, to invoke the contract, a contract-execution transaction is sent to the

contract's address, along with the relevant input data.

In Ethereum, transactions are composed of several �elds or properties, including the nonce,

gas price, gas limit, from, to, value, as well as data. We will brie�y describe these character-

istics as follows:

• Nonce:A counter indicates how many transactions an account has submitted. With

each sent transaction, the nonce is increased by one.

• Gas Price: The Ethr that the transaction sender pays for each gas unit spent.

• Gas Limit: The maximum number of gas units a transaction can consume.

• From: The transaction's sender address.

• To: The transaction's recipient address.

• Value: The amount of currency that will be transferred from an account to another.

• Data: The bytecode for creating a new contract or the input data to invoke an existing

one.

Ethereum Virtual Machine (EVM). EVM is a stack-based machine responsible for smart

contract execution, either contract- creation or contract execution [128] [126]. Each node on

the Ethereum blockchain is equipped with a copy of the EVM, enabling it to run contracts.

The EVM is comprised of a prede�ned set of instructions called opcodes. These opcodes are

executed sequentially on the EVM. Each opcode that the EVM executes has an associated

cost, represented by the unit Gas. The Ethereum Virtual Machine was implemented using

a variety of programming languages, including Python, Parity and Go. The Ethereum

consensus layer uses the Proof-of-Work (PoW) algorithm with the most extended chain rule

to manage possible forks caused by network propagation delays [128].
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2.2 Smart Contract

A smart contract is de�ned as an event–condition–action stateful computer program that is

carried out between two or more parties who do not have implicit trust with one another [85].

In other words, it is a self-executed code that is run to apply roles and conditions between two

or more parties [25]. Szabo initially proposed the concept of smart contracts in 1994 [112],

describing it as "a computerised transaction protocol that executes the terms of a contract."

Szabo proposed converting obligations to self-enforcing software code that could be executed

without the need for trustworthy third parties. A smart contract can be classi�ed into two

categories centralised or decentralised. It can be implemented to run off-chain on a trusted

server in a centralised environment or to run on blockchain; via the smart contract that

deployed on to of blockchain; in a decentralised environment [85][110]. Figure 2.3 presents

the two types of smart contracts.

Fig. 2.3 Smart Contract Types

Smart contracts can also be classed as deterministic or non-deterministic on the blockchain.

When a deterministic smart contract is executed, it does not require any data from a third

party. In contrast, a non-deterministic smart contract relies on data from a third party that

is not available on the blockchain. A network of miners manages smart contracts. Miners

reach a consensus on the smart contract's execution conclusion and update the blockchain

accordingly. Each smart contract is given a unique address and is executed to establish a

transaction once deployed. The smart contract's storage can be modi�ed by reading from or

writing to it during execution. A smart contract can also use a non-blockchain communication

to call and install another smart contract and invoke functions in other smart contracts. Smart

contracts can be created on blockchain platforms such as Ethereum and Hyperledger Fabric.
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Chapter 3 examines blockchain-based smart contract applications in the �eld of education,

identifying categories of applications, as well as their limitations and gaps.

2.3 Blockchain-Based Applications Architecture

Blockchain technology can be used as a standalone platform to implement complete func-

tionality (via smart contracts) or as an addition to more comprehensive enterprise solutions.

Figure 2.4 illustrates the aspect of the three traditional application design types [125].

Fig. 2.4 A traditional, hybrid and decentralised application architecture.

• Traditional Web (Centralised) Applications:Centralised applications are controlled

by a single corporation. Information is continuously routed through a single server or

cluster of servers in these applications. The dedicated server is equipped with all of the

logic necessary to run an application. This also enables it to perform the appropriate

action. Since a centralised server controls the applications, the chance of crashing

increases. Hence, when the server goes down, the applications stop working across all

user devices until the problem is resolved.

• Decentralised Applications:A decentralised application (DApp) is a type of software

created using a distributed computing platform. Typically, a DApp contains a Web

interface that communicates directly with a decentralised backend architecture, for

example, the blockchain. The frontend code can be hosted on a centralised or decen-

tralised server, for instance, InterPlanetary File System (IPFS) which is a protocol and
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peer-to-peer P2P network for storing and sharing data in a distributed �le system. The

latter achieves complete decentralisation of the application.

• Hybrid Applications: Developing fully decentralised apps based on distributed compo-

nents can be challenging. Therefore, this strategy frequently uses a hybrid architecture

that incorporates helpful centralised features rather than depending entirely on de-

centralised features. In this setting, blockchain backend remains vital and various

reasons justify its use such its immutability,feasibility and security; even if it reduces

con�dence in comparison to fully decentralised systems.

2.3.1 Conceptual Components of Blockchain-Based Applications

The fundamental components of blockchain-based applications are consistent across use

cases. As a result, we have listed numerous components that every blockchain-like system

should consider while designing its architecture. The components' layout patterns are illus-

trated in Figure 2.5. Such preliminary blueprint patterns might assist with the initial designs

and architecture classi�cation for the DApp. We will describe the typical conceptual compo-

nents of those more extensive design patterns in the sections that follow [125] [124] [118].

Fig. 2.5 DApp blockchain component structure pattern.

Web Application.A web application is a programme that runs over the Internet and performs

activities using web browsers. Most web apps are built in a browser-friendly language like

JavaScript or HTML. Because some apps are dynamic, server-side processing is required.

A web server is required for a web application to process client requests and carry out the

requested operations.
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Edge Services.Edge services are components that enable the delivery of content to users via

the Internet. The edge services provide various features, including reverse proxies, content

delivery networks (CDNs), �rewalls, load balancers and API gateways. They usually allow

secure data to move from the Internet to the provider's infrastructure and ultimately into the

enterprise.

Identity and Access Management.Identity management (IdM), also known as identity

and access management (IAM or IdAM), is a set of policies and technologies that enable

appropriate users to access technology resources. The identity and access management

component maintains user data to authorise users and provide data. It is also used to manage

access to resources, services and applications.

Message Bus.The services handle user requests and interact with one another in service-

oriented applications. As a result, they must establish an effective communication mechanism.

In this case, asynchronous communication via message exchange via a messaging framework

has a number of advantages. The messaging framework acts as a message broker, validating,

storing (buffering), transforming and routing messages across services.

Off-Chain Storage. Off-chain storage refers to any data stored outside the blockchain.

Off-chain storage is necessary for two key reasons. First, to offer speedier access to data

stored on blockchain. Second, separate sensitive data from the blockchain for security and

scalability. The off-chain storage can take different forms based on the data type and size, for

example, SQL, NoSQL for metadata or decentralised Content-Addressable-Storage (CAS)

such as IPFS and Swarm for Binary Objects (BLOBs) that generate hashes for data that can

be stored on-chain.

Application Logic.An application executes the logic required to accomplish the objectives by

creating a monolithic application and a portfolio of services structured to apply mechanisms

or scenarios.

Key Vault.A key vault is a component that is used to manage encryption keys. It is critical

for giving the private key in circumstances where transactions must be signed in the backend.

Numerous intricate methodologies and diverse software solutions enable the secure storage

of private keys on the backend, for example, HashiCorp Vault [103] and MetaMask [75].

Certain solutions are based on geographically dispersed databases, while others are built on

custom hardware.Event Listener.Event Listener is a backend infrastructure service that

monitors and reacts to events generated on a blockchain side to avoid the direct connection

to a blockchain endpoint for events.

Transaction Manager.The transaction manager is a service on blockchain that is responsible

for receiving messages and generating state-changing transactions invoking smart contracts.

It regulates the way transactions are signed and sent through a connected blockchain endpoint
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to the blockchain network. It is also responsible for a variety of tasks related to transactions,

such as predicting transaction costs and managing nonces.

Blockchain Endpoint.A Blockchain Endpoint is a node that runs blockchain protocol. Every

transaction in each block is checked to ensure network security and data correctness. In

section 2.3, we explore blockchain technology in greater depth.

Smart Contract. A smart contract is a self-executing autonomous entity built on the

blockchain to carry out operations related to speci�ed tasks. More information regard-

ing smart contracts can be found in section 2.4.

2.4 Hashing Algorithm

A hashing algorithm is a programme that creates a cryptographic hash. It is a mathematical

procedure that turns any size data into a �xed-size hash [52]. A hash function algorithm is

designed to be a one-way function that is computationally impractical to invert. This thesis

primarily focuses on the SHA-256 algorithm, which we discuss in further detail. Standard

hashing algorithms include the following:

MD5. Ronald Rivest created it in 1991 [101]. The MD5 method was one of the �rst

to acquire widespread recognition, and it was thought to be secure at the time. However, the

MD5 hash function can now be inverted. As a result, it can no longer be used.

RIPEMD-160. Hans Dobbertin developed the RRIPEMD (RACE Integrity Primitives

Evaluation Message Digest) cryptographic hash technique in 1996 [36]. RIPEMD was built

with the same structure concepts as MD4 while it performs the same function as SHA-1.

Whirlpool. Whirlpool is a cryptographic hash method developed by Vincent Rijmen in

2000 [14] based on a signi�cantly modi�ed version of the Advanced Encryption Standard

(AES) to provide a hash digest of 64 bytes.

BLAKE2. BLAKE2, an upgraded version of BLAKE, was released in 2012 [10]. Philippe

Aumasson created it to replace the broken MD5 and SHA-1 algorithms. When performed

on 64-bit x64 and ARM CPUs, BLAKE2b outperforms SHA-3, SHA-2, SHA-1, and MD5.

BLAKE and BLAKE2 are, however, not as widely used as SHA-3. As a result, BLAKE was

proposed as a successor for SHA-3.

SHA. The US government designed the early versions; other programmers have modi-
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�ed the core frameworks and generated additional suf�ciently rigorous iterations and tough

to breach. The higher the number after "SHA," the more recent and complicated the release.

Thus, it became a common hashing method in 2015 [51]. As a result, it was adopted as a

standard hashing method in 2015 [51]. However, following a series of successful attacks, the

big three – Microsoft, Google, and Mozilla – discontinued support for SHA-1 SSL certi�cates

in their browsers in 2017 [51]. SHA-2, on the other hand, contains a slew of substantial

changes. Its family consists of six hash functions with digest lengths of 224, 256, or 512 bits.

SHA-3 was created by Guido Bertoni. SHA-3 is more resistant to attacks and much faster

than SHA-2. This is due to the "sponge construction." Data is "absorbed" by the "sponge"

and then "squeezed" out, resulting in the hash [51]. When using SHA-256, there are 2256

potential hash values, making it impossible for two different documents to have the same

hash result. In contrast to some other common hashing methods, SHA-256 is secured and

has not been broken. As a result, we used it in our proposed system.

2.5 Related Work

Recently, blockchain and smart contracts applications in education have gotten attention,

increasing the utilisation of this innovation within the education �eld. However, blockchains

in education are primarily utilised to record grades and award certi�cates; far, little attention

has been given to the utilisation of blockchains and smart contracts to build infrastructure

for students' learning achievement [9]. The following is the current blockchain and smart

contract applications categories within the education �eld:

• Digital certi�cate applications: the key aim of these applications is to control the

students' earned academic achievements and facilitate storing, verifying, and validating

credentials. Examples are Open Blockchain [30] and the Blockcerts projects [33].

• Support services applications: These applications are aimed at specifying a cryptocur-

rency based on Bitcoin to control services in the education area. Examples of these

services are support services, enrolling in online courses and training. An example is

Edgecoin [94].

• Earnings applications: Learning and earning are linked in these applications. The

teaching or learning hours are stored on the blockchain. An example is the Ledger

project [126].

Issuing paper certi�cates requires many manual processes and consumes countless re-

sources, effort and time. Moreover, the probability of errors, forgery or manipulation is also
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high. To overcome the limitations of paper certi�cates, numerous proposals have been made

to automate and simplify the issuance of digitised physical certi�cates. Meanwhile, saving

the digital certi�cates in different locations resolves the issue of them being lost or destroyed.

However, digital certi�cates still have transparency, dependency and trust issues [90].

Furthermore, signi�cant expenditure and the consumption of human resources are issues

associated with the authentication of certi�cations, due to the rules and procedures currently

in place. One instance of this is how the accuracy of certi�cates needs to be con�rmed

through a service provided by the entity that issued the certi�cate. Given that this is a

procedure completed by hand in the case of physical certi�cates, expenditure and time are

both consumed by the validation procedure.

Additionally, it is feasible that conspiracy to deceive may be agreed between an individual

receiving the certi�cate and the individual providing validation, while of�cial certi�cates'

inclusion of misleading information is an existing challenge. A second example is how the

issuer of the certi�cate is the sole entity that holds the original and con�dential data relating

to the certi�cate holder, meaning that their certi�cates cannot be con�rmed by third parties

such as employers. Rather, con�rmation must be sought from the issuing entity, which can

take time. It is also apparent that the certi�cates presented by applicants do not provide a

straightforward indication of their abilities to the prospective employer. Consequently, the

entities issuing certi�cates may be perceived inaccurately and negatively by recruiters.

Several resolutions have been suggested and implemented in response to the highlighted

issues. For example, physical certi�cates have been supplanted by numerous organisations

internationally through the adoption of Open Badges, a Mozilla program. The production,

issuance, accessing and authentication of digital certi�cates are all possible through Open

Badges that is using Blockchain technology [63].

Open Badges[63] creates a wallet for the recipient of a certi�cate, with the certi�cate

accessible from this wallet once Open Badges has been used to create a certi�cate. The entity

issuing the certi�cate will have provided authentication of it automatically via the wallet

before it becomes available. The certi�cate's inclusion in the wallet's retained record only

occurs once the legal authentication procedure has been successfully completed. Therefore,

the wallet's certi�cate list provides veracity for all entities and individuals. Fundamen-

tally, issues such as damaged or misplaced physical certi�cates, as well as their associated

management and printing expenditure both �nancially and time-wise, have been tackled

through Open Badges. Nevertheless, prospective single-point failures in the service or Open

Badges database pose safety, security, dependability and transparency issues relating to the

platform's management of the issued certi�cate database. Consequently, entities, particularly
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state institutions that feel they lack control over the database provided by Open Badges have

shown reluctance and scepticism over the platform's adoption [63].

Blockcerts [106] [64] an alternative program for the issuing and validation of certi�cates

that relies on Blockchain is a cutting-edge, Massachusetts Institute of Technology (MIT)

project [106]. Blockchain can be used to develop programs to issue and validate certi�-

cates by means of Blockcerts, which comprises decentralised and open mobile applications,

tools and databases. Various documents, including practice permits, education certi�cates

or criminal records, can all be incorporated. Despite the issuer of the certi�cate and any

other entity not being involved in the validation process, the certi�cates' dependability is

still guaranteed by Blockcerts. Moreover, if Bitcoin continues to exist, then single-point

failures will not be a problem, according to Blockcerts. As a result, continuous accessibility

and executability of Blockcerts' services have been achieved. Users activities are entirely

their own responsibility because complete user privacy is promoted by Blockcerts. One

example is how certi�cate issuance is permitted solely by issuing entities. The issuing

entity and the owner of the certi�cate both have to consent to a certi�cate's rescindment,

with the irrefutability of such activities being ensured. The certi�cate is represented by the

transactions managed by every Bitcoin address, meaning that a straightforward process is

offered by Blockcerts. Accordingly, customers may be persuaded to adopt the program,

while its openness is also enhanced. Additionally, mobile software may be used to undertake

every certi�cate management function. Nevertheless, the implementation of Blockcerts is

confronted with a number of dif�culties [107].

CVSS[90] Blockchainised Certi�cate Verifying Support System (CVSS) deployed by Viet-

nam's Centre of Computer Engineering, HCMC University of Technology. This approach

utilises blockchain technology to issue immutable digital certi�cates and improve the current

limitations of the existing certi�cate verifying systems in Vietnam. This project has run a

number of short-term modules that adopted the CVSS to evaluate the proposed solution. The

CVSS system needs to educate users regarding blockchain in order to use it, which is one of

the system's limitations.

CVTrust [ 69], Smart Diploma [42], cvtrust-efmd [55] as well asBlock.co [18] are further

applications that engage in certi�cate issuance and validation on the basis of Blockchain.

Nevertheless, their adoption approach and technical resolutions are not thoroughly clari�ed

by these systems.
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This study's devised system is contrasted with some of the existing Blockchain-based sys-

tems employed for certi�cate validation in Table 2.2,with their principal shared characteristics

also presented. Notably, the character of the entity pursuing the system's implementation,

for example, academic institutions, will shape the aims informing the development of the

particular system.

Table 2.2 illustrates the features of the existing Blockchain-based systems employed

for certi�cate validation. The comparison between those systems is focused on the main

features such as accreditation, veri�cation, privacy, transparency, User experience and sharing

records. The privacy, accreditation and User experience features are considered as central

parts of all current solutions The privacy, accreditation and User experience features are

considered central parts of all current solutions, while the other features are added based

on the system objectives.However, the proposed solution in this research mainly covers

all the necessary features, as shown in Table 2.2. Moreover, as a means of increasing the

reliability of our proposed system, we appraised it by applying various reliable evaluation

methods. As is apparent from Table 2.3, the most related systems concentrated primarily on

analysing user experience. Conversely, in our proposed approach, we focused on assessing

more comprehensive aspects to ensure our proposed system's quality while also improving

its suitability for the end-user. The user experience evaluation method in similar systems

is not clari�ed in the table below. However, in our proposed system, the user experience

was evaluated by collecting and analysing data from real users of the system. Participants

comprehensively tested the system and then responded carefully to the two questionnaires

designed to evaluate the end-user experience. As a result, our proposed system offers greater

reliability in that its effectiveness has been appraised on the basis of different methods as

follows:

• A System Usability Scale (SUS) [23] to evaluate system usability.

• An End-User Computing Satisfaction (EUCS) [1] to evaluate end-user satisfaction

according to the system's content, format, accuracy, timeline, as well as easy to use.

• Mixed-method questionnaires to evaluate the user's experience (UX).

• Collection and analysis of data from the `etherscan.io ' tool, as a means of evaluating

transaction cost and transaction con�rmation time.

The CVSS system is the only system that conducts �nancial analytic transactions and

explains the transaction cost while also providing the transactions' con�rmation time on the

Ethereum blockchain. Therefore, we compared the �nancial analysis of our system with the

CVSS system in Table 2.3. The evaluation section in ( Chapter 7, Section 5) provides an
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extensive explanation of this point. However, all the applications and solutions explained

above are not open sources, and the system components and tools are not clearly de�ned.
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2.6 Research Methodology

The methodology section provides a clear explanation of the strategies and studies applied to

answer the research questions listed in chapter 1, page 5. A comprehensive review of the

technology, systematic mapping study and system component investigation study were taken

to understand how to develop a decentralised software application based on blockchain and

smart contract technology to record students' achievements in higher education; steps 1,2

and 3 in �gure 2.6.

The literature review in step 1, and systematic mapping study in step 2 de�ne the problem

and narrow the research focus. An in-depth review of the technology adopted in this thesis

is conducted in the literature review to understand and �nd the best way to involve them in

designing the proposed solution. The systematic mapping study is conducted to determine

current solutions and their limitations that future researchers should address. The outcome of

these studies de�nes the research questions that will be answered in this thesis.

Subsequently, a mixed-method questionnaire and interviews in step 3 are conducted to

collect valuable data to determine the proposed solution components and tools. This study

asks how to choose the requirements for building a blockchain-based achievement record

system. How can we verify the documents using blockchain and smart contract technology,

and how will each user's (students, educators, etc.) operations and transactions be speci�ed

in our proposed solution? Next, based on the analysis of the results of the studies conducted

above, the model conceptualisation design of the proposed solution is built, step 4 and then

validated through a focus group workshop with experts. Once the conceptualisation model is

validated, the system will be implemented n steps 5, 6 and 7, veri�ed and tested.

The proposed solution will be evaluated, step 9, through an experiment that covers all the

evaluation methods relevant to the research aim and objectives. In particular, we assess the

system usability via the System Usability Score (SUS) test; block10. Also, we evaluate the

satisfaction of the system users using the End User Computing Satisfaction (EUCS) test; step

11. Furthermore, the evaluation of the system's feasibility via a mixed-method questionnaire;

step 12. Finally, conducting a performance evaluation; step 12; and comparing the results to

the current solutions. The strategies mentioned above are outlined in 2.6 and de�ned with

more details below:
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De�ning the problem.

De�ning the problem in order to identify the aim, research questions and objectives. This

task entails conducting a literature review identifying research gaps and identifying future

research directions. Additionally, we will narrow the topic of interest by looking for speci�c

keywords and phrases, resulting in explicit knowledge of the previous studies' strengths and

shortcomings.

De�ning the requirements. After a problem speci�cation, a systematic mapping study was

used in this stage to collect information about the current blockchian-based applications

within higher education. The study focused on two primary themes. First, it searches at the

state of the art educational blockchain-based applications. Second, it outlines the research

gaps that must be addressed in future studies (Chapter 3). This study outcomes provide an

answer to the �rst research question 1.3.

An investigation study conducted de�ning the software functionality and requirements needed

for a blockchain-based achievement record system prototype. This study aims to collect

valuable data from participants that re�ect their thoughts and opinions concerning building

an achievement recording system based on blockchain and smart contract technology. The

system requirements can be speci�ed once the data has been gathered. This study uses a

mixed-methods approach [96]. It involves collecting data quantitatively by way of a question-

naire employing a closed set of questions [97] and a qualitative approach through interviews

comprised of open questions and conducted with a number of participants [53] (Chapter 4).

This study outcomes provide an answer to the �rst research question 1.3.

Model conceptualisation. In this step, we will develop a software model (i.e. a model

for the prototype software) that accurately represents the real system. The primary aim

of this model is to re�ect the software components and use cases to demonstrate the en-

suing outputs. Therefore, we will exclude unnecessary features and focus exclusively on

the primary purpose to maintain the model's realistic complexity. The tools, components,

mechanisms, scenarios, use cases and data �ow are presented with a deep explanation as

well as the validation process of the design (Chapter 5). This study outcomes provide an

answer to the second research question 1.3

Design Validation. Design Validation is the process of ensuring that a prototype meets

the requirements of its users. Design validation veri�es that the prototype design meets

the criteria for implementation for the users. If the model is determined to be invalid, the
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Fig. 2.6 Research Methodology.
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modeller should change the model's design, model assumptions and data gathering procedure.

The validation process starts together with the conceptualisation of the model and continues

until the model is successfully translated into a program.

Model implementation. The primary aim of this stage is to convert the conceptual model

developed in the previous step into a software system. The implementation is a two-sided

process. We will concentrate on the design of the smart contract and its deployment on the

Ethereum blockchain on the one side and the development of the decentralised application

on the other. (Chapter 6).

Implementation veri�cation. This stage veri�es that the conceptual model has been imple-

mented correctly. That is, the veri�cation stage is a debugging task that primarily guarantees

the prototype program is free of errors and capable of performing the functions speci�ed in

the model. Following the implementation of each component of the model, the veri�cation

process is used to identify and correct errors in the early phases. After implementing the

entire model, the prototype software must be veri�ed. This study outcomes provide an answer

to the second research question 1.3

Integration. Integration is the process of bringing together the two sides of implemented

sides of the prototype to create a uni�ed single system. In this step we ensure the front-end is

presenting the smart contract functionalities as well as the off chain functions based on the

prototype's conceptualisation design.

Pilot test. Pilot testing is a type of software testing in which a small group of users employs

the software in its entirety before the software's �nal launch or deployment [32]. This type

of testing veri�es the operation of a system component or the entire system in a real-world

operational environment.

Usage Experiments.This step is predominantly dedicated to using the prototype by real

end-users and reporting their experiences in order to evaluate the objectives of this research

study. This involves de�ning the conditions, mechanism and scenarios to be run.

Evaluation. Upon obtaining the results of the previous step, we can evaluate the pro-

posed system to achieve the research objectives. This study outcomes provide an answer to

the second research question 1.3.
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Following are the evaluation methods conducted in this research:

• Conducting an extensive analysis of the system's usability by adopting the System

Usability Scale (SUS) method [23]. This evaluation technique includes a questionnaire

that asks users to rate their level of agreement with statements on a number of usability

features. (Chapter 7, Section 2).

• Conducting the End-User Computing Satisfaction (EUCS) [65] to determine system

satisfaction, conducting a thorough examination of system users' satisfaction. Content,

Format, Timeline, Accuracy, and Ease of Use are the �ve components of end-user

satisfaction measured by the EUCS test. A questionnaire containing twelve questions

has been sent to participants to measure the �ve variables. (Chapter 7, Section 3).

• Conducting an analysis to assess the system's capability to positively impact the

system's users in terms of the motivation to learn, planning for future learning, em-

ployment, and providing proof of skills. A qualitative questionnaire has been created

to rate the level of agreement with statements covering a variety of objectives that we

need to achieve via this system. (Chapter 7, Section 4).

• Conducting an extensive analysis of two variables. First, the delay time represents

the transaction con�rmation time. It refers to the time a transaction takes from its

broadcast to the blockchain and addition to the distributed ledger. The second is the

cost of the transactions; the cost represents the mining fee (Gas). Gas refers to the

unit that measures the computational effort required to execute speci�c operations on

the Ethereum network. Gas fees are paid in Ethereum's native currency, Ether (ETH).

Finally, we surveyed the related work and benchmarked the outcome of our solution

with similar solutions in the research area (Chapter 7, Section 5).

Documentation and Reporting. This step is primarily dedicated to documenting the

outcomes of the research study. All the results will be documented, with conclusions,

limitations and future work.

2.6.1 Data Collection Methods

In this section, we �rst discuss the data collection methods conducted in this research to

measure usability, effectiveness, performance and cost of the proposed system.
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System Usability Scale (SUS).

In 1996, John Brooke described the System Usability Scale, as a "quick and dirty" unidi-

mensional usability scale (SUS). The SUS was created in response to a lack of cost-effective

or feasible alternatives to conduct a comprehensive context usability analysis [23]. Brooke

presented a quantitative method for assessing perceived usefulness that required less work

and expenditure than other methods. It is concise, consisting of ten statements on a �ve-point

Likert scale ranging from strong disagreement (1) to strong agreement (5) [20].

The items are brief statements such as "I believed the system was simple to use." They

were created to enable responders to express potentially high levels of agreement or dis-

agreement. The scale alternates between positive and negative items to correct for biases

introduced by inattentiveness during completion. The �nal grade is calculated on a scale of 0

to 100. When compared to other usability scales such as the Questionnaire for User Interface

Satisfaction (QUIS) and the Computer System Usability Questionnaire (CSUQ), this simple

scale was proven to be more trustworthy across a range of sample sizes [23].

The SUS has become an industry standard. Among the highlighted advantages of using

SUS is that it is a simple scale to administer to participants. It is also capable of producing

solid results with small sample sizes. It is a valid method for distinguishing between usable

and unusable systems.

When the SUS is employed, participants are asked to rate the following ten questions on

a scale of Strongly Agree to Strongly Disagree using one of �ve responses:

1. I think that I would like to use this system frequently.

2. I found the system unnecessarily complex.

3. I thought the system was easy to use.

4. I think that I would need the support of a technical person to be able to use this system.

5. I found the various functions in this system were well integrated.

6. I thought there was too much inconsistency in this system.

7. I would imagine that most people would learn to use this system very quickly.

8. I found the system very cumbersome to use.

9. I felt very con�dent using the system.

10. I needed to learn a lot of things before I could get going with this system.
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Calculating the SUS Scale. To calculate the System Usability Score (SUS) we apply the

following steps:

• First, we calculate the average for each Likert Scale question in the test:

Avg =
Numbero f answers

Total numbero f participants
� 100 (2.1)

• Second, we calculate the weighted average for each question:

Weighted Average=
å n= 5

i= 1 Avgi

n
(2.2)

n is the number of answers seen in the Likert Scale

• The third step, we calculate X; which is the sum of the odd questions only:

x =
1

å
n

AvgOdd Questions (2.3)

• The fourth step, we calculate Y; which is the sum of the even questions only:

Y =
1

å
n

AvgEvenQuestions (2.4)

• Next, we calculate XO; which is the sum of odd questions - 5:

X0 = X � 5 (2.5)

• Next, we calculate YO; which is 25 - the sum of even questions:

Y0 = 25� Y (2.6)

• The last step, we calculate the SUS score:

SUS= ( X0+ Y0) � 2:5 (2.7)

Interpreting the Score. The participant's scores for each question are transformed to a

new number, summed together and then multiplied by 2.5 to convert the participant's original

0-40 scores to 0-100. While the scores range from 0 to 100, they are not percentages and
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should be considered in terms of their percentile ranking only. For example, a SUS score of

greater than 68 is considered above average, according to studies. Conversely, anything less

than 68 is below average. Figure 2.7 represent the associated categories with the SUS score

in terms of Grades, Adjectives, Acceptability and Net Promoter Score (NPS). The grades are

presented in the �ve letters A, B, C, D, and F. Each of the letters covers a range of scores on

the scale, as well as the adjectives that are also classi�ed into six categories starting from

the Worst Imaginations and ending with Best Imaginations. Regarding the acceptability, if

the sus score is between 0 and 50, then the system is considered "Not Acceptable", and it is

considered "Marginal" if the sus score is between 51 to 70. On the other hand, a sus score

above 71 is regarded as an "Acceptable". Finally, the Net Promoter Score NPS is classi�ed

into three categories Detractor, Passive and Promoter. Detractor if the sus score is between 0

to 60, Passive if the sus score is between 61 to 80, Promoter if the sus score is above 81.

Fig. 2.7 Grades, Adjectives, Acceptability, and NPS Categories Associated with Raw SUS
Scores.

End User Computing Satisfaction

End-User Computing Satisfaction (EUCS) is a metric that combines ease of use and informa-

tion product items to assess the satisfaction of those who engage directly with a computer for

a particular application. Ives, Olson and Baroudi (1983) de�ne User Information Satisfaction

(UIS) as one criterion for determining whether users believe the information system provided

to them meets their information requirements [65]. The technique proposes a 18-item ques-

tionnaire that assesses �ve dimensions of end-user satisfaction "content, format, timeline and

accuracy, along with easy to use"; as described in �gure 2.8

EUCS, as de�ned by Doll and Torkzadeh (1988), is an individual's effective attitude

toward a particular computer program based on direct interaction with the application. Satis-

faction with end users can be quanti�ed in terms of both primary (application) and secondary
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user roles (inquiry and decision support application) [37]. The method is suf�ciently reliable

and valid across a range of applications. It is concise, easy to use and suitable for both

practical and research purposes. Standards are made available to practitioners for their use.

Similarly, its diverse components enable researchers to formulate and test more precise

research questions [130].

Fig. 2.8 End-User Computing Satisfaction Model.

Internal consistency, test-retest reliability, content validity, construct validity, and external

validity have all been demonstrated to be adequate by EUCS [1]. This study analyses the

data using descriptive analysis to constructively describe, show and summarize data points.

We used Cronbach's Alpha test to validate the results of this test [91].

Questionnaires

Questionnaire is a research tool that consists of a series of questions that are used to gather

data from respondents. The questionnaire method is one of the critical ways of data col-

lection where researchers can measure speci�c variables or objectives through structured

questions [136]. However, in any questionnaire study, the validity and reliability of the data

collected must be ensured by researchers in order to analyse the data collected [100]. In

general, there are three types of questionnaires:
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1. Qualitative questionnaires, closed-ended or structured.

2. Quantitative questionnaire, open-ended or unstructured.

3. Mixed-method questionnaires, a mixture of closed-ended and open-ended.

However, each type of them has its pros and cons. For example, according to Seliger and

Shohamy (1989) [60], quantitative or close-ended questionnaires are ef�cient and provide

more accurate results that can easily be analysed. In contrast, Gillham (2000) [54] argues that

open-ended questionnaires can result in a signi�cant level of diversity and more dif�culties in

analysing results. In this matter, according to Alderson and Scott (1996) [3], the quantitative

questionnaires are more accurate and re�ect participants' opinions. Therefore, the mixed-

methods questionnaires are the most appropriate data collection method for researchers.

Interview

The other type of data collection is the interview, where the researchers can gather information

directly from participants. The interview is to reveal existing information so that it may be

expressed as answers and therefore made interpretable Flick (2006) [45]. The interview can

be person-to-person or group meeting, both of which are goal orientated conversation, as

de�ned by Merriam (1998) [82].

2.7 Conclusion

This chapter provides a background to the topics related to the research conducted out within

this thesis, including introducing background information of the research undertaken in

blockchain-based solutions to facilitate the issuance of digital certi�cates and exploring

their features. The topics covered in this chapter include an overview of blockchain-based

applications structures and an overview of blockchain technology. Additionally, this chapter

provides an introduction to smart contracts and their structures. Furthermore, blockchain

platforms are covered in this chapter with a further explanation of Ethereum blockchain. This

chapter also provides an overview of hashing algorithms. Moreover, it provides details of the

system usability scale (SUS) test and the End-User Computing Satisfaction (EUCS) test. The

research methodology was presented in detail in this chapter. In the next chapter, we conduct

a systematic mapping study of the blockchain-based applications in Higher Education and

study their structures, aims and limitations. The motivation behind this is to identify the

issues relevant to utilising blockchain technology in such solutions.
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Blockchain-Based Applications in Higher

Education: A Systematic Mapping Study

Overview

This chapter presents a systematic mapping study to collect and analyse relevant research

on blockchain technology related to higher education. The chapter concentrates on two

main themes. First, it examines state of the art blockchain-based applications that have been

developed for educational purposes. Second, it summarises the challenges and research gaps

that need to be addressed in future studies. The result shows six categories of blockchain

applications in the higher education �eld and eight different challenges the use of blockchain

applications in higher education could prevent.

3.1 Method

The main research questions behind this study were: “ What are the research topics on

blockchains for higher education?” and “What are the research challenges for blockchains in

relation to higher education?” A systematic mapping design was used, following guidelines

from [95] to explore blockchain applications related to education (see Fig. 3.1). Systematic

mapping studies are similar to systematic reviews, except they employ broader inclusion

criteria and are intended to map out topics rather than synthesize study results. A systematic

mapping study provides a categorical structure for classifying the published research reports

and results. The results of this study helped researchers to identify the gaps and challenges

that need to be addressed in future studies.
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Fig. 3.1 Systematic Mapping Method Steps

3.1.1 De�nition of Research Questions

In this step, we identi�ed the research questions that our study aims to answer. For our study,

we de�ned the following research questions:

RQ1: What are the research topics on blockchains for higher education?

RQ2: What are the research challenges for blockchains in relation to higher education?

3.1.2 Conducting Search

In this step, a search conducted for papers relevant to the research topic: blockchain applica-

tions in education. To narrow the focus of our study, the terms `blockchain' and `education'

were selected as the keywords. Furthermore, well-known scienti�c databases were used

to conduct the search: IEEE Xplore [40], ACM Digital Library [17], Springer [34] and

Scopus. These selected scienti�c databases index high impact, high quality papers in the

�elds of education and information technology. Table 3.1 presents the query strings used to

search each database. The focus was only on papers that had been published in conference

proceedings, journals, workshops, symposiums and books.

3.1.3 Searching Abstracts for Keywords

In this step, all the relevant papers were classi�ed by using the keyword technique explained

in [129]. The main keywords were identi�ed and the contribution of each paper from its

abstract.
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Table 3.1 Search Queries

Scienti�c Database Query Strings
ACM digital library [All: blockchain] AND]

[All: higher] AND [All: education]
AND [All: university]

AND [Publication Date: (01/01/2017 TO 01/31/2020)]
IEEE Xplore ((((“Document Title”:blockchain) AND

“Document Title”:higher) AND
“Document Title”:education) OR

“Document Title”:university)
Springer `blockchain AND higher

AND education AND
OR AND university'

Scopus TITLE-ABS-
KEY (blockchain ) AND TITLE-ABS-

KEY ( higher education ) OR TITLE-ABS-
KEY ( university ) AND ( LIMIT-

TO ( PUBYEAR , 2020 ) OR LIMIT-
TO ( PUBYEAR , 2019 ) OR LIMIT-
TO ( PUBYEAR , 2018 ) OR LIMIT-

TO ( PUBYEAR , 2017 ) )
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3.1.4 Data Extraction and Mapping

This process was conducted to collect the required information to address the research

questions of this study. Therefore, The review criteria was designed to contain nine elements

to review the papers, as shown in Table 3.2. The review criteria were piloted on a sample of

�ve papers and then applied to the rest of the papers to extract data.

Table 3.2 Criteria for reviewing papers

Criteria Description
Title Title of the paper
Author(s) Author's name(s)
Paper type Conference, workshop, journal or book chapter
Paper topic The topic area and subject
Publication date Publication year
Publication location conference country or organisation
Paper purpose Aim of the paper
Application Implementation System structure and implementation
Challenges Actual and potential challenges

3.2 Study Results

We obtained a total of 108 articles. In the �rst stage of the screening process, we removed

47 irrelevant articles based on our criteria. Articles were omitted for two reasons. For the

reason that we were concentrating on research of blockchains from a technical standpoint in

higher education, we omitted papers that were not about higher education speci�cally. We

also omitted papers that discussed the general aspects of a blockchain. Subsequently, 19

additional papers were discarded as duplicates, resulting in 42 papers. Thus, we analysed 42

papers for our systematic mapping research.

Figure 3.2 shows the distribution of papers by the year of publication. It is important

to note that all of the papers were published after 2016. This indicates that this is a modern

and novel area of research. Thus, the number of publications on this topic appears to be

increasing each year, re�ecting an increase in interest in the adoption of blockchain in higher

education.

The geographical distribution of primary papers is shown in Figure 3.3. This geographical

distribution, which is spread across 18 countries, illustrates that the adoption of blockchains

in higher education has received international research attention. The greatest number of

articles (n = 10, 22.2%) were written by colleges or corporations in the United States. Spain
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Fig. 3.2 Number of papers per year

Fig. 3.3 Geographical distribution of primary papers

procured second place with four papers (11.1%). while three papers were published in India.

The remaining papers were published in other countries.

Fig. 3.4 Distribution of publications by type

Fig 3.4 presents the distribution of publications by type. The vast majority (37 papers)

of these articles were published in conference proceedings, whilst were published in journals

and one published as a book chapter. The Institute of Electrical and Electronics Engineering
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(IEEE) had the most publications. Approximately 65.63% of the venues were technical

venues, while 34.38% were educational venues.

Table 3.3 shows the classi�cation categories relating to the papers. In this step, we

classi�ed all the relevant papers by using the keywording technique explained in [12]. We

identi�ed the main keywords and classi�ed each paper from its abstract.

Table 3.3 Classi�cation categories

Criteria Papers
Certi�cate/degree veri�cation [9][24][43][56][57][67][70][77][78][79][99][114]
Student assessments & exams [33][84][109]
Credit transfer [111][116]
Data management [21][44][46][73][79][81][92][93][98][108][132][133][135]
Admissions [48][87]
Review papers [2][9][21][30][44][68][74][104][117][129]

Description of the Categories

Certi�cate/degree veri�cation: This category included studies of blockchain technology

that can assist with validating student diplomas and can provide greater control over

how students earn certi�cates.

Students assessments & exams:Articles in this category described automated mechanisms

for the production of exams and assessment schemes for university students.

Credit transfer: This category included research on blockchain applications for storing

student records and transcripts and transferring academic credits between universities.

Data management:This category contained articles on blockchain applications to assist

with connecting students' records across institutions as well as smart contracts to

manage student data and storing their records.

Admissions: These articles proposed blockchain applications to facilitate students when

applying to universities by storing and sharing the admission procedures and required

documents to apply to a particular university.

Review papers: These included literature review studies conducted by researchers during

the period de�ned in this study.
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3.2.1 Articles by Classi�cation Categories

Table 3.4 presents the distribution of publications by the challenges detected when reviewing

the scienti�c literature included in the search results.

Table 3.4 Classi�cation of challenges

Category
Challenge Certi�cate Assessments Credit Data Admissions

"degree veri�cation" & exams transfer management
Privacy [9][57] [109] [116] [21][46] [49][87]

[114] [79][92]
Immutability [117] [84] [48]
Blockchain [57][67] [84] [111] [92][135]
usability [77]
Cost [76][78] [84] [98]
Scalability [67] [116] [46][81]

[98]
Consensus [67][76] [109]
algorithms [78]
Blockchain [87] [21]
platforms
Motivation [76][78] [48]

As shown in Figure 3.5, the majority of studies on blockchain applications in higher

education focused on the management of certi�cates. Of the 42 publications analysed, 12

(28.57%) focused on the veri�cation of degrees. Three papers (7.14%) examined blockchain

applications concerning student assessments and exams. The third type of application focused

on the transfer of credits and included two articles (4.76%). The fourth application type

concerned data management and comprised four articles (30.95%). Two of the papers (4.76%)

focused on blockchain frameworks to ensure security and protection in the admission systems.

Finally, the sixth type was review papers that examined potential methods of implementing

blockchains in higher education.
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3.2.2 Classi�cation of challenges

Figure 3.6 illustrates the nine challenges presented in the reviewed papers. The �rst chal-

lenge, consisting of 11 articles, concerned blockchain privacy. These articles examined

different privacy concerns that may arise with regard to blockchain technology. Furthermore,

immutability (with three articles), a major aspect of blockchains, may become a problem

when implementing blockchain technology in higher education. Immutability can make

it complicated for educational institutions to enforce new laws on data storage or correct

inaccurate data. The third challenge involved the complicated nature of blockchain tech-

nology, as stated in seven articles. For example, certi�cation authentication can become a

challenge when using blockchain technology in education [84]. The cost of using blockchain

technology was the fourth challenge and comprised four articles. Five articles observed

the issue of blockchain scalability. As the number of blockchain blocks increases, so does

the processing time, which can have an impact on the performance. Articles two and four

focused on consensus algorithms and blockchain platforms, respectively, and noted that

educational institutions may face challenges when identifying which data and services need

to be introduced in the blockchain network. The �nal challenge concerned the reasons

for using blockchain technology, with three articles noting that immaturity problems, in-

cluding complicated settings and low usability, have a sustained impact on blockchain's

implementation in higher education.
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3.3 Discussion

According to the publication trend, the utilisation of blockchain innovation for higher edu-

cation has been met with increasing enthusiasm. As there have been relatively few studies

related to this subject, there is a need for further research examining the potential use of

blockchains for education. The evaluation of the 42 studies presented here can help in

addressing two major research questions.

3.3.1 First Research Question

This study was inducted as a part of this thesis to provide an answer to theQuestion 1

identi�ed in chapter 1, in particular, the �rst sub-question listed under the main one. Which

is: What are the current blockchain applications in higher education? What are their features

and limitations?

This study designed to answer the following research questions:

RQ1: What are the research topics on blockchains for higher education?

What are the current blockchain applications in higher education? What are their features

and limitations?

Although there have been numerous blockchain-based applications developed for educa-

tional purposes, few have been utilised by stakeholders. Such applications can be classi�ed

into six categories, as presented in Table 3.3.

Certi�cate/degree veri�cation

The �rst category focused on speci�c applications intended to con�rm certi�cates and verify

degrees. This category included all research addressing academic certi�cates and transcripts

for higher education students. Veri�cation of academic certi�cates is crucial for employers

as well as other authorities to con�rm the authenticity of an academic degree. Following up

with and verifying the status and authenticity of a diploma is problematic and blockchain

technology presents a promising solution [117]. The applications in this category tended to

focus on authorising universities to provide students with access to of�cial certi�cates and

ensuring information privacy.

Han et al. [57], for example, introduced a unique blockchain-based method for universities to

authenticate and share of�cial education certi�cates. Budhiraja and Rani [24] also presented

the TUDocChain platform, which enables academic certi�cates to be reliably and sustainably
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authorised on a public ledger as a practical solution in relation to issuing, validating and

sharing certi�cates.

Student assessments & exams

The second category focused on student assessments and exams. These studies intended to

ful�l the quality standards as well as requirements established in the relevant programmes

and curricula. Mitchell et al. [84] introduced dAppER, an automated quality assurance

mechanism that uses established internal procedures to develop exam papers and their related

evaluation schemes.

This technology offers a robotised quality af�rmation system to develop test papers and their

appraisal plans, wherein a permissioned blockchain protects the tests and sustains the audits'

immutable and trusted ledger. Shen and Xiao [109] proposed a model that uses blockchain

technology to verify students' answers.

Credit transfer

The third category involved applications for transferring students' credits between universities.

These applications are intended to enable a university to transfer completed course credits

to another university. In this category, applications were presented to transfer credential

records between colleges, establishments or associations, given blockchain's high security

and trust. Srivastava et al. [111] proposed a framework to store student records and transcripts

that included an electronic credit transfer mechanism. Hence, students are able to transfer

completed course credits between different universities. Turkanović et al. [116] also proposed

a global higher education credit platform called EduCTX, which follows the European Credit

Transfer and Accumulation System.

Data management

The fourth category involved data management applications that can gather, report and assess

university data to automate rules, support decision making and protect students' identities and

their data. Bore et al. [21] examined the initial structure, implementation and assessment of

the blockchain-enabled School Information Hub by conducting a case study of Kenya's school

system. In addition, Filvà et al. [44] presented a blockchain-based solution for automating

rules and constraints so that students can control their data and ensure their privacy and

security. Forment et al. [46], also proposed various actions intended to safeguard students'

identities and to secure their data by means of new technologies, including blockchain.
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Admissions

The �fth category concerned blockchain applications connected to university admissions

and student registration. Mori and Miwa [87], for example, presented a digital university

admission application system that organises study documents and e-portfolios through smart

contracts on a blockchain. Curmi and Inguanez [33] also proposed a platform that registers

students and includes their medical records while ensuring that their sensitive data remain

private, with the information owner in control of access to these documents. Moreover,

Ghaffar and Hussain [48], introduced the blockchain-embedded academic paradigm to

augment legacy education through an application (CEAP), enabling students to apply for

university admissions via a single platform.

Review papers

The �nal category involved literature reviews of studies focusing on higher education and

blockchain applications. Overall, eight papers examined this topic. In the literature reviews,

preliminary investigations and evaluations were student centred and focused on recordkeeping

and sharing using a trusted and safe platform, such as in [2][30][70][117][129].

3.3.2 Second Research Question

RQ2: What are the research challenges for blockchains in relation to higher education?

Although blockchains have several bene�cial applications for education, researchers

continue to face numerous problems in utilising this technology for education. Hence, several

challenges were detected in the reviewed papers.

Immutability

The term `immutable' came up repeatedly in relation to blockchains. Blockchain's im-

mutability results in it becoming impossible for the data stored in the blocks to be changed,

which is a crucial aspect of blockchain technology. However, immutability is a signi�cant

challenge to using blockchain technology for education, such as diploma revocation. Al-

though this is not common, it can be used when there are unique circumstances in which

diplomas are withdrawn. The diplomas that are stored on the blockchain, however, cannot

be changed because of blockchain immutability [117]. Hence, immutability can decrease

blockchain's applicability in terms of students' sensitive data. This challenge applies speci�-
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cally to three categories in which students' information needs to be stored on the blockchain:

certi�cate/degree veri�cation, exams/assessments and admissions.

Blockchain Usability

Blockchain technology's usability is also a major challenge in the �eld of education. The

technology's terminology is often ambiguous, and it is perceived as lacking maturity. More-

over, the user may have to deal with several complicated settings to ensure security, such

as primary keys, recovery roots and public keys. It should also be noted that a P2P network

blockchain includes very different speci�cations compared to those intended for individuals,

which can make using blockchains dif�cult for end users. Thus, blockchain usability should

be enhanced by application design interfaces, which allow individuals who do not have

technical expertise to use blockchain more easily [99]. Thus, further studies on blockchain

usability for individuals are necessary. In addition, blockchain adaptation can be improved in

the education �eld through well-designed interfaces with simple speci�cations.

Privacy

It is important to consider how data can be securely accessed and used while maintaining

privacy [57]. Blockchain systems use private and public keys to protect user identities.

Public keys are publicly visible, indicating that the blockchain cannot guarantee transactional

privacy. Thus, blockchain privacy protection mechanisms have drawbacks that may lead

to anonymous abuse. Hence, it is crucial to protect the identities of students by creating a

mapping connection between the students' pseudonyms and real identities [109].

Cost

A further challenge concerns the cost involved in blockchain transactions, as managing and

storing substantial amounts of student data on the blockchain can increase mining costs.

Hence, it is necessary to manage development and operational costs of using blockchains in

traditional education systems [78].

Scalability

Scalability concerns how the ever-increasing number of participants and assets as well

as larger transaction sizes can impact the blockchain applications' access latency. When

addressing large sets of data and metadata, particularly regarding education, scalability should

be dealt with in the preliminary architecture. It is dif�cult to foresee the direction and extent
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of blockchain technology considering potential future adaptations and new implementations

for scalability [46].

Blockchain platforms

It is thus necessary to determine whether it is better to store the data on the blockchain or

encrypt it and store the decryption keys on the blockchain. Existing blockchain platforms,

including Bitcoin and Ethereum, are able to process approximately 10–15 transactions per

second on average. Centralised applications used by credit card companies such as Visa can

process approximately 5,000 to 8,000 transactions per second on average. Furthermore, as

miners are more inclined towards high gas transactions (the highest-price-�rst-served model),

transactions costs can increase.

Consensus algorithms

As sensitive education information is stored in the blockchain, developing a secure blockchain

system is a vital research area. Several researchers have focused on developing consensus

algorithms for safeguarding transaction data. Using blockchain technology in the �eld

of education may also include the development of consensus algorithms with the most

bene�t [78][109].

Motivation

Another challenge is a lack of motivation. It is dif�cult to encourage stakeholders to

implement blockchain-based applications in the traditional systems of education that have

now been in place for a considerable time. Thus, further studies on blockchain usability for

individuals are essential. Blockchain adoption can be improved in the education �eld by way

of the development of usable blockchain-applications [48][76][78].

3.4 Summary

Blockchain is a distributed ledger technology that utilises cryptography techniques and

distributed consensus algorithms for decentralisation, immutability and traceability. The

properties offered by blockchain and smart contracts can lead to several innovative appli-

cations in the context of higher education. It is possible to use blockchain technology for

education in various innovative ways besides managing diplomas and evaluating achieve-

ments. This systematic mapping review study aims to address this issue by illuminating

existing blockchain applications for higher education and highlighting the research challenges
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associated with implementing blockchain technology. The main purpose of this study is to

answer the research questions"What are the current blockchain applications in higher

education? What are their features and limitations?" in Chapter 1, page 5. The study

results can help future research to identify and resolve additional challenges. The most

important insights we gained from this study are identifying the taxonomy of the blockchain

applications in higher education that contains six different areas and also identifying the

eight principal challenges that applications include. In the subsequent chapter, we conducted

a study to investigate the requirements of building a Blockchain-Based Trusted Achievement

Record System for students in higher education.



Chapter 4

Investigating the Requirements for

Building a Blockchain-Based

Achievement Record System

Overview

This chapter presents important information on the thoughts and outlooks of stakeholders

on an achievement record system that uses blockchain and smart contract technology. The

system would allow stakeholders (for example employers) to validate learning records. Two

main things are investigated. The �rst is to evaluate the suitability of the idea of building

a trusted achievement record for learners in higher education and to evaluate potential user

knowledge of blockchain technology. This is to ensure that a designed system is usable. The

second aim includes an interview conducted with a small group of participants to gather

information about the challenges individuals have when creating and reviewing CVs.

Overall, 90% of 247 participants agreed that there was a strong need for a trusted

achievement record. In addition, 93.64% of respondents stated that they felt it was invaluable

to have a system that is usable by all stakeholders. When tackling the second aim it was

found that a primary challenge is lack of knowledge of blockchain and its complexity.

From the employers' perspective, there is a lack of trust due to inaccuracies when students

describe skills and quali�cations in their CVs. In Section 4.5, we present the results of

the two studies conducted in this chapter. Section 4.5.1 presents a detailed analysis of the

questionnaire �ndings. The second study involved interviews with six participants responding

to a questionnaire to address certain open-ended questions, Section 4.5.2 presents a detailed

analysis of the �ndings of the interviews. Section 4.6 presents a discussion of the two
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studies results, whilst Section 4.7 presents the recommendations. Finally, the conclusion is

in section 4.8.

4.1 Contribution

The main contribution of this chapter is to gather useful information from participants about

their thoughts concerning developing a blockchain-based achievement record system using

smart contract technology in order to determine the requirements for the conceptual design

of the Blockchain-Based Trusted Achievement Record System.

4.2 Objectives

This study aims to collect valuable data from participants that re�ect their opinions and

thinking regarding the building of an achievement record system based on blockchain and

smart contract technology [28]. Once the data has been gathered, the system requirements

can be established, as well as the necessary tools and mechanisms involved. This aim can be

ful�lled with a number of objectives:

1. To develop user friendly and reliable records for the stakeholders, such as students,

employers and academic staff.

2. To gather essential information from participants of varying educational levels and job

roles.

3. To offer analytical information on stakeholder outlooks on holding a validated achieve-

ment record.

4. To establish the dif�culties and disparities of achievement record validation.

5. To offer analytical information about the average time necessary for the validation of

achievement records.

6. To present stakeholders with reliable, detailed CVs with all the information they need.

7. To offer enough analytical capability to stakeholders in order for them to possess their

necessary information.

8. To provide analytical information with which achievement records can be developed

reliably.
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9. To pinpoint the data users requirements in order to show their achievement record.

10. To pinpoint the data users require in order to show their achievement record.

11. To establish how much comprehension of blockchain and smart contract technologies

people possess, in order to tailor the user experience (UX) design of the system.

12. To �nd how dif�cult the user interface (UI) is to use, in order to tailor a prototype UI.

4.3 Method

This study uses a mixed-methods approach [96]. It involves the collection of data quan-

titatively using a questionnaire using a closed set of questions [97]. The questionnaire is

created in such a way that numerical data is ef�ciently collected for further analysis later

to produce a generalizable result. The mixed-methods approach also involves a qualitative

approach through interviews with a number of participants comprised open questions [53].

The �rst study was a questionnaire distributed to approximately 1000 people of varying

educational levels and job roles [32]. A response rate of 24.7% (n=247) was achieved and

basic descriptive statistics and speci�c cross-tabulations were used to analyse the �ndings.

`SurveyMonkey' [120] was used to design the questionnaire.

4.3.1 Participants

We aimed to reach the maximum number of participants to respond to the questionnaire in

30 days. The target participants were people in different occupations and academic levels.

We used various methods to invite respondents, such as email, social media applications and

SMS messages.
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4.4 Reliability Test

As a result of the statistical data, the reliability of the variables intends to measure the

overall consistency under different conditions. Thus, the value of Cronbach's Alpha needs

to consider how the internal consistency can be measured. Typically, the standard value to

measure reliability is greater than 0.5 [91]. This indicates the variables' accepted level.

Data Interpretation:

In the current case, Cronbach's Alpha value is 0.638 as shown in Table 4.1, indicating strong

reliability since the value is greater than 0.5. It can also be said that the estimated value

greater than 0.638 indicates the best reliability, re�ecting the strong interrelation between all

variables.

Table 4.1 Reliability Statistics Investigation Study.

Cronbach's Alpha N of Items
0.638 17

4.5 Results

4.5.1 Study 1: Questionnaire

The �rst step was to set a question which was able to evaluate the education level of the

participants. Figure 4.1 shows that the education level is divided into eight categories,

ranging from `Less than a high school degree' to a `PhD or other.' The results show that the

respondents had a range of educational levels, meaning that the data received is richer as

a result of the participants coming from a variety of educational backgrounds. Regarding

the sample in the current study, 38.87% hold a bachelors, 35.22% a masters (35.22%) and

14.17% a PhD.

Next, the occupations of the study sample collected are shown in Figure 4.2. Most

of the participants were academic staff (53.043%), whilst students comprised (8.10%). It

is signi�cant that each person involved would be the bene�ciary of the proposed trusted

achievement record.

Validating the information provided in the CV is an essential process for stakeholders (for

example, employers, administrative staff). In the scope of the current study, the method of

verifying data in CVs was investigated. Within the questionnaire, participants were asked the

question: “What do you do to check the validity of data in the CV?” 136 of the participants'
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Fig. 4.1 The respondent's education level

Fig. 4.2 Participants' occupations
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answers were received. In Figure 4.3, it can be seen that 81.62% require the original copy of

a certi�cate from the applicants, while 25.74% contact the issuer of the certi�cates by email,

phone, etc. Additionally, 16.91% require the original copy in a closed and sealed envelope

from the issuer and 5.88% take advantage of other methods like digital signatures.

Fig. 4.3 The methods used to verify data in CVs

We also examined the time it takes to validate the correctness of information presented

within CVs. Asking the question: "How long does the validation process take?". Figure 4.4

illustrates the distribution of responses from 136 participants. As the �gure shows, on average,

record validation takes 12 days.

Fig. 4.4 Time participants take to validate CVs data

Next, the participants were asked what the key content of their trusted achievement record

would be. Their answers were able to con�rm that the core components of trusted records
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would be education certi�cates, recommendation letters, standardised tests, language ability,

training completed, achievement certi�cation and certi�cates earned, as shown in 4.5.

Fig. 4.5 contents selected to be added to the Achievement Record

The participants were then asked to state if they felt that the trusted achieved record is

bene�cial. It was shown that 64.74% strongly agreed with this notion. A total of 93.64%

either agreed or strongly agreed. Their responses can be seen in Figure 4.6.

Fig. 4.6 Trusted achievement record usefulness
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In Figure 4.7, it can be noted that the majority of respondents (55.32%) did not have any

understanding of blockchain technology, while 80% of participants also said that they have

never undertaken a transaction using blockchain technology.

Fig. 4.7 Participants' knowledge of blockchain technology

The participants were then asked about their awareness of digital wallets. As shown in

Figure 4.8, (44.15%) had no knowledge of digital wallets and most stakeholders (71.70%)

had never used digital wallets, Ethereum wallets or MetaMask. Conversely, (28.30%) of

participants had experience of dealing with digital wallets [15].

Fig. 4.8 Participants' knowledge of digital wallets
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4.5.2 Study 2: Interview

Interviews were undertaken with six participants, with the intention of gathering data about

the problems they had when developing their CVs or when attempting to use them. Table 4.2

describes the individuals taking part in the interviews.

Table 4.2 Participants Interviewed

Participant Occupation
P1 Student
P2 Registration staff
P3 Admission staff
P4 Academic staff
P5 Human Resources
P6 Employer

Two direct questions were asked, which were: what is the challenge they face when

creating their CV? And what are the problems they encounter when reading or reviewing

other CVs?

Validation of the interview design

To validate the interview questions, the inter-rater reliability method [8] was applied. We

investigated the validity of the interview design througha design critique workshopfor

multiple reasons. First, it yields valuable feedback quickly and regularly. Second, it allows

people to provide direct constructive feedback on the design. Third, it builds resilience in

the designer to be open to criticism of their work and thus improve its quality. To achieve

our aim, we designed the workshop using the “Six P's” [47] framework (See Table 4.3) to

manage the quality of the process [131].

Table 4.3 Six P's workshop framework.

Purpose Participants Principles Products Place Process
Why do we do this workshop?Who is involved? How do we function? What do we do? Where is it located? When is the meeting?

To validate the interview experts.
Meet the group and discuss
the interview questions.

Discussion.
School of Computing,
Newcastle University,
Meeting Room.

15/10/2020
From 10:00 am
To 11:00 am

The process is ef�cient since we need a few numbers of experts. We met with two experts

from the OpenLab group, School of Computing, Newcastle University, UK. The result of the

discussion is that the experts agreed that the interview questions were suitable and direct,

and valid to be used in the study.
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4.5.3 Result

P1 stated that they are often confused about the structure of their CV and that while they can

�nd many templates online, they do not know which would be the most appropriate choice.

Further issues they had related to the amount of time required to complete their CV and the

fact it needed frequent updates. Concerning the second question, they replied that they did

not know. Their responses made it clear that the structure of their CV is an area of primary

importance to the participant.

P2 respond differently. With respect to the �rst question they stated that they did not �nd

anything dif�cult and that it is easy for them to organise their CV using a good structure. In

relation to the second question, they believed that as an employee who handles registrations,

they would �rstly examine the personal information and address given, to make sure it is

updated and that it matches their ID or passport information. This information will be placed

in their system and then printed on the certi�cates. The main observation here is related to

the lack of accuracy as regards users' information saved in the system and which will appear

in their certi�cates.

P3, responding to question one, said that they can write their CV with no issue. For the

second question, they felt that a CV is a necessary document when applying to university,

and they have seen a great number of applicant CVs with mistakes, which meant that they

requested the original documents. The observation of these answers is that there is a lack of

accuracy in the provided documents in particulate the CVs.

In response to the �rst question, P4 said that they had no problem with CVs. Responding

to the second question, they felt that people often over-described their current quali�cations

and skills. Thus, the initial observation for this question is that over-describing occurs based

on the responses.

To the �rst question, P4 said that they had no issues. For the second question, they

said that people occasionally emphasised skills on their CV for which they had no proof or

certi�cates, meaning they had dif�culty knowing if they were being honest. The observation

in connection with this question is that trust issues exist regarding CV information as

discussed in the introduction chapter.

Firstly P5 stated that writing a CV was easy for them, but that it requires time. This is

especially the case for people who have numerous quali�cations and abilities, as well as

a long work history. To the second question, they said that while they review many CVs

on a weekly basis, it is not easy for them to judge the individuals this way. As a result,

they ask for an interview, a presentation or a practical test, in order to provide them with a

better opportunity to evaluate the person. Similarly, contacting certi�cate issuers is a dif�cult

process when seeking to verify certi�cations, hence they often delegate this task. Lastly,
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every so often CVs include false information or the author has made clear mistakes. The

initial observations for P5's answers are that there are issues associated with fairness, a need

for more time and effort and issues concerning dishonesty.

For the �rst question, P6 revealed that creating a CV was not a complicated task for

them. In response to the second question, they said that they take responsibility for choosing

employees, as the success of the business depends on them. For the private sector, applicants

skills are of greater value, so the interviews they conduct are primarily focused on skills.

The problem they have is that they need to verify the quali�cations on the CV. Likewise,

applicants can over-describe their skills or even lie, as it is a competitive environment. The

observation for this answer is that there are concerns regarding fairness, the extra effort

needed, issues with dishonesty and the problem of over-describing.

4.6 Discussion

4.6.1 Study 1: Questionnaire

Of those who participated in the study, the majority of stakeholders check the validity of CV

information prior to making decisions. An intuitive interpretation is that certain people have

an immature and less developed approach toward their achievement records. As discussed

earlier, CV fraud is pervasive and is predicted to increase even more in the future due

to intense competition between job seekers [115]. This is re�ected in our results, which

demonstrate a lack of trust in the reliability of submitted CVs. When asking stakeholders

how they prefer to verify information in CVs, their answers demonstrate a variety of methods

as seen in Figure 4.3, notwithstanding that applying these validation methods may not be

ef�cient and take time and effort. Improving the validation process ef�ciency in our opinion

is an essential future research requirement, which we aim to address through the design and

development of a trusted achievement record using blockchain technology [11].

Most respondents (91.71%) stated that they would like to have a trusted record of all their

records of achievement. To determine the context of a trusted achievement record, we

asked about essential information and documents that should be stored. The majority of

respondents agreed that educational certi�cates are essential documents that should be stored.

Moreover, participants answered that the record of achievement must contain other important

documents (for example; awards, language pro�ciency docs, test results, etc.). Therefore,

diversity of documents is a crucial factor to consider when developing such a system. We

have demonstrated the level of knowledge among people concerning technology by way

of an inductive and deductive set of questions. Consequently, most of the respondents
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emphasised that they do not know much about blockchain technology. We asked participants

who do have a background in blockchain if they had undertaken any transactions using

blockchain. The feedback from most of the respondents reveals that they have no experience

of performing a transaction using any digital wallet. Therefore, the ability to manage the

complexity of blockchain technology is one of the primary challenges for researchers, whilst

the lack of understanding and knowledge of the technology is a challenge for the end-users

too. Thus, it is essential for future research to address these challenges while developing a

blockchain-based system.

4.6.2 Study 2: Interview

We conducted interviews with selected participants to collect additional information concern-

ing the issues and challenges they are facing in two situations. The �rst is when they write a

CV and the other is when they read and evaluate candidate CVs in order to make recruitment

decisions. Thus, we can identify gaps that need to be covered in future research. One of

the problems is the diversity in the designs and structures of CVs. This diversity affects the

quality of the CVs as well as ef�ciency of analysing and processing their content. Precision

is another problem, especially when people describe their quali�cations, responsibilities

and jobs. Over-describing skills is a common occurrence, which is due to the increased

competition between job applicants [89]. Consequently, trust in CV content, coupled with

fairness when comparing CVs is affected and is a fundamental problem.

4.7 Recommendations

CV fraud is pervasive and has negative consequences; it damages organisations/employers,

is unfair on quali�ed applicants with honest CVs and it can tarnish reputations, increase

hiring and training costs to replace fraudsters who have had their employment terminated,

propagate unethical cultures, cause poor performance when job-related skills are lacking

or risk legal charges related to negligent hiring [92]. The results of the work described in

previous sections demonstrates that the majority of the participants in our study agreed that it

is necessary to develop a trusted achievement record capable of addressing the highlighted

problems.

In this chapter we recommend exploration of the design of a blockchain-based system that

provides a trusted achievement recording service with consideration to the needs of users, as

discussed in section 4.6. Considering the lack of knowledge in blockchain and its use, as

con�rmed previously, handling blockchain technology's complex nature should be a key area
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of attention for researchers. The poor comprehension of this technology is a major hurdle

for end-users. Therefore, it is recommended to invest effort in the design of a friendly user

interface to facilitate dealing with the complexity and usability of this promising technology.

4.8 Conclusion

Recording and verifying achievements using blockchain technology has plenty of potential

and important advantages, including the potential to offer superior usability and ef�ciency

compared to legacy systems. Our aim is that the �ndings of this work can serve as a platform

to undertake future research towards eliminating credential fraud and to facilitate the creation

of a trusted achievement record that can be easily shared and used by interested stakeholders

in a usable and trusted manner. Furthermore, the outcome of this study provides essential

information to design a blockchain-based trusted achievement system. This study was

conducted to answer the research questions:"How to determine the requirements for

building a blockchain-based achievement record system?" in Chapter 1, page 5. In the

next chapter, we propose a conceptual model of the Blockchain-Based Trusted Achievement

Record System based on the outcomes of this chapter.





Chapter 5

Blockchain-Based Trusted Achievement

Record System Design

Overview

The primary purpose of this chapter is to provide a design for a blockchain-based system,

which produces a veri�able record of achievements. Such a system has a comprehensive range

of potential bene�ts for students, employers and higher education institutions. A veri�able

record of achievements should enable students to present academic accomplishments to

employers, within a trusted framework. Furthermore, the availability of such a record system

would enable students to review their learning throughout their career, giving them a platform

on which to plan for their future accomplishments, both individually and with support from

other parties (for example, academic advisors, supervisors or potential employers). The

proposed system could help students in universities to increase their extra-curricular activities

and improve non-academic skills. We designed the system based on the hybrid software

structure model containing centralised and decentralised layers [125].

5.1 Contribution

The main contribution of this chapter is providing a conceptual design of a Blockchain-Based

Trusted Achievement Record System and implementation.
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Fig. 5.1 System Structure

5.2 System Structure

The fundamental components of the Blockchain-Based Trusted Achievement Record System

are consistent with use cases. We adopt the hybrid software structure described in Chapter 2

Section 2.2 to build our distributed system. Figure 5.1 illustrates the overall system design,

and covers the previously discussed requirements and components including a frontend

and backend. This architectural design signi�es that there are two ends with separate set

dependencies (libraries and frameworks). While the frontend acts as a presentation layer,

being what the end-user sees upon entering the site, the backend provides the data and logic

which enables the frontend to function.

Users. System users denotes any user who will access the system with their access in-

formation to complete tasks relating to an individual or organisational performance. The

users in our proposed system are divided into two main categories: Admin and Regular user.

Four users interact with the system. The �rst user is the system administrator, responsible

for executing the smart contract on the blockchain and the registration of universities on

the system. The second user is the university or learning institution, responsible for the

authentication of student records. The third user is the student, who utilises the system to

create a record of their achievements. The fourth user is an employer, who makes use of

the system to validate the candidate's certi�cation and assess candidates using their records
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of achievements. To illustrate the interaction with the system and de�ne the requirement

to describe a particular use of the system, users will interact with the system in different ways.

Browser.A web browser (often abbreviated to browser), is a piece of application software

that enables users to access the World Wide Web. When a user requests a web page from a

particular website, the web browser obtains the required content from a web server and then

displays the page on the user's device. A web browser's goal is to retrieve content from the

Web and display it on the user's device.

Edge Services.Edge services typically enable a protected data �ow from the Internet

to the provider's infrastructure and then into the enterprise. Additionally, edge services can

assist the backend by completing routine activities like authentication, authorisation and

logging.

Application Logic.Application logic or domain logic, is the component of a programme that

encodes the use-case rules that identify the creation, storage and modi�cation of data. This

component controls the interfaces of the system and their contents based on the type of use.

Identity and Access Management.Identity management (IdM), also known as identity

and access management (IAM or IdAM), is a collection of policies and technologies that

permit authorised users to access technical resources. The identity and access management

component stores user data so as to authenticate users and provide data. This can be used

by edge services to manage access to resources, services and applications on a per-user

basis. As a result, it is critical for blockchain-based applications to align identity and access

management comprehensively with the blockchain's core identity concept. Additionally, it

must be speci�ed how much user sovereignty over their blockchain identity is required and

how this connects to application-wide identity management.

Data Storage Off Chain.Off-chain storage is used to refer to any data that is not stored on

the blockchain yet contains blockchain-related data. Off-chain storage is required for two key

reasons. On the one hand, local replication should enable faster access to data stored on the

chain. Alternatively, it should keep business data separate from the blockchain, for security

and scalability reasons. Off-chain storage can take several forms depending on the data type

and size, for example, SQL or NoSQL for metadata or decentralised Content Addressable-

Storage (CAS) systems, such as IPFS [16] or Swarm for Binary Objects (BLOBs) [122] that

create hashes for data that can be stored on-chain.
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Transaction Management.The transaction manager is a blockchain application service that

is responsible for receiving messages and generating state-changing transactions that invoke

smart contracts. It governs how transactions are signed and published to the blockchain

network via a connected blockchain endpoint. The component is responsible for a range of

transaction publication-related duties. To begin, it forecasts adequate transaction expenses

to ensure that transactions are funded adequately and completed on time. Second, it keeps

track of nonces; a nonce is a randomly generated number that is used to prevent replay

attacks. Thirdly, it deals with the entirety of the signature for the transaction. Additionally,

the transaction manager must deal with a range of probable errors, including nonce errors,

network congestion, peers dropping, and transactions being dropped for whatever reason.

Digital Wallet. The wallet is a software component used to maintain encryption keys.

It is necessary to provide the private key in situations where backend transactions must

be signed. Numerous sophisticated approaches and various software solutions, such as

HashiCorp Vault [102] and MitaMask [75], enable the secure storing of private keys on

the backend. It stores and manages account keys, broadcast transactions, send and receive

Ethereum tokens and connect to decentralised applications (API), so as to connect the fron-

tend of the system to the smart contract on the blockchain.

Blockchain Endpoint.Blockchain endpoint is a node that runs software that implements the

blockchain protocol. A node checks all transactions in each block, ensuring the network's

security and data accuracy. The system's backend relies on the blockchain, a decentralised

network of computer nodes that con�rm and validate data added to the chain. This process

hashes digital data blocks and adds them via a cryptographic link to the chain. Therefore,

blockchain-based records are reliably easy and quick to transfer, with students only needing

to share a digital address to link future employers to their authenticated credentials.

Smart Contract. A smart contract is a self-executing autonomous entity built on the

blockchain to perform operations related to speci�ed tasks. Smart contracts integrate the

blockchain with the frontend of the system and it is written using Solidity [35] and deployed

on the Ethereum Virtual Machine (EVM) on the blockchain. The smart contract combines

with the frontend via the API.
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5.3 Motivation Scenario

5.3.1 Initial Scenario

The following initial scenario involves four different actors. The �rst actor is the system ad-

ministrator or sysadmin, responsible for the execution of the smart contract on the blockchain

and the registration of universities on the system. The second actor is the university or learn-

ing institution, responsible for the authentication of student records. The third actor is the

student, who utilises the system with the intention of creating a record of their achievements.

The fourth actor is an employer, who uses the system in order to validate the candidate's

certi�cation and to assess candidates by way of using their records of achievements.

Fig. 5.2 Motivating Scenario

Each of these actors or users, interact with the system in different ways, according to a

sequence. This is described below:

1. The sysadmin executes the smart contract on the blockchain. Following deployment of

the smart contract on the blockchain, the sysadmin can register universities into the

smart contract's storage. This function is one which can only be executed by the smart

contract's sysadmin or in other words, executed from the address from which it was

deployed. Figure 5.3 shows the admin sequence diagram.

2. The university name and address are stored in the smart contract utilised for the

authentication of certi�cates. Figure 5.4 shows the university sequence diagram.

3. The sysadmin registers the university in the frontend of the system (meaning that the

university name is added to the list of the universities registered in the smart contract).

4. Students can register themselves on the system via the system's homepage. Figure 5.5

shows the student sequence diagram.
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5. The university adds students from the student's list in the system to its list.

6. Students added to the system now have access to the system with the use of an ID

number.

7. Each time a university seeks to authenticate certi�cates, the relevant student is selected

from the list.

8. Following this, the relevant documents are uploaded to the frontend, which hashes the

certi�cate and calls to a function on the smart contract to ensure this hash is stored on

the blockchain.

9. Following authentication of a student certi�cate, the certi�cate is automatically added

to the student's record of achievements on the system.

10. When this occurs, the UI also sends an email to the student with a hash of the certi�cate.

11. Once provided with this hash, the student can send this certi�cate to their employer(s).

12. Once the employer receives this hash, they upload it to the UI for veri�cation. Figure

5.6 shows the employer sequence diagram.

13. The frontend calls on a function in the smart contract in order to verify that the hash

was authenticated by the university.

14. The true/false Boolean result is then displayed on the frontend, in the verifying window.

This motivating scenario demonstrates how data �ow occurs within two different system

platforms; it occurs off-chain in the frontend application and on-chain on the blockchain in

the backend of the system.
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Fig. 5.3 Service Level sequence diagram: Admin

Fig. 5.4 Service Level sequence diagram: University
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Fig. 5.5 Service Level sequence diagram: Student

Fig. 5.6 Service Level sequence diagram: Employer
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5.3.2 Scenarios for Analysing Special Requirements

The system must be designed in a way which makes it capable of coping with unexpected

issues caused by the system itself or its users. Therefore, one primary necessity is the creation

of scenarios for potential issues with the purpose of pre-empting issues and to formulate

plans for their resolution. These issues might include faults within blockchain behaviour,

user login and permissions.

Faults related to blockchain

One potential fault lies in the use of Ethereum Blockchain, which relies on miners for

the veri�cation of transactions, management of the network, the issuing of new Ethereum

tokens and to secure the network. With an Ethereum transaction, the address of the smart

contract is encrypted on the blockchain, alongside the certi�cate hash, the gas and the private

key authorisation for veri�cation of the side transaction. Ethereum miners will pick up

transactions with the highest fees, signifying that miners will verify transactions with a high

amount of gas more quickly. Likewise, it will take longer to achieve con�rmation for a

transaction with a low amount of gas. Additionally, enough Ether must be contained within

the senders' digital wallets in order for the mining fee to be paid to the miners. This indicates

that a scenario must be created so as to plan in the event of a "transaction not con�rmed

(veri�ed) on the blockchain". However, this research does not intend to examine the technical

faults relevant to blockchain or the consensus process.

Identity Authentication Issues

Any potential issues surrounding user authentication must be explored, as the privacy of

the data is crucial. Only authenticated users should have access to information and not all

users should have access to sensitive information. This implies that a piece of information

must be given in order for a user to con�rm their identity. Despite this measure, some issues

with identity authentication are expected. To counter these issues, the system is designed

to provide users with the ability to reset the information they use to access the system via a

trusted and secure process.

5.4 Modelling Scenarios as Use Case

The primary purpose of requirement modelling is to correct the requirements of the proposed

system. Scenarios are useful when discussing the purpose of the system, but the requirements
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need to be speci�ed more precisely before the system is fully designed. Accordingly, creating

'use cases' provides a detailed description, along with a model of the system.

Speci�cation of Use Case

The speci�cation of the use case includes:

• The name of the use case, which summarises its purpose.

• The actor/actors.

• The �ow of events.

• Assumptions about entry conditions.

1. Use Case 1: Log in

Name of use case: Login

Actors: Admin, University and Student, see �gure 5.7.

Flow of events:

(a) Actors open the system's main page.

(b) Actors select the Login link.

(c) Actors enter the ID and password.

(d) The frontend of the system checks the information entered.

(e) If the information entered is correct, then the access will be authenticated.

(f) If the information entered is incorrect, then access will not be authenticated.

2. Use Case 2: Log out

Name of use case: Log out

Actors: Admin, University and Student, see �gure 5.7.

Flow of events:

(a) Actors select the Log out link.

(b) Actors accounts terminated.

3. Use Case 3: Register University

Name of use case: Register University

Actors: Admin, see �gure 5.8.

Flow of events:
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(a) Admin login to the system (see Use Case1).

(b) Admin select `Register University' link.

(c) Admin enter university name and address on Ethereum.

(d) Admin selects the option `Add university'.

(e) Frontend call `register_University' function in the smart contract that is executed

on the blockchain.

(f) Admin con�rm the transaction gas via the digital wallet.

(g) University information stored in the system's database.

Entry conditions:

(a) Admin must have an address on the Ethereum blockchain.

(b) Admin must have a digital wallet and suf�cient Ether to pay for miners.

4. Use Case 4: Delete University

Name of use case: Delete University

Actors: Admin, see �gure 5.8.

Flow of events:

(a) Admin login to the system (see Use Case1).

(b) Admin select `delete University' link.

(c) Admin selects the option `delete university'.

(d) Frontend call `delete_University' function in the smart contract that is executed

on the blockchain.

(e) Admin con�rm the transaction gas from the digital wallet.

(f) University information deleted from the system's database.

Entry conditions:

(a) Admin must have an address on the Ethereum blockchain.

(b) Admin must have a digital wallet and suf�cient Ether to pay for miners.

5. Use Case 5: Edit University

Name of use case: Edit University

Actors: Admin, University and Student, see �gure 5.7.

Flow of events:
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(a) Actors select the Log out link.

(b) Admin select `Edit University' link.

(c) Admin enter university name and address on Ethereum.

(d) Admin selects the option `Edit university'.

(e) Admin can only edit the university name.

(f) University information updated on the system's database.

6. Use Case 6: Register Student

Name of use case: Register Student

Actors: Student, see �gure 5.10.

Flow of events:

(a) Student selects the register link from the home page.

(b) Student enter his/her information.

(c) student submit the form.

(d) System frontend will send an email to the student containing the user ID and

password.

7. Use Case 7: Add Student

Name of use case: Add Student

Actors: University, see �gure 5.9.

Flow of events:

(a) University login the system (see Use Case1).

(b) University selects the option `Add Student' from the menu and adds the student

to its list.

8. Use Case 8: Upload Certi�cate

Name of use case: Upload Certi�cate

Actors: University, see �gure 5.9.

Flow of events:

(a) University login to the system (see Use Case1).

(b) University select `Upload Certi�cate' link.

(c) University enter Student name and Student ID.

(d) Frontend presents the student's information on the page.
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(e) University upload the certi�cate to the student.

(f) Frontend creates a �ngerprint “hash” for the certi�cate.

(g) Frontend calls `stor_hash' function in the smart contract to store the hash on

blockchain.

(h) Frontend adds the certi�cate to the student's achievement record.

(i) Frontend sends a notifying email to the student's email.

Entry conditions:

(a) Admin must have an address on the Ethereum blockchain.

(b) Admin must have a digital wallet and suf�cient Ether to pay for miners.

9. Use Case 9: Delete Student from the university list

Name of use case: Delete Student

Actors: University, see �gure 5.9.

Flow of events:

(a) University login the system (see Use Case1).

(b) University select `Student' from the list.

(c) University select `Delete Student' link.

(d) Frontend removes the student from the university list.

10. Use Case 10: Edit Student

Name of use case: Edit Student

Actors: Student, Admin, see �gure 5.7.

Flow of events:

(a) Actors login to the system (see Use Case1).

(b) Student select `My Pro�le' from the list. Admin select the student's name from

the student list.

(c) Actors select `Edit' link.

(d) Frontend updates the student information on the system's database.

11. Use Case 11: Check Record

Name of use case: Check Record

Actors: Student, see �gure 5.10.

Flow of events:
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(a) Student login to the system (see Use Case1).

(b) Student selects `Documents list' link.

(c) Frontend shows the student achievement list.

12. Use Case 12: Validate Certi�cate

Name of use case: Validate Certi�cate

Actors: Employer, see �gure 5.11.

Flow of events:

(a) Employer open the system main page.

(b) Employer select `Access Achievement Record'

(c) Employer posts the link received from the student.

(d) Employer selects `See the record'.

(e) Frontend shows the student achievement list.

(f) Employer downloads certi�cate.

(g) Employer selects `Validating' option.

(h) Employer uploads the certi�cate to the system.

(i) Frontend creates a �ngerprint for the certi�cate.

(j) Frontend calls `check_hash' in the smart contract.

(k) The function matches the hash with the stored hashes on the smart contract.

(l) The function returns the name of the university and its address on the blockchain

if the hash exists.

(m) The function `not valid' if the hash does not existing.
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5.4.1 Use Case model

System Use case Model

Fig. 5.7 System Use Case Model
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Admin Use Case Model

Fig. 5.8 Admin use case model

University Use Case Model

Fig. 5.9 University use case model
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Student Use Case Model

Fig. 5.10 Student use case model

Employer Use Case Model

Fig. 5.11 Employer use case model
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5.4.2 Entity Relationship Diagram (ERD)

An Entity Relationship Diagram (ERD) is a type of �owchart in this diagram, that illustrates

how “entities” such as universities, students or employer relate to each other within a system.

ER diagrams are most often used to design or debug relational databases in the �eld of

software.

Fig. 5.12 Entity Relationship Diagram (ERD)
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5.5 Data�ow

Data�ow automates provisioning and management of processing resources to minimise

latency and maximise utilisation so that you do not need to spin up instances or reserve them

by hand.

The �ow of data for student

This �ow diagram 5.13 represents Student activities in this system. First, the Student will

login to the System with User ID and Password. If the information entered is correct then

they will be able to redirect to Dashboard. If he/she fails then he/she will see an error message

in the same login page. In dashboard, the User can �nd the list of certi�cates uploaded by

Universities and can see their information. Students can share documents to Employers via

Email. Student can view and update his/her pro�le and logout from this System.

Fig. 5.13 Student Data�ow
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Flow of data for the University

This �ow diagram 5.14 represents the �ow activities of the university in the system. First the

university will log into the system using its login credentials. If the credentials are correct

then the university user will be redirected to the university dashboard on dashboard user and

will see the menus-document list, Upload Document, Add Students, manage students. In

'document list', the university user will be able to see a list of the student's documents. On

clicking on any of the documents, the user will be able to view information in relation to

the student. In the 'Upload document page', the university user can upload the document

belonging to the student by entering their details. If document type is available in the system

then they can directly upload the document. If it is not available, they need to add document

type and then they will be able to upload the document. On the "Add student screen", the

university user can add a new student with the full details and save it in the database. On the

'Student manage Screen', the University user will be able to see the full list of students and

can edit and delete them.

Fig. 5.14 University Data Flow
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Flow of data for admin

This �ow diagram 5.15 represents the Admin's �ow activities in the system. First, Admin

will login to the system with their login credentials. If the credentials are correct then admin

will be redirected to the admin dashboard on dashboard admin and will see the menus - Add

University, Manage University. On the 'Add university Page', admin can add the university in

the university database by adding the correct details to the form. In addition, on the 'Manage

University' screen, admin will be able to edit and delete universities.

Fig. 5.15 Admin Data Flow
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Flow of Data for Employer

This �ow diagram 5.16 represents the employer's �ow activities. The Employer will receive

a link via an email sent by the student. On clicking on the link, the employer will be able to

see the documents for veri�cation.

Fig. 5.16 Employer Data Flow
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5.6 Validation of the Conceptual design

5.6.1 Method

We investigated the validity of the conceptual design of the prototype prior to the imple-

mentation througha design critique workshopfor multiple reasons. First, it yields valuable

feedback quickly and regularly. Second, it allows people to provide direct constructive

feedback on the design. Third, it builds resilience in the designer to be open to criticism

of their work and thus improve its quality. We conducted a qualitative questionnaire be-

sides participants ' recorded and written feedback to collect valuable data to validate our

proposed solution and build the system. In addition, the recommendations have addressed

the comments, suggestions and advice of the participants. To achieve our aim, we designed

the workshop using the “Six P's” [47] framework (See Table 5.1) to manage the quality of

the process [131]. The participants were compensated with a £10 Amazon gift card for their

participation [32] [27].

Table 5.1 Six P's workshop framework.

Purpose Participants Principles Products Place Process
Why do we do this workshop? Who is involved? How do we function? What do we do? Where is it located? When is the meeting?

To validate the conceptual
design of the proposed solution

Blockchain Developers /experts,
HCI Developers/experts,
Stockholder.

Group process rule.
Meet the group and discuss
the design.
Answering the questionnaire.
Individual interview.

Discussion.
Planning.
Modelling.

School of Computing,
Newcastle University,
Meeting Room.

29/11/2019
From 10:00 am
To 12:00 pm

We invited eight people via email, as recommended in [32], to participate in the workshop

via email(see Appendix A for the invitation designed for this study). Therefore, the

process is ef�cient since we need a few numbers of speci�c types of participants. The

workshop was composed of a mix of developers and stockholders. Participants were active,

engaged and committed. Table 5.2 presents information regarding the participants.

Table 5.2 The workshop participants' details.

Participant Education Level Participants �elds
P1 PhD Blockchain
P2 PhD Blockchain
P3 PhD Blockchain
P4 PhD HCI
P5 PhD HCI
P6 PhD HCI
P7 PhD Software Engineering
P8 PhD Software Engineering
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We conducted an in-depth explanation of the purpose of designing a trusted achieve-

ment record system for students in higher education using blockchain and smart contract

technology. To deliver the idea to the participants, we created an infographic storyboard

of the research idea that we presented as a video and a printed story(see Appendix A).

Then, we answered the questions listed in the Agenda section in detail to understand the

components, method and scenario that we incorporated into our solution. Participants were

recruited using three speci�c approaches to give their feedback on the design of the prototype.

The �rst was by way of attending the workshop meeting and discussing their opinions

in an open discussion session. We arranged a meeting; the discussions were recorded using

an audio recorder in the middle of the meeting table. The discussion session allowed the

participants to ask direct questions and provide immediate comments and suggestions.

The secondwas by using sketching papers to allow the participants to write and draw their

ideas and thoughts. Thus, we can map the concepts into categories and improve the prototype.

The third approach was sending a short quantitative questionnaire, conducted using `Survey-

Monkey' software, to the participants via email(see Appendix A for the questionnaire). The

primary aim was to collect valuable data from the participants that re�ected their opinions and

thinking regarding the workshop discussion. We analysed the results using basic descriptive

statistics and speci�c cross-tabulations.

The discussions were transcribed and then coded to identify the components. A code

is a word or short phrase that descriptively captures the essence of the components of our

material. The �rst step in our data reduction and interpretation was coding the materials.

Therefore, transcripts were coded to transform the data into relevant information. Our study

followed a thematic analysis using the inductive approach [22], an effective method in such

investigations and used in many similar studies previously`[131]. The second step was

abstracting themes from the codes. Once we coded all of the materials, we worked on the

codes to group them together to represent common and signi�cant themes. We used the

`table method', which works particularly well in this study, for cutting out codes, as well as

for moving them around and grouping codes.
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5.6.2 Results

The �ndings of the activities observed during the workshop meeting and from the question-

naire were disseminated via email. Primarily, we classi�ed the participants' comments under

four main categories as follows:

Usability

Usability can be de�ned as the ease associated with using the system effectively and ef�-

ciently. Usability is one of the primary targets that we are looking to achieve and requires

a comprehensive understanding of the requirements and components. Integrating the com-

ponents in our solution is essential and should be completed in a way that allows users to

feel comfortable while dealing with our system. Our system is designed to demonstrate

the research idea at the current stage. Therefore, the system's usability in the current arena

is suitable according to the participants' answers to the question (How satis�ed are you

with the usability of this software?) (see Figure 5.17).However, we asked the participants

how satis�ed they were with the system's usability. The result shows that 37.5% of the

participants were somewhat satis�ed. From their perspectives, the system's user interface

needs a variety of improvements to be more friendly. According to (P7),"the end-user must

not have any concerns about how to use the system and they must see it like any other system

they use every day". A further 37.5% of re were very satis�ed with the system's usability,

while 25% were extremely satis�ed."MetaMask solution is good for proof-of-concept but is

not good to evaluate usability. Consider using some web3 library (web3js, web3dart, etc.) to

communicate with Ethereum blockchain", (P1) said.

Fig. 5.17 Participants' Satisfaction with the Usability.
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Scenario

To understand the system requirements and how they are applied, it is essential to compose a

scenario in the system's planning stage. We improved the initial scenario we produced in our

solution as a result of the participant's feedback regarding the scenario. Figure 5.18 shows

that the majority of participants,75%, were very satis�ed with the initial scenario, while

25% were extremely satis�ed. However, during the discussion in the workshop meeting,

participants offered suggestions and feedback that would be used to improve the scenario.

For example, two participants (P1) and (P2) suggested allowing the university to hash/sign

the certi�cated and send the hash to our system instead of hashing certi�cates in our system.

According to (P1)"The scenario is relevant and blockchain can be useful". However, as we

discussed, maybe you can improve it by allowing the institutions to hash/sign the �les to

send to external storage (external database, IPFS, etc.)' while (P2) believed"It would be

better to leave the hashing work to the university side. Likewise, using public blockchain is a

good idea."

Fig. 5.18 Participants' satisfaction with the Scenario.

Moreover, (P7) suggested allowing students to access the system and manage their

achievement records"Students must have the ability to access the platform and manage their

achievement records. Then they don't have to send their certi�cates by email to employers;

they can only send their record link". Another suggestion to improve the scenario from (P4)

is to allow students to communicate with the employers through the system and vice versa.

"The scenario could be improved by: 1. Increase the level of security, especially regarding

the company. 2. Automated handling and storing a document on the system. 3. There is no

need for communication between the document owner and the authority as long the document

is available automatically.'", (P4) said.
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Fig. 5.19 Participants' satisfaction with the communications between users.

Security

Blockchain in the backend provides a secure and trusted environment for our system. How-

ever, the system's frontend should be protected so users can use this system con�dently.

To raise the level of security in our solution, we designed a question in the questionnaire

that aims to indicate if the participants were satis�ed with the system's security. The result

shows that 37.5% of the participants were not so satis�ed. Alternatively, 37.5% of the par-

ticipants were extremely satis�ed, while 25% were in between somewhat satis�ed and very

satis�ed. Participants (P1) and (P2) argued about moving the hash/sign certi�cate process

Fig. 5.20 Participants' satisfaction with the Security.

from the system to the universities to avoid the possibility of security issues related to the

hashing method itself."As we discussed, institutions needed to be capable of performing the

hash/signature. Therefore, it will not rely on third party trust (blockchain was designed to
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remove the requirement of the third-party trusted entity)"(P1) said. Considering the same

idea, (P2) said that" Using the trusted hash function and let the universities undertake most

of the work."

With respect of protecting users' identities and data, (P3) and (P7) had a common

recommendation which is de�ning the users of the system and determining their tasks."With

the scenario that I was shown, it would be incredibly dif�cult for anybody to forge or alter

any documents, the only potential threat I see is that the blockchain currently requires an

administrator to oversee the management of the chain if this role was decentralised, I think

that would improve security further."(P3) said. While (P7) said,"The prototype needs some

improvement in the security layer. For example, determine each user's tasks and protect their

identity."

Last, in the security section, signing the permissions of each user is an essential step while

designing any system. Therefore, (P6) argued that users of the system should not be allowed

to see all the system windows. The permission of each user of the system should be related

to the user's tasks. 'Implement a security layer between the database and presentation layer.

"The other concern regarding the security is that the users shouldn't see all options/screens

belonging to the system." (P6) said.

Components

All processes are placed into separate components in our system. Thus, all the data and

functions inside each component are semantically related. Components communicate with

each other via the system's interface. Therefore, the user does not need to understand

the inner workings of the component (implementation) in order to use it. The system we

are designing contains various components with different characteristics. For example,

blockchain and smart contract at the backend of the system and a frontend that includes a

database, hash method and security layer. Combining the components in good content is

one of our interests that we are seeking to achieve. Therefore, we conducted some questions

relevant to the components of our system, such as blockchain, smart contracts and the

hash method. We �rst discussed the question (How satis�ed are you with conducting the

blockchain and smart contract in this solution?). Figure 5.21 shows that the majority of

participants, 50%, were very satis�ed while 37.5% were extremely satis�ed. Only 12.5% of

the participants were somewhat dissatis�ed. After explaining the technology, we investigated

which blockchain type the participants thought might be best to apply in this solution.

Figure 5.22 75% chose public blockchain, while 25% chose private blockchain. We also

asked the participants the direct question (How satis�ed are you with including (public-

blockchain) in this solution?). The result presented in the Figure 5.23 shows that, the majority
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Fig. 5.21 Participants' Satisfaction with the Components.

Fig. 5.22 Participants' Selection of the Blockchain Type.
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of participants 50% were extremely satis�ed with using a public blockchain while 37.5%

were very satis�ed, whereas only 12.5% were somewhat satis�ed. Participants provided

Fig. 5.23 Participants' Satisfaction with the Blcokchain Type.

justi�cations for their choices. (P1) said,"About private/public instance, It depends on how

the �nal design will be established. Various questions should be made to de�ne this: - Would

the entities involved in the blockchain pay for the infrastructure cost? (yes - private can be a

good option) - Would nodes be able to pay the costs of transactions (gas)? (if yes - the public

can be a good option) - Is it required for the solution to have some control over the access to

the information available/stored in the BC? (if yes, consider using a private)". Participants

(P3) and (P7) shared the same reason."Since the hash is the only data that will be stored

on the blockchain, it is believed that Public blockchain is better (so you do not have to be

concerned about miners and the consensus algorithms)"(P3). At the same time, (P7) said, "I

think public blockchain offers more security, and if only hashes are being stored in the chain

and not personal information, this solution would be �ne".

Another question we discussed in the workshop was relevant to the hash method. We

explained the reason for using it in this system to the participants. Regarding the results of

our question about how satis�ed they are with making use of the hash method in this solution,

37% of the participants were extremely satis�ed while 25% were very satis�ed. 25% of

the participants were somewhat satis�ed and �nally 12% were not satis�ed,as Figure 5.24

illustrates.

5.6.3 Discussion

The primary aim of this study was to collect useful data to validate our proposed solution

in order to implement the system. Therefore, the �ndings of this study revealed the main
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Fig. 5.24 Participants' Satisfaction with the using Hashing Algorithms.

factors illustrated in Section 5.6.2. In the planning and designing stage of the system, the

main objective was to make the system easy to be used by the end-users; the user does not

need to know about the inner workings of the system. As a result, the usability of our system

in the current stage was highly satisfactory.

The �rst step in the validation process is reconstructing the scenario to cover the sys-

tem requirements. After reviewing the participants' feedback related to the scenario, we

determined that the tasks and permissions of the system users necessitate being rede�ned.

Therefore, we rede�ned the tasks, which resulted in a redesign of the system's front end to

serve the objective of the system, which is building a trusted achievement record for students.

Fundamentally, improving the scenario is by going through these steps in sequence: de�ning

the system users, determining the tasks for each user, selecting the appropriate components

and lastly, illustrating the transactions and operations.

Moreover, system security is an essential part of this study. The study results in sec-

tion 5.6.2 illustrate several issues related to the security of the system that should be addressed

in the improvement process. Our �ndings reveal that the security layer in the system must be

developed by adding security operations and features. The backend of the system contains

the blockchain, which is secure by design, and the smart contract running on it is designed

to be secured. Conversely, the frontend of the system needs to be more secure. The users'

identities must be protected and the permissions for each user must be identi�ed as well.

Besides, the inner elements of the system must be secured from any external in�uence.

Therefore, we addressed those points as a signi�cant assignment to build a trusted system

and re�ned the design based on the comments. In addition, other comments in the results

discussed the components chosen while designing this system. The discussion among the

participants and their answers in relation to their satisfaction with the system components
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shows that we integrated suitable components in our solution. Therefore, there is no need to

change any element in this system during the improvement process.

5.7 Conclusion

In conclusion, this chapter and the chapter 6 next, the following research questions in Chapter

1, page 5 and 6; were answered:

• How can the documents be veri�ed using blockchain and smart contract technol-

ogy?

• How can each user's (students, educators, etc.) operations and transactions be

speci�ed in our proposed solution?

• What are the modelling scenarios of the system use cases?

• What are the modelling scenarios of the data �ow?

This study provided the data needed to validate the conceptual design of the proposed system.

The scenario, security, components and usability are the four main factors discussed and

validated based on the participants' answers and discussion. Therefore, we re�ned the design

based on the results in the section to build a trusted and secured achievement record for

students. The system, as a result has proved the effectiveness and validity as a solution for

students to develop a trusted record of their achievements during their university life. The

next chapter covers the details related to implementing the proposed conceptual model.



Chapter 6

Blockchain-Based Trusted Achievement

Record System Implementation

Overview

The main aim of this chapter is to provide information on the implementation of the proposed

system based on the design discussed in chapter 5. Moreover, this chapter presents details of

the end-user interaction with the system.

6.1 Contribution

The main contribution of this chapter is providing information about the Blockchain-Based

Trusted Achievement Record System implementation and veri�cation.

6.2 System Implementation

The system built on the basis of work published in [11] and [12] (chapter 3 and chapter

4). The frontend of the system is software implemented using HTML5, CSS3, Javascript,

AJAX and Web3js [75]. We used HTML5 to design the frontend application. By using

HTML5, we made usable forms. In addition, HTML5 supports cross-platform, is designed

to display the application pages on PCs, Tablet and Smartphones and ensures that CSS is

better organised. Javascript is use to allow users to interact with the system frontend and

to implement the frontend components. AJAX was used in this platform to allow a web

page only to reload those portions which have changed, rather than reloading the whole



104 Blockchain-Based Trusted Achievement Record System Implementation

page. This decentralised application is connected to a smart contract using web3js. Web3js

is a collection of libraries that allows users to interact with the local or remote Ethereum

node using an HTTP connection. The database has been designed to contain two categories

of data: public authentication data and private certi�cate data. The public authentication

data is available and released to the blockchain; the student data are stored in MySQL,

securely protected and isolated in the intranet. The smart contract in this system is written by

Solidity [126], a high-level and contract oriented language used to write smart contracts. It is

used for designing and implementing smart contracts. It is designed to run on the Ethereum

Virtual Machine (EVM), which is hosted on Ethereum Nodes connected to the blockchain.

6.2.1 Blockchain

A blockchain-based application has been chosen for this system due to its performance

and ability to verify education certi�cations pro�ciently. There are numerous reasons why

blockchain is the most appropriate decision, including because it helps to remove the need

for the manual veri�cation of transactions since all necessary information is automatically

veri�ed by a decentralised network of computers. This information is also permanently stored

in the blockchain, reducing, if not completely removing, the risk of deletion, meaning that

additional security services are not necessary. Crucially, the falsi�cation or modi�cation of

transactions on the blockchain cannot take place. The speci�c hash system is used to verify

certi�cates. Furthermore, no user is capable of modifying this information or uploading a

false hash into the network. When data is added to a blockchain, a request for the exchange of

data is given by the sender and received by one of the nodes in the blockchain. The receiving

node then broadcasts the incoming data to other nodes, adding it to the current transaction

pool. When the block's limit is reached, determined by either the size or number of units, the

nodes begin mining the block. The nodes compete to identify the proof of work solution,

and when one of the nodes succeeds in mining, the solution is transmitted to the other nodes.

The other nodes are responsible for verifying the output and assessing its validity before

all blocks in the chain are veri�ed and the newly mined block is added. The blockchain

used for this speci�c system is Ethereum, an open-source blockchain with smart contract

capabilities. It also supplies a decentralised virtual machine that can complete the necessary

scripts through the use of a system of public nodes. This system is considered to be Turning

complete, meaning it can recognise other data sets and is also used as the internal transaction

pricing mechanism. Decentralised applications are connected to the smart contract using

web3.js, which is an assortment of archives that permit the system to interact with remote or

local Ethereum nodes [26].
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6.2.2 Smart Contract

The smart contract is of primary importance within the system, as it connects the blockchain

with the frontend [86][85]. Regarding this speci�c platform, the use of a smart contracts

eliminates the need for human management using an Application Programming Interface

(API).

The primary programming language used when writing smart contracts that run on

Ethereum Blockchains is Solidity [126], a contract-oriented language that is responsible

for the secure storage of programming logic during a transaction. Solidity [126] is also a

high-level language and is used in the design, writing and implementation of smart contracts

to run on the Ethereum Virtual Machine (EVM), which is held on Ethereum Nodes that are

directly linked to the blockchain, that in turn is connected to the frontend. A smart contract

Fig. 6.1 Adding University Function in the Smart Contract.

allows this platform to register universities and store the relevant document hash values

on the blockchain, with Solidity [126] and Truf�e Framework working to publish it on the

Ethereum Blockchain. It employs automatically when a command is given on the frontend

via API connectivity. First, universities are registered on the blockchain using an API with the

Fig. 6.2 Storing the Document Hash Function in the Smart Contract.

formulated functionadd_uni; Figure 6.1 Another formulated function,store_hash; as seen

in Figure 6.2 works to store the relevant document in the smart contract and was generated

by the SHA-256 encryption algorithm that exists in the system's frontend. The function

get_hash; in Figure 6.3 is employed to verify particular documents on the hash through an

API.

Fig. 6.3 Verifying the Document Hash Function in the Smart Contract.
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Veri�cation of the Smart Contract. The veri�cation stage is a debugging task that

primarily guarantees the smart contract is free of errors and capable of performing the

functions speci�ed in the model. The veri�cation process identi�es and correct errors in the

early phases. To do that, we used Remix [72], an online integrated development environment

IDE, as shown in the Figure 6.4, to test all the functions in the smart contract and ensure they

all are delivering the correct outputs.

Fig. 6.4 Veri�cation of the Smart Contract.

6.2.3 Hash Algorithm

In 2000, a cryptographic hash function was propositioned as a new production of SHA

functions and was employed under the Federal Information Processing Standards (FIPS) in

2002. Named SHA-256, it is typically viewed as a single supplication, along with SHA-512,
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of an init() function that prepares the eight 64-bit variables; h0, h1, h2, h3, h4, h5, h6 and

h7 [51]. This is followed by a series of invocations of an _update() function and a �nalise()

function. SHA-256 tends to allow more security and protection than other hashing algorithms

and is used and trusted by prominent technology and public-sector agencies. Moreover,

since there are 2256 different possible hash values in SHA-256, it is highly unlikely that two

different documents will have the same hash value. It is also exceptionally easy to calculate

and generate a hash using this system, and both small and large �les take the same amount

of time to generate. As SHA-256 is deterministic, this suggests that it is incredibly easy to

determine the authenticity of a �le, as a speci�c �le input will always produce the same hash

number. It is therefore impossible to alter a �le without in turn altering the hash number,

which leaves digital evidence behind and is known as the avalanche effect. Avalanche effect

In cryptography, the avalanche effect is the desirable property of cryptographic algorithms,

typically block ciphers and cryptographic hash functions, wherein if an input is changed

slightly (for example, �ipping a single bit), the output changes signi�cantly (e.g., half the

output bits �ip) [51][51]. The principal reason that leaders in technology use SHA-256

though, is because it has not been, in essence, broken, like many other prevalent hashing

algorithms.

6.3 Users' Interactions with the System

We designed the system to be easy to use, allowing users to login with the frontend function

and then access and distribute their documents if they so choose; Figure 6.5 shows the

system home page where users can access the system. Users' documents are uploaded on the

blockchain via the smart contract, with documents also being uploaded by the university for

veri�able purposes. As students can access their uploaded documents, they can send them to

potential employers, while employers can also verify the document using the document hash

to search the system.

6.3.1 Admin Interaction with the System

To begin, admins must log in to the system using the correct login credentials previously

supplied to them before being forwarded to the admin dashboard, wherein the menus are laid

out. Admins can choose from `Add University', `University Manage', or `Student Manage'.

The `Add University' tab allows admins to add a university into the university database by

completing the form. Later, if necessary, the `University Manage' tab allows admins to edit

and delete universities.
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Fig. 6.5 System Homepage

Fig. 6.6 Admin Dashboard
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6.3.2 University Interaction with the System

The university user must log into the system, again with correctly supplied credentials, and

then will be taken to the university dashboard; as showed in Figure 6.7. The user will

be presented with speci�c menus, including `Document List', `Upload Document', `Add

Students' and `Manage Students'. By clicking on `Document List', the university user will

be able to view a list of the students' documents and clicking on any speci�c document will

produce information about the relevant student. The `Upload Document' tab allows the user

to upload a student's document by entering their details. If the document type is already

available in the system, they can upload the document straight away. If not, they must �rst

add the speci�c document type. The `Add Student' tab enables the user to add a new student

and all of their relevant details into the database, whereas the `Manage Students' tab allows

the university user to see a complete list of students, editing where necessary.

Fig. 6.7 University Dashboard

6.3.3 Student Interaction with the System

The student homepage in Figure 6.8 allows university students to register themselves in the

system. They are provided with a unique user ID and password, and, once entered correctly,

will be redirected to the dashboard. If they enter their details incorrectly, an error message

will be displayed. They will stay on the login page until they enter the correct details. Once

successfully logged in, students can see their information on the dashboard and are also

presented with a list of certi�cates that have been uploaded by universities. Using the email

system, students can share their documents with different employers, who will receive a link

directing them to a document veri�cation page.
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Fig. 6.8 Student Dashboard

6.4 Conclusion

In conclusion, the primary objective is to provide guidance on developing the proposed

system using the design mentioned in (chapter 5). Additionally, this chapter discusses

the end-user interface with the system. Finally, we describe the implementation of each

component and justify our pick. The frontend (centralised layer) was implemented with

HTML, CSS, JS, web3, Jnode, in addition to a SQL database for data storage. At the same

time, the backend (decentralised layer) was implemented by writing the smart contract in

Solidity [126] and then sending it to the Ethereum blockchain. We veri�ed the frontend

of the system by testing each function separately to ensure the output was correct and free

of bugs and errors. The smart contract veri�cation in the backend is completed using the

online Remix IDE [72], where we can run the smart contract in the blockchain testnet. Then

we released the system and designed an experiment for end-users to utilise the system in

order to collect data for the evaluation task. Therefore, we discuss the experimental and

evaluation details in chapter 7, in order to collect data for evaluation purposes, we discussed

an experiment to enable end-users to employ the proposed system and then evaluate it through

a number of evaluation methods.



Chapter 7

Evaluation

Overview

We mainly aim in this research to provide the stakeholders with a system that is user-friendly

and trusted. Therefore, in this chapter, we �rst evaluate the system usability utilising the

System Usability Scale (SUS) test [23]. Then, we adopt the End User Computing Satisfaction

(ECUS) test [65] to evaluate the feasibility of the system. Furthermore, to understand if

our proposed system is a motivating solution for users to improve their skills and enhance

their learning future, we designed a mixed-methods questionnaire to collect and analyse

data so as to evaluate this objective. We collected data by way of an experiment which

entails the end-users using the system then analyse their re�ections from the answers to the

questionnaire. Likewise, we analysed the system's feasibility in terms of cost and transaction

con�rmation time.

7.1 Contribution

The main contribution of this chapter is as follow:

1. Conducting an extensive analysis of the system usability by adopting the System

Usability Scale (SUS) method.

2. Conducting an extensive analysis of the satisfaction of system users by adopting the

End-User Computing Satisfaction (EUCS) method.

3. Conducting an extensive analysis of assessing system capability to affect the sys-

tem's users positively in terms of the aim of learning, planning for future learning,

employment and providing proof of skills.
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4. Conducting an extensive analysis of two variables, First, the delay time represents

the transaction con�rmation time. It refers to the time a transaction takes from its

broadcast to the blockchain and addition to the distributed ledger. Second, the cost

of the transactions; the cost represents the mining fee (Gas). Gas refers to the unit

that measures the computational effort required to execute speci�c operations on the

Ethereum network.

7.2 Experiment: End-users Using the System

To appraise our solution, we designed an experiment to collect data from the end-users of the

proposed system through different evaluation methods. Figure 7.1 illustrates the stages of

the experiment.

Fig. 7.1 Experiment Steps

Step 1: Experiment Use case

The use case is for the participants to be able to use the system. The participants consist of

two types of users: university and student. First, participants can practice their tasks based

on their type. Then they answer the questionnaires. Once we receive the answers, we do an

intensive analysis of their responses to evaluate the system.
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Step 2: Invitation

The literature on web survey explains that the design of mail invitations or advance letters can

affect response rates in both surveys and interviews [71]. To tackle this issue, we designed

two invitations to invite the universities or educational institutions. The other invitation we

created was the students' invitation. Both invitations were intended to be short and clear

and provide the potential participants with all the information they may need to participate

(see Appendix C,1&2 for the invitation forms). In total, we received responses from six

universities as shown in Table 7.1; 30 students from those universities agreed to participate

in our evaluation of the proposed system.

Table 7.1 Evaluation Participants' Details.

Participant Geographical Location Educational Background of Participants
U1 Saudi Arabia non-computing
U2 Saudi Arabia non-computing
U3 Saudi Arabia non-computing
U4 UK non-computing
U5 UK non-computing
U6 USA non-computing

Step 3: Training Workshop

This step aims to give the participants, who agreed to participate in the evaluation process,

practical training regarding using the system and answering their questions. In this step, we

also designed an infographic that clearly explained to participants the steps required to use

the system (see Appendix C,3 for the infographic).

Step 4: Using System

In this step, participants will start using the system based on their type of access, "university

or student". Then, the participants will apply the use cases that we explained in Chapter 5,

page 83 relevant to their responsibilities within the system.
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Step 5: Answering Questionnaires

Finally, in this step, participants will receive links to the questionnaires that we designed for

evaluation purposes via their email. The following sections present the questionnaires details

and their results.



7.3 System Usability Scale (SUS) 115

7.3 System Usability Scale (SUS)

To appraise our solution's usability, we will undertake a System Usability Scale (SUS) test

explained in Chapter 2, Section 2.6.1.

7.3.1 Reliability

As a result of the statistical data, the reliability of the variables intends to measure the

overall consistency under different conditions. Thus, the value of Cronbach's Alpha needs

to consider how the internal consistency can be measured. Typically, the standard value

to measure reliability is greater than 0.5 [91]. This indicates the variables' accepted level.

However, a value greater than 0.8 indicates strong reliability.

Data Interpretation:

In the current case, Cronbach's Alpha value is 0.771 as shown in Table 7.2, indicating strong

reliability since the value is greater than 0.5. It can also be said that the estimated value

greater than 0.77 indicates the good reliability, re�ecting the strong interrelation between all

variables.

Table 7.2 Reliability Statistics SUS Test

Cronbach's Alpha N of Items
0.771 10

7.3.2 Results

The systems usability scale (SUS) is the scale that assesses the usability of a system through

ten different questions regarding the effectiveness of a system. The survey was conducted

with 30 participants who stated their experience with the SUS. The participants were the

students of universities of different countries. The test was conducted to primarily assess

the usability of the proposed system as to whether the objective of building the system has

been achieved. The respondents were asked to answer the ten questions associated with

the usability of the system in which they had to answer on a scale from strongly agree to

strongly disagree. The Likert scale was used to gather the responses of participants in relation

to the usability of the system. The correct process including a few steps was followed to

determine the most repetitive response from strongly disagree to strongly agree to conclude.

In the table 7.3, n is the number of participants who checked that response, while the second
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column shows the average number of answers for 1, i.e. strongly disagree and so on. The

weighted average column represents the weighted average value of all the �ve responses.

This shows that if the value is close to 5, most of the participants strongly agree and if it is

close to 1, it means most of them disagree. When asked if they thought they would like to use

the system more often, 36.67% and 40% agreed to the statement indicating that they were

interested using it. When asked if the system was complex, 43.33% of participants strongly

disagreed and 30% disagreed,indicating that the system was easy for them to use. It has also

been established that most of the participants believed that the system would be easy to use.

They were then asked if they would need the support of a technical person. It was found

that they do not think that they would need any kind of support while using this system, as

30% and 43.33% disagreed and strongly disagreed with the statement. They disagreed with

the question that there was inconsistency in the system and agreed with the statement that

people can learn using this system quickly. It should be mentioned that 63.33% strongly

disagreed and 23.33% disagreed with the statement that the system is burdensome to use and

that they were also con�dent about using the system. Participants also disagreed with the

statement that they had to learn a lot of things before using this system. The overall analysis

suggested that participants found the system helpful and easy to use; they believed that there

was no need for any additional learning and neither does the system require any expertise to

be used. Participants found the system user-friendly and extremely useful which indicates

that participants were happy about using this system.

Table 7.3 Results of the SUS Questionnaire Based on the Participant's Answers.

1
Strongly Disagree

2 3 4
5

Strongly Agree

Q Avg n Avg n Avg n Avg n Avg n Total
Weighted
Average

1 0.00% 0 0.00% 0 23.33% 7 36.67% 11 40.00% 12 30 4.17
2 43.33% 13 30.00% 9 13.33% 4 3.33% 1 10.00% 3 30 2.07
3 0.00% 0 0.00% 0 3.33% 1 33.33% 10 63.33% 19 30 4.6
4 30.00% 9 43.33% 13 10.00% 3 6.67% 2 10.00% 3 30 2.23
5 0.00% 0 0.00% 0 13.33% 4 36.67% 11 50.00% 15 30 4.37
6 40.00% 12 36.67% 11 10.00% 3 0.00% 0 13.33% 4 30 2.1
7 0.00% 0 0.00% 0 16.67% 5 30.00% 9 53.33% 16 30 4.37
8 63.33% 19 23.33% 7 0.00% 0 0.00% 0 13.33% 4 30 1.77
9 0.00% 0 6.67% 2 6.67% 2 40.00% 12 46.67% 14 30 4.27
10 16.67% 5 30.00% 9 26.67% 8 13.33% 4 13.33% 4 30 2.77

The overall results show that the participants are satis�ed with the usability of the system

and �nd it user-friendly (�gure 7.2.)
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Fig. 7.2 Weighted Average of All Questions.

7.3.3 Discussion

The effectiveness of a system is usually assessed by the feedback of its users as to whether

the system assisted them, how easy the system was to use and how much time and effort did

the system take to understand. It was determined that the system was extremely useful in

terms of ease of use, denoting that the participants believed they would like to use the system

regularly. Consequently, 36.67% and 40% stated that they would like to use the system more

frequently. Moreover, 43.33% of the participants strongly disagreed and 30% disagreed when

asked if the system was complex. It was also established that they do not feel dependent upon

anyone to use the system, i.e. no expertise is required to use the system, demonstrating that

the system is extremely user-friendly. This feature is considered one of the most important

considerations to declare a system effective and usable, 30% and 43.33% disagreed and

strongly disagreed with the statement that the system requires some expertise to use. The

participants' responses stated that they are satis�ed with the usability and ef�ciency of the

system, while it was also ascertained that the system can be learned very quickly without

any training or expert support. Neither is the system found to be cumbersome, with the

participants feeling very con�dent while using the system. Overall, the participants stated that

they did not face any dif�culties while using the system as it does not require any expertise

or training. Hence, anybody can easily learn how to use the system.

As in �gure 7.3, the grades are presented in the �ve letters A, B, C, D, and F. Each

of the letters covers a range of scores on the scale, as well as the adjectives that are also

classi�ed into six categories starting from the Worst Imaginations and ending with Best

Imaginations. Regarding the acceptability, if the sus score is between 0 and 50, then the

system is considered "Not Acceptable", and it is considered "Marginal" if the sus score is

between 51 to 70. On the other hand, a sus score above 71 is regarded as an "Acceptable".

Finally, the Net Promoter Score NPS is classi�ed into three categories Detractor, Passive and

Promoter. Detractor if the sus score is between 0 to 60, Passive if the sus score is between 61
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to 80, Promoter if the sus score is above 81. Over all, �gure 7.3 shows a score of 77.1 which

falls under good and excellent in relation to rating the system. This denotes a grade B which

is a positive indication and rating based on the SUS Score Interpretation.

Fig. 7.3 The SUS Score Obtained.

7.4 End-User Computing Satisfaction (EUCS)

To appraise the end-user computing satisfaction, we used the End-User Computing Satisfac-

tion test explained in Chapter 2, Section 2.6.1.

7.4.1 Reliability Test

As a result of the statistical data, the reliability of the variables intends to measure the

overall consistency under different conditions. Thus, the value of Cronbach's Alpha needs

to consider how the internal consistency can be measured. Typically, the standard value

to measure reliability is greater than 0.5 [91]. This indicates the variables' accepted level.

However, a value greater than 0.9 indicates strong reliability.

Data Interpretation:

The Cronbach's Alpha value is 0.972 as shown in Table 7.4, indicating strong reliability since

the value is greater than 0.9. It can also be said that the estimated value greater than 0.97

indicates the best reliability, re�ecting the strong interrelation between all variables.
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Table 7.4 Reliability Statistics (EUCS) Test.

Cronbach's Alpha N of Items
0.972 18

7.4.2 Results

Content

The result has been attained by examining all variables relating to the End-user computing

satisfaction test (EUCS) [38]. As per the result indicated by Figure 7.4, it has been determined

that the content of the system or application is signi�cant since the majority of users prefer

to have precise and suf�cient information to gain a better understanding. According to the

result, it can be seen that the content of the system is meeting the needs of the participants

based on the answers. Moreover, the responses' average weight showed that not all systems

offer relevant output as expected by the users. However, it has been claimed that the

system's information content successfully meets the users' needs. Furthermore, the collected

responses demonstrated that approximately half of the respondents believed that the system

offers suf�cient information. In this way, the need to improve the system's content has been

highlighted as this might help increase the users' end-user satisfaction. Regarding of whether

the system offers the exact content necessary, the users showed mixed responses. Thus,

it is recommended that some improvement is necessary for the system to ensure end-user

satisfaction.

Fig. 7.4 A Set of Questions to Evaluate the Variable `Content'.
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Accuracy

According to the collected data that �gure 7.5 illustrates, users shared that most of the system

is accurate, which can be an essential factor in increasing users' satisfaction. On examining

the graph mentioned below, it can be determined that accuracy has a direct link with the

reliability of the output since one of the questions was related to asking about the reliability

of the users so that the accuracy level can be determined. As per the collected outcome, it

has resulted that an average of 4.3 average of 4.3 of users agreed with the statement that the

output from the system is reliable. Based on the reliable result, it can be measured that the

system of a speci�c application is accurate to use. The result also shared that dependency

is also related to the accuracy aspect since most users shared that the system is dependable,

which means offering an accurate outcome.

Fig. 7.5 A Set of Questions to Evaluate the Variable `Accuracy'.

Format

Another variable used to measure the EUCS is the format. Figure 7.6 illustrates the data

collected has attained the format of the system or a speci�c application is based on the

usefulness of the output, clearance of the information, understandable layout and easiness.

All these factors collectively help make the system accurate as the collected result re�ects

that roughly 4.5 of users considered it useful information. According to them, a system that

presents data in a useful format is more reliable to access. The graph showed that almost

4.3 of users indicated clear information so that this aspect also helps maintain the users'

satisfaction level. Regarding the users' happiness rate for the accuracy factor, 4.36 of users

are relatively happy. Thus, it has resulted in a comfortable and understandable website layout
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that shows the system's reliable format. Another question related to the system's format is

about how the user, application or system follows the required format. It should be mentioned

that most of the system has an understandable output and thus, is concluded as a formatted

one.

Fig. 7.6 A Set of Questions to Evaluate the Variable `Format'.

Ease to Use

It is also essential to consider the ease of use to ensure end-user satisfaction. Therefore,

some questions were asked related to that aspect. As a result, as Figure 7.7 illustrates, the

system is user-friendly since the majority of them shared a positive response related to this

question. Through this, it is believed that ease of use of the system or application depends on

the user-friendly aspect. However, this is also affected by the system's usability rate. The

collected data also revealed that ef�ciency is one of the factors associated with ease of use as

the average weight rate from the end-users is ascertained to be 4.4 approx. Owing to this

analysis, it can be said that users may experience ease of use if the system is user-friendly,

simple to use and ef�cient enough to operate as per the needs of the users.

Timeline

With timeliness, the end-user satisfaction rate can be examined since numerous factors ensure

satisfaction and usage consistency. Accordingly, it has been found that the majority of

users had a good experience with the selected system, as 4.37 of users shared a satisfactory

response. Conversely, Figure 7.8 showed that the system does not provide up-to-date

information, which might negatively affect the satisfaction rate. On achieving end-user



122 Evaluation

Fig. 7.7 A Set of Questions to Evaluate the Variable `Ease to Use'.

satisfaction, it was revealed that the system needs to provide up-to-date information since

this is an important aspect.

Fig. 7.8 A Set of Questions to Evaluate the Variable `Timeline'.

7.4.3 Discussion

On conducting the examination of the survey results, it was noted that end-user satisfaction is

the method used to measure consumers' satisfaction level with related variables like content,

accuracy, format, ease of use and timeliness. The results attained from the users revealed

that the system's information needs to be precise as the majority of users show satisfactory

responses if the information is precise and well-de�ned. Not limited to this, it has been

determined that content has a signi�cant relationship with end-user computing satisfaction

since the information is the main feature that helps to meet the needs of the users. Likewise, it

has been evaluated that users, preferably searching for a system or application that comprises

suf�cient information, for instance the users' survey, re�ected high preference in relation to

this aspect. The collected data asserted that the system needs to provide the exact information

that the users require or else this might negatively affect the end-user computing satisfaction.
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Concerning another variable, i.e., accuracy, it has been examined that end-user satisfaction

also depends on the system's accuracy since the main answers collected from the end-users

re�ect the system's accuracy in every aspect. Besides, it has also been found that the current

system shared satisfactory accuracy that would contribute to ensuring the satisfaction level of

the users. Meanwhile, the importance of format has also been discussed where the system's

presentation plays a vital role in increasing users' satisfaction levels. The response collected

from the users revealed that clear information also helps to re�ect the satisfaction level of

end-users as regards the system's format. It has been determined that users are more likely to

use the system if it contains user-friendly information and it is easy to use. Furthermore, end-

user satisfaction also depends on those who are satis�ed with the system sharing information

in real time. They also prefer to access the up to date system. Thus, collectively, all variables

are contributing to measure and ensure end-user satisfaction. Based on the result, it can be

asserted that end-users are satis�ed as the proposed system has a high level of satisfaction

with its content, format, accuracy, ease of use and timeline.
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7.5 Evaluating the Reason for Learning, Employment, Plan-

ning and Proof of Skills

We designed a questionnaire to collect data from users to assess the effectiveness of the

proposed system in terms of achieving a set of objectives, as shown in Figure 7.10. The

total number of students who answered the questionnaire is 30 students from nine different

universities, as shown in Figure 7.9 below.

Fig. 7.9 Participants from Students' Type.

7.5.1 Reliability Test

As a result of the statistical data, the value of Cronbach's Alpha needs to consider how the

internal consistency can be measured. Typically, the standard value to measure reliability is

greater than 0.5 [91]. This indicates the variables' accepted level. However, a value greater

than 0.9 indicates strong reliability.

Data Interpretation:

The Cronbach's Alpha value is 0.632 as shown in Table 7.5, indicating strong reliability since

the value is greater than 0.6. It can also be said that the estimated value greater than 0.63

indicates the good reliability, re�ecting the strong interrelation between all variables.
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Table 7.5 Reliability Statistics Reason for Learning, Employment, Planning and Proof of
Skills.

Cronbach's Alpha N of Items
0.632 6

7.5.2 Results and Discussion

Referring to the motivation of learning, employment, planning and proof of skills, a high

satisfaction level with the system has been attained given that most respondents agreed with

the system's ef�ciency. On evaluating Figure 7.10, it is established that the system encourages

students to learn and improve their skills and earn knowledge from various resources besides

the academic courses and modules, as most of the participants, 96.15%, agreed with this point.

Similarly, 88.46% of participants answered yes to the question asking if the system helps

them build a future learning plan that keeps pace with their future professional aspirations

based on what has already been accomplished. Hence, it has been demonstrated that the

system helps to demonstrate a learning plan through the participants' answers. Encouragingly,

76.9% of the respondents believe that the system facilitates the hiring process in the future

and increases students' connectivity with future employees. Additionally, most participants,

96.15%, agreed that the system provides proof of students' quali�cations and skills that

are not recorded in their of�cial academic transcripts. Exactly half of the participants did

not know that the system contains blockchain and smart contract technology. They did

not need to learn blockchain to use the system, as 84.6% of them answered red"No" to the

last question shown in Figure 7.10. On evaluating the result, it has been ascertained that

participants found the system easy to use and friendly, even though it integrates blockchain

technology. As most participants did not know the system has blockchain, this means that we

successfully designed a user-friendly interface for the system that prevents users from dealing

with blockchain complexity. The collected data reveals that system integrating encourages

the students to improve skills and allows them to earn knowledge from multiple resources.

In addition to the modules and course learning, students can now increase their learning

motivation and enhance their planning skills. The system also contributed to connecting the

stakeholder and employees with the students by which the hiring process can be managed

ef�ciently.
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Fig. 7.10 Evaluating Motivation of Learning, Employment, Planning and Proof of Skills by
Students.
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7.6 Transactions Con�rmation Time and Cost

This analysis discusses two variables:

• Delay Time: Delay time represents the transaction con�rmation time. It refers to

the time a transaction takes from its broadcast to the blockchain and addition to the

distributed ledger.

• Transaction Cost: The cost represents the mining fee (Gas). Gas refers to the unit

that measures the computational effort required to execute speci�c operations on the

Ethereum network. Gas fees are paid in Ethereum's native currency, Ether (ETH).

The collected data revealed 219 transactions taking approximately 17 minutes and 32

seconds to con�rm. The average time to con�rm the transaction was 0.24 minutes. The data

shown below represents the total transaction fee measured as 00.767 Ether; however, the

average transaction fee stood at 0.01097 Ether. On evaluating the transaction fee in USD, the

attained rate stood at $657.409. Similar to this, the average transaction fee in USA dollars

stood at $6.1574. Thus, the Table 7.6 below shows the overall summary of the transactions

discussed in the study.

Table 7.6 Transaction Times and Costs.

Total Number of Transactions 219
Total Con�rmation Time (MM: SS) 17:32
Average Con�rmation Time (MM: SS) 0.24
Total Transactions Fee (Ether) 0.76703077 Ether
Average Transactions Fee (Ether) 0.01091671 Ether
Total Transactions Fee (USD) $657.409294
Average Transactions Fee (USD) $6.15745258

Each transaction has also been calculated using different universities to obtain more

comprehensive results. In total, six universities are targeted as shown and explained below.

According to the gathered data, university 1's total number of transactions was 45, whereas

the con�rmation time was 10 minutes 5 seconds. Meanwhile, the average con�rmation time

was 55 seconds. Accordingly, the transaction fees were 0.21992263 Ether. Conversely, the

average transaction fee was 0.00549 Ether. Data from the second university con�rmed that 17

transactions took place. Accordingly, the result showed that the total con�rmation time was

3 minutes 44 seconds; however, the average con�rmation time was 14 seconds. In addition

to this, the transaction fee was in Ether, with the average transaction fee being 0.00319 Ether.
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Figure 7.11 shows that the average con�rmation time for transactions varied per university.

For instance, university 1 had an average con�rmation time of 0.01 minutes. University 2

measured 0.009 seconds, while university 3 had the highest average transaction con�rmation

time with a rate of 0.091 seconds. The con�rmation time for university 4 reached 0.025

seconds. The average time for university 5 stood at 0.005 seconds. However, this shifted to a

con�rmation time of 0.01. Universities 1 and 6 took the same time, whereas universities 4

and 5 had varying times. University 3 took the most time with 0.091 seconds.

Fig. 7.11 Average Con�rmation Time for Transactions.

Figure 7.12 illustrates the number of transactions while comparing them with an average

con�rmation time. University 1 had 45 transactions. University 2 had 17 transactions,

whereas university 3 had 18. University 4 handled 30 transactions. Additionally, universities

5 and 6 had 28 and 8 transactions, respectively. Universities 1 and 6 took the same time.

University 1 completed 45 transactions, whereas university 6 managed only 8. The assessment

not only depends on the time spent but also the number of transactions. The difference is

signi�cant. University 2 took 0.009 seconds and performed 17 transactions, university 3

carried out 18 transactions in 0.091 seconds, university 4 conducted 30 transactions in 0.025

seconds and university 5 carried out 28 transactions in 0.005 seconds. The highest number of

transactions was by university 1 with 45 undertaken in the least amount of time by any of the

universities.

Figure 7.13 shows the total cost of the transactions in dollars. The �ndings showed that

university 1 had a cost of $125.25; however, university 2 had a cost of $33.23. In addition

to this, university 3 had a cost of $25.65. Meanwhile, university 4 had 67.59% of the cost.

According to the graph below, the transaction costs of universities 5 and 6 stood at $35.92

and $0.068, respectively. The transaction cost for university 1 was $125.25, for university 2

it was $33.23, for university 3 it was $25.65, for university 4 it was $67.49, for university 5 it

was $35.92 and for university 6 it was $0.068. The highest transaction cost was university 1
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Fig. 7.12 Number of Transactions and Average Con�rmation Time

and the lowest was university 6. University 1 performed the most transactions, meaning the

costs remain high. The transaction chart shows the cost variation among the universities.

Fig. 7.13 Total Cost of Transactions in US Dollars.

The average transaction cost, measured in US dollars, varied according to the university,

as shown in Figure 7.14. Consequently, university 1 had the highest average transaction

cost. Apart from this, the �nal product indicated that university 6 had the lowest average

transaction cost, with a rate of $0.007. Meanwhile, all other universities had respective

average transaction costs. The average transaction cost for university 1 stood at $3.13 and

for university 6, the �gure was 0.007. Thus, university 1 had the highest transaction cost,

whereas university 6 demonstrated the lowest. Additionally, university 1 carried out 45

transactions, meaning the average cost proved higher than the other universities. University

1 undertook the most transactions in the least time. For instance, university 2 had a cost of

$2.07, university 3 had a cost of $1.51, university 4 had a cost of $2.25 and university 5 had

an average transaction cost of $1.38.
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Fig. 7.14 Average Transaction Cost US Dollar.

Conversely, the study found that all universities deal with different transaction costs

(Ether), as shown in Figure 7.15. University 1 had the highest such costs with a rate of

0.219 Ether, whereas university 2 had the lowest with a rate of 0.051 Ether. The total cost of

transactions was measured as 0.114 Ether, obtained from university 4. Meanwhile, university

3 had a transaction cost of 0.05 Ether.

Fig. 7.15 Total Cost of Transactions (Ether).

The data analysis compared the number of transactions and total cost (Ether). The �ndings

as Figure 7.16 illustrates; show that university 1 had the highest number of transactions while

dealing with costs of 0.219 Ether. The number of transactions resulting from university 2

stood at 17; however, its total cost reached 0.051 Ether. Similarly, the total transaction cost

for university 4 was 0.114 Ether, whereas the number of transactions stood at 30. The cost

of Ether varies according to the number of transactions, with university 1 having the most

Ether and university 3 the least. Although universities 3 and 6 had approximately the same
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Ether costs, the number of transactions were different. For instance, university 3 made 18

transactions, whereas university 6 carried out 8. University 2 made 17 transactions in 0.051

seconds; in terms of Ether cost, university 6 performed the lowest transactions.

Fig. 7.16 Number of Transactions and Total Cost (Ether).

Figure 7.17 compares the number of transactions and average cost. Consequently, the

lowest ratio was associated with university 6, which had 8 transactions. However, the total

cost of transactions in US dollars was measured at $0.068. All universities had different

amounts of transactions and average costs, as displayed in the graph below. The number of

transactions at university 1 stood at 45 and the total cost generated by the university was

$125.25.

Fig. 7.17 Number of Transactions and Total Cost US Dollar.

This �gure represents the highest transaction cost generated by the universities. The cost

is high because the university made the highest number of transactions in the least time. The
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lowest transactions, 8, were made by university 6, and the cost was low, with a �gure of

0.068, because the institution made the fewest transactions at the same time as university 1.

Here, the study determines that both the time and amount of transactions in a certain time

count when generating costs.

7.6.1 Discussion

This �ndings obtained by this research show different average transaction con�rmation times

on blockchain for each university. In the same context, the study notes a difference in the cost

of transactions for each transaction on the blockchain. Therefore, cost and time to con�rm

the transaction represent the variables taken into account for the discussion.

Delay Time:

Delay time represents the transaction con�rmation time. In particular, the time that a

transaction takes from its broadcast to the blockchain is added to the distributed ledger.

From the quantitative data analysis in the previous section, the �ndings indicate that for

219 transactions, there exists a �uctuation in the average transaction con�rmation time

between the universities. Ethereum network congestion might represent the cause of delay

in the transaction. In terms of transaction con�rmation times, the analysis demonstrates

that among the universities, the average con�rmation time proved different, as shown in

Table 7.6. This situation indicates that the variations in transaction time can evaluate the

system's ef�ciency when added to the blockchain. Figure 7.12 demonstrates the average

con�rmation time and number of transactions handled by each university. By considering the

output provided in the previous section, the study ascertained that the number of transactions

handled by university 3 was only 18, although it took 0.09 minutes on average to complete

the transaction. Meanwhile, the �gures reveal that university 3 had the most transactions, but

it took only 0.01 minutes on average for the transaction to be con�rmed. Hence, the average

con�rmation time does not depend upon the number of transactions handled by the system

but the ef�ciency of the blockchain system and congestion on the Ethereum blockchain.

When a blockchain network experiences peak traf�c, it delays transactions. Other factors

may also delay transaction con�rmation, such as the gas limit. Proportionality exists between

the gas limit determined by the sender and the blockchain mining process. Gas prices are

denoted in Gwei, which itself is a denomination of Ether. Transactions with higher gas limits

attract miners and therefore, operations with a lower gas limit value will continue waiting.
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Transaction Cost:

The cost is the mining fee, `Gas', which refers to the unit that measures the computational

effort required to execute speci�c operations on the Ethereum network. The purpose of gas

is to control the resources that a transaction can use since it will be processed on computers

worldwide. Gas is separate from ETH so as to protect the system from volatility in the ETH

value and manage the ratios between the costs of various resources that gas pays for, such

as computation, memory and storage. Gas also rewards the miners for the work they do.

The gas price component of a transaction allows a user to set the price they want to pay in

exchange for gas; the price is measured in Gwei per gas unit. Wallets can change the gas

price to achieve faster con�rmations of transactions. The greater the gas price, the quicker

the transaction con�rmation. Accordingly, the gas limit for the transactions sent from the

proposed system stood at 40,000 Gwei (0.004 ETH). In terms of the volume of data sent in

each transaction, this value proves attractive to miners. Consequently, all transactions sent by

users during the system evaluation required con�rmation in a good average time, as shown

in the �gures. Lower priority transactions can use a lower gas price which means slower

con�rmation. The market decides the relationship between the price of ETH and the cost of

computing operations in terms of gas. The gas cost acts as a measure of computation and

storage used in the EVM, where the gas has a price measured in Ether. When sending a

transaction, people can specify the gas price they want to pay in ETH for each unit of gas.

This equation calculates the transaction fee:

Transactionfee= total gasused� gas price paid(inEther) (1)

This study can explain why each transaction fee differs and as shown, both factors in the

equation play a role in determining the cost of transitions.

• Total gas used:the gas limit has been speci�ed in the system for each transaction

at the value of 40,000 Gwei (0.004 ETH) to speed up the mining process. It remains

unnecessary to use the speci�ed gas limit since transactions must pay for the compu-

tational, bandwidth and storage space they consume in proportion to these gas costs.

Although a transaction includes a limit, any gas not used in a transaction reverts to

the user. In this sense, the value of `total gas used' changes with each transaction and,

therefore, the fee changes accordingly.

• Gas price paid (in Ether): gas fees are paid in Ethereum's native currency (ETH). Gas

prices are denoted in Gwei. A Gwei or Gigawei is de�ned as 1,000,000,000 Wei, the

smallest base unit of Ether. One Gwei equals 0.000000001 or10� 9 ETH. Conversely,
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1 ETH represents 1 billion Gwei. Consequently, each cost in Ether is different due to

the constant change in the value of Ether on the stock market. For example, when this

study started the system evaluation process in May 2020, the price of Ether began at

$213.61, meaning that the transaction fee was0:004� 213:61= $0:854. Meanwhile,

the transaction fee in February 2021 was0:004� 2036:55:61= $8:1462. This study

also noted the signi�cant difference between the cost in less than a year, with the price

of Ether more than tripling. Thus, the transaction cost doubled in proportion to the rise

of Ether in the price of cryptocurrencies in the stock market. Figure 7.18 shows the

change in the price of Ether from May 2020 to February 2021, source1.

Fig. 7.18 ETH Price from May 2020 until March 2021.

Considering this aspect and the information provided in the previous section, it remains

dif�cult determining accurate con�rmation times when sending a transaction from one

node to another and adding it to the distributed ledger on the blockchain. Furthermore,

the transaction fee remains un�xed and cannot be determined until con�rmation of the

transaction. Such a situation depends on different factors, as explained in this section. Based

on previous �ndings and the points discussed in this section, the inconstant transaction time

depends primarily on the ef�ciency of the network but remains within the acceptable range.

However, this area represents one of the limitations requiring evaluation in future research.

The un�xed transaction cost changes depending on the crypto prices on the stock market.

This situation may affect the sustainable use of the system. When the cost proves too high,

the system will lose its attractiveness to users. Thus, transaction fees represent another

signi�cant restriction concerning the system. Despite the effectiveness in other regards and

its achievement of research objectives, the material and cost are negative aspects that open the

door for future research. To address the issue of transaction cost, some details are important

for future researchers to consider. In such a system, we have to execute various functions on

1https://www.coindesk.com/price/ethereum.
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the blockchain, making the smart contract an essential component in the system structure.

Therefore, the blockchain platforms that do not support smart contracts are ineffective in

tackling this issue.

Table 7.7 Blockchain Platforms Support Smart Contract.

Platform Network Permission Smart Contract Support
Bitcoin Permissionless �
Ethereum Permissionless p

Zcash Permissionless �
Litecoin Permissionless �
Dash Permissionless �
Peercoin Permissionless �
Ripple Permissionless �
Monero Permissionless �
MultiChain Permissionled �
Hyperledger Permissionled p

Table 7.7 illustrates different blockchain platforms. Each has different characteristics

and design decisions. The blockchain platforms listed in the table above, Ethereum and

Hyperledger, are the only platforms designed to support smart contracts. Ethereum is a

permissionless blockchain platform designed to support creating and deploying complex

smart contracts on blockchains. While Hyperledger is an open-source collaborative project

aiming to advance permissioned blockchains, it aims to provide an infrastructure of different

modules and tools for developing blockchain platforms. In theory, developers can use

Ethereum or Hyperledger to build the distributed application based on the requirements

and objectives of the system. However, Integrating the Hyperledger platform instead of the

Ethereum platform into such a system is a useful project for future researchers to tackle

the transaction cost issue. From another perspective, private Ethereum blockchain24 may

be an appropriate solution to the transaction cost. It comes with zero transaction fees and

higher scalability and there are no restrictions. However, switching from public to private

blockchain requires a range of additions and modi�cations in the design of distributed

applications. Against public blockchain, private blockchain nodes need permission to join

a controlled blockchain and read the chain's state. The network, in this case, is fully

centralised; only users with permissions can join the network, write or send transactions to

the blockchain. Therefore, converting to a private blockchain is another possible solution for

future researchers to tackle the issue.
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7.6.2 Benchmarking

From the literature review presented in this thesis in Chapter 2, Section 2.1, Table 2.2 veri�es

that the CVSS system is the sole system to conduct �nancial analytic transactions, provide an

explanation of the transaction cost, while also providing the con�rmation time of transactions

on the Ethereum blockchain. Therefore, we compared the �nancial analysis of our system

with the CVSS system in Table 7.8.

Table 7.8 Financial Comparison of CVSS and Our System.

CVSS Our System
Contract Creation Cost $19 $10.76
Number of Transactions 60 219
Transaction Cost $0.15 $6.16
Average Transaction Con�rmation Time (mm:ss) 00:60 00:24
Total Transactions Con�rmations Time (mm:ss) 05:00 17:32

According to the transaction cost principle, the cost of deploying the smart contract on

the Ethereum blockchain for the CVSS system is $19, whereas it is $10.76 for our proposed

system because of the optimisation we carried out in the smart contract. Accordingly, it

only contains those functions that are necessary to be on the blockchain. The number of

transactions conducted in our proposed system is three times greater than in the CVSS.

This provides a clearer idea of the transaction cost when using the system. Furthermore,

we observe that the cost of a single transaction in the CVSS system is $0.15, while no

clari�cation is provided as to whether this number is �xed per transaction or that it is the

average cost for 60 transactions sent through the CVSS system. However, we calculated the

mean cost for 219 transactions in our system, as a result of these transactions being sent at

various times over a period greater than six months, during the system evaluation carried

out by end-users. The mean transaction cost for those sent from our proposed system is

$6.16. We can explain the rise in cost as being a consequence of the rapid rise in the price of

Ether during the system evaluation period carried out by end-users, as explained previously

in the evaluation section. Regarding the transaction con�rmation time principle, the mean

transaction con�rmation time in the CVSS system was 60 seconds, whereas the average for

our proposed system was 24 seconds, which is deemed acceptable in contrast to the CVSS.

The reason for this may be the gas limit or the propagation delay due to Ethereum network

congestion. Additionally, the total transaction con�rmation time in the CVSS system for

60 transactions was �ve minutes. Conversely, the total transaction con�rmation time in our

proposed 219 transaction system was approximately 17 minutes, which is an acceptable

number given the total number of transactions. Veri�cation processing does not require
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a waiting time for con�rmation and approval from the Ethereum Blockchain nodes. The

system compares the information stored on the Blockchain with the certi�cate information

provided by users for veri�cation purposes. Consequently, real-time performance of the

veri�cation process is possible. In terms of the trusted achievement record system, we

proposed utilising Blockchain technology's advantages in order to digitise the certi�cate

to prevent counterfeiting and illegal modi�cation, as well as to build a reliable, trusted,

comprehensive and accessible achievement record for students. The system offers greater

transparency and ensures the privacy and convenience of all parties involved, enabling them

to perform operations accurately, quickly and ef�ciently in relation to digital certi�cate

management.

7.7 Conclusion

The outcomes of this chapter is the answer of the research questions"How to validate the

proposed design? How can we evaluate usability, feasibility, and users' satisfaction

with the system?". The overall analysis of the various evaluation methods we conducted

on the system indicated that the system usability score was 77.1, which falls under good

and excellent to rate the system. It is grade B which is a positive rating based on the SUS

Score Interpretation. Furthermore, based on the End-User Computing Satisfaction (EUCS)

test results, participants found the system meets the users' needs. They found it easy to use,

accurate, the contents are good, and the timeline for operations is acceptable. We evaluated

the User Interfaces (UI) and User Exchanges (UX) system through two quantitative studies.

Participants found the system user-friendly and highly useful, indicating that they were happy

about using this system. 84.6% of participants believed that there is no need for any additional

learning to interact with the system, and the system does not require any expertise for learning

the interface. Finally, We evaluated the proposed system's transactions cost and delay. The

collected data revealed 219 transactions taking approximately 17 minutes and 32 seconds to

con�rm. The average time to con�rm the transaction was 0.24 minutes. The total transaction

fee measured as 00.767 Ether, and the average transaction fee stood at 0.01097 Ether. The

record of achievements proposed with the use of blockchain technology is comprehensive in

tackling widespread fraud. This system is signi�cantly improved compared to legacy systems,

being both more user-friendly and more ef�cient. The blockchain technology method is a

solution that effectively integrates into the existent credential veri�cation ecosystem.





Chapter 8

Conclusion and Future Research

Overview

The �rst section of this chapter introduces a list of the signi�cant contributions of the research.

The research conducted in this thesis is then summarised. Then we explore the research

limitations and future work.

8.1 Thesis Contribution

The �rst and most important contribution in this thesis is proposing the Blockchain-Based

Trusted Achievement Record System that designed to be easy to use.The proposed system

is new, trustworthy system that stakeholders (such as students, employers, and educational

institutions) can use to organise and validate achievement certi�cates and other relevant

documents. Following is a list of the contributions to this research:

• A systematic mapping analysis that collects and analyses blockchain technology re-

search in higher education. This systematic mapping review study aims to address this

issue by illuminating existing blockchain applications for higher education and high-

lighting the research challenges associated with implementing blockchain technology.

The most important insights we gained from this study are identifying the taxonomy of

the blockchain applications in higher education that contains six different areas and

also identifying the eight principal challenges that applications include.

• An investigation study of the requirements to build a blockchain-based achieve-

ment recording system by collecting valuable data from participants that re�ect their
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thoughts and opinions concerning building an achievement recording system based

on blockchain and smart contract technology. The outcome of this study provides

essential information to design a blockchain-based trusted achievement system and

de�ne the system components, tools and mechanisms.

• A conceptual model design of a Blockchain-Based Trusted Achievement Record

System. The tools, components, mechanisms, scenarios, use cases and data �ow are

presented, as well as the design validation process and implementation of a Blockchain-

Based Trusted Achievement Record System.

• An extensive study to evaluate system usability using the System Usability Scale (SUS)

test. The test was conducted to primarily assess the usability of the proposed system

as to whether the objective of building the system has been achieved. As a result, the

system achieved a SUS score of 77.9, which falls under good and excellent in relation

to rating the system.

• An extensive study to evaluate end-users satisfaction examines system users' satisfac-

tion using the End-User Computing Satisfaction (EUCS) test. Participants found the

system meets the users' needs. They found it easy to use and accurate, the contents are

good, and the timeline for operations is acceptable.

• An extensive analysis study to assess the system's capability to positively impact

the system's users in terms of the motivation to learn, planning for future learning,

employment, and providing proof of skills. Participants found the system user-friendly

and highly useful, indicating that they were happy about using it, that there was no

need for any additional learning to interact with the system, and the system did not

require any expertise to learn the interface.

• An extensive analysis study of the system performance through two variables, the delay

time and the cost of the transactions. Then, surveying study of the related work to

benchmark the outcome of our solution with similar solutions in the research area.

The �ndings and explanation of the contributions provided in this section are summarised in

the following section.

8.2 Thesis Summary

This section summarises the work presented in this thesis, highlighting the signi�cant

contributions and �ndings.
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8.2.1 Academic Research on Blockchain-Based Application in Higher

Education (Chapter 3)

The main purpose of this study is to answer the research questions"What are the current

blockchain applications in higher education? What are their features and limitations?"

in Chapter 1, page 5. This chapter is contributing by identifying and categorising all peer-

reviewed research on blockchain applications in higher education. The task is to determine

how blockchain technology is currently being used in higher education and identify gaps

in those applications for future research. A systematic mapping study was carried out to

collect and analyse relevant blockchain technology studies in higher education. The study

concentrated on two primary themes. First, it started by looking at cutting-edge blockchain-

based applications that have been developed for educational purposes. Second, it outlines the

issues and research gaps that can be addressed in future studies. The outcomes of this study

guided us to decide on the research topic and the work that we should carry out in this thesis.

8.2.2 Academic Research on Investigating the Requirements for Build-

ing a Blockchain-Based Achievement Record System (Chapter

4)

This study was conducted to answer the research questions:"How to determine the require-

ments for building a blockchain-based achievement record system?" in Chapter 1, page

5. This study intends to gather important information on the thoughts and outlooks of stake-

holders on an achievement record system that uses blockchain and smart contract technology.

The system would allow stakeholders (for example employers) to validate learning records.

Two main aims are investigated. The �rst is to evaluate the suitability of the idea of building

a trusted achievement record for learners in higher education and to evaluate potential user

knowledge of blockchain technology. This is to ensure that a designed system is usable. The

second aim includes an interview conducted with a small group of participants to gather

information about the challenges individuals have when creating and reviewing CVs. Overall,

90% of participants agreed that there was a strong need for a trusted achievement record.

In addition, 93.64% of respondents stated that they felt it was invaluable to have a system

that is usable by all stakeholders. When tackling the second aim, it was determined that

a primary challenge is a lack of knowledge of blockchain and its complexity. In addition,

from the employers' perspective, there is a lack of trust due to inaccuracies when students

describe skills and quali�cations in their resumes. From this investigation, we collect data
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that guide us to identify the use cases, components and mechanisms that we need to design

such a system.

8.2.3 Blockchain-Based Trusted Achievement Record System Frame-

work (Chapter 5)

The primary contribution is to provide a design of a blockchain-based system, which produces

a veri�able record of achievements. In this chapter and the chapter 6 next, the following

research questions in Chapter 1, page 5 and 6; were answered:

• How can the documents be veri�ed using blockchain and smart contract technol-

ogy?

• How can each user's (students, educators, etc.) operations and transactions be

speci�ed in our proposed solution?

• What are the modelling scenarios of the system use cases?

• What are the modelling scenarios of the data �ow?

The system was design based on the hybrid software structure model containing cen-

tralised and decentralised layers. The centralised layer presents the frontend of the system,

while the decentralised layer (blockchain) has been deployed in the backend of the system.

We also designed a scenario that demonstrates the user's interaction with the system. The

frontend is responsible for displaying web pages on PCs, Tablets and Smartphones and

includes components that execute various functions within the system. The system's backend

is based on the Ethereum blockchain, a decentralised network of computer nodes that verify

and validate data uploaded to the chain. This operation hashes and adds digital data blocks

via a cryptographic link to the chain. We validated the system at a design criticism workshop,

during which experts and developers from related domains assisted in re�ning the system's

fundamental design.

8.2.4 Blockchain-Based Trusted Achievement Record System Imple-

mentation (Chapter 6)

The primary objective is to provide guidance on developing the proposed system using the

design mentioned in chapter 5. Additionally, this chapter discusses the end-user interface

with the system. Finally, we describe the implementation of each component and justify

our choice. The frontend (centralised layer) was implemented with HTML, CSS, JS, web3,
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Jnode and a SQL database for data storage. At the same time, the backend (decentralised

layer) was implemented by writing the smart contract in Solidity and then deploying it to

the Ethereum blockchain. We veri�ed the frontend of the system by testing each function

separately to ensure the output was correct and free of bugs and errors. The smart contract

veri�cation in the backend is accomplished using the online Remix IDE, where we can run

the smart contract in the blockchain testnet, such as Roston. Then we released the system

and designed an experiment of using the system by end-users in order to collect data for the

evaluation task.

8.2.5 Blockchain-Based Trusted Achievement Record System Evalua-

tion (Chapter 7)

Our primary objective in this research is to provide stockholders with an easy-to-use and

trusted system. As a result, we begin this chapter by assessing the system's usability using

the System Usability Scale (SUS) test. Then, we analyse the system's practicality using the

End User Computing Satisfaction (ECUS) test. Additionally, in order to determine whether

our proposed system is a motivating option for users to improve their abilities and advance

their learning future, we created a mixed-methods questionnaire to gather and analyse data

pertaining to this idea. We collect data through an experiment in which end-users utilise

the system and then analyse their observations based on their responses to questionnaires.

The outcomes of this chapter is the answer of the research questions"How to validate the

proposed design? How can we evaluate usability, feasibility, and users' satisfaction with

the system?"

The aggregate analysis of the many evaluation methodologies we used to rate the system

revealed that the system's usability score was 77.1, which falls between good and exceptional.

According to the SUS Score Interpretation, it corresponds to a grade B, indicating a favourable

evaluation. According to the System Usability Scale (SUS) study, the system usability score

was 77.1, which is in the range of good to exceptional and corresponds to a grade B, a positive

assessment based on the SUS Score Interpretation. Additionally, based on the �ndings of

the End-User Computing Satisfaction (EUCS) test, participants determined that the system

met their needs. They found it to be simple to use, accurate, with decent material, and an

acceptable schedule for operations. Additionally, we examined the system's User Interfaces

(UI) and User Exchanges (UX) via two quantitative studies. The system was deemed to be

user-friendly and extremely useful by participants, indicating that they were satis�ed with

their system with it. Furthermore, 84.6% of participants believe that no further learning is

required to interact with the system and that the system requires no skill to learn the interface.
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Finally, we examined the transaction cost and delay associated with the suggested system.

According to the recorded statistics, 219 transactions were con�rmed in approximately 17

minutes and 32 seconds,. On average, it took 0.24 minutes to con�rm the transaction. The

aggregate transaction fee was 00.767 Ether, while the average transaction fee was 0.01097

Ether. The list of accomplishments associated with the use of blockchain technology is

extensive in terms of combating rampant fraud. This system greatly outperforms previous

systems in terms of usability and ef�ciency. The blockchain technology method is an excellent

solution since it works seamlessly with the existing credential veri�cation ecosystem.

8.3 Limitations

One of the limitations of decentralised applications is maintenance because code and data

posted on the blockchain are not easy to modify. DApps can be more dif�cult to manage

than native apps, as the code and data broadcast to the blockchain are more dif�cult to edit.

Once deployed, it's dif�cult for developers to update their DApps (or the underlying data

kept by a DApp) - even if problems or security threats are discovered in an older version.

This process, other than being dif�cult, is also expensive. Every time a smart contract

is deployed on the blockchain, there will be an execution fee. Every programming error

can be time-consuming and costly to rectify. Scalability of the blockchain and network

congestion is another limitation of utilising blockchain in our solution. There is a signi�cant

performance cost and scaling is dif�cult. Each node executes and stores each transaction in

order to accomplish the security, integrity, transparency, and reliability that Ethereum strives

to. Additionally, proof-of-work takes time. When a single DApp consumes an excessive

amount of computing resources, the entire network becomes backed up. At the moment, the

network can process approximately 10-15 transactions per second; if more transactions are

introduced faster than this, the pool of uncon�rmed transactions would grow rapidly [29].

A further limitation is centralisation. Solutions created on top of Ethereum's base layer

that is user- and developer-friendly may appear to be centralised services. For example, such

services could store keys or other sensitive information on the server, use a centralised server

to offer a frontend or conduct critical functions on a centralised server before writing to the

blockchain. As a result, many of the bene�ts of blockchain over the previous paradigm are

lost due to centralised control [83].

Transaction cost is one of the limitations we encountered in this research. Over the

six months of the system test, the price of ether has risen continuously and rapidly, as

evidenced by the results of our analysis in the previous section. Ether is the second-largest

cryptocurrency by market capitalisation. However, this popularity has come at a cost for
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transactions on this blockchain that are exceptionally high. This, in turn, may have a negative

impact on the usability and effectiveness of the system.

The sample size was one of the limitations of this thesis. At different stages of this

research, I had to collect data from participants to analyse it and study the results. Unfor-

tunately, due to the COVID-19 pandemic, the response rate to the invitations reached the

minimum limit in every study conducted in this thesis.

8.4 Future Research

This section introduces a number of future research possibilities that might be investigated

in order to improve and extend the work described in this thesis. The following are the

possibilities:

1. Improving the Blockchain-Based Trusted Achievement Record System:Chapters

4 and chapter 5 proposed the system as a general and extendable framework. Therefore,

the current version of the Trusted Achievement Record System is designed based on

model public blockchains and contains models for the most popular public blockchain

(Ethereum). However, to tackle the limitations provided in section 8.3, it is an oppor-

tunity for future researchers to re�ne the Trusted Achievement Record System using

private blockchains such as Hyperledger Fabric.

2. Learning Model: One of our proposed system's objectives is to help individuals plan

their learning futures. We have succeeded in providing them with a trusted record

of their achievements through the system we proposed. Therefore, the information

about their achievements is essential to guide them to the best way to learn and tracks

what would be the most appropriate for their interests. However, making decisions

for a suitable learning plan is not automated in the current stage, which means users

can build their plans by themselves based on the information in their achievement

record. Thus, future researchers will have a great opportunity to study possible ways

to automate this task.

3. Updating the Systematic Mapping Study:To follow up on the latest improvements

and updates of adopting the blockchain and smart contracts innovation within the

education �eld in general and in the higher education system in speci�c. We can add

more questions to the study to identify more details relevant to design purposes, gaps,

and future works. The study provides the research community with essential data

and information that shortcut the way for researchers and facilitate investigating for

appropriate solutions.
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4. Extending the system services:This proposed system was developed to be extendable.

Therefore, adopting new tasks or services will increase the system's feasibility. In

addition, arti�cial intelligence (AI) methods could provide more potential use cases to

the system, for example, �nding the most appropriate student for the job based on the

achievement record in the system, where the AI methods can link students' skills to

the job requirements.

The proposed model is globalised and could be adopted to verify documents and build

trusted records for users. For example, in health care, the model is suitable for creating

a trusted patient record that can be veri�ed and shared in a trusted and secure manner.

Furthermore, the supply chain could adopt the model to generate trusted records for tracking

and monitoring products. In general, the proposed model can be applied to create trusted

records and for verifying purposes in many �elds.Technically, the work presented in this

thesis would provide help and shortcut the effort of any researcher developing solutions based

on blockchain and smart contracts technologies. In terms of components, tools, mechanisms

and use case scenarios, this thesis provides guidelines on how those parts are chosen and

integrated. Therefore, the method designed for this research is generalised and suitable for

any similar research. Furthermore, future researchers can adopt the �ndings of any conducted

study or work in this thesis to develop new decentralised solutions.
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