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Abstract

This thesis describes my attempt to envisage electronic voting as atool for political en-
gagement by challenging the conventional understanding of the role of technology in
democracy as only facilitating ‘politics' referring to the means, structures and mecha-
nisms that enable governing. This entails the reappropriation of voting as a tool that
embeds methods for dissent to be democratically manifested, and the discovery of novel
ways with which voting systems can be designed to encourage citizen involvement in
political processes; from setting up polls and political canvassing to voting and political
deliberation.

| materialize this novel conceptualization of voting by introducing a design framework
that enables usto rethink the capacities of systemsto support various democratic contexts.
We instantiate this framework for the design and devel opment of novel voting prototypes
that we later deploy in collaboration with local communitiesin Newcastle upon Tyne and
Cambridge in order to gain an understanding of how their affordances and contextual

parameters influence political participation.

Asaresult, in this thesis we present a number of case studies incorporating new designs,
empirical methods and findings that begin to explore this conceptualisation of voting as
atool for political engagement. More specifically, we explore: (i) the reappropriation of
voting as not only supporting the doing of poalitics, but also the participation of the in-
volved stakeholdersin apolitical process; (ii) the capacities of voting systemsthat enable
this profound citizen participation to be materialised in local contexts and the possible
change that might result from this; and (iii) the contextual parameters affecting citizen
engagement in voting such as the system’ s ownership and the authority to drive political
agendas. In doing so, we offer new insightsinto the potential of voting to support political

engagement and participation.
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Chapter 1.

| ntroduction

The principal concern of this thesisis the design of electronic voting systems to support
local democratic practices. Thisinvolves adeeper examination of democracy and the dif-
ferent avenues that it can be manifested in, on alocal and national scale, in addition to
the distinctive participatory types that these democratic practices entail. These participa-
tory types ranging from the mere act of casting a balot to more prolific citizen
involvement, such as political deliberation and contestation, require us to reconsider how
technology can support democracy through the careful configuration and design of e-
voting systems.

There are multiple interpretations and ways of doing democracy according to the type of
politics that a person subscribes to. Even though this is a matter of academic and philo-
sophical debate in the political and communication sciences, the physiognomies of an
ideal democracy are highly subjective especialy in fields of study with no strong theo-
retical background in politics. Apart from notable exceptions [11,14,45,90,91,110],
computing science (computer security and HCI) research on electronic voting, intention-
aly or otherwise subscribes to an understanding of the role of technology in democracy
as only facilitating ‘politics which refers to the means, structures and mechanisms that
enable governing [135]. As aresult, voting is designed to be atool for the calculation of
interests with a particular emphasis on reaching consensus. Consequently, participation
of citizens in voting, particularly in computing science, is understood either as only the
mathematically secure casting of a ballot in national elections (computer security) or as
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their involvement in hierarchical top-down consultation exercises (HCI). Therole of tech-
nology is thus supplementary, as it acts as an additional medium for voting without
playing a significant role in motivating the participation of politically indifferent citizens
or providing more meaningful ways for them to participate.

Alternatively, voting can aso be considered as not necessarily atool to facilitate consen-
susand politicsbut asatool to engage citizensinthe‘political’. According to C. Mouffe's
theory of agonism, ‘the political’ in contrast with *politics' refersto the societal condition
in which opposition is on-going, rather than seeking the ideal of universal consensus, and
expressed in amultiplicity of ways from political debates to protesting [135]. Design for
the political [53] aims primarily at creating spaces of contest where different opinions can
be disputed democratically. A politically designed e-voting system, instead of necessarily
seeking consensus, should envisage a vibrant public space (described by C. Mouffe asan
‘agonistic’ public space) of contestation where the various political projects can be con-
fronted [135:3]. In order to consider the form of such voting systems, detached from the
impediment of consensus and focused more on the political processinitiated during their
use, we need to detach them from their traditional contexts and connotations. As aresult,
this thesis describes my attempt to envisage electronic voting as a tool for political en-
gagement, from provoking debate about political issues to providing ways of
campaigning and bottom-up collection of opinions. This entails: repositioning voting as
not only a consensual tool of democracy but also one that embeds methods for dissent to
be democratically manifested and the creation of spaces for contestation; the discovery
of novel ways with which voting systems can be designed to encourage citizen involve-
ment in political processes around the vote from setting up polls and coming up with
guestionsto political canvassing.

In order to achieve that, | review related work in voting in the areas of computer security
and HCI in which the majority of work supports a conventional design for politics ap-
proach. After highlighting the political decisionsembedded in the design of these artifacts
and systems| then illustrate the variety of ways in which the affordances of a system may
vary according to context and politics, and | also attempt to reconsider the design of vot-
ing when seen under the lens of political participation. | materialize this framing with the
design and development of voting systems that reflect this new conceptualization of vot-

ing. These systems are later used in three case studies in collaboration with local
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communities in Newcastle upon Tyne and Cambridge in order to gain a deeper under-
standing of how they may support political engagement and debate. | expect the research
outcomes of this thesis to be valuable to both HCI researchers involved in community
engagement and practitioners and local communities who wish to either reuse the systems
developed in this thesis or extend them to support their own needs.

1.1. Research Questions

The research described in this dissertation explores the parameters able to affect partici-
pation in voting. | begin by drawing on aconceptualisation of the politics and the political
in voting, influenced by C. Mouffe's theory of agonism, and resume with materialising
this conceptualisation through the voting systems' affordances and through the physiog-
nomies of the voting context. This endeavour can be more thoroughly described in the
research questions below.

1.1.1 How do we design for politics and the palitical in voting?

Extensive work has been conducted in human computer interaction (published in
SIGCHI, CSCW etc.) in the area of voting. The majority of the work in HCI exploresthe
impact of the voting interface on usability, accessibility and most recently participation,
with participation being explored through the development of innovative voting inter-
faces that enhances the experience of voting (e.g. by the utilisation of full body
interaction, mediafagades etc.). In contrast, thereisarelative lack of work exploring how
the assumptions about the nature of politics and the political are embedded in the design
of these voting systems and how these affect the materialisation of participation. Only
recently [51,52] has HCI research begun to engage with the political assumptions embed-
ded in the design of artefacts and systems, with voting systems yet to be examined.

Voting, especially when thought of in the context of national elections, is heavily associ-
ated with consensus. Consensus is a necessary enabler of actionable decision-making in
large-scale democracies, but it should not be assumed to be the ultimate focus of every
voting system in al contexts. As | will discuss more thoroughly in the next chapters,
different models of democracy afford different types of participation, which in turn have
different actionable objectives. Consensusisonly one of the possible objectives of voting,
an objective driven predominantly by a single model of democracy: representative de-
mocracy. Other types of democracy might afford other objectives, for example in
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adversarial democracy contestation is the aim of a voting process or in a deliberative
model the need for voting to reach consensus might indicate an unsuccessful deliberative

process.

In this thesis, and particularly in Chapter 2, | highlight that voting systems come with
assumptions embedded in their design, which are informed by the type of democracy and
participation that these systems attempt to achieve. | contend that the mgjority of research
in computing science focuses on the facilitation of the politics of voting, referring to the
structures and mechanisms that enable efficient governing. In thisregard | introduce vot-
ing systems designed to question the typical assumptions of voting as merely atool to
support the doing of politics in a consensual democratic model. As aresult, | suggest a
design framework that will allow us to design voting systems to support different demo-

cratic models and participatory types depending on the physiognomies of the context.

1.1.2 How do systems' affordances affect participation in
voting?

Building on my first question, which refers to the design assumptions of politics and the
political in voting, the second question relates to the materialisation of this conceptuali-
sation through the systems’ affordances. In this regard, the affordances of conventional
voting systems are minimal since from the voters' perspective they only alow casting a
vote (a YES/NO vote for candidate(s) or question(s), or a ranked ballot). | contend that
thisis aresult of the combination of the design assumptions of voting systems to serve
the politics of representative democracy and the limitations of opinion collection by con-

ventional means.

Technology can play asignificant rolein overcoming these limitations and extending the
capacities of e-voting systems. So far, computing science research has only focused on
either making it easier for people to vote — by making systems more usable, more acces-
sible, providing more channelsfor participation etc. —or ensuring the security of e-voting
through cryptography. | argue that these orientations undervalue the true potential of the
application of technology in voting. For such potential to be fulfilled, we need to recon-
sider the design assumptions of voting systems that drive the way people participate

politically.
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Consequently, by taking conventional voting systems as a starting point and unpicking
thelir political assumptions and security requirements, | attempt to extend the affordances
of voting systems for participation. By participation in this case | refer not to the simple
push of a button, but to the ‘political’ participation that creates spaces for citizens to de-
bate their viewpoints and for the different political projects to be brought to light and
confronted [135]. This also involves citizen participation in processes around the casting
of the vote, including political debates, political canvassing, setting up voting agendas,
etc. Asaresult, inthisthesis| argue for the extension of the repertoire of political partic-
ipation through carefully reconsidered e-voting systems.

1.1.3 How do contextual parameters affect participation in
voting?

In my previous research questions | have mainly concentrated on the effect that the poli-
tics embedded in the design of systems has on participation and the utilisation of
technology to extend the repertoire for political participation. As aresult, | have focused
on two aspects of system design: (i) the political assumptions embedded in a system’s
design; and (i) the affordances of technology for participation.

My final research question engages with contextual factors affecting participation and as
aresult takes a more holistic approach in our interpretation of the system. This requires
us to extend what we refer as ‘system’ to the context in which it is situated. By context |
refer to the variables external from the actual voting system, its design and affordances,
which can possibly affect its use. A contextual parameter is the type of question asked,
which relates to whether the voting process will lead to something actionable, the stake-
holders affected by the possible action etc. For example the same voting system (in terms
of its design assumptions and technological affordances) will achieve different types of
participation in a national election context compared to aloca one. Other contextua pa-
rameters include, amongst others, the ownership of the voting system, the origin of the
guestion, and the social and temporal geographies of the environment where the voting
process occurs (contextual parameters are more thoroughly discussed in 0 and in each

one of my subsequent case studies).
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This thesis presents case studies that attempt to explore the politics and affordances (for
participation) of voting systems by varying their configuration, and also studies the con-
text in which these systems are situated. From voting for planning proposals to asking
innocuous questions, and from workplace environments to local neighbourhood commu-
nities, | endeavour to take the first steps towards understanding the effect of contextual

parameters on participation.

1.2. Summary of Contributions

In the course of responding to my research questions throughout this thesis, | have con-
tributed new knowledge to the field of HCI and e-voting. A summary of my contributions

islisted below (for athorough review of the contributions of thisthesis see 8.4).

1. Taking C. Mouffe stheory of agonism as a starting point, | introduced a new con-
ceptualisation of ‘politics' and ‘the political’ in the voting context. My empirical
studies explored how this can be achieved through extending and adapting the
affordances of voting systems, and how this might relate to external contextual
parameters.

2. | proposed an innovative and extensible framework for designing e-voting sys-
tems for political participation. By applying this framework in designing novel
voting systems in various contexts, | identified underexplored dimensions of dig-
ital vote design, and extended the affordances of voting for participation.

3. Thedesign, development and evaluation of BallotShare®. Informed by the design
framework | proposed, BallotShareisanovel e-voting system that allows the con-
figuration of polls depending on the context that it is deployed in. BallotShare was
used in two of my case studies, as an online voting system for a workplace envi-
ronment (Chapter 5), and as an online channel of participation in a loca
community voting context (Chapter 7).

4. PosterVote?, anovel ‘situated voting' technology that enables the exploration of
the affordances of voting for participation in the local and situated. The main con-
tributions of PosterVote (for detailed contributions see 8.4) are: (i) The design

! http://ballotshare.com
2 http://postervote.info
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concept of PosterVote, comprises conventiona paper posters and low-tech hard-
ware. These can be put together to create a sustainable e-voting system (see 6.2);
(i1) An online tool, allowing the easy design of PosterVote paper posters, which
facilitates the appropriation of this voting tool by local communities®. (iii) The
evaluation of PosterVote in three case studies as. a Situated voting System on
lampposts for the collection of data from community activists, a situated survey
system on table stalls during a community festival; one of the situated voting de-
vices used in my last case study, where PosterV ote enabled the collection of votes
on the street extending the reach of the voting devices to the wider community.
5. The evaluation of three voting devices that were deployed in parallel to explore
how their capacities and contextual parameters mediate participation, and how
participation is enabled and perceived in place®. | deployed: PosterVotes on lamp-
posts to capture the opinions of passers-by; BullFrogs®, situated playful voting
devicesinresidents households; and BallotShare for online voting, specialy con-
figured to allow multiple channels of online participation such as SM S voting and
Twitter voting, and serving as the backend system for a set of Physical Charts®.

1.3. Research Approach

To answer the above guestions, after establishing the argument that voting systems en-
compass assumptions related to how politics is done and how the political is enacted, |
propose aframework that materialises this conceptualisation through the voting systems’
affordances and through the physiognomies of the voting context. This framework isin-
formed by my review of democratic models and political systems in addition to related
work in computer security, usability and accessibility. Finally, | utilise this framework to
instantiate example e-voting systems designed specifically for the contexts that they are
to be deployed in.

3 For details visit http://postervote.co.uk

* In collaboration with Microsoft Research Cambridge
> Designed and developed by Tim Regan at Microsoft Research Cambridge

® physical charts are mechanical data visualization charts developed by David Sweeney
at Microsoft (see [157] for more information).
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| adopt a case study approach to explore how the affordances of the designed voting sys-
tems had an impact on participation and whether a more vibrant democratic space was
facilitated. As indicated by the third research question that | endeavour to approach in
this dissertation, my case studies were chosen to represent a cross section of contextsin
order to understand, in addition to the affordances of technology and influence of design,
the contextual parameters affecting participation. The contexts and communities| worked
with range from: (i) our research workplace environment’, that | could observe closely,
serving asan initial exploratory case study that allowed refinement of the proposed design
framework”; 2) alocal community in Newcastle upon Tyne, UK® where the questions
were decisive and actionabl e due to an oncoming regeneration project; 3) alocal commu-
nity activism context in Newcastle upon Tyne, UK® in which the voting system actsas a
tool for the collection of datafor campaigning; 4) and alocal community in Cambridge,
UK® where a series of voting systems were deployed in parallel to explore how the af-
fordances of various voting technologies mediate participation in terms of how it is
enabled and perceived by residents. My methodology is primarily empirical and qualita-
tive but where appropriate, a mixed-methods approach has been used, with the prototype
voting systems' logs and access data being used to support the qualitative findings or
structure the semi-structured interviews conducted throughout this research. As aresullt,
the voting prototypes described in this thesis act as technology probes [95] to explorein
depth the contexts in which they are deployed and reflect on their participatory nature.

Probes, a research method first introduced by Gaver et a. (1991) [72] in the form of
cultural probes, differ from traditional scientific investigation as they are placed in an
environment and left unattended to collect data. Instead of aiming specifically at collect-
ing quantifiable data for statistical purposes, cultural probes aim to provoke inspirational
responses from participants and take a snapshot of their lives. The probes themselves are
deliberately left vague and open to interpretation to provoke participants imagination

"Vlachokyriakos, V., Dunphy, P., Taylor, N., Comber, R., & Olivier, P. (2014). BallotShare: An explora-
tion of the design space for digital voting in the workplace. Computersin Human Behavior, 41, 433-443.

8 Vlachokyriakos, V., Comber, R., Ladha, K., Taylor, N., Dunphy, P., McCorry, P., & Olivier, P. (2014,
June). PosterVote: expanding the action repertoire for local political activism. In Proceedings of the 2014
conference on Designing interactive systems. 795-804.

°Taylor, A. S, Lindley, S., Regan, T., Sweeney, D., Vlachokyriakos, V., Grain-ger, L., & Lingel, J. (2015,
April). Data-in-Place: Thinking through the Relations Between Data and Community. In Proceedings of
the 33rd Annual ACM Conference on Human Factors in Computing Systems (pp. 2863-2872). ACM.
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rather than drive them to a specific direction. The quick adoption of cultural probes as a
research method in HCI resulted in the adaptation of the method in avariety of ways, the
most relevant for thisthesis being technology probes[95]. Technology probes replace the
cultural probe pack with an open-ended and vague technology with very limited func-
tionality, which is left in an environment for participants to interact with as they please.
The goal of this approach is not to develop afully functional system but to gain a better
understanding about the deployment environment and inspire design ideas from partici-

pants’ interactions with the probe.

Action research, also relevant for thisthesis, is a combination of action and research with
an imperative of understanding the environment whilst also provoking change through
action [71]. Research participants are encouraged to participate as co-investigators and
action researchersimmerse themsel ves with the subjects and context under investigation.
In an action research approach a problem is explored through a series of iterations of
problem diagnosis, intervention and reflection aiming at improving the problem of inter-
est for the user (action) and also at generating theory, primarily of interest for the

researcher.

For the case studies, action research through the development of prototypes that act as
technology probes is used. | use technology probes to gain a better understanding of the
context and needs of my participants while working with them to bring change in their
environment. Another area of particular interest is the development of sustainable tech-
nological toolsin collaboration with my participants, informed or iterated by technology
probesthat can act as agents of change even without the researchers’ involvement. Simply
put, | pursue an action research approach which has atacit outcome for the participants
and environment not only during the research project but beyond it. More specific details
about the methodology and approach followed in this thesis as well as the limitations of
some of the predominant HCI methods in politically sensitive contexts (e.g. participatory
voting prototypes for national elections) will be discussed in subsequent chapters (data
chapters 5, 6 and 7).
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1.4. Methodological Inquiry

HCI research, even though typically sensitive about socio-political issues and the role of
technology in coping with them, in many cases failsto design and develop systems capa-
ble of being sustained in the contextsthat they were designed for after the research project
ends or the researchers technical support is no longer available. In most cases this is
because the scientific endeavour of an HClI community engagement project and itslimited
resources only allows for the development of systems that serve as research prototypes
(with some notable exceptions, e.g. [ 14,45]), and thus as probesto gain further and deeper
knowledge about a context and atechnology. Thereistherefore a cost in developing sys-
tems that are only useful while the research project is ongoing and are proven to be
unusable when the research funding ends (as indicated by Taylor et a. [188]). This can
be attributed to the traditional notion of science asafield that produces boundary-pushing
knowledge without necessarily defining the avenues through which it can be harnessed
by citizens themselves (i.e. democratization of science). In most cases, HCI research is
based on the assumption that existing technology firms or new start-ups can utilize the
retrieved knowledge from community engagement case studiesto build products and sys-
tems informed by the research undertaken. Whether this model can also work for
technology designed to support grassroots movementsis amatter of debate. | believe that
the possible misalignment of interests between technological firmsand local communities

may play a significant role in the advancement of this area of research.

In the case studies reported in this thesis | designed and developed technology to act as
‘probes’ in order to gain deeper understanding of the context and the designed technol -
ogy. However, these systems were also designed under the lens of developing systems
that can serve as sustainable data collection tools. Thisinvolved taking into consideration
the future cost of the devel oped devices and non-technical ways of maintaining the voting
and political process at alocal level (e.g. PosterV ote described in Chapter 6). Asaresult,
even though technology probes might be described as the predominant style of enquiry
in this thesis, the prototypes developed serve not only as probing devices, but also as
adaptable and sustainable tools that alow the democratization of the contexts that they

are deployed in, thus approximating an action research approach.
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Finaly, studies aiming to not only quantify engagement but also raise awareness and
engage thelocal community in the political, face methodological difficulties of measuring
the political engagement of participants and assessing the effectiveness of these technol-
ogies for change. Political engagement of the community and discussions provoked by
the in-situ deployment of prototypes cannot be easily captured, a problem that results in
the utilisation of only quantitative measures (e.g. number of votes) for community feed-
back. This leads to further concentration of political engagement around the vote, which
in many cases plays amore significant role for democracy than the vote itself.

For the purposes of thisthesis, even though quantitative data about the systems’ use was
collected (through logs etc.), it was used only to inform and structure the qualitative re-
search questions and findings. This was a deliberate decision as focusing on quantitative
datawould result in equating a percentage representing voter turnout or other quantitative
data with political participation, which is an approach that | attempt to raise questions
about in this thesis. Contrastingly, attempts were made to capture political participation
in qualitative ways by interviewing the stakeholders involved in running the voting pro-
cess and via observations.

1.5. Research Journey and Thesis Structure

Coming from a highly technical background (BSc in Computing Science and aMSc in
Computer Security and Resilience), | started my PhD with ahighly technical and conven-
tional approach. A PhD in e-voting in a computing science department involves the
invention of novel encryption algorithms or interfaces that allow the secure and verifiable
casting of avote. After engaging with most of thisliterature | focused on the motives of
introducing digital technology in voting. This, in addition to the HCI perspective in my
PhD, led meto focuson citizens' participation instead of security and unpick how partic-
ipation can be an important variablein assessing the security of voting system for political
participation. Asaresult, | shifted towards more politically oriented literature with a par-
ticular interest in the design assumptions embedded in systems. If appropriately
guestioned, this can lead us to more participatory types of system, able to empower de-
mocracies through technology. The result of this was the design framework that | report
in Chapter 4, which | useto instantiate and assess the systems designed in the later chap-

ters.
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To structure this journey | have organised thisthesis asfollows: In Chapter 2 | introduce
therole of design in democracy and C. Mouffe' sargument on the differentiation between
politics and the political. | support this argument by revisiting voting machinery from
voice voting to internet voting and identifying the trajectory of citizens' participation
from political engagement to simply voting. Then | review the various democratic sys-
temsrelevant for thisthesis and introduce the types of participation that each one of these
systemsentail. | argue that most of the work donein the area can be considered as* design
for politics’. The goal of this chapter, rather than searching for the ideal democratic sys-
tem, isto underline the lack of understanding, especially in HCI and in more computing-
oriented disciplines (e.g. computer security), of the politics embedded in the design of
voting systems framed as solutions to the socio-political problems of today’s democra-
cies. Moreover, | attempt to unravel the design space of voting when seen as a tool to
support democracy through the creation of politically vibrant democratic spaces, rather

than solely enabling representation.

Chapter 3 comprises aliterature review of the application of technology in voting, which
encompasses what | perceive as work relevant to “design for politics’ with a particular
focus on voting security, usability and accessibility, and confidence and trust. Rather than
arguing that these vocabularies are irrelevant for the focus of thisthesis, | want to stress
that a different understanding of them is required if we want to design voting systems
with a different emphasis. | begin by discussing the requirements for voting security by
visiting thethree pillars of computer security research: confidentiality, integrity and avail-
ability, in addition to the voting specific requirement of verifiability. Then | briefly review
some of the most important technical advances in the area with a particular emphasis on
the ways that these systems unintentionally configure participation through the provision
of special voter interfaces. Finaly | review how some of the proposed secured election
prototypes are perceived by voters and their impact on usability and accessibility.

Chapter 4 contains my proposed design framework for participation in voting which em-
bodies the points raised in chapters 2 and 3. Taking into account the assumptions for
doing ‘politics embedded in the design of conventional voting systems (discussed in
Chapter 2) and their traditional requirements originating from security and participatory
boundaries of representative democracy (discussed in Chapter 3), | unpick a design

framework of voting serving as a toolkit for the design of participatory systems. After a
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review of the various affordances of voting systems found in arange of contexts, | pro-
pose the design categories of eigibility, fairness, secrecy and expression as possible
design categories that encapsul ate the necessary decisions that any poll initiator needsto
make when designing a poll. This framework equips us with the necessary tools to in-
stantiate and assess, depending on contextual parameters, the voting systems that |
describe in chapters 5, 6 and 7.

In Chapter 5 | introduce my first voting prototype that we call BallotShare. BallotShare
is afirst instantiation of the design framework and is designed to serve as a technology
probe [95] allowing for the exploration of the context in which it is deployed. This first
instantiation is specificaly configured to reflect on the democratic practices of a work-
place environment. Asafirst instantiation of the proposed design framework, BallotShare
guestions some of the conventional security assumptions of voting and also serves as a
tool to engage participants in political discussions about the workplace environment. In
this chapter, | discuss the design decisions embedded in the design of BS and report the
result of semi-structured interviews and log data from the use of the system over afive-
week period.

In Chapter 6, | introduce our second voting prototype, called PosterVote. In contrast with
BallotShare, which is designed to serve as an online and remote voting platform, Poster-
Vote is asituated voting device designed to politically engage usersin place. In Chapter
6, | report on two case studiesin contexts related to local community activism and regen-
eration planning. PosterVote, in addition to reflecting on the design framework of
participatory voting, is also designed for sustainability with respect to the monetary costs
and technical skills required to maintain it. To assess PosterVote as a system to support
local planning and activism, | deployed multiple devices in two local communities in
Newcastle upon Tyne, UK. Through these case studies, | reflect on how its materiality
and affordances affected participation in aloca community.

In Chapter 7 | continue thisinquiry towards designing voting systemsfor political partic-
ipation through the deployment of various voting systems and data representation
technologiesin alocal community in Cambridge, UK. The work reported in this chapter
is the outcome of the collaboration with Microsoft Research Cambridge in the Tenison
Road project. Theinitial stages of this project were designed to explore how the produc-
tion and use of datais bound up with physical and social notions of place (more details at
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[186]). In the final phase of the project reported here, we deployed a group of voting
technologies (online, situated in residents’ households and on the main neighbourhood
street) for data input and output. During a five-week period deployment of three voting
systems, providing six channels of input and five channels of output, | explored how res-
idents experienced the different voting mechanisms, made sense of the data collected, and
how these related to community participation. | later present our insights into how con-
textual parameters of the deployment and the various capacities of the deployed systems
impacted residents participation in the project and their engagement with, and under-

standings of, the technologies and data.

Finally in Chapter 8, | conclude by discussing the implications of this work, revisiting
our research questions, listing our contributions and suggesting possible directions for

future work.
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Chapter 2.

Politics and the Political in
Voting

‘Design for Democracy’ is used as an umbrella term for every practice of design in a
democracy related setting. The term may refer to the graphical design of paper ballots,
political parties campaign posters, the design and functionality offered by online web-
sites of politicians (e.g. Obama campaign) and the design of electronic voting systems. In
this chapter | argue that voting systems are designed and thought of mainly for one type
of democracy, representative democracy, which translatesto voting systems mainly seek-
ing to reach consensus through the quantification of opinions.

| begin by reviewing a number of models of democracy and highlight how, depending on
context and political decisions, various types of participation can be required. | attempt
to rethink how voting can be practised when removed from the frame of supporting con-
ventional politics and electoral efficiency. Following this, I rethink how technology can
help overcome some of the disadvantages of conventional voting mechanisms and also
require us to contemplate what we consider as appropriate citizen participation. The latter
also involves a further exploration of the context in which participation is executed:
What type of participation does representative democracy require to be considered as
successful? What type of participation and democratic system is adequate for various
decision-making contexts other than nationa elections? Even though a high turnout is
required in order to ensure that an election is representative and legitimate, is the act of
voting and thus the turnout rate the ultimate measure of citizen participation? We argue
that this depends on the model of democracy that the voting system serves.
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In order to explore these issues and questions | introduce the role of design in politics and
revisit the differentiation between design for politics and political design, which plays a
significant role in current e-democracy research and practice. Then, after areview of the
evolution of participation through voting machinery, | introduce different models of de-
mocracy in order to highlight the misinterpretation of election turnout as participation.

2.1. Design and Politics

L. Winner in hiswork “ Do artifacts have politics?’ [197], discusses the political qualities
embedded in the design of technical objects and explores the claim that machines, struc-
tures and systems can be assessed not only in terms of their contributions of efficiency
and productivity but aso in the ways that they embody authority and power [197]. He
arguesthat there are two waysin which artefacts can embed political properties: instances
in which the design of technology (or technical device) servesto settle an issue in acom-
munity; and political technologies that appear to inherently require specific types of
political association. In the first instance, the design acts as a convenient way of estab-
lishing patterns of authority and thus ‘designed’ technologies have a flexible material
form. In the second instance, the properties of the technology are strongly and possibly
unavoidably linked to specific patterns of hierarchy. Simply put, there are no alternative
designs of the technology that would make a significant differencein relation to political
effect.

To exemplify how technical arrangements can be used as forms of order and thus as set-
tling an issue in acommunity (i.e. artefacts embed politics), L. Winner uses the example
of the extraordinarily low bridges over highways in New Y ork. These bridges were de-
liberately designed to be very low in order to achieve a particular social effect. More
specifically the master builder for city planning, from the 1920s to the 1970s in New
Y ork, designed the bridges in away that discouraged the presence of buses on the high-
ways for reasons of social-class and racia prejudice — car-owning upper and middle-
classes were free to use the roads, however poor and black people were kept off the roads
as they were using public transport. After decades these structures are still serving as a
way of engineering social relations between people, which over a period of time have
become embedded in the society and landscape and are perceived as the norm.
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According to L. Winner, the assumption that technology isintroduced into a specific con-
text to achieve increased efficiency has been historically disproven. He continues:
“Technological change expresses a panoply of human motives, which isthe desire of some
to have dominion over others, even though it may require an occasional sacrifice of cost-
cutting and some violence to the norm of getting more for less.” [197:124]. Thisisnot to
say that technologies with political consequences are designed intentionally or uninten-
tionally favouring one end of the political spectrum: “Rather one must say that the
technological deck has been stacked long in advanceto favor certain social interests, and
that some people were bound to receive a better hand than others’ [197:126].

Instead of seeing the advancement of technology and equipment solely as a cost-cutting
and efficiency process, L. Winner concludes that technologies around us are ways of
building order in our world. Intentionally or unintentionally, societies embed specific
structures in technological artefacts that affect peoples everyday lives, from how they
work, communicate, transport and participate. As a result, emphasis on rules, political

roles, laws and relationships in politicsis reflected in the design of material equipment:

“The issues that divide or unite peoplein society are settled not only in the in-
stitutions and practices of politics proper, but also, and less obvioudly, in
tangible arrangements of steel and concrete, wires and transistors, nuts and
bolts.” [197:128]

In order to understand which technologies are important for society, why, and in which
contexts, we need to better grasp both the technical elements of these systems and their
embedded political assumptions.

An argument against the one discussed above, on the other hand, is one that perceives
certain kinds of technology asinflexible, and thus, if decisions are madeto use thesein a
given society, a particular form of political lifeis chosen with it. Examples of thisway of
considering technological and material evolution can be traced back to Friedrich Engels
who in his paper “On Authority” develops his argument that strong authority is the nec-
essary condition for modern industry [60]. He devel ops this argument by using examples
of raillways and ships at sea which both require the subordination of workersto an author-
ity that manages whether everything goes according to plan. Many years prior to Engels,
Plato used the same analogy of a ship sailing in the sea and the need for such vessels to
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be steered by a firm hand. Plato used this analogy to suggest that governing a state is

similar in that it requires a central authority to function [9].

According to L. Winner, whether Plato and Engels are right in saying that a decisive
captain and an obedient crew are required for a ship to sail depends on moral claims of
practical necessity that should be weighed up against questions such as whether its good
for sailorsto participate in command or that workers have the right to be involved in the
management of the factory [197:133]. All these moral claims apart from the ones based
on practical necessity, appear increasingly idealistic or even obsolete in modern societies.
In various contexts these arguments concerning moral claims of justice, equality and lib-
erty can be confronted by arguments such as: “Fine, but that’s no way to run arailroad”.
These arguments exemplify the ways in which people perceive acceptable and essential
measures and practices for something to work reliably based on the affordances of the
technology. On the subject of inherently political technologies L. Winner concludes:

“1n many instances, to say that some technologies are inherently political isto
say that certain widely accepted reasons of practical necessity especially the
need to maintain crucial technological systems as smoothly working entities
have tended to eclipse other sorts of moral and political reasoning.”

Relating these philosophical remarks about the political design of technology to democ-
racy and voting, arguments for reconsidering how democracy is practised today and what
it means sound idealistic and irrelevant to the practical problems that modern countries
face. Various alternative democratic models have existed for years with some of them
being deeply scrutinized by political scientists without however being practised or taken
serioudly. For example, arecently proposed way of practising democracy, called ‘delega-
tive', has been suggested as a possible aternative to representative democracy. The
assumption behind it is that instead of having representatives fixed for a number of years
who represent citizens in all matters of concern, representation can happen in a more
‘liquid’ manner depending on the context and decision [38]. Instead of trying to materi-
alise these new concepts into technologies that might possibly bridge the gap between
citizens and their representatives, such new models are confronted with an argument
which has an effect such as: “Fine, but that’s no way to run a democracy” as could have
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been writtenin L. Winner’ sbook. More radical aternativesfind it even harder to be con-
sidered as viable democratic alternatives for particular contexts. Below | reflect on how
this discussion about the politics of design relates to democracy and more specifically, to

voting.

2.2. Design for Democracy and Participation

The increased interest in ‘ Designing for Democracy’ in the last few decades has resulted
in the development of aresearch areain HCI exploring the design of civic technology to
support democracy. Within these practices of ‘design for democracy’, the discourse is
mostly concentrated around ‘design’, with the notion of ‘democracy’ or politics embed-
ded in these designs being under-examined or taken for granted (for an exception see e.g.
[110]). However, democracy can be manifested in different forms in different contexts,
which places designers in the critical position of having to be aware of and adequately
select the political assumptions that they wish to embody in their artefacts. Isthe purpose
of the design to support representative or alternative forms of democracy and participa
tion? Does the system facilitate consensus or contestation? In this thesis | contend that
designers when designing for democracy need to explicitly engage with such questions.

Themaority of research on e-democracy isrelated with either devel oping secure e-voting
systemsfor national elections or designing systems to support local democratic practices.
One of the common characteristics of both strands of research is the focus in supporting
representative democracy in a hierarchical top-down approach. For security in national
electionsthisismore or lessinevitable as el ections are a process driven by representation,
even though we can envisage different types of democracies having different require-

ments in respect of technology and voting.

In other contexts, such aslocal democratic practices, other types of democracy might be
appropriate. Using L. Winner’slexicon, | contend that the design of technology and ma-
terial equipment for democracy, especially at local community level, acts as settling an
issue. Asdiscussed earlier, these designs act as a convenient way of establishing patterns
of authority but due to their flexible material form they could be thought of and designed
differently.

In this section, | briefly review the types of democracies relevant for this thesis. | start
from representative democracy, and the parliamentary deliberation that is required for its



healthy operation. | later discuss some of the efforts to involve more citizens in repre-
sentative democratic processes by making these processes more direct. Finally | argue
that a more agonistic approach to design for democracy is underexplored, with most cur-
rent work having a primarily consensual focus. The purpose of this section is not to
explore the democratic models thoroughly and extensively, but rather to highlight exem-
plar democratic models and their associated participatory typesthat play asignificant role
when designing systems with socio-political implications (for athorough review of dem-
ocratic models, consider reading Models of Democracy [87]).

. . Madisonian
Non-deliberative
Direct IR . Representative
Majoritarian

Figure 1. Types of Democracies [68]

2.2.1 Representative and Direct Participation

As Figure 1 depicts, democratic systems can be classified in a three dimensional space
[68]. The vertica axis describes systems from Deliberative  Madisonian to
Magjoritarian. Madisonian systems represent impedi ments for majorities, whereas M ajori-
tarian ones allow them to take decisions that could violate the basic rights of a minority.
The horizontal axis categorizes democratic systems as direct or representative. Finally,
the z-axis classifies democratic systems as deliberative and non-deliberative: systemsthat
promote and require deliberation to reach a decision versus those that allow decisions to
be made only by registering participants’ preferences. In redlity, this three-dimensional
space can only depict the variety of democratic systems. Most modern democracies are a

mixture of al of these dimensions.
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Representative democracy is the dominant system of democracy. It is a type of indirect
democracy as sovereignty isheld by citizen’ s elected members, rather than citizens them-
selves. Citizens participation is by definition reduced as the power of governance is
delegated. Voting is typicaly executed via the mechanism by which voters elect their
representatives, with an alternative but rare method being sortition [56], which involves

arandom selection amongst citizens.

Citizens' participation in an election-based representative democracy is performed prin-
cipaly through periodic elections, typically held once every four years. Deeper political
participation and debate, at least at the formal level, is thus delegated to representatives
who are required to deliberate political issues. One of the assumptions of representative
democracy is that effective and decisive deliberation about the issues at stake can only
occur between an elected body of individuals (later in this chapter | discuss efforts to
facilitate deliberation on a large scale). By definition a gap is created between citizens
and their representatives, a gap which in some degree is a requirement for representative

democracy to operate.

Research and practice in the design of technology to support representative democracy is
focused on two main strands of enquiry: firstly the digitisation of voting systemsin ways
that maintain their integrity and voter trust (for exemplar concepts see [122,152]), with
an additional goal being increasing turnout via additional digital channels of voting [8];
and secondly making representative democracy more participatory by using technology
to get more frequent feedback from citizens in consultation exercises. Evidently, both
these strands of work reinforce the practices and assumptions of representative democ-
racy. It is interesting however to consider technological designs that instead of taking
these underlying assumptions as the starting point, question them and reconsider how
technology can provide other avenues of doing democracy.

To give an example, one of the assumptions of representative democracy is that to be
effective, in terms of cost and consensua decision-making, deliberations can only be
practised by elected representatives in parliaments where certain requirements of delib-
eration can be met. | propose that this assumption originates from perceived limitations
of technology and deliberative methods rather than deliberation being an inherently po-
litical method that requires specific political associations—in this case a parliament with
a citizens' representative body. Another assumption is that elected members represent
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citizens and debate and vote for them for a fixed period of time for a particular topic of
concern. An alternative isdelegative or liquid democracy [38], whichisarelatively mod-
ern democratic system where the electorate delegates power to delegatesin aliquid and
temporary manner. Key differences between this and representative democracy include:
having the possibility of direct participation; delegates power isliquid — depending on the
level of citizen participation; delegates power is recallable at any time; and a voter can
delegate specific voting powers to adelegate [79].

Athenian or direct democracy is believed to be the first known type of democracy in the
world in which participating citizens are able to vote directly on legislation and executive
bills [98]. Direct democracy, sometimes also called pure democracy is aform of democ-
racy in which citizens form consensus on policy initiatives directly. Even though direct
democracy represents democracy in its purest (most original) form and can be considered
asits idedlistic state, the size of modern democracies, the lack of tools and methods to
practice it on a large scale and other political reasons have contributed to a shift from

direct to representative democracy.

The most common ways in which direct democracy influences politics today is by com-
plementing representative democracy through methods such as referendums, initiatives'™
and recalls™. Such attempts to transform representation to more inclusive types have the
capacity to delegate some of the representatives’ power to the public if appropriate legis-
lation is also put into place. Obvioudly this form of direct participation inherits all the
assumptions of representative democracy as it serves as a way to facilitate it. Problems
with methods such as petitions and frequent referendums include the lack of motivation
of the public to participate and the low turnout rates resulting from this.

The evolution of technology and telecommunications recent decades has facilitated citi-
zen communication and provided additional channels for citizens to interact with their
political systems. Digital democracy or electronic direct democracy (some times also

19 | nitiatives, also called citizen initiatives, are petitions which when signed by a certain
number of citizens can force an action from the government (e.g. a public vote).

! Recall isaprocess by which voters can remove an elected official from an office before
his or her term has ended. Usually it isin the form of a petition, which has to be signed
by a certain number of citizens. Recalls date back to Athenian democracy and are still
used in many modern Western constitutions.

37



found as collaborative or open source government when the focusis on governance rather
than political system) are terms often coined to describe this tendency towards utilizing
technology to move closer to amore direct form of democracy. Electronic direct democ-
racy usually involves an e-voting system for citizens to vote on legislation. Electronic
deliberation tools also alow citizens to collaboratively author and suggest new laws.
Even though there has been progress in this area in the last few decades (e.g.
[102,103,104,185,191]), electronic direct democracy is not fully implemented anywhere
in the world. However some of the developed tools act as ways of moving towards a
hybrid model of representative with direct e-democracy.

Even though direct democracy is usually seen as an ideal state, the implications of such
amodel are sometimes overlooked. Direct democracy entails the direct participation of
citizensin democracy, however some of the impediments for its implementation, such as
informed and ‘ motivate-to-participate citizens', are yet to be resolved. The success of
these technological and communication tools, aside from the necessary political will, also
depends on the appropriate design for an informed and deliberative participation, as well
as the embodiment of necessary motivators of participation. The failure of uptake for
some of theseinitiatives relates to the failure of providing viable options and alternatives
to citizens, asin most cases the agendafor adirect or deliberative democracy initiativeis
set out beforehand. C. Mouffe in her book “On the political” talks about this lack of al-
ternatives and particular focus on consensual methods of participation: “A democratic
society requires a debate about possible alternatives and it must provide political forms
of collective identification around clearly differentiated democratic positions. Consensus
is no doubt necessary, but it must be accompanied with dissent. [...] In a pluralist de-
mocracy such disagreements are not only legitimate but also necessary. They provide the
stuff of democratic politics’ [135:31]. Given the current emphasis of direct, participatory
and deliberative methods regarding consensus, according to [135:24], there is no doubt
why the rate of abstention isgrowing, as mobilization of the public requires politicization,
which cannot exist without a conflictual representation of the world.

2.2.2 Participatory and Deliber ative Democr acy

Participatory and deliberative types of democracy are categorisations based on the level
of participation that the system allows. Even though both relate to del egating more power

to the public, and thus both convey a more direct democracy, participatory democracy
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can be interpreted as an umbrellaterm for both. Deliberation focuses specifically on the
deliberative element of participation, which involves the careful consideration and dis-
cussion of the aternative options before a decision is reached.

Participatory democracy, originally inspired by Rousseau, was first formulated as a the-
oretical framework by Pateman (1970) [146] and Macpherson (1977) [123]. Literature on
participatory democracy isvast, and | do not intend to cover it thoroughly here; an excel-
lent discussion on participatory democracy can be found in [87]. Participatory democracy
isamodel of collective decision-making that combines elements of both representative
and direct democracy. The cohesion with representative democracy lies in the presuppo-
sition that an elected body exists and will implement decisions, while the direct element
is implemented through the participation of citizens in forming proposals. Consequently
citizens can monitor political performance by comparing the policy proposals with the
ones actually implemented. The extent to which participatory democracy resemblesdirect
democracy is aligned with the level of participation of citizens in the process [10]. Asa
result, motivational factorsfor citizen participation in such processes are pivotal for their
actualization in today’ s constitutions.

The materialisation of participatory democracy today can be seen in participatory budg-
eting (PB) [180]. The process of PB wasfirst developed in Brazil in 1989 and today there
are over 1500 PB projects around the world, most of which are at a city level, funded by
the municipal budget [204]. Other contexts in which PB has been used include counties,
states, housing authorities, schools, universities and public agencies. In PB, citizens, in
collaboration with the government, directly decide how to spend part of a public budget.
Most PB projects follow a basic process of first brainstorming ideas, then developing
proposals based on these ideas, and then voting on proposals. The government has to
implement the top projects that resulted from this process [180,204].

The degree to which citizens choose to be involved in this processis ultimately the deter-
mining factor in their success. Technology has been suggested as a possible avenue to
increase participation by providing additional channelsfor citizensto be involved in PB.
According to [148], the desire to innovate via participatory budgeting may in itself be a
driver for participation and could alow citizens to be involved in more salient public
works beyond local districts. In [147], the authors report the results of an e-PB project in
which (with significantly less resources) a participation level seven times higher was
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achieved. It isimportant to highlight however that there are great differences between a
conventional PB process and the e-PB that was performed. As one citizen suggested el ec-
tronic participatory budgeting is“more participation and less participatory”. Technology
provides an additional channel for participation in the voting processes of PB, however
its bottom-up nature comes from the collaborative formation of proposals that are still

problematic online.

Participatory budgeting, when it comes with the binding legal framework for developing
the ideas generated during the participatory process, is a good example of participatory
process that could revitalize representative democracy. However, PB requires strong po-
litical will to be put into place, especially for non-trivial matters of debate. Finally, PB
has been criticized for being a voting procedure where citizens vote on proposals formed
by policymakers and administrators, therefore making it a consultation exercise rather
than atruly bottom-up idea-generation procedure.

E-deliberation platforms attempt to bridge this gap between conventional and technol og-
ically mediated PB processes and bring more collaborative planning in online, typically
voting based processes. In deliberative democracy, deliberation is at the centre of the
decision making process with the ultimate goal being to find consensus whilst practising
“authentic” deliberation. It originates from ancient Greece and Aristotle, with the work
of German philosopher Jirgen Habermas, on communicative rationality, however, being
one of thefirst main contributionsin thisarea. Deliberative democracy differsfrom others
types of democracy in that “authentic” deliberation isthe main source of legitimacy rather
than merely voting. There are multiple interpretations of what “authentic deliberation”
means with its requirements being a matter of debate among political and communication
scientists. According to Cohen and Ethan, authentic deliberation entails deliberation be-
tween decision-makers that is free from distortions of unequal political power, for
example power obtained by economic wealth or public support [39]. If consensus cannot
be reached after the deliberative process, participants vote on proposals generated during
the process. One of the methodological limitations of deliberative democracy is the fact
that in large-scale deliberations, voting is often a necessary evil in order to reach consen-
sus. Thismeansthat the deliberative process consequently acts as an educational process,
which aimsto inform participants about the issues to be voted on at the end of the process
[68].
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One of the most popular ways that deliberative democracy is performed today among
citizensisthrough deliberative polling. Deliberative polling (first introduced by J. Fishkin
in 1988 [67]) is a method of randomly picking a representative sample of citizens and,
instead of asking them questions directly as in conventional opinion polling, it engages
them in a deliberative process in order to create a more informed and reflective opinion.
It is important to mention that instead of reaching a consensus or an agreed verdict, the
goal of deliberative polling isto measure opinion change and thusits goal is mainly edu-
cational rather than actionable. Several deliberative opinion polls have been conducted
by the Center for Deliberative Democracy at Stanford University™.

Critics of deliberative polling argue that the briefing materials distributed before the de-
liberation can be biased and the sampling of the participants not representative of the
public. In addition, the need for moderators to facilitate discussions is seen as a short-
coming as moderators can introduce additional biasesin the deliberative process. Finally,
although deliberative polling is primarily a process with educational functions, critics ar-
gue that the process only affects a low number of people rather than the wider general
public.

More recently, technology has been suggested as a means of supporting deliberative poll-
ing by lowering the costs of participation and by opening up the process to citizens not
involved in the in-situ deliberations. As a result, a number of e-deliberation platforms
have been developed over the last few decades, ranging from online deliberative forums
and online spaces where physically bounded communities can be informed and deliber-
ate, to innovative visudisations of online and offline deliberations (e.g.
[32,46,99,102,107,185,202]). Research in the area focuses on understanding the needs of
local residents (through interviews and questionnaires) around such deliberation plat-
forms and designing accessible platforms that allow information seeking, information
dissemination and public discussions. In [107], the authors highlight the problems that
social media technologies often create when applied to complex controversial problems
such as: disorganized content, low signal-to-noise ratio, quantity rather than depth, polar-
ization and dysfunctional argumentation. Finally, an aternative way of dropping the costs
of participation (in addition or without the digital element) is dedicating one day each

12 Center’ swebsite: http://cdd.stanford.edu/
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year to the purpose of deliberating political issues. “Deliberation Day” [2] is proposed by
J. Fishkin and B. Ackerman as a national holiday dedicated to this purpose.

At a higher level, participatory and deliberative democracy faces the same problems as
those discussed regarding the distinctions between direct and representative democracy.
Due to the focus on mechanisms of government, consensus is at the epicentre of the dis-
cussion with most of these attempts resulting in consultation top-down exercises with an
additional educationa benefit. We need to raise questions as to the meaning of words
such as ‘deliberation’ and ‘dialogue’ when there is no real choice at hand for consensus
and when participants are not able to decide between clearly defined alternatives[135:3].

2.2.3 Agonistic Pluralism

Thelevel of citizens' involvement in decision-making processes (e.g. representative ver-
sus direct) and the type of such participation (e.g. focus on deliberation or participation)
have been the main distinctive elements of the political systems discussed so far. They
al resemble each other however in their emphasis on consensual decisions and mecha-
nismsfor governing. Inthissection | will talk about a different approach, one that utilizes
contestation instead of deliberation as the key principle. Agonism or agonistic pluralism
and agonistic democracy is a political theory recognised by political theorists as opposi-
tional to deliberative democracy as it emphasizes the existence of political conflict and
seeks ways in which such conflicts can be accepted and positively channelled [134,135].

C. Mouffein her book “The democratic paradox” describes agonistic pluralism:

"I use the concept of agonistic pluralismto present a new way to think about de-
mocracy that is different fromthe traditional liberal conception of democracy as
a negotiation among interests and is also different from the model that is cur-
rently being devel oped by people like Jirgen Habermas and John Rawls. While
they have many differences, Rawls and Haber mas have in common the idea that
the aim of the democratic society is the creation of a consensus, and that con-
sensusis possible if people are only able to leave aside their particular interests
and think as rational beings. However, while we desire an end to conflict, if we
want people to be free we must always allow for the possibility that conflict may
appear and to provide an arena where differences can be confronted. The demo-
cratic process should supply that arena.” [134].
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Her argument is that instead of trying to design institutional methods that will reconcile
conflicting interests, we should envisage the creation of avibrant public space of contes-
tation where the various political values and projects can be confronted. This
confrontation, facilitated by the identification with a collective identity, allows for the
emergence of alternative options that the public can affiliate with, and may therefore mo-

bilise them to participate in.

Consequently, at one end of the spectrum deliberative democracies have as a governing
principle the pursuit for consensus with associated concerns being those of access to in-
formation and procedures of deliberation. At the other end, in agonistic pluralism,
contestation and the creation of spaces of contest are key principles with main concerns
being those of revealing and challenging hegemony. Mouffe also discusses the distinct
interpretations and meanings of “politics’ and “the political” in discourses of agonistic
pluralism. Politics refers to the means, structures and mechanisms that enable governing.
This involves methods of holding together organizational and social order. On the con-
trary, the political is more a condition of society rather than a set of methods and
procedures. The political is a societal condition where oppositions and contests are on-
going and expressed from political debates to protesting and acts of resistance.

C. Disalvo, in “Adversaria Design” [53], introduces Mouffe’'s conception of agonism
and the differentiation between politics and the political, and interprets them in terms of
designing artefacts to engage peoplein the political. More specifically the author focuses
on how the design of technology engages with the democratic endeavour and identifies
that in design the majority of projects fall within the realm of politics. That is design and
technology with a particular focus on improving structures, facilitating or mediating the
mechanisms that enable governing [52]. The ways of practising methods of governing
that we have discussed so far include representative, direct and participatory democracies,
and all fall under one category of design: design for politics.

A good example of design for politicsisthe Design for Democracy initiative [53:8] which
aims to apply design tools and thinking to increase civic participation by making the in-
teractions between government and citizens more efficient and trustworthy. Theinitiative
encompasses a number of broad reaching projects, projects that exemplify how the initi-
ative is aimed at designing for democracy in a hierarchical top-down manner. Example
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projects relating to voting include the “Get out the Vote” program™, which attempts to
increase voter registration and turnout; the “Polling Place Photo Project” which utilizes
citizen journalists to document the voting process and experience; and the “Ballot and
Election Design” project which attempts to improve the experience and efficiency of vot-
ing by theredesign of ballots, polling signage etc. It can also be argued that alarge volume
of e-voting research exemplifies thistendency of designing for politicsrather than for the
political. E-voting research in the last decades is focused on designing systems to facili-
tate and complement existing structures of government by making the voting systems
more secure, and by increasing trust in the voting system. However there is a significant
lack of work on the political design of voting systems: How can we design voting systems
to serve opposition and argument rather than seeing voting systems as only a tool for
reaching consensus? How can voting systems open up contestational arenas?

One of the highlighted examples of successful political design in [53:9], is the “Million
Dollar Blocks” project in which the developers map crime related data by mapping the
origins of prison population rather than asking the anticipated questions of “Where does
the crime occur?’ or “Who are the victims of the crimes?’. In this sense, the “Million
Dollar Blocks’ project does not intend to support conventional means of government, by
asking questionsthat could lead to amore efficient government, but critically investigates
an issue by raising questions about its conditions. According to C. Disalvo: “ The Million
Dollar Blocks project can thus be considered as exemplary of political design because it
functions to reveal, question and even challenge conditions and structures in the urban
environment, that is, it opens a space for contest, and too, it suggests new practices of

design in mapping and urban planning” [52].

Examples of political design in voting are rare, some of which | will discuss later in this
chapter. Designing voting systems that enable contestation rather than consensus and ag-
gregation of opinions is uncommon, with this manuscript, however, serving as astep in
thisdirection.

13 «Get out the Vote” program website: http://www.aiga.org/get-out-the-vote-2008/



2.3. Misinterpreting Voting as Participation

Voting has been indisputably one of the most essential tools for the operation of democ-
racies from ancient Athenian demos to western democraciestoday. The design of modern
voting systems for elections and the politics embedded in them reflect our understanding
of democracy as a political system in which power is exercised through a periodical
scheme of representation. Simply put, our voting systems are designed to facilitate one
particular type of democracy, representative democracy. As a result, our understanding
of voting is a restricted one; we understand voting as a tool to support representative
democracy through the quantification of interests with a particular focus on reaching con-
sensus. In other words, voting is seen as a method to facilitate doing ‘politics’, which
refers to enabling effective governing and organization. Consequently citizens' interac-
tion with the formal political system (i.e. representative democracy) is limited in
periodically choosing a candidate between afixed number of options, resulting in election
turnout being one of the only determinants of satisfactory participation and democratic

legitimacy.

Although | acknowledge the need for voting systems which are designed for consensus
in order to facilitate politics and governing — we call this “consensual voting systems”
— | contend that consent is only one of the design goals of voting for democracy. Alter-
natively, and primarily for this dissertation, voting can be considered as atool to engage
citizensin ‘political’ participation. A politically designed e-voting system, instead of nec-
essarily seeking consensus, should envisage a vibrant agonistic public space of
contestation where the various political projects can be challenged. In order to consider
the form of such politically engaging voting systems we need to detach voting from its
traditional contexts and connotations. This entails repositioning voting as atool that em-
beds methods for dissent and debate to be manifested democratically and the creation of
new spaces for contestation and participation.

Typical assumptions that drive the misinterpretation of voting as participation, which |
attempt to question in this dissertation are as follows: (i) e-voting primarily refersto and
has a particular focus on national electionsin arepresentative democracy; (ii) high turnout

14 Consensual voting systems here not to be confused with consensus decision-making
which typically relates with decision rules such as majority rule, Borda count etc.
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rates in elections and other participatory exercises are determinants of successful citizen
participation; (iii) voting primarily functions as a tool of reaching consensus, and as a
result the application of technology should facilitate the access of the voting apparatus
and the efficiency of achieving adecisive option; and (iv) the capacities of voting systems
are well established, drive information security and enable only particular models of de-

mocracy.

In the remainder of this chapter | will briefly review the evolution of participatory meth-
ods, spanning voting from ancient democracies to modern democracies. | attempt to
highlight the function of voting as not only atool for consensus but also ahighly political
one. By doing so, | continue to build the case that the design of voting systemsisfar from
being ‘politics neutral” and consider ways of repositioning voting as a tool for political

participation.

2.4. The Evolution of Participation through Voting

Throughout the evolution of democracy, from ancient Athenian to modern democracies,
voting systems have been developed to reflect the needs of society and context. These
advances of the voting apparatus have been propelled by a number of factors, including
the need for election security and less voter coercion, voting accessibility, usability, po-
litical will and recently, increased citizen participation. Some of these factors will be
discussed more thoroughly in Chapter 3. In this section | will focus on some of the voting
innovations that exemplify a shift from voting being a highly political method of partici-
pation to voting as a method of facilitating governance.

2.4.1 Oral Voting

Voting, as a decision-making tool and socia practice, was first introduced in Athenian
and Roman democraciesin the form of oral voting. With oral voting voters need to voice
their preferred candidates. Saltman in his book “ The History and Politics of Voting Tech-
nology: In Quest of Integrity and Public Confidence” describes oral voting:

“On the day or days of election, each voter would make his way to the table
where the judges of election and their clerks sat. A voter would be asked to ver-
ify hisfinancial and residence status, and then requested to declare his choices
[in public]. Votes would then be written down by the clerks, and any candidate
present might publicly thank a voter who voted for him.” [169:43]
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To this end, oral voting, apart from possibly being a technological necessity, was aso
serving a particular political goal: initiating a political debate between citizens and their
possible representatives, initiating contestations of divergent viewpoints, publicly show-
ing responsibility, etc. Obviously the form in which this was practiced was problematic.
As the quote from Saltman demonstrates, suffrage was far from being universal, with
only citizens with confirmed residential and financia status allowed to vote. The public
nature of oral voting has been open to all kinds of threats and most frequently, voter
coercion and disenfranchisement. Even though the security vulnerabilities of such a vot-
ing system are apparent for today’ s modern democracies, the need for transition to other
forms of more secure forms of voting has not been self-evident. The main reason for the
transition was citizen literacy and ballot stuffing as after anonymizing ballots, stuffing
ballot boxes with illegitimate ball ots became possible.

A particularly interesting case is Britain, where oral voting was practised for nearly forty
years until it was eventually replaced by secret ballots. A thorough examination of this
transition is reported in [12,81], with Britain objecting to the introduction of the secret
ballot for cultural and transparency reasons. The main objections were that the secret
ballot was inconsistent with the “manly spirit and the free avowal of opinion which dis-
tinguished the people of England”’ [144:56]. More specifically, it was thought that the
secret ballot would remove public scrutiny and that members of parliament would depend
on the election officials [144:61]:

“1f there is ballot there can be no scrutiny, the controlling power of Parliament
islost, and the members are entirely in the hands of returning officers. A repre-
sentative will not be able to tell who are hisinstructors (i.e. the persons who

elect him). People who do not wish to be suspected of voting on the wrong side

will stay away. [...]"

It is of particular interest that voters are perceived as instructors. Instructors can voice
their opinions to their representatives and the elected members of parliament know the
group of citizens who have instructed them. Asin Ancient Greece, oral voting facilitated
not only consensus and electing representatives but was also utilised as acommunication
channel between citizens and politicians. Citizens could voice their opinionsto their rep-
resentatives in order to instruct them on how to operate. As aresult voting was perceived
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as more than just amethod to facilitate consensus, and was considered to be an important

tool for controlling parliament by instructing representatives during the election process.

The*secrecy’ of the vote was believed by someto encourage the removal of responsibility
around voting, and could even lead to hypocrisy and deception [12:662]:

“The principal objections which have been advanced against the ballot as ap-
plied to our elections are, that the act of voting is a public duty and should
involve a public responsibility; that it would lead to hypocrisy and deception;
that it would do little to restrain the practice of treating; that it would encourage
bribery by making it more difficult to detect; that it would be wholly inoperative
in the case of spiritual intimidation such as that which is allowed to exist so ex-

tensively in Ireland; that it would afford facilities for personation.”

The reference to voting as a public duty to oppose the introduction of the new ballot
exemplifies how oral voting was perceived as first and foremost a political method for
citizensto voicetheir opinions publicly. Voting was perceived as aduty inherently public,
that as we have seen in [135:5], had the capacities to alow citizens to identify with a
collective identity. The emergence of contesting collective identities entailed the creation
of a welthey discrimination that if constructed appropriately, as in oral voting, could
strengthen democratic confrontation and asaresult revitalise citizen participation [ 135:6].

Perceptions of election security are of particular interest in oral voting. The writers of that
period viewed a possible modernisation of the electoral system as a challenge to election
security, although with amodern understanding of security changes become apparent and
imperative. The same reaction can be identified in modern electoral system reformin the
US, with the perceptions of security however being exactly the opposite: instead of inter-
preting the inability to trace back votes to citizens as a security flaw as is the case in
Britain, in the US tracing back votesis unacceptable asit leadsto electoral fraud and vote
buying. Consequently, electoral security, at least in the first years of voting evolution,
had a different connotation and value.

Another argument against the transition was that the secrecy of the vote might cause neg-
ative affects on turnout as: “the elections would be too “orderly” and thus not exciting
enough; and therewould be no possibility of publishing interim resultsto convince people
to come and vote” [144:84-85]. | find this account fascinating as it concisely embeds a
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number of arguments used by proponents of agonistic pluralism. More importantly the
author relates this new “orderly” approach with alack of excitement, which if we use an
agonistic pluralism lexicon, relates to the passions that can lead to political mobilisation.
The validation of this concern, resulted in establishing the UK Electoral Commission,
which amongst other things aimed at the modernisation of the voting system to tackle

dwindling turnout levels.

2.4.2 Paper and M echanical Voting

The introduction of material-based voting and the elimination of oral voting is not neces-
sarily synonymous with voter anonymity and ballot secrecy. For example in Ancient
Greece an additional method of voting was by using coloured broken pieces of pottery
that revealed voter preferences. Thefirst paper ballots were unlike those of today, asthey
were not standardised for all candidates. Each candidate could print their own ballots, in
most cases resulting in having various colours of ballot papers depending on the candi-
date's affiliation. Indeed a common practice was to distribute the ballot papers by pre-
printing them in newspapers, thus the design of each candidate's ballot was known and
could be detected while a citizen was casting a vote. This was the last instantiation of a
voting system in elections that alowed voters to publicly declare their support for a can-
didate. The conventional paper ballot system that most countries use today, called
Australian ballot, was introduced in the state of Victoriain Australiain 1856 [169:96],
standardising the ballot papers and voting processfor all political parties. It first appeared
inthe USin 1888 and by 1896 only afew US states had not passed |egislation to mandate
the Australian ballot. Thiswas a pivotal moment for election security as this secret ballot
ensured voter anonymity and election secrecy and consequently contributed to the integ-
rity of the election process. However, it is our contention that the secret ballot, as the
proponents of oral voting would argue, contributed in disconnecting voting from its po-
litical grounds.

Voting machines in the form of mechanical levers and punch cards started to appear in
electionsin thelate 19" century. State and local government officialsjustified investment
in voting machines to replace conventional Australian ballot papers and ballot boxes by
noting the increasing length and complexity of ballots with multiple candidates and ref-
erenda, as well as the doubling of electorates with the enfranchisement of women.
Mechanical lever machines and punch cards tallied the votes faster than a manua count
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and they were assumed to be less error prone than hand counting. Their disadvantages
included the increased voting times (as only one voter could vote at a time) and the re-
guirement of a paper-based system in case of machine failure. Finally, mechanical lever
machines as the first mechanical way of counting the votes introduced some non-security
related restrictions on the form and design of the ballots: the Electors list was removed
from the presidential ballot due to space restrictions [151,169:121].

On 7" of November 2000, in the US State of Florida there were widespread problems
resulting from the use of punch card machines. Inaccurate registration lists, many spoiled
ballots and unclear ballot designs that raised questions about voter intent on the cards
(where the chads had not been completely punched out of the paper) were the most im-
portant problems [31]. In addition, in Palm Beach County a usability problem with the
“butterfly ballot” designs raised questions about voter intent. To be able to use a larger
font for the candidate names, the candidates were placed in a*“butterfly” layout with the
holes for punching in the middle making it hard to distinguish the proper punching hole
(see Figure 2).

The usability problems of the 2000 election in the US mark another pivotal moment in
the history of voting. US congress passed the Help America Vote Act (HAVA), the first
law addressing voting technology, to establish a program and provide funds to States to
replace punch card and mechanical lever voting systems [105]. From that moment on-
wards the debate about voting systems, instead of being on the grounds of its purpose
(political participation), became about the effect that anew system would bring (our focus
in chapter 3). Usability, accessibility and security have a predominant position in such
adebate. | acknowledge that this debate is imperative to ensure the democratic nature of
voting, however voting seems to have become detached from its highly political origins

that used to play an instrumental role in citizen participation in democracy.
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Figure 2. “Butterfly” ballot design with candidateslisted in a butterfly layout with punch-
ing holesin the middle.

2.4.3 Digital Voting

In 2002, Georgia became the first US State to use digital voting machines state-wide
(called Direct Recording Electronics - DRE) [178]. The need to modernise the voting
apparatus, in addition to the provision of funding, was an opportunity to revitalize voting
by re-embedding some of the political elements that had become lost throughout ballot
design evolution. However, states rushed to implement DRE touch-screen based systems

that ultimately unleashed a series of problems and controversies.

In 2003, a source code of one of the DRE systems was found and analysed by security
researchers T. Kohno et al. [109] revealing various security vulnerabilities, the publica-
tion of which triggered a chain of eventsinvolving the media, electoral staff, researchers
and manufacturing companies [41,109,162]. Providing Voter Verified Paper Audit Trail
(VVPAT) was one of the proposed methods to increase trust in e-voting systems and
election outcomes [133]. A VVPAT isapaper ballot printed by the DRE after casting an
electronic vote that serves as areceipt for the voter and afailsafe in case of recount. Asa
result, Nevada became the first State requiring e-voting equipment to provide a voter-
verifiable paper audit trail and since then, the requirement of aform of paper receipt has
become alegal requirement in many US states, with contradicting opinions on its usabil-
ity and effectiveness [77].
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One well-cited benefit of digital voting isthe provision of multiple channels of participa-
tion, presumably able to increase turnout by dropping the transactional costs of
participation (i.e. transportation to polling stations, limited time to cast votes, long queues
etc.). Whether the minimisation of the transactional costs of voting is favourable for de-
mocracy is questionable, as the methods currently used further detach voting from its
political grounds; i-voting has been accused of removing the rituality of voting. The most
prominent example of i-voting is Estonia, which despite the security concerns raised by
earlier i-voting trials, was the first country to allow citizens to vote online in October
2005. Estonian authorities sacrificed alevel of security to keep the system transparent to
citizens [151:25]. To cope with the problem of coercion, they allowed internet voters to
alter their votes by casting a ballot multiple times (with only the last one counted). The
Estonian government’s attitude towards election security can be summarised in the fol-

lowing quote:

“To start from the assumption that the State must “ trust the people’ and not inter-
fereif at all possiblein any of their decisions. [...] the problem that e-voting would
facilitate some families, friends or colleagues voting together, i.e. practice collective
voting, as well as the buying and selling of votes, was said to hinge on the question
of whether the Sate would have to protect an individual only from other individuals
or also from her- or himself.” [57:4]

Asaresult, one of the main parliamentary debates on i-voting was questioning the state’' s
responsibility towards protecting its citizens from collective forms of voting, that can be
considered as a means of citizen politicization and following from this political partici-
pation in the election process.

In the United Kingdom an electoral commission was established in 2000, in order to ex-
plore the modernisation of the electoral system and the possibility of increasing voter
turnout through the provision of additional channels of participation. Pilots for e-voting,
i-voting and all-postal voting were conducted in 2000, 2002, 2003, 2006 and 2007 with
guestionable results in terms of their effect on turnout.

2.4.4 Conclusion

In this section | have revisited the evolution of voting systems in elections from oral vot-
ing to digital and internet voting. Even though there are multiple accounts of these
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systems to be discussed and further analysed, from their security to voters perceptions
and trust, it was my intention not to engage with the problems introduced by the applica-
tion of a voting method in a democratic context but only with the its fundamental goal:
citizen participation.

When all the secondary requirements of voting are extracted, our incapacity to embed
participatory methods in our voting systems becomes apparent. We have seen how first
instantiations of voting in forms like oral and paper-based voting were able to engage the
public in political discussion and create spaces where political projects could be publi-
cally challenged. Their technological limitations in regards to their security, their
efficiency, their accessibility etc. enabled the creation of political spaces around the vote:
political discussionson election day with citizens advising politicians on how to represent
them, political canvassing, direct association of representatives with their voter de-
mographics and others. This political dimension was not distilled out from this voting
process and was significant. The need for coercion resistance and election efficiency
resulted in disconnecting voting from its inherently political grounds and consequently
transformed it into a normative process for doing politics. It is my contestation that this
detachment of voting from its naturally political origins makes it increasingly less rele-
vant for citizens to participate fully in the political process.

2.5. Summary

In this chapter | started by discussing the relationship between design and politics. | in-
troduced L. Winner’'s theory of the political assumptions embedded in the design of
everyday artefacts and we discussed how this is extended into the area of socia relations
and the reinforcement of hierarchical structures. Then | introduced design for democracy
and reflected on how tools, methods and structures for democracy also embed politics
that might conflict with its participatory nature. | argued that work in the area hasfocused
extensively on “design”, which although necessary, is problematic when not considered
in relation to democracy and participation. Subsequently, | introduced agonistic plural-
ism, a democratic theory of particular interest for this thesis and contrasted it with the
more consensual systems of deliberative democracy and representation. | highlighted the
misinterpretation of the act of voting as equating to citizen participation and | listed some

of theassumptionsinherited asaresult. Finaly, | revisited the evolution of voting systems
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when seen under the lens of political participation by emphasizing the extraction of the
political from voting practices that results in its devaluation from a political tool to one

for the facilitation of politics.

Asaresult | can now make a clearer distinction between political design and design for
politicsin voting. Design for politicsin voting can be defined as the area of research that
prioritises: (i) the efficiency of the voting process, in terms of its cost and speed; (ii)
increasing the reach of the voting process by facilitating access through multiple channels
of casting votes; (iii) the focus on the quantitative accumulation of voters' opinions, with
an ultimate aim to reach a consensual decision; and (iv) the hierarchical, top-down ap-
proach of the system’ suse, including the eligibility of asking questionsand driving voting
agendas. By contrast, political design aimsat: (i) achieving the sustainability of the voting
designs, including their monetary cost and the technical expertise needed to set up and
maintain them; (ii) increasing participation instead of merely increasing turnout by
providing additional communication channels, involving “ qualitative voting” and the pro-
vision of spaces in which opposing political viewpoints can be visualised and contested;
(iii) highlighting the political process generated from the application of voting in acontext
rather than the consensual decision resulting from it, which involves the constructive uti-
lisation of dissent; and (iv) focusing on facilitating the bottom-up approach, which relates
to the enablement of self-organization, the questioning of power relations and the open-

ness of technology to alow anyoneto drive their own political agendas.

In the next chapter | focus on the application of digital technology in voting by reviewing
related research areas. computer security, usability and accessibility, confidence and trust,
and HCI. By doing so, | highlight the focus of conventional e-voting research on either
easing the problems introduced by the application of electronic means of voting in na-
tional elections, or on inventing additional channels and novel interfaces for registering

opinions.



Chapter 3.

The Application of Technology
In Voting

A number of factors contributed to the introduction of digital technology in voting. The
proliferation of digital technologies in everyday life and their use for context-sensitive
applications, such as banking and shopping, paved the way for accepting electronic voting
as ameans of resolving some of the problems that our democracies are faced with. In a
national election context these involve a number of issues, anongst others the need for
increased efficiency at the polling station, more accurate vote counting, increased acces-
sibility of the voting apparatus, the usability of ballots, confidence and trust related
factors, and the desire to increase turnout through multiple channels of participation. The
majority of development in an elections context, however, puts an emphasis on either
facilitating the electoral process or resolving electoral security problems. In recent years
e-voting is also an active area of research in HCI in which researchers explore the appli-
cation of technology and voting for civic engagement at local community level.

In this chapter | review some of the most active areas of research and development in e-
voting, starting from the national election context and finishing with voting for local com-
munity engagement. Whilst doing so, | critically discussthe political implications of each
of the reported developments to emphasize the lack of work that examines the design of
e-voting systemsfor political engagement, which barely provides additional channelsand

interfaces for the registration of opinions.
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3.1. Security

The significance of voting for the operation of modern representative democracies re-
sulted from the need for the development of methods to facilitate the structures and
processes of voting —what | have so far referred to as the ‘politics' of voting. This was
particularly the case after the introduction of electronic systems with non-transparent in-
ternal operations such as DREs (Direct Recording Electronics) and remote internet
voting. Following from this, security has been the point of departure of any voting related
context with asignificant amount of computing science research concentrated on defining
security requirements and inventing innovative cryptographic methods of ensuring ahigh
level of electoral security.

In this section | will briefly introduce some of the main technical developments of voting
towards the implementation of a secure e-voting system for elections and their principle
underlying security requirements. Through this | explore how security and participation
are intertwined and how this intervention might affect the conventional interpretation of
information security principles for e-voting. | argue that political engagement and infor-
mation security may find themselvesin conflict with each other, and consequently atrade-
off between security and participation needs to be investigated.

3.1.1 Security Evaluations

Collaborative work between researchers of varying backgrounds and electoral officials
and government agencies (especialy in the US) resulted in conducting multiple and thor-
ough examinations of e-voting systems. The main focus was reporting security flaws but
also accessibility and user-related issues. Reporting all the published reportsfor countries
with an e-voting program or trial is not the aim of this dissertation, especially due to the
cultural and socio-political idiosyncrasies that make the findings of these reports non-
generalizable and relevant only for their equivalent contexts. Instead, | briefly report on
two large collaborative voting projects in the US, project EVEREST (Evaluation and
Validation of Election-Related Equipment, Standards and Testing) and the California

Top-to-Bottom review.

The am of project EVEREST was to examine touch-based and optical scan electronic
voting systems across the state of Pennsylvania [26]. Researchers gained access to the
source code running on the three e-voting systems used for electionsin this state in 2007.

56



This allowed them to perform source code analysis and security penetration testing. Sig-
nificant technical weaknesses were identified with the researchers advising that
procedural security at the polling points would not be able to prevent a security breach.
More specifically they highlighted the lack of adequate safeguards against insider attacks,
and a pervasive lack of quality in the coding and engineering of these systems [26]. Re-
searchers identified security flaws that if exploited would allow voters and poll-workers
to cast multiple votes, alter the voting results, and corrupt previously cast votes. The
server of the systems was also found to be insecure against viruses, as the ‘ off-the-shelf’
operating system had known security vulnerabilities.

Another big scale evaluation was the top-to-bottom review conducted by the state of Cal-
ifornia. The evaluation included most of the e-voting systems certified for use in the state
in 2007. The secretary of state engaged a number of computer security researchers mainly
from the University of Californiato conduct security evaluations of the voting systems.
“Red teams” were al so devel oped aiming to identify worst-case scenarios on election day.
The purpose of the review was “[...] to restore the public's confidence in the integrity of
the electoral process and to ensure that California voters cast their ballots on machines
that are secure, accurate, reliable, and accessible” [205]. The resulting final reportsin-
clude comprehensive security and accessibility evaluations of the certified systems
[20,92,96]. In terms of security, the security experts identified significant security vul-
nerabilities across al systems. More specificaly for one example voting system
(Diebold’s voting systems) researchers identified the following security issues [92]: (i)
the documentation of the manufacturing company presented numerous usability impedi-
ments, which affected its secure and accurate management; (ii) the testing labs that were
contracted to evaluate the system for certification produced reports that differed greatly
from the actual performance of the system; and (iii) the system version that the manufac-
turer provided for use had significantly different security configurations from the one
tested for certification.

The aim of this project was aso to perform a usability and accessibility anaysis of the
Diebold’'s AccuVote TSx, the Hart eSlate and Sequoia Edge | and 11 for voters with dis-
abilities and different language needs using usability heuristics and user testing. The
findings of this report indicate that even though the systems included some accessibility

accommodations, none of them met the legal accessibility requirements[163]. The report
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highlights that future e-voting systems should analyse voting as an integrated system of
technologies with social practices and recommends that manufacturing companies use
expert heuristics and user testing before delivering voting products [163:38]. To summa-
rise, the three analysed systems were not compliant with the requirements of the HAVA
(Help America Vote Act) [105]. Other state and countrywide projects exploring the se-
curity, accessibility and usability of certified voting systems have been conducted
[6,40,82] with similar findings.

3.1.2 Security Implementation

Most electronic voting systems, either used in national binding elections or only being
proof of conceptsin computer security, use some form of cryptography. There are multi-
ple encryption algorithms for achieving confidentiality and integrity. One of the most
well knownis PK1 (Public Key Infrastructure) [179], widely used in security and privacy-
sensitive online applications such as online banking. Other encryption methods include
blind signatures [34], mix-nets [168], and homomorphic encryption [44].

In this section | report on the most common security mechanisms with a particular focus
on system interfaces rather than security and the associated mathematical details. By do-
ing so, | underline the ways in which these security mechanisms have implications for
use and maintenance of voting systems. A thorough review of the advancesin information
and computer security for achieving the security requirements of e-voting can be found
in[4].

3.1.2.1 Using public and private keys

The Estonian i-voting system uses PKI for ballot encryption and signing. The election
officias publish a public key that can be used by voters to encrypt the ballots to ensure
ballot integrity. To ensure ballot authenticity the voters need to first “sign” their ballot by
using their private keys. In the Estonian case the voters private keys are embedded in
electronic identity cards. On election day each voter needsto use his/her card with acard
reader and a personal computer to cast a vote. This dependence on additional hardware
has an impact on the system’ s accessibility, as the voter needs to be computer literate or
capable of seeking help to vote.

Estonia's €lection officials consider the use of PKI for the Estonian e ection to be suc-
cessful [124,206]. The i-voting system has been used for six consequent local, national
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and European elections with the official statisticsreporting asignificant increasein voters
choosing to cast their votes online. In addition, according to election officials, all elec-
tions have been conducted without any detected incidents that would have been capable
of influencing the final outcome of the vote [206]. Security researchers, however, have
highlighted a number of security flaws, related not only to PKI but also to the lack of
adequate procedures for operational security and handling anomalies. More specifically,
by using the publicly available software used, researchers demonstrated server-side at-
tacks able to rig the vote count [181]. Consequently, they criticise the measures in place
to ensure transparency, (e.g. releasing the voting software as open source and streaming

the set up of the elections) and suggest that e-voting in Estonia should be withdrawn.

The PKI in Estoniaand also elsewhere, is mainly used to enable citizens to vote remotely
and as aresult increase voter turnout through the provision of additional channels of cast-
ing avote. Resultsindicate that the use of online voting in Estoniaisincreasing, however
internet voting has so far had insignificant influence on voter turnout [8]. This indicates
that providing additional channels of voting has a positive impact on efficiency but ques-
tionable effect on encouraging participation of indifferent citizens.

3.1.2.2 Detaching parts of the ballot

Another category of encryption-based e-voting is visua cryptography. One of the first
visua cryptography schemes was invented by Chaum at 2004 [35] and other systems
followed with popular ones being Prét 4V oter and PunchScan [152,166]. Visual cryptog-
raphy refers to ballots consisting of two parts, which individually do not reveal one's
vote. Voters are asked to mark their selections on one of the paper parts and either destroy
the remaining one or use it as areceipt. Most of these systems alow voters to verify that
their vote was included in the fina tally by visiting a website and using a cryptogram
printed on the collected receipt. The secret liesin the randomised order of the candidates
and ballots, allowing the destruction of half of the ballot (e.g. the candidate list) to conceal
one's intentions. The candidate list can be reconstructed after the scanning of the ballot
through processing by a mix-net [168] in order to ensure the secrecy of individual votes.

Even though visual cryptography is a promising technique for paper-based and situated
elections, only one such concept has been trialled in binding elections so far [28,33]. The
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trial was reported as atechnical success, however the election and usability reportsiden-
tified anumber of issues that disrupted the normal operation of the election process [28].
The use of paper balots in ways that voters are unfamiliar with (i.e. splitting the ballot
paper in two) increased the difficulty of using these systems and affected their usability.
Voters could not understand why their receipts did not include the content of their vote
and were not confident that their votes had been included in the final tally, in spite of the
fact that they had followed the verification procedure.

3.1.2.3 Using online cryptograms

For remote internet-based systems, an equivalent to visual cryptography is using elec-
tronic receipts. These are mainly strings of characters called cryptograms, usually sent to
the voter by email and used to verify that the cast vote isincluded in the fina tally. One
such system, ‘Helios [3,5], was developed by computer security and voting researcher
B. Adida. Helios as a remote verifiable internet voting system that uses “smart ballot
trackers’ asreceiptsfor the voter to check hisher vote. These trackers guarantee that the
ballot was received and tallied appropriately. Voters receive an encrypted string of their
cast ballot, which is aso published next to their name on an online bulletin board. Every-
one, including the voter who cast the vote, can check the bulletin board to verify that the
encrypted voteisincluded in the final tally.

The voting system should, without question, be coercion-resistant in regards to not
providing any document that proves the contents of one’' s vote (thus preventing vote sell-
ing). However, if the encrypted ballot receipts, online or paper-based, are reconsidered to
allow the disclosure of less sensitive data (e.g. the vote cast metadata), voters might see
value in using them to engage in political processes after the casting of votes— for exam-
ple by posting the receipts on social mediato utilise social pressure for participation, or
as part of apolitical canvassing process. Simply put, | arguethat it is possible to incorpo-
rate conventional methods of doing politics, in this case verifying a cast vote, with

features that enable participation in the political process.

3.1.2.4 Reading voter verifiable paper Jaudio audit trails

DRE machines and the arguments against their obscure operations has led to, amongst
other things, a proposal to introduce paper receipts after the completion of electronic vot-
ing which can be used for further checks by the voters and in any manual counts. These
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paper receiptsarewidely called Voter Verifiable Paper Audit Trails (VVPAT) [132,133].
There are now many versions of this ssmple concept, which vary according to when the
receipt is printed, whether printing the receipt is optional, encrypted, or used for verifica-
tion counts. Most DRESs that include VVPAT print an unencrypted ballot, capable of
being read by humans, so that the voter can check for inconsistencies. These can also be
used later for manual counts. The effectiveness of such mechanisms has been questioned,
with usability researchers highlighting the high probability of errors occurring when
checking paper audit trails, and the difficulty of conducting manual countswith thermally
printed, small font, paper receipts.

An audio trail has also been proposed as a possible verification method [174], although
this doesn’'t enable manual counts. Verifiable trails have also initiated the discussion
around which count, digital or manual, we have to prioritise and in which circumstances,
for example Pieters [151:112] has suggested that manual counts are perceived as more
trustworthy (as they are more transparent), but that digital counts should be preferred for

close races (as they are more accurate).

3.1.3 Security M odels

There are many frameworks for undertaking an analysis of a system’s security; ageneric
one, where most of the security evaluations and implementations are based on the CIA
triad: Confidentiality, Integrity, and Availability. Other frameworks have aso been de-
veloped specifically for e-voting (for an example, see [80]) in which verifiability playsa
more prominent role. In this section | discuss the CIA triad and e-voting verifiability by
taking NIST’s [85] remote e-voting requirements as a starting point. | then extend the
discussion centred around this framework by highlighting the political implications of

each one of the security principles.

3.1.3.1 Confidentiality

Information security implications

Fulfilling the seemingly contradictory goals of (i) voter anonymity and (ii) the integrity
of the voting result, isthe main reason why verifiably secure e-voting hasamajor research
topic in computer security over the last few decades. Confidentiality, in the e-voting and
i-voting contexts, relates to the maintenance of privacy, the anonymity of voters and the
secrecy of the vote. There are multiple mathematically defined and/or abstract definitions
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of confidentiality (for example Jacobs et a. [97]). Here | list the i-voting confidentiality
properties reported by the US National Institute of Standards and Technology [85] as an
example of such a definition. Voting confidentiality refers to: (i) the protection of the
secrecy of cast ballots; (ii) the protection of voters' personal information from unauthor-
ized disclosure; (iii) prohibiting voters from being able to provide convincing evidence
of their ballot selections to third parties; (iv) allowing access to all sensitive system in-
formation handled by the voting system only to authorized administrators or election
officias; (v) the storing of only the sensitive information necessary to ensure the correct
functioning of the voting system; and (vi) limiting communications traffic to a minimum

regarding the entities participating.

Consequently, confidentiality includes preventing the disclosure of personal and sensitive
information, and ensuring the anonymity of the voter, thus not linking persona infor-
mation with other types of information (e.g. the content of the vote). Neither the content
of the vote itself, nor the identities of the voters are confidential: the system should be
able to read the content of the vote to compute the tallies and the people who voted to
maintain an electoral roll. Confidentiality in the voting context refers to the unlinkability
property [151:117] of keeping this data relation separate.

In addition to unlinkability, receipt-freeness [85:16] makes it impossible for voters to
prove how they voted, thereby addressing issues of coercion and vote selling. Receipt-
freeness is a particularly hard problem when voting occurs outside the controlled envi-
ronment of adedicated polling location, especially when voters consent to sell their votes.
In Estonia, in order to ensure coercion-resistance, multiple voting and prioritisation of
polling station voting is used. Multiple voting allows voters the possibility of changing
their vote by re-voting before the end of the polling period. Re-voting resultsin not being
able to prove to athird party that a vote is cast in a certain way (if there is still time to
alter thevote). Even in conditions where the voter has been intimidated to votein acertain
way, until the end of the online voting period there is still the option to vote by physically
visiting a polling station and casting a physical ballot with increased priority .
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Political implications

The significance of maintaining the confidentiality of the voting system’s data and the
voter’ s anonymity, and the application of confidentiality when framed in terms of infor-
mation security, has political implications. To enable the political we should aim at
creating spaces of contest where different opinions can be democratically confronted.
Consequently, in order to create voting systems capable of engaging the political, system
(meta)data can be used to ‘reveal’ rather than hinder the various opposing viewpoints.
That isnot to say that the voteitself should be disclosed or that the recei pt-freeness of the
voting system should be violated, at least in the context of an election, but it isimperative
to consider how some less sensitive information can be used to foster political engage-
ment. This point raises potential conflict between conventional security models and
political models of digital voting, with the former constructed in terms of information
ownership, privacy and control, and the latter seeking to form collectives.

Although established security practices advise against any election data disclosure what-
soever, from voter lists to system logs, it has been shown that some such data has been
disclosed and used to foster online and offline citizen interactions. R. M. Bond et al.’s 61
million participant Facebook experiment [22] explored political mobilization through so-
cial networks by testing whether political behavior can spread through an online social
network. To test this hypothesis, the authors conducted a randomized control trial by as-
signing all adult US Facebook users to three groups. a ‘social message’ group, an
‘informational message’ group and a control group. The ‘social’ group received a banner
message encouraging them to vote, also including alink to locate their polling station, a
button with the label ‘I Voted’, a counter indicating the number of Facebook users who
had previously ‘ pressed the button’, and finally up to six pictures of user friends who had
also voted. The ‘informational’ group received the same banner message but without the
friends pictures and the control group did not receive any election-related banner. The

results suggest that the ‘social message’ directly increased turnout by 60,000 voters, and
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viasocial contagion™ [37,184] indirectly increased turnout by 280,000 voters, represent-
ing atotal of 0,14% of the electorate. Although thisis arelatively small percentage, it
isindicative of how powerful election data can be for political engagement.

This study was designed to explore the possibility of increasing voter turnout through
socia contagion. However, other types of participation from political deliberation to ag-
onism can also be accel erated through the use of such methods, relating to social network
theory. A political design approach to voting data emphasi ses the huge potential of such
datain terms of enabling political self-expression and mobilization viaonline and offline
social networks. Collective efficacy can aso be increased, and ultimately citizen partic-
ipation.

The distinct physical location of a polling station and the bounded (and relatively short)
time frame of an election period are aso important determinants of political engagement.
With polling systems being situated locally, communities are able to come together phys-
icaly to vote. The temporality of elections can aso allow for the creation of a period in
which the public is highly politically engaged. Spatial and temporal factors facilitate
modes of political campaigning that stimulate engagement. For example, in the UK local
face-to-face canvassing in the run-up to an election has been widely used by political
party activists, in part to engage voters on election issues, but primarily to identify sup-
porters who are then “knocked-up” on election day (and in some cases provided with
transport to the polling station) [21]. Research in politics and sociology, indicates the
experiential factors embedded in the act of casting a vote at polling stations instead of
doing so remotely, with findings suggesting that when collocated, voters are more likely
to vote for the common good instead of persona benefit [165]. Additionally, although
during the election period the systems of mass media and governance successfully man-
age to politically engage a significant proportion of the electorate, this political
engagement is distilled out of the system with the act of voting. On election day, all the
political debate that this complex system of information dissemination, campaigning and

15 “social contagion’ refers to the susceptibility for certain behaviour to be copied by oth-
erswho are either in the vicinity of the original actor, or who have been exposed to media
coverage describing the behaviour of the original actor [184].



political canvassing has generated, isonly used if anything, to inform citizens' vote rather

than as a channel of communication between citizens and representatives.

3.1.3.2 Integrity

Information security implications

According to NIST [85], e-voting integrity relates to:

“[...] Maintaining integrity involves implementing safeguards to ensure data
and software on a system are not modified by unauthorized parties. [...] Integ-
rity includes the concept of the origin or source from which the integrity is
based upon. [...] Tracing integrity back to a particular entity is closely related

to identification and authentication.”

There are multiple methods of ensuring that acomputer program does what it is supposed
to be doing, and thisgenerally invol ves mathematically defining the specifications of such
aprogram and testing whether itsimplementation conformsto its specification. A number
of tools have been developed for this cause (e.g. [19]), however the complexity of these
tools, consisting of many lines of code, raises questions about conformity to aprogram’s
specifications. Do we need more verification software to verify the correctness of the
verification tool itself? Even if we manage to get an acceptable level of assurance regard-
ing the correctness of the software code, this is only one part of the problem. Are we
confident that the trandation of the software code to machine-readable language is cor-
rect? Are any hardware errors which might affect the operation of the software easily
detected? The difficulty of predicting all the possible system failures makes verification
aproperty with special significance for e-voting. Finally, integrity also relates to authen-
ticity and authentication a preserve equal voting power, an authentication mechanism
needs to be in place to preserve it.

Verifiability isan additional measure of election integrity and it refersto the ability of the
system to provide evidence about the integrity of its internal operations. NIST’s report
section refers to verifiability as being associated with the auditability, privileged verifia-
bility and public verifiability of the voting system [85:24].
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Auditability: “ The voting system provides evidence of its behavior before, during and
after an election. [...] The voting system must also provide evidence to auditors that the
system functioned in the way it was supposed to.”

Privileged Verifiability: “ The voting system provides evidence that allows the election
auditorsto independently check the outcome of the election.”

Public Verifiability: “ The voting system provides evidence that allows the general public
to independently check the outcome of the election.”

Although auditability is related to verifiability, classic verifiability research focuses on
individual and universal verifiability. Individual verifiability refersto the voter being able
to determine whether their vote was included in the tally. This requirement and interpre-
tation of verifiability conflicts with the need for coercion-resistance and receipt-freeness.
As aresult, most verification systems in security research (and in practice) attempt to
provide aform of verification receipt without revealing the actual vote cast (i.e. the vot-
ers selections on the ballots). For example, verification alphanumeric strings are given
to voters to verify that their ballot was included in the tally, but the actual content of the
voteishidden. Individual verifiability with receiptsthat also reveal the content of the vote
can be found in VVPAT, although the voter needs to put the receipt in a ballot box or
destroy it to ensure coercion-resistance.

Universal verifiability relates to publishing election results to allow any party to verify
that the tally is correct. Classical examples of universal verifiability relate to publishing
the breakdown of the votes from which the final result was calculated. Such systemstyp-
icaly use ballots encrypted with public keys that indicate the existence of votes
corresponding to the published tally. The operations required to calculate the tallies are
kept secret in order to ensure the secrecy of the vote.

Political implications

When we ‘foreground’ participation, the mathematical and technical integrity of the tal-
lying mechanism becomes only one of a number of (often competing) factors that
characterise the actual integrity of the electoral system as awhole. For example, election
integrity, might relate to: the integrity of the voting mechanism; the integrity of the elec-
tion officials; the turnout; the type and level of engagement with politics; the voter-

perceived integrity of the voting system; and the digital and literacy divide that the system
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creates. Dwindling levels of political participation and the continuousfall in election turn-

out rates in many countries has led to questions as to the integrity of election results.

It is worthwhile to assess the integrity of a voting result in terms of how well it serves
democracy: is a mathematically proven result with less than half the electorate having
participated more successful than a system with only a threshold of verifiable integrity,
but nevertheless with amuch higher level of citizen participation? Can the potential votes
of disengaged citizens be considered as ‘integrity flaws' if viewed as missed votes? To
answer these guestions we need to consider whether having a high turnout and an in-
creased citizen participation in every election is beneficia for democracy; and aso
whether we value missed voters as much as the ones already engaged and motivated to

participate.

Prior work in political science suggests that universal participation (wherever possible)
benefitsdemocracy. Thistakesinto account the belief that in ahealthy democratic society
citizens will have a multiplicity of opinions and choices to select from, participation can
be measured not only by casting votes but aso by other means of political engagement
(thus participation is not equal with mere turnout), and citizen indifference is a problem
to be resolved from a system perspective rather than from an individual standpoint (see
footnote™® for opposite viewpoint). In addition, apessimistic view of electionsand turnout
which is based on arational actor model states that:

“ essentially nobody should vote at all, because voting in any form has a real
cost, while the probability of any voter casting the decisive vote is essentially
zero. Inthisview, voting isbasically irrational and so a 60% turnout is already
remarkable.” [Anonymous paper reviewer]

Although the purpose of this thesisis not to focus on the benefits and limitations of ra-
tional choice theory, the argument that turnout is already high isvalid only if we assume
the validity of rational choice theory [64] in the area of citizen participation in elections.

16Anonymous paper review: “[...] very high turnout could actually _threaten_election integrity. If voters
with no preference show up and vote anyway, they add noise to the system, and that noise has the potential
of burying the signal from voters who actually do have preferences, thereby destroying the integrity of the
election. [...] Universal voting was not the goal of most electronic voting systems--more importantly, it
should explicitly not be one of those goals. The goal should be to make it as easy and secure as possible for
those voters who have preferences to express them.”
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However, extended research from multiple disciplines (i.e. politics, economics, sociology
and psychology) has highlighted the false assumptions of the rational actor theory and
provided alternatives that better predict election behaviour. For example Foley argues.

“ The concept of rationality, to use Hegelian language, represents the relations
of modern capitalist society one-sidedly. The burden of rational-actor theory is
the assertion that ‘naturally’ constituted individuals facing existential conflicts
over scarce resources would rationally impose on themsel ves the institutional
structures of modern capitalist society, or something approximating them. But
this way of looking at matters systematically neglects the ways in which modern
capitalist society and its social relations in fact constitute the ‘rational’, calcu-
lating individual. The well-known limitations of rational-actor theory, its static
quality, itslogical antinomies, its vulnerability to arguments of infinite regress,
its failure to develop a progressive concrete research program, can all be traced
to this one-sidedness’ [69:340]

To summarise, actual election integrity as seen from a participatory and socio-political
perspective, refers to both the voting system’s integrity as reported in computer security
publications and the integrity of the voting resultsin terms of the voters' participation as
defined earlier.

3.1.3.3 Availability

Information security implications

Availability is the last security principle of the CIA triad and refers to the time that the
system is available for use. A traditional interpretation of systems' availability includes:
the up-time, reliability, recoverability, fault tolerance, fail-safe and scalability of the vot-
ing system [85:38]. Citing a NIST report on availability:

“ Availability is used to describe the proportion of time a systemis functioning
and operating, including times when the systemis performing at reduced capac-
ity. Due to resource overload, malicious attack, and system malfunction, a
system may become unable to function, and thus is considered unavailable.”
[83]
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Availability of voting systems in general, including traditional paper ballots and punch
card machines, refers to a system’'s safety as opposed to security considerations. Safety
refers specifically to a system’ s resistance to physical and environmental conditions able
to disrupt its normal operation. With electronic and remote internet—based systems the
factorsthat affect a system’ s availability increase significantly. For this reason availabil-
ity is one of the hardest security principles to measure, as it requires making important
assumptions about the conditions that the system is utilised and maintained in..

The availability of e-voting systemsis associated frequently with denial of service (DoS)
attacksin which maliciousindividualstry to intentionally disrupt the normal operation of
a system. When a network of computersis used to perform aDoS we call it adistributed
DoS (DDoS) which represents one of the largest problems in networked computer secu-
rity. Solutions exist that mitigate problems of DDoS, but there is no solution yet to
guarantee freedom from denial of service, especially for high-risk systems.

Political implications

As with ‘integrity’, ‘availability’ of systems when seen from a participatory perspective
relatesto anumber of factors, seemingly unrelated, with the availability of agiven system
measured by its percentage of up-time and the existence of fail-safe barriers. To address
how availability can be interpreted from a participatory perspective we need to question
what availability encompasses for citizens and democratic participation. | argue that par-
ticipatory citizen-centred availability also refers to properties such as the system’s
affordances and accessibility, making the up-time availability only one of the affecting
variables.

By ‘affordances’ | refer to the actions that the system is designed to permit, a decision
with potential political implications. A conventional voting system allows minimum user
interaction. Spoiled and blank ballots are historically used as protests votes: voters not
represented by the candidate options choose to cast an invalid or blank vote to register
their opposition to a system that doesn’t have the affordancesto alow them to participate
in avalid way. For example, existing conventional voting methods (due to the technical
limitations of election infrastructure inherited from the Australian ballot of 1856 and po-
litical decisions embedded in its design) enable citizens to participate only by casting a
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preferred vote (or by ranking candidates) rather than allowing for more political partici-
pation. Consequently the political elements of the vote are filtered out of the election
process. The introduction of technology in voting allows us to rethink how the voting
apparatus can be politically designed to give voting systems additional affordances and

channels of communication.

Information security measures availability as the proportion of time that the system is
running and available for use. Thisis an accurate definition of voting availability when
investigated as a monad rather than as part of alarger socio-political system. If we posi-
tion voting availability in a socio-political context, the “up-time” of the system also
becomes afunction of participation: Isatechnically ‘available’ system perceived assuch
by citizens who abstain from voting? Even though we should acknowledge the multifac-
eted nature of the reasons behind citizens' indifference towards voting, it can be argued
that the design and affordances of e-voting systems could and are currently affecting turn-
out and citizen engagement. The missed opportunity to better motivate participation,
other than simply lowering transactional costs, should also be considered as a system’s
availability flaw (when it is perceived as a whole with its socio-political relations).

The*up-time” of the system for non-indifferent voters can also be afunction of its acces-
sibility. The proportion of the time that the system is available should be a measure that
includes how accessible the system is to the users who are willing to participate. Thisis
one of the areas where the application of technology and the introduction of remote in-
ternet voting has by definition improved its availability in terms of reach. Obviousy
improvements are still needed to build a system accessible to al citizens independently
of digital literacy and personal ownership of technology. However, it has to be acknowl-
edged that a great deal has been done over the last two decades towards developing
usable, multilingual and physically accessible voting systems for every politically moti-
vated citizen (e.g. [17,27,163]).

3.1.4 Concluding Remarks

In this section, by reviewing two substantial e-voting evaluations, | have acknowledged
the problems that conventional e-voting research has been faced with as well as the need
for technical solutions to address the problem of security (in order to ensure the correct-
ness of the voting systems designed to facilitate politics). | later introduced some of the
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most common security methods, focusing on how they configure citizens interactions
with the system and how they can be complemented to engage citizens in political pro-
cesses before and after the vote. Finaly, by taking NIST’ s definitions of confidentiality,
integrity and availability as a starting point, | endeavoured to unpick these security prin-
cipleswhen seen as part of alarger socio-political problem rather than part of avery well
defined and contextually detached problem.

In the remainder of this chapter | focus on recent advances in the remaining two areas of
e-voting research: user acceptance of e-voting systems used in national elections, includ-
ing usability, accessibility and trust; and HCI work on innovative voting interfaces for

community engagement.

3.2. Usability, Accessibility and Trust

Although the focus on security research continues to dominate research and discussion
around e-voting, usability, accessibility and trust have been vivid areas of research in
information security with work, in some cases, exploring the contradicting properties of
system usability and security.

3.2.1 Usability and Accessibility

Research papers and reports on usability and accessibility are plentiful, with most of them
focusing on assessing either the usability of conventional voting systems [63] or the usa-
bility of secure prototypes designed as possible alternatives [50,101,153].

Usability is defined as “ the effectiveness, efficiency and satisfaction achieved by a spec-
ified set of users performing specified tasks with a given product” [116]. Accessibility
then consists in defining those “ specified users’ asinclusive as possible [163]. Usability
researchers, electoral commissions and standards organi zations have been devel oping us-
ability requirements for user friendly, accessible e-voting for years, with their definitions
and prerequisites being afunction of the needs and understanding of usability in different
socio-political contexts.

In this section | briefly review the usability assessments of voting systems being used in
elections based on mechanical and material methods of voting (e.g. paper, lever machines
and punch cards), DREs and cryptographic-based voting prototypes.
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3.2.1.1 Paper, Lever and Punch Cards

M. Byrne in his paper published in 2007 [27], identified the need for baseline data of
conventional voting systemsin order to assess the usability and accessibility of the newly
introduced ones. In this paper, they report on an experiment assessing the usability of two
types of paper-based ballots (arrow ballot and bubble ballot), mechanical lever machines
and punch cards. One of the findings suggests that paper ballots appear to rank better in
usability scales when compared with mechanical lever machines, punch cards and direct
recording electronics. The error rate of paper-based voting systems was 1.5%, much
lower than mechanical or electronic aternatives. In addition, it was noted that this usa-
bility comes with no cost in terms of system efficiency and perceived usability. On the
negative side, paper ballots are not always usable by people with impairments or disabil-
ities. Being able to read the paper ballotsis a key requirement for all conventional voting
systems, with DREs affording additional channelsfor these user groups. In termsof ballot
completion time, the four voting methods had no significant differences. Finaly, the re-
port highlighted that across a number of usability studies, no voting technology achieves
an accuracy with an error rate under 1% [27], which suggests that even the most secure
system is subject to usability constraints.

3.21.2 DREs, VVPAT and VVAAT

Another strand of usability research is focused on performing usability evaluations of
DRE voting technologies. This involves assessing whether the systems built by various
vendors meet the requirements imposed by certification agencies and electoral commis-
sions. Asaresult there are nearly as many usability reports asthe number of DRE systems
developed. Inthissection | will mainly focus on the usability problemsthat the shift from
conventional voting methods to DREs introduced and also briefly discuss the more recent
shift from voting seen as a ‘technical only’ problem to one with socio-political dimen-

sions.

F. Conrad et al. [42], report alaboratory usability analysis of six e-voting systems (DRE-
based) chosen to represent the different features of systemsin use at the 2008 elections,
aiming at assessing their usability and user satisfaction. The main outcome of this study
indicates that for al six voting systems tested, voters experienced a series of problems
that increased the effort required to cast a vote, or disenfranchised voters from voting at
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al. The usability problems identified led to voter frustration, which reduced the voting
satisfaction and potentialy the possibility of voting in subsequent elections. It can be
concluded from this that observed inaccuracies can alter the outcome of a close election,
thus usability has a direct impact on elections’ integrity. Herrnson et al. [88], focused on
the usability of commercial DRE systems in use and found evidence of serious usability
problems, with error rates reaching as high as 4.2%. Even though different voting systems
by different vendors rate differently in usability scales, it is common for most of them to

have serious usability, accessibility issueswith high error rates and non-inclusive designs.

Other studies compare DRE systemswith conventional paper-based and punch card based
systems. S. Everett et a. indicate that the efficiency and effectiveness of DREs is notably
worse than traditional methods of voting due to the high rate of post-completion errors
[63]. An interesting disassociation between performance and satisfaction has been noted
- even though voting performance was |ower with DRES, voters were reported to be more
satisfied with electronic means of voting versus traditional mechanical levers and punch
cards. DREs, possibly because of their novelty, achieve higher satisfaction rates when
compared with paper-based and mechanical methods of voting, however paper-based vot-
ing rates highly in all areas (efficiency, effectiveness and satisfaction). These findings
guestion the assumption that mechanical methods of voting and their electronic aterna-
tives are able to facilitate voting. Researchers agree that DRES can improve voting
accessibility for people with special needs, however there are reasonsto doubt that current
commercia systems actually facilitate access to the voting apparatus [164]. Approaches
to make paper-based voting more accessible, for example by using Braille ballots, and
technologies specifically developed for paper ballot accessibility, might be more appro-
priate.

Finally, other usability studies explored the feasibility of lowering error rates and increas-
ing subjective and objective usability by using voter verifiable audit trails either in the
form of paper (VVPAT) or audio (VVAAT). Goggin et a. [77] compare effectiveness,
efficiency and user satisfaction of VVPAT, VVAAT and optical scan ballot systems. Re-
sults suggest that citizens are more accurate in counting optical scan ballots rather than
paper or audio audit trails. The authors suggest that if the optical scan ballots are to be
replaced by other forms of voter verification, safeguards need to be particularly well em-

ployed in order to cope with the substantially greater need for error mitigation. In the case
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of VVPAT and video based verification systems specifically, only half of the voter counts
were actually correct, which questions whether any procedural solution can address this
substantial error rate. Other reports also highlight the prematurity of voter audit mecha-
nisms[40], and call for amore user-centred approach in designing these systems with the
involvement of all stakeholdersin the election process (i.e. voters, poll workers and elec-

tion officials).

3.2.1.4 Cryptographic Systems

Advances in information security have resulted in the development of a number of cryp-
tographically secure e-voting schemes. Apart from the work that scrutinizes their
mathematical background, these systems have been extensively tested in terms of their
usability and accessibility. The results are far from promising, with most of them being
flawed in regards to their accessibility and usability.

A number of usability studies have been published citing popular end-to-end (E2E) veri-
fiable systems such as PunchScan, Scantegrity, Prét aVoter and Helios [5,33,61,66,166].
Most of these studies converge around the central point that E2E verifiable systems il
have a long way to go to make their benefits obvious to the voters. Karayumak et al,
performed one of the biggest usability analysis studies on Helios [100,101] by using the
cognitive walkthrough method. The analysis revealed usability problems with wording,
misleading information on the e-voting pages, missing voting information and user inter-
face problems [101]. C. Acemyan et al., assess the usability of three of the most well
known E2E verifiable voting systems. Helios, Prét a Voter and Scantegrity Il [1]. Find-
ings highlight severe problems across al three systems with many participants in the
study perceiving that they had successfully cast a vote when they had failed to complete
al the necessary voting steps. More specifically for Helios 85% of the participants
thought that they had successfully cast a vote when only 60% of them had actually done
s0. Results are similar for Prét aVoter, whilst in the case of Scantegrity, from 95% of the
voters that reported casting a vote only 50% of them actually completed the voting pro-
cess successfully. This effectively means that half of the votes were lost due to usability
flaws, even though these systems were designed to be leading paradigms in election in-
tegrity. Low successrates are also observed for the voter verification part of voting across

most E2E verifiable systems. Studies suggest that the additional system-voter interactions
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required for verification adds complexity that introduces more opportunities for votersto
fail [1]. The authors suggest making security invisible, trying to model the conventional
voting system to the greatest degree possible, automating verification output to minimize
user mistakes, giving more instructions to voters, and giving formal specification to the
system usage rather than focusing only on the security of systems|[1].

A. Essex et a. conducted a usability study of Punchscan [66], avisual cryptography sys-
tem used in the context of binding university elections [61]. There were widespread
problems with verification receipts as the voters expected the receipts to indicate their
vote rather than its encrypted representation. Also, the destruction of part of the ballot —
a step that is used by many visual crypto systems to ensure voter anonymity — was per-
ceived as a destruction of the vote. Finally, poll workers reported significant
organizational issues, for example increased time spent in the voting booths. Scantegrity
[33], a deviation of Punchscan specifically modified for national elections, was used in
Tahoma Park, Maryland on 3™ November 2009, making it the first E2E verifiable system
to be used in national binding elections. The election in terms of encryption mechanisms
and technical functions was assessed as a success. However, a number of usability prob-
lems were raised, including extended voting times, misunderstanding of verification
techniques, and interface problems [28].

3.2.2 Confidence and Trust

The introduction of technology in voting initiated the discussion about voter confidence
in the newly introduced voting systems and the trust that someone needs to have in both
the election system and election officials.

3.2.2.1 Defining Trust and Confidence

Sociologists, computer scientists and computer security researchers have in many cases
presented contradicting accounts of how e-voting trust is defined and measured, and what
might be the ideal aims for research in this area. A philosophical analysis of confidence
and trust and its implications for information security can be found in [151:91]. AsS W.
Pietersindicates [151:92], in a section named “Increasing Trust” (in [62]) the following
sentence talks about decreasing trust: “ One way to decrease the trust voters must place
in voting machine software is to let voters physically verify that their intent is recorded
correctly” . This exemplifies the different perspectives that computer science researchers
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have relating to the problem of trust, as something that needs to be decreased in order to
ensure that voters' trust on the system will be increased. For example, one of the recent
trends in information security and cryptography islowering the trust citizens and the sys-
tem needs to put on election authorities [84].

This can also be framed as a tension between “objective” and “subjective” trust: trust as
a system property, which can be measurable and defined mathematically and trust seen
as a voter belief which is abstract and not well defined. W. Pieters [150], questions this
distinction between objectivity and subjectivity, expressed differently in terms of actual
and perceived security, by arguing that actual security can never be “actual” asthe meth-
ods and tools used by security researchers for measuring security can be flawed and
biased. As a result, the limitations of these systems may be revealed after years of suc-
cessful operation with severe socio-political repercussions. A more more security-
oriented approach can be found in [62], where D. Evans and N. Paul argue for the need

to explicitly differentiate actual and perceived security in security sensitive applications.

N. Luhmann [121] provides an extensive model of trust, distinguishing several types of
trust relations (for an extensive discussion on trust and its relation with technology and
voting see W. Pieters' thesis [151]). Familiarity according to Luhmann is atrust relation
with an orientation towards the past: we trust things because they have always been done
this way and thus they are socially accepted. Contrastingly, trust has an orientation to-
wards the future as it is based on expectations. For example we trust ATMs because we
expect them to serve us faster than bank employees. According to Luhmann, trust in-
volves an assessment of options and risks before a decision is made and as a result, trust
requires the existence of alternatives. If no alternatives are available trust is replaced by
confidence. A typical example of confidence is in driving, where the drivers have no
alternative but to be confident that the car will not break down or act unexpectedly.

3.2.2.2 Engineering Trust

In the voting context, there are multiple factorswhich can influence voters' trust [151:98].
Apart from philosophical matters relating to trust and security, extensive research has
been conducted on assessing the possible impact that voting technologies and processes
have on citizens' confidence, trust and participation.
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B. Randell and P. Ryan in [156] suggest a paper-based secure system drawing on the
assumption that the familiarity (and materiality) of a paper interface might have apositive
contribution on trust — thus trust with an orientation towards the past. They suggest a
scratch card voting scheme that preserves the paper interface of conventional ballots and
“provides high assurances of all aspects of voting accuracy and secrecy and needs only
minimal trust in the system components’ (for mathematical details regarding use see
[166]). Other researchers have focused on investigating trust when interpreted as a soci-
otechnical problem. In[140,141], A. Oostveen et a. question the assumption that people
have blind faith (or trust) in scientific objectivity and through the TruE-V ote project they
assess voters opinions in topics related to security, verifiability and trust. The authors
highlight the impact that a potential wholesale attack could have on trust, as conventional
offline system errors are on a small scale and addressed by social rather than mathemati-
cal structures and methods. The report concludes that for a system so crucia to the
existence of democracy, trust in technology alone is not sufficient. This view is aso
shared by some well-known security researchers in the area, who after thirty years of
mathematical and crypto-based research, acknowledge that the problem of trust is more
complicated than the development of atechnically secure voting system.

A. Oostveen et d. in [143], in a study comparing how three voting technologies affect
trust (paper, computer-aided and a PK|-based voting system), found that voting technol-
ogies did not influence voting behaviour. Contrastingly, the context in which the polling
occurred influenced voting behaviour as citizens voted privately did so differently than
those who voted in a public polling station. This has implications for remote e-voting as
voting from home might have an impact on how people vote, in other words for personal
interests rather than for the collective good. Y. Yao and L. Murphy in [200], explore
voters perceptions of use when remote e-voting is used for governmental elections. The
study shows that increased availability is not sufficient to motivate indifferent citizensto
participate. On the contrary, ease of use was a possible predictor of voter participation,
with web-based remote voting being perceived as less usable than other voting alterna-
tives such as telephone voting.

Finally, another area of interest is the effect of procedural security on trust — defined as
the social and physical methods of ensuring the integrity of the elections in the polling

location. In [199] and [198], the authors conducted interviews to explore voters beliefs
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on procedural security and how technology might play a role in complementing it. Par-
ticipants cited procedural security as contributing to the transparency of the elections,
accepted and understood by all agents (technical and non-technical). The authors con-
cluded that when considering procedura security in e-voting, the element of trust that it
fosters can be greater in value than the increase in actual levels of overall security [199].

3.2.3 Concluding Remarks

What are the political assumptions embedded in work assessing the usability, accessibil-
ity and user trust of traditional and novel voting systems? Quantifying usability,
accessibility and trust requires a definition of the baseline condition against which novel
systems can be compared. Under a baseline condition, paper-based ballots are chosen as
the point of reference. This evidently implies that either the usability of paper-based bal-
lots is the ideal state of usability, or that any novel voting technology should am to
overcome the paper based one. Most, if not all usability studies contrasting the perfor-
mance of novel voting systems with paper-based ones, result in significantly inferior
usability. Considering that the introduction of technology in voting was particularly
driven by usability problems and questions concerned with voter intent on punched out
ballot papers, currently implemented systems fail to meet the specifications for which
they wereinitialy developed.

It is clear that usability of voting systems should be measured against a variety of de-
mographics to ensure the fairness of the electoral system. If we interpret usability as a
function of the system’ suse, additional variables should be taken into account such asthe
achieved turnout and the demographics of people excluded. One example can be found
in the design of voting systems and electoral ballots with a particular focus on their ac-
cessible design for the elderly. An equivalent measure might have been engaging young
votersto participate. The main difference of this understanding of usability isitsrelation
to motivationa factors of participation in addition to accessibility ones. An equivalent
association can be found in usability and user experience in HCI. Whilst usability is
mostly task-oriented and a measure of a user performing an action easily and intuitively,
user experience refers to the users emotional connection to performed tasks and the
meaning and value that users place on their actions. For example aproduct (e.g. awebsite)

can be particularly usable without necessarily being very engaging to use, thus failing in
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providing a satisfactory user experience. AS in UX research, | contend that in participa
tory and democratic sensitive contexts such as voting we need new methods of assessing
the meaningfulness of a system and its design for citizens across various demographics.
One exampleisthe self and collective efficacy of the vote. It can be argued that perceived
self and collective efficacy (that is subjective efficacy reported by the voter unrelated to
the political efficacy of the vote) can be affected by the design of the voting system.
Should a system’s failings in increasing voter efficacy have an impact on its usability
rate?

Finally, | argue that it is important to question the interpretation of usability and trust-
related data collected by using the existing, mostly quantitative methods of research. A
mixed methods approach can supposedly be amore adequate approach of capturing users
beliefs while collecting quantifiable data about system use. Focusing only on question-
naires and surveys, even if they are well designed ones, might lead to a false perception
of user approval or disapproval due to the complex socio-political context in which sys-
tems are situated. For example, questionnaire data related to the confidence that voters
place in the voting system might describe voters' trust within a broader socio-political
context rather than in the voting system specifically. Outcomes can obviously be altered
by designing quantitative data collection methods more carefully. Nevertheless citizens
political beliefs and the complexity of the socio-political context can still play an im-
portant role in biasing the collected data[7].

3.3. Voting in the Community

Thereiscurrently an agreement amongst political theorists on theimportance of enlarging
the domain of politics outside traditional political contexts and national politics. A. Gid-
dens argues for the necessity of democratizing the main institutions of society, such as
the family, the workplace etc., by opening them to debate and contestation [76,135]. He
argues for the promotion of the value of autonomy in awide range of social relationswith
the establishment of small-scale public spheresinwhich conflicts can be resolved through
dialogue. The probability of adialogical resolution of these conflictsisamatter of debate
amongst political theorists with E. Laclau and C. Mouffe in Hegemony and Socialist
Strategy [114] having diverging opinions concerning the way political struggle should be
envisaged. | have already discussed this tension between dialogical forms of democracy
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and agonistic ones. It is essential however to highlight the agreement for enlarging the
domain of politicsin contextswhich are traditionally assumed to be apolitical. A. Giddens
[75] contends that this process of democratization is driven by social reflexivity and de-
traditionalization which can already be identified in particular contexts including:
personal life (i.e. sexual relations, friendship, and parent-child relations) where there is
an emergence of ‘emotional democracy’, organization where some of the highly hierar-
chical structures are replaced by more decentralised models of organization, the
development of social movements and self-organized groups where spaces of dialogue
can emerge that question forms of authority and power hierarchies, globally where social

reflexivity, autonomy and dialogue might result in a cosmopolitan global order.

Design for democracy in HCI can be specifically framed in this political model of ex-
tending the domain of politics in traditionally less political contexts. Human computer
interaction research focuses on both big ‘p’ Politics and how politicsis practised at local
level, with a particular focus on the latter, and a more specific focus on facilitating com-
munity building and community engagement. A lack of research can be detected in
political design, referring to the lack of research in engaging citizens in political debate
and the creation of public spaces where divergent political viewpoints can be confronted.
In thisregard, it can be argued that work in HCI, just like in security, usability and trust,
also converges around the facilitation of politics in terms of the means, methods and
structures that enable effective collection of community opinions.

Regarding electronic voting systems, anumber of variables possibly affecting community
engagement and participation have been explored, to name afew of the different types of
opinion input (e.g. buttons, gestures, steps etc.), the type of data output (e.g. projections
of the data, painted charts, mechanical situated charts etc.) and the location of the voting
system (i.e. situated in the community or remote online access). The context in which
these technologies are deployed range from work environments and family contexts, to
geographically bounded local communities.

It is apparent that even though technology has the potential to support community en-
gagement and community building, it is a matter of interaction design as to whether this
potential is capable of being reached [159] and what politics can be embedded in the
design [54]. Saad-Sulonen et al. [167] address the move towards designing politics, first
introduced in HCI by Dourish [54], by using collaborative design and design of politics
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[55] to explore how an interactive system might reflect on citizen participation in urban
planning. One of the authors' conclusions highlights the need for making flexible systems
(capable of being adapted by users) by applying technological participatory design.

3.3.1 Online

The technological mediation of voting has been particularly explored as a process of
group decision-making in an organizational context in ‘ computer supported collaborative
work’ (CSCW) and ‘ computer mediated communication” (CMC) [15]. One particular
areaof interest in CMC isthe effect that mediated communication has on group decisions
and group performance. Recent studies have considered real-world data sets from collab-
oration systems such as Wikipedia [25,115,201] to examine how consensus is achieved
in open source collaborative projects, and how different variables such as group size,
group formulation, and experience can lead to better decisions. The main findings suggest
that larger groups, with more diverse contributions and more experienced members are
more likely to reach better decisions.

In HCI there has aso been an active program to explore the impact of online voting and
decision-making systems on community engagement and community building. A wide
range of technologies has been used from online deliberative platforms (e.g. [103]) to
online community forums to support offline practices. A well-cited example of an online
portal aiming at increasing accessto and participation in community lifeisthe Blacksburg
Electronic Village. One of the portal’ s main goalsisto facilitate offline community prac-
tices and bonding by bringing a community’s history to the forefront and allowing
anybody to add content and create their own community page on the portal [30]. The use
of an online portal by residents hasresulted in the collection of historical and other com-
munity material used by alocal school for educational purposes, and from new residents
moving into the community to help them settle in. The authors report an increased level
of communication in the community and participation in its offline activities. Another
popular online platform is Netville [83], which instead of augmenting an existing offline
community online, attempted to create a sense of community in anewly built area. Some
of the houses were not connected to the network, providing the authors with a control
group to assess the effect of the online platform. Their case study concluded that the

online platform increased communication, participation and community recognition of
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neighbours. Amongst the advantages of the platform use was the grassroots self-organi-
sation of the community for community matters. One characteristic example was the use
of the network for organising action against the devel opers and applying pressure for the
repair of anumber of problems with the new houses.

In addition to geographically bounded local communities, voting and collective decision-
making have, to alimited extent, been studied in the context of ‘idea management sys-
tems (IMYS), primarily in formal contexts such as work environments. Bailey & Horvitz
[13] describe the use of idea management systemsin alarge organization, and after iden-
tifying patterns of use they propose design recommendations for facilitating grassroots
participation in IMS. IMS provide particularly good examples of a class of systems that
incorporates voting not only as the means by which to reach consensus, but also as atool
to support discussions.

While on the one hand there is a reinvigorated enthusiasm for designing technology for
socio-political change in a variety of contexts [113,145], there is also growing concern
for the potentially negative impact of digital online technologies regarding civic engage-
ment [117,161]. In particular, in the context of technology for supporting activism,
activities such as re-tweeting a political message, or changing one’'s profile picture on a
socia networking site (pejoratively called ‘slacktivism’), are viewed as low-cost, low-
risk routes to action (there is some evidence of ipositive impact) [117]). Other types of
online activism (hacktivism or sometimes called disruptive electronic contention [43])
such as cyber-attacks, virtua sit-ins, denial of service attacks etc. are of higher cost and
guestionable legality and require specific skills and motivation from the organizers. Alt-
hough online activism ismorelikely to inform offline action in authoritarian or repressive
contexts as it is aform of freedom of speech [94], in western societies it is viewed with
scepticism, as the link between online participation and offline action is unclear. Thisis
particularly the case where the pathways to participatory social change are limited, for
instance via existing political structures [189] or the politics embedded in the design of

technology.

More recently, interaction design researchers have examined how the introduction of ad-
ditional voting channels, such as SMS voting, situated devices and online platforms can
lower some of the barriers and costs of participation. A subset of these systems utilizes
both online and offline interfaces that allow citizens to either interact in-situ or ex-situ.
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The most prominent examples of such systems use personal devices as input methods
(e.g. posting a response on social media) and use public displays to visualise the discus-
sions and motivate participation. An equivaent method of multiple channels of
participation has also been practised in national elections, traditionally with postal voting
and over the last few years through the introduction of the internet and mobile voting.

3.3.2 Situated

In-situ technologies are of particular interest due to their accessibility. Situated voting
systemsin HCI have been deployed in anumber of contexts, in libraries[160], classrooms
[36], shops[187,189], universities[93], and other locations [189,195] in attempts to pro-
mote and support different forms of civic engagement [93,131,189]. Taylor et al. [189]
demonstrated how simple situated voting interfaces can encourage participation in local
communities and identified a number of key design considerations for such systems, in-
cluding efficacy, credibility and a range of practica matters related to the design and
physical location of voting devices. Mechanisms for promoting perceived efficacy —vot-
ers belief that their action might effect a change [29] — was considered a key design

parameter for decision making and voting systems.

A number of interfaces and input methods have been trialled for situated voting, aiming
to increase citizen engagement by making the voting systems more accessible and playful.
In [182], the authors use two tangible buttons and a public display alowing citizens to
vote on questions by stepping on situated buttons. The prototype was deployed publicly
next to a bus stop allowing bystanders to observe the voters preferences, which initiated
interesting discussions about the privacy of the vote. The vast mgority of participants
were not concerned about people watching, especialy for questions where their opinion
mattered or had an ethical implication. The “whole body” interaction that was required to
cast a vote was appreciated by participants, as it was perceived as an indication of com-
mitment. The device engaged pedestrians in socia interactions and debates about
community matters. In [192], the authors use hand gestures as the interaction mechanism
for citizensto cast votes. To increase the visibility of the voting system, mirror images of
passer-by were displayed on ascreen, astrategy previously proven effectivein communi-
cating interactivity [137]. Even though the prototype was mainly designed to attract
attention, field experiment yielded conversations between bystanders with the voters stat-
ing that they voted honestly about their opinions. Participants were interacting less with
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the system when their identity (in this case a picture) was associated with a vote, which

indicates the privacy implications at play.

In addition to the various situated input methods, research in HCI has also been focusing
on the utilisation of the collected data for raising awareness about the polled issues and
the voting interfaces. In the maority of cases this entails innovative and in some cases
real time visualisations of the datain urban public spaces. Most of these field studies use
digitad  displays [23,24,74,93,112,118,173,182,183,189,195] or  projections
[18,70,176,192] of the gathered data. However glare and display blindness [138] have
been cited as reasons for limiting citizen engagement. In [108], low technology voting
deviceswere placed in local shops, allowing community membersto vote on local issues.
The results were stencilled on the pavements on alternating days by using brightly col-
oured chalk spray to provide a more accessible visualisation of the results to a broader
range of community members. The study identified several types of citizen engagement
with the project, and questions were raised in respect of levels of curiosity, contemplation
about citizen views in relation to others, conversations initiated in-situ, comparison be-
tween the results of different shops and areas and competition between different shops.

Media facades have been used for visualising the data gathered from voting devices. The
Smart Citizen Sentiment Dashboard (SCSD) [18] introduces the concept of media archi-
tectural interfaces, a design approach in which a tangible interface mediates the
interaction between citizens and a mediafagade. A system consisting of a console with a
knob for selecting questions, a button for changing the visualisation of the media facade,
and three sensors for smartcards each labelled with a different mood was deployed at the
centre of Sao Paulo in Brazil. The results were projected as colourful chart displaying
visualisations within a 3700 square meter media facade on atall building. According to
the authors the small scale interface, which contrasts with the large visualisation of the
results, made most citizens unaware of the interaction involved or the interpretation of
the visualisation on the fagade. Even though most of the participants perceived the visu-
alisation as a piece of art, the maority of those who interacted with it expressed
meaningful opinions, while a smaller percentage enjoyed exploring the system.

In [89] the authors developed two situated interfaces for polling. The first was devel oped
on atablet device installed on a stand with a series of yes/no survey questions. When a
participant answered a question, a chart with the result for this question was shown and



the next question was displayed. The second interface was a full body voting application
running on an urban display. A camera mounted below the display provided the display
with live footage of a section of the precinct. The display showing the footage was split
into two parts with one part assigned to “yes’ and the other to “no”. As in the case of
[192], participantscould vote by physically moving into the equivalent side of the display
and wait for abar to becomefilled. In comparison with the tablet application the full body
interface allowed additional voting dynamics such as multiple voting, group voting for
the same option or simultaneous voting for opposing options. The authors, after deploying
these two voting interfaces concluded that the embedding of polling technologies in the
built environment is necessary to increase their accessibility but is not sufficient to in-
crease their awareness. Live screening is a successful method of raising awareness, and
compared with public full-body applications, more private interfaces such astablets allow
citizens to reflect more on their answers.

Finally, voting systemslike VoxBox [ 78], are designed to invite more playful interactions
mainly for collecting the opinions of a crowd at events and festivals. The authors use
physical tangible objects such as buttons, levers, spinners etc. to make the affordances of
the system more obvious in order to increase its awareness and avoid possible impedi-
ments of participation such as display blindness [138]. The authors argue that such an
approach might be more representative than conventional surveys or touch screen dis-
plays at events, and might simultaneously preserve the experience of agiven event. After
an initial deployment at a one-day conference, VoxBox was very well received by the
attendees, with the design of the system encouraging participation, completion and aclear

connection between answers and results.

3.3.3 Concluding Remarks

HCI research is very active in exploring various interfaces and input modalities for com-
munity engagement through voting. Playful and creative interfaces are able to motivate
participation and engage citizensin discussions. However, if these advances are seen from
the viewpoint of engaging the political, the magjority of them either do not reflect the type
of participation achieved and how it contributes to democracy, or presume the existence
of a specific hierarchical structure which these systems serve. The type of participation
that thisinteraction resultsin israrely explored, with the majority of these interfaces con-
tributing towards a model of direct democracy where a representative structure (i.e. local
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councils, large organisations etc.) is presumed. As aresult, these prototypes serve mostly
as tools for consultation and doing politics rather than engaging citizens in the political
with only large organizations and councils having the power to drive agendas. Even
though such systems succeed in providing tools for top-down citizen consultation and
information dissemination, the cost of expansion and the followed hierarchica approach

makes them inappropriate for citizen-led initiatives.

In [89], one of the case study outcomes was that between the two provided voting inter-
faces, the tablet interface allowed participantsto reflect on their opinions before they cast
avote. Such results indicate the importance of the interface design not only for motiva-
tional factors but also for the political participation that it resultsin . The design of voting
interfaces such asin [78], is without question engaging and invites a playful interaction.
The assumption behind the design of these systemsis that providing an engaging interac-
tion mechanism will aso result in citizen engagement in the case of polling. | argue that
even though thisisindeed one avenue towards increasing voter turnout, it doesn’t resolve
the key problem of citizen apathy, which relates to the political assumptions embedded
in the design of these systems. Such playful interaction methods [78,182,192] can be
viewed as crucial for increasing the visibility of consultation exercises initiated by local
councils. However, they only allow citizen participation to be enacted through answering
previously defined questions with a particular consensual focus. Asaresult, citizens' par-
ticipation depends on the will of the organization or political body running the poll, with
citizens unable to be fully involved in a meaningful political debate with the poll organ-
iser. In many cases these consultation exercises are seen with great scepticism as they
seek confirmation of already affirmed decisions rather than allowing political debate and
providing feasible alternative options. Thisresultsin citizens' indifference, as they don’t
See any purpose in participating in a ‘democratic theatre’ where it seems like they are
given options when they are not. In Netville[83], new residents of the housing block used
the online platform to organise against the developers in order to resolve some of the
housing problems. Unfortunately the residents were unsuccessful, with the developers
stating that: “they would never build another wired neighbourhood” [83]. This exempli-
fies the need for designing decentralised systems that not only motivate participation but
also enable questioning of power relations.
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In this thesis | explore avenues that political participation can be achieved through ex-
tending the capacities of voting systems and configuring them according to contextual
parameters. Just asin HCI research reported here, this aso involves the configuration of
the system’ sinterface. However, instead of taking atechnological deterministic approach,
| start out from the need to invent systems designed to enable the political, which in ad-
dition to increasing the mere number of people using them, aso involves their
participation in political processes of setting up polls, driving agendas, debating issues
and being part of atruly participatory data collection process. Asin [14] and [45] inwhich
the authors devel op methods and processes, which can be sustained in the community for
grassroots driven political participation, | attempt to reconsider voting for engaging the
political through a bottom-up, sustainable means of participation in a vibrant model of
agonistic democracy.

3.4. Summary

In this chapter | reviewed work in three seemingly different areas of research: computer
security; usability, accessibility and trust; and civic engagement through voting in com-
munities. Whilst acknowledging the variance of the work in these areas, by reporting state
of the art developments in each one of them, | attempted to highlight the politics embed-
ded in certain methodologies and practices within the fields most active in e-voting

research.

All three areas of research share common characteristics that drive the majority of the
development in equivalent areas. they facilitate the methods, structures and mechanisms
that enable governing and as a result, according to Mouffe, they serve ‘politics'. This
resultsin essentially accelerating ahierarchical top-down model of representative democ-
racy by making voting more secure, more usable, and more accessible through multiple
channels of participation or playful interfaces. This does not imply that this is not vital
for modern democracies, and a prerequisite for their democratic operation. However, in
this thesis | am particularly interested in investigating the political design of e-voting
systems, onesthat are able to create vibrant public spaces of contestation in which differ-
ent opinions and political projects can be democratically confronted. Following political
theorists and particularly the call by A. Giddens for enlarging the domain of politicsin
contexts traditionally considered irrelevant to politics, | explore the effect that politically
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designed voting systems may have on main institutions of society such as the workplace,

the family and the local community.
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Chapter 4.

Designing the Vote for
Participation

After highlighting in the previous chapters the politics and political assumptions embed-
ded in the design of technology to support democracy and after reviewing the latest
research in e-voting, in this chapter | attempt to propose a design framework for instanti-
ating voting systems for political participation®.

Here | attempt to synthesize the conceptual and practical work that | have discussed so
far with example instantiations of voting systems being found in avariety of contextsand
consisting of divergent features and affordances. Ultimately, | attempt to propose adesign
space and framework of voting for participation, alowing for both the instantiation of
voting systems according to contextual and other parameters and also for their assessment
according to how they configure participation in the deployed context.

Instantiations of digital and also conventional voting can be found in a wide variety of
forms and designs, including social media polls, online scheduling, idea management
systems, shareholder meetings, family decision making and national and local binding
elections. These can be characterised as binding/non-binding, reoccurring/spontaneous,
deliberative/direct, off-situ/on-situ etc. and are designed to be appropriate for specific

contexts, but also to support different types of user participation. For example, for social

" Published version of this framework: Vlachokyriakos, V., Dunphy, P., Taylor, N.,
Comber, R., & Olivier, P. (2014). BallotShare: An exploration of the design space for
digital voting in the workplace. Computersin Human Behavior, 41, 433-443.
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media polls, ‘liking’ stories online and online petitioning realize the direct collection of
opinions, whereas forums for policy making or consultation try to mediate a more delib-
erative form of participation. Voting by raising hands in contexts such as workplace
meetings is used to highlight the individual choices of members of the group, whereas
voting in modern day local and national elections involves more private voting formats

to avoid coercion of voters.

In this chapter, | first explore a range of instantiations of voting systems across a wide
spectrum of decision-making contexts, from institutional (such as elections) to mundane
(social mediapolls, idea management systems, etc.). Taking into account the assumptions
for doing ‘politics embedded in the design of conventional voting systems and their tra-
ditional requirements originating from security and participatory boundaries of
representative democracy, | unpick a design space of voting that serves as a toolkit for
the design of voting systems for political participation.

4.1. The Design Space of Voting

There appears to be arich space of possibilities to enable voting organizers to configure
and affect participation according to contextual and participatory parameters. However
the various design features and affordances able to configure and achieve political partic-

ipation are largely underexplored.

Throughout the years of the evolution of democratic decision-making, many configura-
tions of voting have been proposed, adopted and discarded on the basis of contextual
considerations that have reflected the changing needs of stakeholders. In recent times,
digital technology has been applied to voting in order to realize benefits that primarily
relate to convenience (of access) and efficiency (of deployments). Whether technology is
fulfilling its potential to support voting practicesis still a matter of debate, with political
theorists arguing that simply using it to remove barriersto participation will not increase
the quality of the resulting decision-making process[196]. This suggests that encouraging
participation in voting cannot be achieved simply through provision of convenient access
to adigital interface.

The need to reach some form of consensusisacommon requirement of the everyday lives
of peoplein groups. This consensual focus is also reflected in the affordances of the ma-
jority of voting systems, which are mainly designed to enable the quantification of
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opinions that will lead to convergent decision-making. In addition to consensus, the con-
figuration of a vote amongst a group reflects the specific values of the group, and the
challenges they face. Decisions regarding who can vote, and how they can vote, are
fundamental to the resulting participation and the acceptance of decisions made. These
needs and values are revealed through trade-offs in the design of voting processes, in-
cluding theway votersare ableto expresstheir preferences, which can rangefrom adirect
collection of opinionsto a more deliberative discussion of the issues at stake.

The application of technology in everyday decision-making can be found in scenarios
ranging from political debate, television talent shows, to the agreement of meeting times
between collaborators. In such cases, digital technologies have in general served to in-
crease the spatial and temporal reach of conventional votes (i.e. amongst spatially
distributed groups of individuals) and the facilitation of the methods and mechanismsfor
converging viewpoints. However, | identify that the potential of digital technology to
enhance participation through voting is relatively untapped, with technology enabling us
to re-envision voting as a socio-political tool that can better serve democracy by exploit-
ing the context-specific stimuli of participation. Despite the diversity of the voting
systems being used for various contexts and practices and diverse ways of reaching con-
sensus, there is currently little research into how system’'s affordances influence

participation and how voting can be re-envisioned for participation in the political.

A driving factor affecting the affordances of voting and e-democracy systemsis computer
security, informed by the requirements of voting systems for representative democracy.
Computer security research, committed to the idea that systems should be smple, has
systematically unpicked through threat models the possible avenues for someone to par-
ticipate. One of many examples can be found in [80], which provides a definition of the
constitutional requirements and design principles of e-voting systems. Thisidentified the
design principles of generality, freedom, equality, secrecy, directness and democracy as
the security and institutional requirements of voting systems. In order to achieve these
requirements and minimise the possible threats, example secure voting systems allow
minimum user interactions and have limited affordances. They are therefore based on
rigorous modelling, which is the first step towards developing encryption-based algo-
rithms to ensure the correct operation of these systemswith ahigh level of trust. It ismy

contention that this focus on encryption-based security limits the possibility of engaging
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people in political participation, which is already bounded by the explicit emphasis pri-

marily on the ‘ representative democracy’ model and the consensual focusthat thisentails.

Based on our novel conceptual understanding of voting, described in Chapter 2, and the
review of related work in a number of fields, from usability and security to trust and HCI
(Chapter 3), | propose an extensible design framework that will enable us to instantiate
systems that question some of the participatory assumptions and intended outcomes of
voting. This framework (see Figure 3 for a graphical account of my envisioned design
space of voting, and Table 1 for a more descriptive representation) represents only one
way to capture this design space and | hope this will be extended by other researchers.
Each one of the design categoriesin the framework consists of aset of attributes of digital
voting systems that can be found today across a broad spectrum of contexts and demo-
cratic practices. These design categories are highly informed by previous research in
computer security (e.g. see[80]), which | use as starting pointsto unpick how traditionally
assumed design features and affordances can be reconsidered to enable additional means
of political participation. | consider the important decisions to be made in the configura-
tion of any vote to be based upon contextual parameters and the design categories of
eligibility, fairness, secrecy and the method of expression given to voters.

4.2. Context

The context in which polling takes place is one of the most significant determinants of
participation. As Figure 1 depicts, the context differsfrom therest of the design categories
as it relates to parameters externa from the actual technology or features of the system.
Thisentails characteristics of the social and physical geography of acommunity or group,
theissuesthat aretopical and ableto affect change, ownership of data collection methods
and collected data, further use of data for influencing change (and others). As a resuilt,
most of the context’ s features are not open to configuration at the system’s level. Never-
theless the deployments of the voting systems | will later introduce in various contexts
alow for the exploration of the impact of contextual parameters on participation and thus
facilitate our inquiry of designing for political participation.

It is without question that the content of the question asked can significantly affect peo-
ple’'s engagement with the polling system. For example, citizen participation in a vote
that will result in a substantial socio-political change is expected to be much higher and

92



more political compared to an opinion collection exercise with no real implications. Even
though this is predominantly independent from the affordances of the voting system’s
technology, design can underline the implications of the vote or provide alternative stim-
uli for participation —for example participating for social visibility, and for the formation
of collectives.

The ownership of the system and the initiator of the voting process are additional contex-
tual parameters able to affect participation. Even though voting is predominately
understood as an unbiased process, the neutrality of the involved stakeholders and espe-
cialy the vote initiators can be questioned. Most voting processes relate to political
agendas and as a result the framing of the question and the means of opinion collection
might be chosen specifically to affirm these underlined agendas. For some contexts this
might be acceptable and in some cases essential, for example petitions and campaign
surveys designed to collect only votes that support a particular cause, or at least bias peo-
ple positively. The implication of this for the design of voting systems for political
participation is significant, as a system designed for the materialisation of political en-
gagement should allow everyone with a cause to initiate and own a voting process. As a
result, the democratization of various contexts through the application of technology in
voting also requires the democratization of voting technology itself.

In particular contexts and socio-political environments, everyday practices and rhythms
might require the utilisation of various disparate channels of participation with adequate
affordances. An apparent example of thisisthe recent proposal of implementing multiple
channels of participation in national elections (by using remote voting, mobile voting etc.
as complementary to traditional polling methods). Preliminary applications of such meth-
ods haven't resulted in a significant increase in voter turnout, especialy for politically
indifferent citizens[8,106]. This might relate to the affordances of the voting systems, as
different channels of participation to support different populations might require rethink-
ing how these groups participate. For example some groups might prefer to cast a more
deliberative opinion or participate by being involved in the organization of the vote rather
than voting themselves. Even though this opens up debates about the fairness of partici-
pation and how the various participation methods will be weighted, this multi-channel
and multi-method approach of participation might be more appropriate depending on the

context.
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In later chapters (see 5.1, 6.1, 7.1) | reflect on how some of the contextua factors dis-
cussed relate to the case studies and contexts that | have engaged with, which in turn
stimulates discussion about the correlation of voting system’ s affordances with other so-
cio-political parameters.

4.3. Eligibility

Eligibility refersto the qualification of specific groups of peopleto participatein avoting
or decision-making process. By participation, | refer to not only the casting of a ballot,
but also the citizen’ s eligibility and involvement in the political process around the vote:
organizing the voting process, participation in the setup of political agendas and alterna-
tive options, tallying and tabulation of theresultsetc. In thissection | discussthree aspects
of eligibility: who is eligible to participate (suffrage); for how long (closing-poll condi-
tion); who decides the aternative options (nomination).

The criteria by which someone is judged eligible or not to participate in a poll are signif-
icant determinants of the credibility of a result. In national elections the principle of
universal suffrageis applied, which with country-specific variations, allows al adult cit-
izensto vote. The choice of who is eligible to vote can significantly impact participation
where there is a concern that the voters are not representative of those upon whom the
result would have the most impact. Participation can also vary according to context and
hierarchy, for example, in aworkplace setting where only members of the board of direc-
tors might have a say on significant decisions. Digital voting systems can be designed to
facilitate this hierarchy or question it.

Nomination refers to the way participants nominate candidate options in a poll. In most
Western democracies, voters have no mechanism of adding and managing further options
to the ballot dip spontaneously, although they may choose to spoil the ballot paper to
register a protest or may be permitted to vote in favour of reopening nominations. Con-
trastingly, candidate nomination in less significant polling contexts is much more
dynamic as candidate options can be added at almost any time. Examples of thisinclude
social media polls and doodle scheduling. Allowing the dynamic nomination of alterna-
tive options might result in the political engagement of marginalised groups that do not
feel represented by the available alternatives. Even so, the mere act of nominating new
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optionsis an act of political participation and as aresult such a system extends the chan-

nels with which stakeholders can participate.

The closing poll condition is traditionally time-based and fixed. In many political elec-
tions remote voting, such as voting by mail or in some cases internet voting can extend
this polling duration. In other voting contexts an event such as reaching a set number of
votes can in itself be used as a termination condition. In general, contextual parameters
have a significant impact on when the voting process ends. In the majority of cases the
poll organizer is responsible for its termination, however exceptions exist in which ter-
mination can also be decided by the participants — for example by using a ‘veto vote'.
Eligibility also relates to system ownership, access control and systems’ permissions that
were discussed more thoroughly in the previous section. Who is eligible to perform cer-
tain actions, the type of actions and the delegated permissions depend not only on the
affordances of the system itself but also on the environment and context.

Whether universal suffrage and open nominations are truly implemented in modern West-
ern democracies under the current socio-political and socioeconomic systems is a matter
of debate [126,154]. It is not in the purpose of this thesisto go deeply into philosophical
remarks about the interplay between the economic and political systems, nonetheless
highlighting the struggle for achieving universal suffrage gives additional weight to ex-
ploring how voting systems themselves can be designed to be more politically inclusive.

4.4. Fairness

Considerations of fairness are based upon the perception that those eligible to vote have
a proportional impact upon the result. If a voter does not feel their vote is having this
impact the imperative to participate will be reduced. Thisiswidely known as areduction
of perceived and actual self-efficacy [16]. Self and collective efficacy have been proved
to be important determinants of participation in political contexts [189], with efficacy
being defined as the user’ s or citizen’sbelief that they are able to effect a change through
thelir actions (in other words participating in the political). We discuss four design param-
eters relating to fairness: vote weighting and equality; accessibility; ‘situatedness’;
verifiability.

The one-person one-vote principleis characteristic of modern day political votesin West-
ern societies, yet there are many occasions where it might be inadequate to assign all
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votes equal weight. The use of weighted votes is common where there exists a hierarchy
of stakeholders with different levels of investment in a decision. For instance, voting
within the council of the European Union is weighted so that the votes of countries with
larger populations are worth more than votes from the smaller countries. At local level
weighted voting may be appropriate in communities in which decisions have a propor-
tional impact on various stakeholders. The various rhythms and everyday practices of
these disparate groups may require weighting not only by assigning different weights on
each vote, but also by the appropriation of a system that will value alternative, more ex-
plicit participation methods — e.g. a particular way of traveling in aneighbourhood might

imply a preference on a planning proposal.

Accessibility seeks to ensure that eligible voters are able to cast a vote. Methods to max-
imize accessibility include proxy voting (where a delegated person can vote on the behal f
of another person under extenuating circumstances) and remote voting (voting can take
place away from a central voting location). Attacks on accessibility, such as voter sup-
pression, attempt to influence a poll result by lowering participation. Typical suppression
techniques include making it difficult for voters deemed “undesirable”’ to exercise their
vote, e.g. by introducing specific barriers to registration for voters from certain socio-
economic groups. There is an assumption that digital voting technology inherently pro-
motes accessibility to voting material, although in practice it risks disenfranchising
members of digitally excluded communities. In the last few years, steps towards design-
ing more inclusive systems have been made, with alot of work exploring and providing
solutions for a variety of issues ranging from usability to accessibility for citizens with

special needs and multi-language support.

Remote voting, and more specifically internet voting, is a particularly salient example of
using technology to increase turnout asit is generally considered to have the potential to
greatly reduce participation costs and increase the reach of the voting process (for are-
view of remote e-voting see [111]). The impact of remote voting (non-situated and in
most cases internet based) on levels of participation is a topic of debate, with studies
showing a negative effect due to the loss of rituality and locality [142]. Closely related to
the accessibility of the ballot is the actual location of the voting system, with most con-
ventional systems being located in specialy designated polling stationsto prevent illegal
actions such as ballot stuffing and fraud. By the situatedness of the voting apparatus |
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refer to the location at which the voting system is placed and accessed, and to the socio-
political appropriation of the voting system in its respective environment. In alocal com-
munity or situated group context, the placement of the voting system in the locality isin
itself a political action, and as aresult it extends the political action repertoire.

Interest in e-voting has led researchers to explore mechanisms to electronically verify the
correctness of polls and allow voters to check that their vote was indeed counted, hence
verifiability (see [80] for security requirements of e-voting systems). In most cases these
verification techniquesinvolve the use of mathematically strong proofs to verify the vote
outcome. In most conventional voting systems (i.e. paper ballots), and in everyday deci-
sion-making, such mechanisms are rarely found, most likely because of the difficulty of
performing a wholesale attack and the trust mechanisms that are in place. Instead, con-
ventional voting systems use other socially acceptable mechanisms to verify the
correctness of the outcome (e.g. party representatives or random citizens participating in
vote counts). It is of particular interest to explore how verifiability is understood locally
in everydaylife, and how verifiability is materialised through socio-political processes
that are already in place.

4.5. Secrecy

Secrecy refersto the configuration of the system with regard to the transparency or opac-
ity of user actions and produced data. More specifically in this section | discuss the
capacities of systemsin relation to: the secrecy or publicity of voting results; the config-
uration of participants' privacy; the system’slevel of coercion resistance.

Secret ballots are widely used to alleviate social effects (such as peer pressure) and avoid
repercussions that may later face voters who have voted in a manner that is unfavourable
to someinstitutions, groups or individual. In politically sensitive votes, secret ballots also
have implications for coercion resistance; when voters sell their votes, no documents are
provided to verify that the vote has been cast a certain way. In other contexts being able
to prove the way a vote had been cast may be beneficial in gaining support for future
polls, to show interest in a particular topic, or to give the result additional credibility. For
example in small decision making panels, the casting of votes by experts about an issue
of their expertise, even without having higher numerical value gives the result additional
reliability. Inlocal community contexts, the visualisation of some of the voting metadata
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such asthe ‘election roll’ might increase the socia pressure for participation as non-par-
ticipation might be interpreted as indifference. An online example of this can be found in
social mediapolls, in which participants actions are made visible to increase social pres-
sure for participation. Sociological studies have indicated that such socia stimuli can
positively affect the quality of decisions made [190]. A social media study found that
banner messages on a socia network site about friends who had voted in government
elections drove 340,000 more peopleto vote [22]. The study highlights the importance of
social influence and more specifically close ties, as they exerted about four times more
influence than the banner message by itself. The banner messages also influenced politi-
cal information seeking and political self-expression [22]. Studies like this underline the
importance of social influence and political pressure for participation (already known in
offline settings) and also open up the discussion of designing online political tools with
these socio-political characteristicsin the forefront.

Another aspect of secrecy involves features relating to the publication of interim results
prior to the end of a poll and reviewing these results before voting. Studies have demon-
strated [171] that by publishing articles about the strength of leading contenders or
opinion polls, abandwagon effect [130] can be stimulated that leads votersto choose one
of the *apparent’ winners. Strategic voting by reviewing the interim results before casting
aballot can, under special conditions, increase citizens perceived self-efficacy and ulti-
mately reflect on their participation [7,29]. Finaly different methods of visualising and
making the voting data public can play a pivotal role in the political engagement that the
voting process results in. For example, in polls that relate to a geographically bounded
community, situating the voting resultsin place raises visibility about the voting process.
It also draws attention to possible subsequent actions which might enable other methods
of participation in the political, for example by starting conversations about the matter of
concern or by initiating a campaign against the decision.

4.6. Expression

Expression refers to the ways in which voters are permitted to express their preferences
or opposition. Even though thisis a key element of user interaction with avoting system
and an important driver of perceptions of efficacy, only a small number of studies have

explored the impact of different forms of expression [158,193]. In this section | discuss
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five design aspects of expression: vote delegation (otherwise called liquid democracy);
vote revocability (known in representative democracies as ‘recall’); type of voting (refer-
ring to casting a vote for or against a decision); number of votes per person;
argumentation in terms of how deliberative avoteisrequired to be.

Vote delegation (or vote transferring) is a method of self-expression where participants
delegate their votes to a close or wesak tie that they perceive as more knowledgeable for
the particular decision. In the last few yearsinitiatives such as LiquidFeedback [38] used
by the Pirate Party (‘ Piraten’) in Germany and the Five Star Movement in Italy show the
potential of vote delegation as an alternative or complement of representative democracy.
It iswithout question that del egation extendsthe affordances of voting systemsand allows
politically disenfranchised individuals to participate by delegating their voting power to
someone they trust. The further visualisation of the voting power transfers might stimu-
late additional political debate and as aresult serve as another channel of participation in
the political. Another relevant expression method is vote revocability. Revocable votes
have lately been proposed to cope with some of the security concerns of remote internet
voting (e.g. voting under the threat of an interested party). As vote revocability allows
votersto revisit their choices before the closing of the poll, voting can be transformed to
a decision-making process rather than an instantaneous action. This can motivate discus-
sion, argumentation or contestation amongst participants as they explore ways to support
or confront the various political projects.

Most of the voting systems today are approval-voting systems (the participants vote for
instead of against a candidate option) that may lead to a plurality win or a proportional
representation. Alternative options include disapproval voting or ranked voting; indeed,
in ancient Greece one of the first forms of voting was disapproval voting - once a year
citizens voted to decide who would be exiled for ten years. In technology mediated deci-
sion-making systems, negative voting can increase perceived self-efficacy by allowing
individuals to demonstrate their objection to (or disagreement with) a candidate option.
Indeed, preliminary studies on ‘like’ and ‘dislike’ buttons on social media have shown
the impact that a negative vote (i.e. dislike) can have on users' further engagement with
the matter of debate[73]. Actions such as spoiling votes emerge due to the need for voters
to express themselves in a manner the voting system does not afford [139]. In addition to
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adding alternative options dynamically, negative voting can open a dialogue of possible

alternatives which may even lead to a new nomination phase.

In most decision making contexts the one-person one-vote principle applies, which en-
sures the equity of the participants. Depending on context, more flexible systems could
afford results that better represent the political engagement of the participants. One ex-
ample can be found in [189], where voting system users suggested that allowing multiple
votes per person was an effective way of capturing how strongly individuals felt about a
community related issue. Multiple voting, in addition to other suggested interactions such
as vote revocation, introduces game mechanics into the voting process (see gamification
[48]) and this has been proved to have a positive impact on user engagement with a num-

ber of non-game related activities [49].

Finally, whether a poll is designed to allow argumentation around the issues of debate
and how this argumentation or contestation is made visible is pivotal for the type of par-
ticipation that the system achieves, from a direct model of democracy to a deliberative
and contestational one. For example by requiring a certain level of political debate or
contest to be performed before casting a vote, or utilising the political engagement itself
as a vote instead of distilling arich political process to a ballot selection, we achieve a
more meaningful political process and more politically challenged feedback.

4.7. Concluding Remarks

In this chapter, | have engaged with a belief that the application of technology in voting
gives the opportunity to re-evaluate the design and affordances of voting systems for po-
litical engagement and participation, and this has been explored within contextual, socio-
political parameters. Taking conventional voting practices as a starting point and pairing
these with the conceptual and practical work reported in the previous chapters, | classified
the possible affordances of systemsin the design categories of digibility, fairness, secrecy
and expression. This provides us with a design ‘toolbox’ that can be used for both the
assessment of conventional voting systems and as a repository for the instantiation of
novel ones responding to contextual and participatory requirements. This design frame-
work can be instantiated according to the model of democracy and participation that the
poll initiator attempts to achieve. For example in a deliberative polling system the focus
should be put on enhancing methods of expression and argumentation that will possibly

100



result in reaching consensus successfully. This ‘toolbox’ can also be used for the assess-
ment of the participatory elements of voting systems: in the same way that the various
security models are used to assess the level of security of avoting system, a framework
such as the one reported in this chapter can be used for the evaluation of voting partici-
pation achieved.

Table 1. Design Framework of Voting for Participation

Design Category Related Design Decisions

Context Ownership of the voting system; Context of deployment;
Origin of the questions asked; Efficacy of the collected data;
Content of the question; Number of stakeholders affected by

the decision.

Eligibility Who is €ligible to vote; Who is eligible to nominate alterna-
tive options; Who is €ligible to initiate the voting process,

What is the condition of closing the vote.

Fairness How much power does each vote carry and power distribution
amongst the electorate; Access of the voting apparatus and
multiple channels of participation; Physical or virtual setting
in which the voting system is situated; Means of verifying the
correctness of the tally, the individual votes and the voting

system.

Secrecy Visibility of collected data; Dynamic/real-time publication of
interim results; Individual ballot visibility; Measures for voter

coercion and vote selling.

Expression Level of argumentation and deliberation required before the
vote; Enabling or disallowing vote revocation; Methods for
vote delegation (liquid democracy); Number of votes availa-
ble per participant and vote distribution; Positive or negative

voting.

101



Context
Eligibility Fairness

- _ - =
< = ~ 7 N
‘ \ 7 Vote Weighti R

/ Suffrage \ 7 ote yvelgnung \

\ / o \
I Accessibility |

\ J \ Situatedness Verifiability /

\ ==
S 5 —_ -~ \/ \ P — - /
g Nomlnatlon/ %% N 7 Coercion _ N %

¥ TS s \ 7~ —

- - - \
/ \ 7
Argumentation VIl
Vote revocation

/

| Closing poll condition

/ Publishing results |

I\

| c
\Vote delegation ;, \ Ballot secrecy/publicity /
Number of votes N /
\ / g e
\ Type of voting / R e O
N & Secrecy

~ -

Expression

Figure 3. The design space of voting for participation

Although the effect of technology on participation and communication is an area of re-
search well studied in psychology and sociology, the political implications and potentials
of the application of technology in voting have yet to be explored. In the next three chap-
ters, | design and develop novel e-voting systems by instantiating this design framework
according to contextual factors, to better understand how the capacities of particular sys-
tems may support political engagement. By political engagement | refer to the
participation of citizens (or users) in a process where different political viewpoints can
be confronted. This involves not only casting a vote, but includes engaging in political
debates, setting up polls, political canvassing and raising visibility about a poll’s results.
Consequently, | explore what C. Mouffe refers to as the political in the design of our
novel voting systems, rather than the facilitation of doing politics through voting technol -
ogy. | deploy these voting systems in local and everyday contexts to explore how the
political can be extended and harnessed in institutions that are traditionally considered as
unrelated to politics [76]: the workplace environment, the home and the local neighbour-
hood.

In Chapter 5 | introduce BallotShare, an online voting system to be used as a technology
probe [95] and designed to act as a configurable voting platform to support different con-
texts and requirements. Later in the same chapter, BallotShare is instantiated to support
the mundane everyday decisions of the workplace environment. In Chapter 6 | describe
PosterVote, a situated voting system also serving as a technology probe, configured to
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reflect on adifferent set of design options. PosterV oteis deployed in anumber of situated
contexts, from activism practices in local communities to local city planning and local
community regeneration. Finally in Chapter 7, a third voting system called Bullfrog is
introduced. It is deployed in local community households whilst being run in parallel
with areconfigured version of BallotShare and PosterV ote in the streets of a neighbour-
hood, providing multiple channels of participation with variant capacities. Through
gualitative analysis of the data collected from these contexts, | attempt to better under-
stand how the capacities of the voting systems and contextual parameters enable or hinder
citizen engagement in the political.
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Chapter 5.

BallotShare: An Exploration of
Digital Voting in the Workplace

In this chapter | introduce BallotShare'®, an online voting platform designed to enable the
exploration of the design framework for participation introduced in the previous chapter.
This voting platform allows for the creation of polls with a variety of configurations,
which enables usto use it as atechnology probe [95] in order to gain a better understand-
ing of how the affordances of a voting system and contextual parameters enable
participation. In this chapter, | describe and deploy BallotShare 1.0 (see Figure 4) config-
ured for the particularities of a workplace environment, and aimed at enabling social
interactions and discussions in the group. Later in Chapter 7, | describe how BallotShare
2.0 (see Appendix A) with a new interface, comprising additional features that support
community pages and an API that enables its use as a backend system (see Appendix G),

was used in a community engagement project.

In this case study, as my first exploration of our design framework for participation, |
report on a five-week deployment during which | collected 578 user interactions within
polls of differing purpose, ranging from organizing periodical social activities to more

spontaneous decisions. My findings highlight drivers and limitations of individual and

18 published version of this study: Vlachokyriakos, V., Dunphy, P., Taylor, N., Comber,
R., & Olivier, P. (2014). BallotShare: An exploration of the design spacefor digital voting
in the workplace. Computersin Human Behavior, 41, 433-443.
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collective participation grounded in the themes of: social visibility and inclusion; com-
mitment and accountability; influence and privacy.

5.1. Configuring e-Voting for the Workplace

As afirst exploration of the proposed design framework, | configured BallotShare to re-
flect on the decision-making practices of aworkplace environment. Our research lab was
chosen as afirst context of inquiry for anumber of reasons: (i) as my first exploration of
the design framework, the workplace in which | am situated allows to closely examine
the social and political effects of the voting system in the workplace; (ii) already being
part of the group facilitates a more accurate interpretation of observations as | compre-
hend the internal power and social dynamics at play; (iii) the workplace is of particular
interest in political science literature, with A. Giddens suggesting it as one of the main
institutions in which we need to extend the application of politics; other authors (e.g.
[146]) note the importance of the workplace for the educational function of participation.

BallotShare

Figure 4. BallotShare 1.0: An open poll showing current results and options

The familiarity of group membersin the workplace and their act of gathering together for
at least some hours within each workday drove us to configure BallotShare in order to
enable social and situated interactions (more details on the method is given in 5.2). Our

workplace context in particular consists of a vivid open working space in which group
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membersregularly have discussions about mostly work related topics. | intended, through
the design of BallotShare, to exploit these social and situated characteristics and enable
participation in previously non-existent or opague decision-making processes. Tradition-
aly, most innocuous decisions are openly made by the group, but in most cases are driven
by the more senior members. As a result, BallotShare was configured to both support
these decision-making practices, but also to provide the affordances for questioning them,
aiming to democratize and enable political participation as aresult.

Share Coins

=3 =3
=3 ==
[ cccooc il e
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Figure5. BallotShare 1.0: Interface for vote delegation (sharing coins on theleft, accepting
& rejecting coinson theright)

A number of features are implemented in acknowledgement of the social and collabora-
tive characteristics of this workplace environment. As Table 2 depicts, | chose to
implement design features that allow supplementary interactions and provide the trans-
parency necessary to stimulate situated participation. By publicly showing user actions |
intended to provoke social pressure for participation, as even though the content of the
vote was private, all other actions and vote timestamps were available to the entire group.
Multiple voting, vote delegation and vote revocability were implemented in anticipation
of creating a gamification process between group members. | expected the familiarity of
the group to facilitate the creation of tactics and open up new spaces of engagement in
the workplace. Other implemented features, such as having open and dynamic nomina-
tions and negative voting were also implemented in anticipation of increasing self-
efficacy.

To support vote delegation, users were provided with a number of tokens that could be
used for voting in different polls, where each vote was assigned a particular cost. These
tokens could either be distributed evenly or unevenly as desired, to reflect the level of
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authority and influence related to the specific context. Users were also able to send tokens
to other participants, potentially opening a new space for engagement. Finally, snippets
of participants actions, such as voting, commenting, and revoking were displayed pub-
licly in alist of ‘recent activity’ to apply social pressure for participation.

Contextual factors such as ownership of avoting system, and the organisation of question
and content can play a significant role in how a group participates. In this regard, partic-
ipants were briefed about the following aspects of the voting project: its duration and the
content of the weekly reoccurring polls; the fact that the decisions would not be binding
for the group but open to negotiation; the possilibility for them to submit their own polls
and questions by contacting one of the project members. The reoccurring questions asked
were typically innocuous, relating to actionable decisions that were already common to
the group (e.g. weekly social events). It was clear that the seemingly apolitical content of
the questionsinfluenced participation; however defining the significance of the questions
is problematic as they were widely subjective. Even though political elections are as-
sumed to be of increased importance, the majority of the electorate are unlikely to be
more interested in national politics than politics of the everyday life [146]. This also ap-
plies to the workplace environment, as one decision may have greater implications for an
individual when compared with the rest of the group. As aresult, by deploying Ballot-
Sharein theworkplace environment, | probed the effect of the various systems' capacities
on the participation of different stakeholders with diverse investments in the voting pro-

cess and the decision that it resulted in.

5.2. Deployment

BallotShare was deployed amongst staff and postgraduate students in our research insti-
tute, an environment that | could observe closely in order to explore how participants
interacted with the system and what social interactions the system provoked. This ap-
proach has obvious limitations (see 5.5), however considering the paucity of work in this
area| wanted to gain an initial understanding of the design possibilities of digital voting

and identify issues that would inform our subsequent case studies.
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Table 2. BallotShare configuration for a workplace environment: implemented features,
reflection of features on design framework, description

Features Framework Description

Voting coins Expression; Each user has a number of coinsin their virtual wallet,
Fairness; which can be used to vote (negatively or positively)
Eligibility across polls. Each vote cast costs one coin for every
user for all the polls of this case study. A fixed number
of coinsisgiven to al participants at the beginning of
the study which must be managed across the five

weeks of the deployment.

Positive voting Expression Users can vote positively on the candidate options of
each poll. Voting positively increases the total number
of votes of the candidate option while decreasing the
personal wallet of the user by one coin.

Negative voting Expression Users can vote negatively on the candidate options of
each poll. Voting negatively reduces the total number
of votes of the candidate option while decreasing the
personal wallet of the user by one coin.

Vote revocation Expression Vote revocation allows users to revoke their vote(s)
before the end of the polling period. Voters are also
reimbursed the coins that they spent to cast the vote(s).
Users after revoking their vote(s) are able to reassign
their vote(s) or keep their coins for future polls.

Open nomination | Eligibility; Users are able to add candidate options to the polls

Expression during the polling period. For regular and spontaneous
polls users can add additional candidate options.

Intermediate re- Secrecy The intermediate results are publicly visible and live

sults during the polling period.

V ote delegation Expression Users can send coins — and thus delegate their votes —
to other participants.

Multiple voting Fairness; Users can vote multiple times for a candidate option

Expression or multiple candidate options. Users are free to cast as
many votes as their coins allow them to.

Public actions Secrecy All the above-mentioned actions arevisibleto all other
study participants. An “actions feed” page provides a
list of actions of other participants.

Commenting Expression Commenting on poll’s pages is enabled.

Situatedness Fairness; The system can be used online by using any personal

Expression computer or mobile device.
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Staff and postgraduate students in our research institute (N=18) used BallotShare to vote
on polls ranging from social activities to other spontaneous decisions that were required
(eight pollsin total). Asinventing abstract decisions would add biases, over a period of
five weeks five weekly scheduled polls about common social activities were created (e.g.
“Choose a place to go out on Friday after work™). In addition three polls were created by
request (naming aresearch project, choosing a colleague’ s birthday gift, and deciding the
type of cake being made by another colleague). Notification messages were sent to par-
ticipants via email and an online messaging system, notifying them when they were
invited to take part in apoll and reminding them again during the week, as well as shortly
before the poll closed.

E-mail invitations were sent to atotal of 12 people viaagroup’s mailing list. The system
was introduced as a research prototype to facilitate decision-making in the group. A fur-
ther six people asked if they could be included after noticing that they were not registered
in the system (as their emails were not in the mailing list), leading to atotal of 18 partic-
ipants. From those 18 invitations, 16 of them participated at |east oncein apoll. The mean
participation for the weekly scheduled polls was 8.6, with the highest participation being
16 and the lowest being one. In general, participation in the weekly social activity polls
decreased over time (see Figure 6). The mean participation for al polls, including polls

created by participants, was 11.

As shown in Figure 6, turnout was relatively high at the beginning of the study. This
could be attributed to the novelty of the system. After the first two weeks, participants
seemed to disengage from the regular polls. By the third week a decision to take part was
not being made by some participants and active participants dropped from 16 to seven.
By the fourth week participation was even lower with just one active participant. By com-
parison, participation in the spontaneous polls remained high (14, 16 and 12 active
participants), even when being run in parallel with the less popular socia activity polls.
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ticipants

Figure 6. Active participantsfor regular (weekly) and spontaneous (by request) palls.
Even though the system could be used remotely, the gathering together of participantsin
the working environment appeared to be the main stimulus for participants to visit the
website. Usage logs show that the participants used the system only during office hours
and the majority of activity occurred within two hours after the invitation had been sent.
The duration of the poll did not affect participation. Users tended to vote shortly after the
creation of the polls and then reconsidered their vote shortly before voting closed. Other
than voting, the most popular features of the system were vote revocation, negative voting
and adding alternative options. Commenting on polls and vote delegation were less pop-
ular than expected (see Table 3).

5.3. Findings

In order to gain greater insight into behaviours and attitudes regarding the system, | dis-
tributed questionnaires to all users regarding usability, features and engagement with the
polls. I received 13 responses to this questionnaire. This was followed by 10 semi-struc-
tured interviews, each lasting approximately 30 minutes to one hour in order to gain a

richer understanding of user engagement with the voting process.
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To analyse the interview data | carried out a hybrid thematic analysis [65]. Hybrid the-
matic analysis incorporates theoretical deductive analysis with an inductive coding
processto refine codes and themes. Core psychological theorieswhich underpin decision-
making (such as self-efficacy and collective efficacy) and aspects closely related to voting
(such as privacy) were identified as the initial coding themes. A thematic analysis was
then applied to the collected data taking into consideration these predefined theoretical

concepts.
Table 3. Usage of BallotShare sfeatures.
Usage of 9 o o
2 2 g <
features 8 8 8 8 8 8 B 8 S
> > c > > c > o ®
(%) g g g & & g & g |2
Votes cast 77 46 85 24 8 68 34 74 416
(negative &
positive) (45) (74) (77) (80) (88) (94) (93) (86) (72)
Voterevoca- | 62 13 10 4 1 4 2 7 103
tion
@ @) © @& 1B O (6) (8) (18)
Comments 17 1 12 0 0 0 0 3 33
(19 @ 1) © (© (0) (0) (4) (6)
Votedelega- | 7 0 0 0 0 0 0 1 8
tion
(4) (0) @ O (© (0) (0) (1) (1)
Added candi- | 9 2 3 2 0 1 1 1 19
date options
(5) (4) ® © (© (1) (1) (1) ©)
Total 172 62 110 30 9 73 36 86

When asked whether they felt that their votes mattered in the decisions, 62% of partici-
pants agreed or strongly agreed, with 23% being neutral and 15% disagreeing.
Participants were also asked to what extent they agreed that their votes changed the out-
come of the poll, with the majority of responses following the same pattern (54% agreed
or strongly agreed, 31% were neutral and 15% disagreed). Thus participants felt both the
value and influence of their actions. However, when asked whether they felt that decisions
they had made were affected by the system, participants’ responses were more evenly
distributed between ‘agree’ and ‘disagree’ (30% agreed, 38% were neutral and 23% dis-
agreed). There appeared to be a higher level of self-efficacy (i.e. the perceived ability of
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an individual to succeed in their goals[16]), with lower levels of collective efficacy being
noted (i.e. the belief that users are able to effect a change through their actions as a group
[29]).

In this section, | explore the discrepancy between individual and collective efficacy
through the thematic analysis of our interview data. Based on this analysis, | identify
significant drivers and limitations of individual and collective participation in the voting
process. All names used in the results are aliases.

5.3.1 Social Visibility and Inclusion

The design of BallotShare promotes the visibility of voting actions. However, more than
this, the presence of the system within the voting context reinforces the decision-making
process. Consequently, areciprocal relationship exists between BallotShare and the social
context. As Jack comments: “ a lot of the times that | went and voted was because | had

a conversation with someone [in the lab]” .

The visibility of the actions conducted on BallotShare and the possibility of revisiting
votes and monitoring the voting process drove engagement. For one participant the ability
to observe others fostered participation: “ when | heard about it [apoll] | waslike, | have
to get into this vote, to have a look of how is going see what people are voted so far”

George [M, 23]. The opportunity to observe the polling process also drove those who
would not directly benefit from the decision. Participants who were not motivated to vote
enjoyed monitoring the results: “1 may not go to the pub certain weeks [...] although |
wasn'’t voting | would check who iswinning [...] | found that interesting” [Jack, M, 30].

Social interaction during working hours was widely cited as a stimulus of participation,
with quantitative data indicating that the majority of the activity (with just two excep-
tions) occurred during working hours. One participant suggested that this happened
because of “ conversation(s) that | had with people about things that we are voting on,
inspired me to look at the website and then mess around and fiddle with the vote [...] |
guess being around the people that are involved in the decision makes a big difference
on how you engage with it and when” .

Operating within a social context, BallotShare was seen as a way of empowering group
members, especially those new to the group, to voice their opinions about certain topics.
For example James, arelatively new member of the group, stated:
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“| think it’s a nice way for people voicing their opinions, especially for people

that are quite new [...] nicer than necessarily voicing out to the group” .

The potential for the system to support social inclusion, however, also contributed to so-
cial exclusion. In addition to the empowerment of new group members, a contrasting
feeling of disempowerment was observed for group members who had normally had a
say about social activities but had not initially been invited to use the system. Sophia
commented:

“1 wasn't one of the peopleinvited and [...] | waslike, | want to be involved
[...] | felt left out and | wanted to be involved so | asked for an account” .

In thisregard, BallotShare could be viewed as having the potential to destabilize existing
socia hierarchies. Another new member suggested that although social activities “ might
usually be decided by a few [...] by having this polling system[...] it gives more oppor-
tunity for other people have a say for a new [activity]”. However, some participants
reported that they did not believe the pollswere effective. As Jack clearly identified: “[...]
people were saying we will not go to the place that wins anyway” .

5.3.2 Commitment and Accountability

Participants regularly cited a reduced sense of efficacy as one of the main reasons for
their decreased participation in the recurring social activity polls. At times polls were
completed with uncertainty about whether the outcomes would be followed: “ the Friday
one [reoccurring poll] was a bit annoying in a way, because we made these votes without

knowing if we will actually go” Jack, M, 30.

Furthermore, Dennis believed that the dynamics of the group did not allow the decisions
to be implemented. For him, a leading voice that could enforce the implementation of
decisions and drive action, wasrequired: “ we need a leading voice[...] | don’t remember
if somebody |ooked at the poll when we went on a Friday” .

Aspects of the system that allowed game mechanicsto beintroduced in the voting process
were appreciated but seen with scepticism if more politically charged questions were
asked. When commenting on limitations of the polls, Albert reported: “ | think negative
voting is a bad thing [in more important decisions], but | think more important than that
isyour vote has to be definitive” .

113



Features of the poll might have contributed to the lack of finalized votes. Multiple voting
led participants to question the fairness of the final decision with one participant noting
that: “ when | see alot of votesfor one option | don’t know if a lot of people voted for that
or it wasjust one person who thinks that thisis a very good option” . Although the system
is capable of revealing individual user actions, the final poll does not map the total tallies
to particular demographics. As a result, the final decision is not attributable to due pro-
cess. This due process was aso understood to necessitate open discussion. Some
participants viewed BallotShare as opening up discussion: “ it [BallotShare] is a process
and voting - usually at least in my head - isn’t a process [it] is something | do once” .

Feelings of dishonesty kept some of the users from employing BallotShare's features to
influence decisions. However these feelings would probably be diminished if the actions
were completely private. James stated: “ having it more anonymous would probably tempt
me even more and be moreinclined to [ ...] put coinsto different things, rearrange stuff” .
In addition, Alexia believed that “ if it was more anonymous people would be more ad-
venturous with it” even though * in this circumstance nobody would be embarrassed to
put anything in because we know each other” .

Whilst discussing one of histactics to save votes for later decisions, one participant sug-
gested: “ | seemed to have an unfair advantage. | think | would prefer if | had certain
amount of coins for each poll. I think the equality aspect appealsto me more” .

After saving some votes from previous polls, participants felt that they had the voting
power to skew the final result (even though they chose not to). This contradicts previous
findings and literature regarding the negative impact that low self-efficacy of participants
can have on participation. It seems that increasing self-efficacy is fundamental when at-
tempting to encourage participation, but simultaneously an opposite effect might be

possible if some individuals are given too much power to influence the final decision.

5.3.3 Contextual Privacy and Exerting Influence

Participants had diverse opinions about the privacy of the system, with 46% disagreeing
or strongly disagreeing that the system was private, 31% agreeing or strongly agreeing,
and the final 23% being neutral. Although on questionnaires participants tended to agree
that the system violated the privacy of individuals (because most of the users actions
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were publicly displayed and the content of someone’s vote could be disclosed by com-
bining actions of users and preliminary results), this point of view was not reported in the

interviews.

According to the data, participants did not feel their privacy had been violated. However,
participants cited a correlation of privacy with the context and content of the vote. These
observations can be summarized in Jack’ s comment:

“1 didn’t really have a problem, | knew that someone could figure out by seeing
the ridiculous amount of votes | put in one go sometimes but | didn’t really feel
any privacy concerns; that might be different if the votes were a lot more sensi-
tive or they had wider implications’ .

Most of the participants agreed that the context of the polls and the social dynamics of
the group were tightly related to the appropriation of measures to ensure privacy. There
was a feeling that even for more important decisions, familiarity of participants in the
group would make strict privacy measures somewhat unnecessary—as situated discus-
sions about the issues at stake would reveal individual preferences. For example, when
asked about possible privacy issues, Albert said: “ because we know each other that’ s not

anissue|...] even for moreimportant decisions’ .

Thelack of featuresto ensure the privacy of the participants and the secrecy of the actions
on the platform led to the social manipulation of the poll. In most cases participants tried
to influence others by using multiple voting and resetting which in combination with the
visible actions and live results allowed voting strategies to emerge. For example, Jack
explained how he used multiple voting and vote revocations to influence others and save

votes for other polls:

“ 1 was introducing new options to the poll and voting heavily for them and wait-
ing to see if someone would actually go withit[...] | wasjust thinking if
whatever it isthat | amvoting for has a chancetowin[...] another thing | did
one time was just before the vote got sealed | reset my votes and just added back
the least amount needed to make it win” .

Being able to see the results before the end of the poll generally influenced participants
to vote tactically, for example, by taking back votes that would not influence the final
result or redistributing votes in order to have an effect. It was common for votes to be
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distributed evenly amongst options throughout the voting period only to be revoked be-
foreits end.

Many features of BallotShare promoted tactical voting and participants used various strat-
egies to change the outcome of the polls, including coalitions with other participants and
attempts to influence others through voting and commenting. Coalitions were the less
common tactic and took place either through agreements to vote for the same options or
attempts to convince participants to send their votes to others. One of the participants
reported that another voter “ emailed me saying ‘I really want to go to this pub can you
send me your votes', so it was like an insider externalized trading” .

Although users enjoyed voting tactically, they were reticent about applying these strate-
gies to more important voting contexts and more political polls. For example, Albert
mentioned: “ it depends what the vote is for. If it’s something that as a group we want to
agree on, seeing the results and being able to negate votes is useful but if it is something
you want to know the individuals opinion then it won't be so useful” . In addition, Jack,
who was one of the most ‘ strategic players of the game, said: “ | wouldn’t do the same

[for amore politically important poll] because it has a different kind of consequence” .

Although during the interviews most of the participants mentioned issues that would
probably arise in more political contexts, when asked how much they agreed that the
system could be used for more important decisions 69% “agreed” or “strongly agreed”,
with only 14% disagreeing.

5.4. Reflection on Design Framewor k

In this case study the exploration of the proposed design framework wasinitiated by care-
fully configuring an online voting system for the contextual particularities of aworkplace
environment. A number of features were implemented in anticipation of expanding the
methods and affordances for participation. BallotShare allowed participants to complete
the following actions. revoke their votes; vote multiple times both positively and nega-
tively; add candidate options dynamically; delegate votes to other members of the group;

check intermediate results and the actions of other participants.

As anticipated, contextual parameters also played a significant role in the engagement of
participants with the voting process, with the type of questions asked having the most
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significant influence. No senior members of the group were involved in running the vot-
ing system. Also, alowing our participants to ask their own questions reduced the polls
efficacy, as some decisions could not be implemented. Finally, all our findings underline
the importance of the joint gathering of our participants in the same open working envi-
ronment, since the system was only used during working hours (even though it could have
been accessed at any time. This suggests that a situated device to support and make the
online activity visible in place might be appropriate. In the remainder of this section |
reflect on how the findings relate to the design categories of eligibility, fairness, secrecy
and expression discussed in Chapter 4.

5.4.1 Eligibility

Within the whole workplace group a small number of usersinitially raised objections, as
they felt socially excluded from the decisions being made. Theinitial alocation of voting
power to arandom set of people (by using amailing list) and the discussions that followed
in the workplace revealed hierarchical structures that were not visible. Since the system
was not designed to explicitly support hierarchy — every participant had the same number
of coins to use across the polls — decisions were not followed by the subgroup, either
because the subgroup members opposed those decisions or because of areduction of their
decision-making power.

In contrast, new members of the research lab perceived the system as a socially non-
invasive way to have their opinions assimilated into the group and were more active in
the decision-making and subsequently the social activities. Thus the democratic and non-
hierarchical configuration of the voting system served to further democratize the context
inwhich it was applied. Even though | acknowledge that in some contexts poll organizers
might require the hierarchical structures to be reflected in the voting system (e.g. share-
holder voting), in other contexts such horizontal and bottom-up configurations can be
used to question hierarchical structures and power relations (e.g. activism in local com-
munities). Thus, configuration of voting systems for participation is not only dependent
on context but also on its governance and ownership. Future work is needed to further
explore the impact that specially configured voting systems can have on hierarchical

structures within an organization.
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The closing poll condition, which in this case was time based, didn’t have any impact on
participation as nearly all the activity happened during working hours where the partici-
pants were gathered.

5.4.2 Fairness

The ability to own and cast multiple votes both positively and negatively, in combination
with the publicity of the results during the voting period, resulted in undermining the
perceived fairness of the system for participants that were directly affected by the out-
come of a poll. Even though multiple and negative voting increased the levels of
perceived self-efficacy, our findings suggest that if the voting system provides too much
power over the final decision, participation is negatively impacted. This is due to the
perception that an individual might be able to use their power to undermine the result. In
the case of more important spontaneous decisions that were polled, a conventional con-
figuration (one vote per person) was perceived as more appropriate. A better
configuration for future deploymentswould be to impose an ‘ upper custom barrier’ on the
number of votes that a user may cast per poll. This could be configured to either one vote
per person for more important decisions, or multiple votes per person for amore interac-

tive voting process.

Finally, even though encryption-based verifiability might be necessary for critical deci-
sions and contexts (e.g. national elections), in the case of BallotShare (due to the publicity
of the actions, intermediate results and close grouping of participants), unscrupul ous acts
become quickly visible to the group and therefore appear less likely. Consequently, the
social context in combination with the transparency of the system and data, allowed for
aternative socia verification methods to arise. Even so, the visibility of some more sen-
sitive actions such as vote delegation was cited as less appropriate.

5.4.3 Secrecy

Intermediate results affected perceptions of the fairness of the voting process. In combi-
nation with other characteristics such as vote revocation and offline discussions, the
publication of intermediate results contributed to voting being perceived as a political
process rather than an instantaneous act. Privacy concerns were not prominent in the
study, even though users’ actionswere visible. Clearly such concerns are contingent upon

the context and familiarity of the group members. Overall, inconsistent attitudes towards
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privacy were uncovered, with more senior members claiming that the partial violation of
privacy was an engaging factor, while more recently affiliated members saying that total
anonymity would have been more appropriate. These findings reflect on the power struc-
tures within the group and further support the notion that the application of specially
designed technol ogy resultsin the further democratization of its context. Further research
is required to understand how manipulation of the design might provide privacy in the
poll (according to the context’ s hierarchy) and could support participation.

5.4.4 EXpression

Multiple voting and voting both positively and negatively was widely used and was one
of the most important determinants of an increased self-efficacy. As mentioned earlier,
putting an upper limit on the number of vote casts per poll and per voter would have
contributed in increasing the perceived fairness of the system. Voting against candidate
options was used for tactical reasons (i.e. lowering an opposing candidate’' s total) or for
publicly showing dissent from the rest of the group. Consequently, negative voting is
particularly relevant for contestation when designing voting systems as it materialises
dissent while contributing towards achieving adecision. Even though negative voting was
one of the successful features of the system and made the voting process more politically
engaging, the cost associated with voting (the coins spent per vote cast) contributed to
limiting the number of negative votes cast. A better configuration could be to reduce the
‘cost’ of negative voting or use aternative ‘voting currencies for negation. Dynamically
adding new nominations was used less than expected but when used had a significant
affect over the outcome of the poll. Finally it isapparent that the use of open nominations
is contingent upon the type of question being asked.

Some quadlities of BallotShare, such as commenting and vote delegation, were included
with theintention of motivating discussions online, but failed to support this process. The
interviews highlighted the need for better supporting online argumentation, even though
the collective gathering of participants in the same workplace setting motivated offline
discussions. In future work, a more adequate online commenting and argumentation sys-
tem should be considered that allows the various viewpoints to be stated and challenged.
However, such a system should be designed to complement rather than replace offline
discussions. Combining unlimited vote casts with equal distribution of coins made vote
delegation irrelevant and as a result it was not used as much as expected. Introducing
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user-specific upper limits in multiple voting and explicitly requesting coins from poll

participants might be more pertinent in vote delegation systems.

Vote revocation in combination with offline discussions enabled participants to engage
in apolitical process, as conversations led people to revisit the polls, revoke their votes
and recast them accordingly. Some participants noted that the high number of vote revo-
cations that occurred per poll diminished the purpose of visible preliminary results as the
results were shifting regularly. Adding a cost to vote revocations (i.e. withholding a per-
centage of the coins instead of giving the full amount of cast votes back) could limit the
number of revocations thus contributing in more balanced voting results.

| perceive that a number of expression features contributed to creating the experience that
voting was a political process, thus participants were involved in a more meaningful po-

litically engaging democratic process rather than in instantaneous voting action.

5.5. Limitations

This first case study serves as afirst instantiation of the design framework proposed in
Chapter 4 and the results are context specific. The configuration of the voting system
reflects the particularities of the workplace environment that the system was deployed
into and as aresult this configuration is not generalizable to any other contexts. Nonethe-
less, some of the gained design framework’s understandings can be applied in similar

socia and situated decision-making contexts.

Selecting my current research lab as the context of thisinitial case study carries obvious
limitations and introduces biases in the data collected. Taking into account that the case
study reported here serves asapreliminary exploration of the design framework, | believe
that this was a methodologically valid decision asit allowed for the close observation of
the effects of the technology probe on the decision making context and informed the later
redevelopment of BallotShare for larger scale and less controlled contexts.

5.6. Conclusion

Digital technologies are currently not fulfilling their potential to engage political partici-
pation. In this chapter, after designing and developing a voting system that acts as a
technology probe to explore the affordances and contextual parameters affecting ‘the po-
litical’ in voting, | instantiated it to reflect on the physiognomies of a workplace

120



environment. After five weeks of deployment, | uncovered several aspectsin its config-
uration that supported participation. | considered how multiple voting, voting negatively,
and vote revocation supported the expression of the participants and allowed voting to be
perceived as more of a political process than a transient action. Publicity of actions and
intermediate results motivated discussion, supported by the collaboration of participants

within an open workplace environment.

After highlighting the importance of the situatedness for participation, in the next chapter
| introduce a novel situated voting device, designed to support the collection of local
opinions. Later, in Chapter 7, | re-instantiate BallotShare in a community engagement
context, where it serves as the online platform supporting a number of situated and online
channels of voting participation.
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Chapter 6.

PosterVote: Situated Digital
Polling for Community Activism

One pivota characteristic of the design of any voting system and one of the main argu-
ments for the introduction of technology in voting is its ‘Situatedness’, i.e. whether the
voters need to be physically present at a designated polling place to vote or the voting
apparatus can be accessed remotely. In the previous case study the exploratory voting
system deployed in the research |ab had no physical presencein the working environment.
However, as indicated by the interviews, the physical gathering of participants, the rele-
vance of the decisions to the context and the presence of some of the authors in the
working environment, played an important role in raising awareness about the existence
of such avoting system and in motivating people to participate. Consequently, extrinsic
motivational factors played asignificant role in why and how participants performed cer-
tain actions. In other contexts, some of these contextual parameters might not be present
and as aresult other means of raising awareness and motivating participation would need

to be put in place.

In this chapter, | introduce the design concept and development of PosterVote®, a new

instantiation of the design space of voting for participation, which allows the situated

19 published version of the design concept and case study: Vlachokyriakos, V., Comber,
R., Ladha, K., Taylor, N., Dunphy, P., McCorry, P., & Olivier, P. (2014, June). Poster-
Vote: expanding the action repertoire for local political activism. In Proceedings of the
2014 conference on Designing Interactive Systems (pp. 795-804). ACM.
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collection of local community opinions. Instead of taking a conventional hierarchical and
top-down approach to designing for planning (as in city council consultations and con-
ventional situated e-voting methods discussed in 3.3), | design situated voting technology
able to expand the action repertoire of local communities and create radically new forms
of bottom-up political participation. Thisinvolves reflecting on the sustainability of vot-

ing devices as well as their capacity to be deployed in diverse localities.

6.1. Configuring e-Voting for Community Activism

In this second case study | designed and devel oped a situated voting system to reflect on
the needs of local community opinion polling. Instead of taking a conventional approach
to community e-voting, which assumes the involvement of a third party to sustain the
devicesin the community, | endeavoured to create a design concept that can beintegrated
with local community practices and run by local activists themselves. | contend that the
community activism context is appropriate for the second case study for a number of
reasons: (i) it complements the voting prototype described in Chapter 5 as it relates with
situated technology for opinion collection able to run in parallel with online systems; (ii)
by designing e-voting for community activists, | reflect on the difficulties introduced
when shifting the ownership model of voting from local councils and organizations to
individuals; (iii) | bypass biases introduced when the voting system and questions are
managed by the research team; (iv) it allows for the exploration of the effect of perceived
data efficacy on participating in the political as data collected by individuals will most
possibly serve for campaigning purposes rather than consensual decisions; (v) it enables
contemplation of the use of voting for engaging local communities in the political, con-
trasting traditional applications of voting that only serve to manage local politics.

Online and digital technologies support and extend the action repertoires of local social
activist movements [129], including extending the reach and awareness of the local con-
text to the global scale. For years activists and campaigners use door-to-door surveying
to collect dataand apply pressure on councils and local governments. Toolssuch asonline
surveys, online petition websites, SMS voting etc. are added to the action repertoire of
activists. Even though the cost of managing and initiating a campaign online is signifi-
cantly lower, additional barriers of participation are added (digital divide, accessibility

etc.). More specificaly, even though the Internet allows for broadcasting local political
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debates, it also disconnects activists from their locale and attracts a more viewpoint-ori-
ented sample compared with face-to-face surveys [58]. Even though research in
developing voting systems for consultation in a top-down approach is extensive, the de-
velopment of sustainable, low cost systems for the collection of opinions and raising
awareness is widely underexplored.

The application of technology in local communities for establishing additional channels
of communication between local councils and citizens has become common in the last
few decades in local consultation and HCI. Example systems include situated displays
[131,149,160,170], tablets [189], media fagades [ 18] and others (see 3.3 for a more thor-
ough review). These devel opments have been driven both by advancementsin computing,
and by the increasing gap between citizens and their representatives. For example, with
Viewpoint, Taylor et al. [189] found that the deployment of situated voting technologies
was capable of collecting large quantities of feedback, but struggled to address the low
sense of efficacy in the community. As questions posted on the device were determined
by representativesfrom local government and other organizations, there was no provision
for members of the community to drive the agenda themselves. In this regard, it can be
argued that the deployed system ultimately acted as a data collection tool in a top-down
consultation process. What the system did not take into account was the need for the

community itself to push topics that mattered to them.

Whilst deployed voting devices are ssmple and mostly easy to use by citizens, effort is
required from researchers to build and maintain them. Most activists do not have access
to these resources, making it more difficult for them to use instead of traditional survey
methods. Expertise required for the correct operation of systems affects their ownership
and this can be a detrimental factor for the pursuit of the democratization of technology.
Cheaply available tools—such as online surveys, SM'S voting etc.—can have limited lo-
cal reach and only attract a small number of responses compared to situated devices.

Conventional situated voting devices and their af orementioned associated cost and main-
tainance does not facilitate their deployment in non-controlled environments. In some
cases, the opinions that an activist needs to collect are dependent on a situated areain a
community, which might be located in a non-supervised environment. The mere presence
of an activist action in the location with which it is attributed, increases the credibility of
the act. For example, one of the uses of graffiti is to support local activism as in most
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cases it refers to the areain which it is Situated. Moreover, it is common for activists to
collect opinions in-situ by using conventional surveys and to promote social action by
distributing leaflets and putting up posters. These conventional practices have to be con-
sidered and inform the design of technology to support action. The ssimplicity and
sustainability of such conventional activism methods makes them resilient and effective

over time.

Another prerequisitefor activismis supporting diverse viewpoints of stakeholders. Whilst
agoal isto provide those who are politically active with the ability to drive the political
agenda, stakeholders with different views might want to collect their own data (e.g. if
they arein opposition to those conducting the polls) or verify the data being collected. In
agonistic contexts verifiability and integrity of the voting system are necessary for the
reliability of the data being collected. Opening up the ownership of such tools for action
may entail putting security measures in place to prevent anybody from jeopardising the
voting process.

Table 4 depicts how this discussion on the requirements of voting for local, situated po-
litical participation is materialised with the design of PosterVote, and how PosterVote's
features reflect on the design framework.

Table 4. Poster Vote featur es and reflection on design framework

Features Framewor k Description
Explicit closing Eligibility The polls are explicitly closed (by design) when the
poll condition poll organiser collectsthe devicesfrom their locations.
Explicit electoral Eligibility Participants eligible to participate are set by the phys-
roll ical access to the locations were the posters are
located.
Situated arguments | Expression Argumentation is feasible by both placing contradict-

ing voting systems (posters) up and by discussing the
polled issuesin place.

Positive voting Expression Each button press on the device is translated to a pos-
itive vote for the equivalent candidate option.
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Open nomination

Eligibility;
Expression

Nominations are open as everyone with a cause can
create their own voting systems (in this case voting
posters), with their own alternative options.

Hidden intermedi-
ate results

Secrecy

Even though a vote download feature is incorporated
in the voting system, the poll result is hidden to the
voter.

Multiple voting

Fairness;
Expression

Each voter can press as many buttons they like and as
many times as they like so multiple voting is possible
(and invited).

Public actions

Secrecy

Voters do not need to register before voting, however
placing the postersin socially visible locations makes
casting a vote public.

Situated devices

Fairness

Connecting the data collection process with their lo-
cale by placing the devices in any supervised or non-
supervised environment.

Situated devices

Fairness

M ore accessible voting systems by placing theminthe
context of interest; technical expertise is lowered to
the minimum to enable someone to participate and run
their own poll.

Multiple poll
(poster) initiators

Expression

Any community member caninitiate their own poll by
making their own voting system (poster).

Social verifiability

Secrecy

The integrity of the collected data can be (anecdotally
and not mathematically) verified by multiple uploads
of the results by multiple participants. The integrity of
each voting device and the results can be questioned
by placing alternative devices (posters) at the samelo-
cation.

6.2. PosterVote: Design Rationale and Technology

PosterVote, in this line of research, serves as a methodological artefact that allows the

exploration of situated voting for political participation. Nonetheless, | contend that its

design concept can also be used in practice to expand the political action repertoire of

local community activists. PosterVote is the incorporation of conventional posters with

low-tech hardware to allow the collection of opinions that can serve as evidence to apply

126




pressure on local authorities. It isan artefact that enables sustainable electronic voting by
dropping the development and maintenance costs (to approximately £3-£5 per piece),
whilst increasing the potential for social movements to engage in action.

Figure 7. First exploratory prototype of PosterVote: PCB with five buttons, five white
LEDs, a metallic battery holder, a memory and a micropr ocessor

PosterV ote consists of two parts. aconventional paper poster to be put on wallsand lamp-
posts, and a piece of lightweight hardware. The hardware device is attached to a paper
poster, creating an augmented tool for dissemination and feedback of political discourse.
Throughout the course of this PhD research, three hardware versions of PosterV ote were
designed and developed®; Figure 7 depicts the first exploratory version of the device,
while Figure 8 and Figure 10, versions 1.0 and 2.0 respectively. All hardware versions
consist of: five buttons, five white LEDs, a microprocessor (PIC16F1824), two separate
non-volatile memories (internal and external EEPROM) and a battery holder. When a
button is pressed one vote is registered and stored, and the corresponding LED is turned
on to indicate the button pressed and the recording of the vote. Hardware specifications
change only dightly with different PosterV ote versions with the main differences being
the flexible circuit board used after the first exploratory prototype. This creates a much
thinner poster profile which alows laminating the device with paper posters. The addi-
tion of a piezo speaker in version 2.0 enables the audio download of the votes.

One of our main design goals was to maintain the sustainability of the voting devices,
which entails the development of innovative ways of downloading the data from the de-
vices without the need of special technical skills. In version 1.0, | utilised the LEDs as a
sustainable method to calculate the device tallies without the need of wired or wireless
connectivity. Pressing a specific combination of keys causes the LEDSs to transmit the

0 The hardware design and firmware development of the devices was implemented by
Dr. K. Ladhaand Dr. D. Jackson from Open Lab, Newcastle University.
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results by flashing a series of on-off tones. This can be captured by a phone’ s video cam-
era and analysed either on the spot by using the phone’s processor or on a server by
uploading the video footage. The footage is processed by identifying the on/off states of
the LEDs and by decoding the captured digital signal. Finally, the footage is converted to
the results of a specific poll and sent either back to the device or uploaded to aresult’s
website. The submitted footage may also serve as visua proof of the data's origins and
the filming of the surroundings may increase confidence about legitimacy. Even though
an algorithm was developed that calculates device tallies from the on/off states of the
LEDs, the algorithm had varying success rates depending on environmental and
brightness conditions. As a result, in version 2.0 an audio module was included on the
circuit board (adding an extra £0.50 cost to each device), which enabled the audio
download of the data. Individuals can use any phone to call a number, while pressing a
combination of buttons on the voting device that enables the device to transmit the data
via an audio encoded message engineered to pass over the GSM networks of mobile
phones. An SMS message is sent to the user as a result, containing the number of votes
per option and the content of the vote if this information is registered with the device's
harware ID.

Figure 8. PosterVote 1.0: Flexible hardwareto be placed at the back of each poster (the
five buttons and the LEDs on top).

Although individuals can create their own custom-made paper posters to attach the de-
vices on, an online website was developed that alows the creation of specially designed
posters with visual elements corresponding to device dimensions and information about
the system’ suse. Figure 9 shows website' s version 1.0 (which corresponds to hardware’s
version 1.0) with visual elements to facilitate the detection of the LEDs by the vision
algorithm, while Figure 11 shows version 2.0, including information about the number

that the user needs to call and visual elements for the correct positioning of the phone
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next to the poster. Version 2.0 of the website also enables the registration of a hardware
device ID with a particular question. A five digit code is generated when the user prints
a poster through the website that can be used for registering the printed poster with a
device ID. Thisresultsin having tailored messages sent to users after the data download.

008 Grosmon:roses w Vasite

« € T postervote co.ukipostersicreate Lo I - Bw it =
Pt | Poster Ranking | Vots for Psters | Submitnow Posters | About |

TOUCH ME

Whatwoudyo ik o today?

Figure 9. Poster Vote 1.0 website that allows the creation of .pdf posterswith visual ele-
mentsfor enabling the vision algorithm to detect the visual pattern with which the datais
transmitted.

The two methods of collecting the votes (visual and audio download) are designed to be
sustainable by lowering the cost of deployment and requiring the active involvement of
the community. Even though it is not compulsory, residents of a community can be in-
volved in either the initialization of a campaign or the collection of the data from the
posters. Politically apathetic residents of a community can participate by simply voting
whereas more active residents can be involved in setting agendas and collecting and up-
loading the results. Consequently this design concept alows for the creation of a
participatory ladder with different levels of investment. Uploading the results on the
server (every time acommunity member calls or uploads video footage) allows the crea-
tion of an online space where further political engagement can occur, for example by
sharing the voting results online, sharing voting metadata, or debating about the legiti-

macy of results.
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Figure 10. PosterVote 2.0: Top left: Flexibility and audio module on the circuit board; Top
right: wholesale production of voting devices at low cost; Bottom left: low profile of de-
vices and flexibility; Bottom right: flexibility of the circuit board and hardware design

allowing for unnecessary buttonsto be cut off

The use of the voting posters by activist groups supports the questioning of existing power
hierarchies in a community by collecting supplementary evidence about an issue, or by
opening up the agenda of community issues to less engaged citizens. The design of the
technology allows and motivates participation of the wider public regardless of their dig-
ital literacy. In other words, PosterVote can be adopted by any typical or non-typical
socio-political movement and appropriated into conventional and unconventional social
and political action.

The location in which the posters are placed enables both the configuration of participa-
tion levels and the collections of information about who is participating. As a result, by
placing multiple electronic posters in strategic locations an interested party can collect
the opinions of specific citizen groups and gain a deeper understanding of the needs of
the community. The use of its simple interfaces drops the costs of participation for less
computer literate and digitally excluded groups, something that is not readily achievable
by electronic means of voting or surveying. Many large-scale collaborative projects de-
pend upon a very small number of participants (less than 2%) for the bulk of the
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contributions made, yet PosterV ote has the capability to create profound value for mil-
lionsof users[175]. Expecting the samelevel of investment from every member of alocal
community is unreasonable and as aresult inequality of participation should be expected,
harnessed. PosterVote is designed to manage such inequalities as activists and more en-
gaged individuals can contribute by setting up polls and collecting data whereas other
community members can beinvolved simply by voting or by making use of the collected
tallies.

Y r—

% €' 1) postervote co.uk/postersiouic

£ To register poster with a device call +44TTT2441349 and wse nmber 61988 Jlaca phoas

call +441808272030
to upload and recaive
U resalts

This poster was created by 2272/07%
for more information contact us at

Figure 11. PosterVote 2.0 website that allowsthe creation of .pdf posters containing basic
poll information and instructions about data download

Multiple voting can be an important determinant of how citizens use the system. In[189],
residents suggested that multiple voting reflected how strongly someone felt about an
issue. However, the use of electronic voting toolsfor the grassroots collection of evidence
poses additional trust considerations as contextual parameters such as the ownership of
the voting system may affect the perceived reliability of the collected data. Even though
positioning the devicesin visible and social locations may prevent such acts, the effect of
multiple voting in these configurations and contexts still remains a matter of debate. Be-
ing aware of the issues that arise from multiple voting, |1 chose not to implement any
averting measures (e.g. biometrics) to ensure the sustainability of the prototype (monetary
and technical). | acknowledge that multiple voting is possibly a shortcoming of Poster-
Vote, compared with conventional methods which do not allow for this, such as face-to-

face surveying. This first iteration, however, is useful as a probe to further explore the
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understanding and requirements of local communities with regard to voting and how mul-

tiple voting can serve as a stimulus for engaging the political.

6.3. Deployments

To collect feedback about the concept, version 1.0 of the prototype was deployed in two
local communities in the UK. The first deployment was in collaboration with the local
strand of an international movement for sustainable communities. Another case study was
conducted in adifferent local community setting, with aregeneration planning group who
were working on alocal annual festival at the time of the study.

6.3.1 Case study 1: Road planning group

The first case study was conducted in collaboration with an activist group interested in
collecting opinions and mobilizing the community for pedestrianizing and changing park-
ing regulations of a central area of the community (from now on called road planning
group). The group wanted to rai se awareness about parking regulations and traffic in their
community. The questions that the group put on the posters were related to managing car
traffic on the central street of the community, and altering the parking regulations of a

neighbouring street to reduce the number of cars parked on the more central street.

Table 5. Votes cast for each one of the deployments. Deployment 1: 2 postersfor 8 days;
Deployment 2: 2 postersfor 14 days, Deployment 3: 2 postersfor 14 days

1¥ deployment 2" deployment 37 deployment
(8 days) (14 days) (14 days)
Poster 1 (votes) 62 281 219
Poster 2 (votes) 8l 22 137
Total Votes 143 303 356
Votes/Day 17.8 21.6 254

| met with two group activists who highlighted the difficulty in reaching residentsin the
community by using alternative to conventional door-knocking survey methods. After
presenting the technology and the prototype, they indicated the street where they were
planning to put up posters for the first deployment (relating to the street affected by the
proposed changes in parking regulations) and provided guestions to be printed on two
posters. The posters were printed and handed over to the activists who put them up on
lampposts across the street as can be seen in Figure 12. The posters (which were printed
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on normal A4 paper) were stuck on cardboard by one of the activiststo prevent them from
rolling around the posts. Thick transparent tape was used in order to protect the paper
posters from adverse weather conditions.

The posters were deployed for a period of eight days (deployment 1) and then collected
to download the results (see Figure 12). Uploading the results by filming the LEDs was
not used, as the activists expressed a preference for being provided with a computation
of results at the end of the deployment. Subsequently, two additional deployments were
conducted (deployment 2 and 3): the first on the same road as the first deployment with
aquestion related to parking regulation but with awider range of possible answersinstead
of ssimply yes/no; and the second on a different street of the community with the topic of
polling being rerouted traffic. In both cases the posters were deployed for two weeks
during abusy period, with the two activists involved in setting up the posters and collect-
ing the results.

Figure 12. Poster VVote stuck on a lamppost during the first deployment

Table 5 shows the number of votes for each of the posters for al three deployments with
the road-planning group. The majority of the participants were in favour of changing the
parking regulation in the street (as asked on posters of deployments 1 and 2) while keep-
ing the same traffic regulations (as asked on posters of deployment 3). Further analysis
of the collected votes for all three deployments indicate that approximately half of the
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votesrecorded were cast within two seconds of each other. Thisindicated that either mul-

tiple voting occurred widely, or participants were casting votes in groups.

Figure 13. Poster Vote on a lamppost during third deployment

As can be seen in Table 5, participation in the second and third deployment was higher
than in thefirst. This could be attributed to the period of time over which the posterswere
deployed as the first deployment was conducted on a student-based street during summer
vacations. Thelarge discrepancy in votes between Poster 1 and Poster 2 during the second
deployment can be accredited to the location where the posters were positioned (the first
being placed next to a metro station and the second on alamppost in aquieter part of the
street). In general, comparisons across posters and deployments are not appropriate due
to the differencesin time of deployment and precise location of posters, and the numbers

of votes counted are used to roughly indicate participation levels.

6.3.1.1 Interview data

Following the deployment, | sent the resultsto the two community activists and conducted
an interview lasting approximately one hour about their reflections on the results and their

experiences with the voting devices.
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According to the community activists, one of the main problems of the design (when
compared with conventional surveys) was the ambiguity of the collected data. More spe-
cifically, the prototype did not allow for the collection of demographics and there was no
way to identify voters. Multiple voting added more ambiguity to the interpretation of
results due to the inability to map the number of cast votesto afixed number of residents.
The activists suggested that submitting demographic information before voting might
have possibly prevented multiple voting and generated additional data. The main ad-
vantage of PosterV ote over other electronic means of collecting opinionsis related to the
location where the prototypes can be deployed. More specificaly, PosterV ote allows the
configuration of participation according to the region that the system is deployed in:

“[...] the thing about having it on a lamp post isits directly relevant to that par-
ticular position. [in a supermarket] the sample population is too broad, we
wanted to be people who used Coniston [street]”.

Although the activists perceived PosterVote as better than electronic polling systems
placed in shops, believed that putting posters indoors might increase the trustworthiness
of the results, asin comparison a polling device on alamppost raises more doubts about
the reliability of the collected data.

Even though PosterV ote was perceived as having potential for democratizing local com-
munities, its affordances are not yet entirely clear due to users lack of previous
experience with relative devices: * loads of shops and museums have [computer-based)]
devices like this so its more in the range of peoples experiences; this [PosterVote] is not
at the moment” . The subtle affordances of PosterV ote were one of the most important
reasons for scepticism about the collected results as “ it is like we build our own tool to
prove something” . Thus it seems that even though the prototype was designed to be as
simple as possible, PosterVote' s innovative qualities lowered trust in the collected data.

Limitations of PosterVote included the inability to display results and limited interactiv-
ity: “if the democracies are about to work, they [citizens| have to get feedback and feel

that they have influenced something | made a difference | will do it again” .

When asked whether visual downloads of the results would make the poster more inter-
active one of the activists replied that: “ taking videos of the poster is not very simple;
definitely for the [neighbourhood name] population” . Filming the posters and uploading
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the results was perceived as too complicated for the road planning group activists. Instead
putting up paper posters with the results was suggested as an effective way to give feed-
back to the residents.

Governance of the voting systems and whether ownership by local governments can fos-
ter increased participation was one of the main issues discussed. Actions of local
governments were seen with scepticism. Civic participation and consultation projects
were considered to have been conducted largely to meet governmental civic participation
goals:

“1 think people are sceptical about local government collecting information be-
cause it tends to be thisword “ consultation” [...] people are very cynical about
these consultationsit’'sa lip service being paid and | think if the local council
did this [putting posters up] then people would feel, well what they are going to
do about it”.

Generally, apathy in society was perceived as the main motivation for inventing and test-

ing new tools to support democratic practices:

“1 think the trouble at the moment is that people are switched off from the stand-
ard political system, [...] and that’s because of peoples ignorance but also
disaffection they are disquiet about the political process and anxiety about poli-
ticians not representing them adequately. | think our democraciesisn’t working
and different ways are needed which needs to be interactive; thisisa start |
think that you need to start by having a system to get peoples views more val-
idly”.
6.3.2 Case study 2: Regeneration group
The second deployment was conducted in alocal area after being contacted by the com-
munity’ s regeneration planning group (from now on referred to as regeneration group).
Thislocal voluntary organization has recently taken on the responsibility for the regener-
ation plan of the community. According to new legislation in the UK [47], loca
communities have been given new rights and powers for neighbourhood planning. Under
the act, local communities can apply to establish neighbourhood forums for the * purpose
of promoting or improving the social, economic and environmental well-being of the
area’ [47].
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Following introductory meetings with the group, the voting prototype was presented to
them as part of a wider engagement, in order to probe how it might help them promote
their work and simultaneously collect opinionsin the community. A local summer festival
was suggested as a good opportunity to collect some of the visitors' opinions about the
local area. The festival is an annual showcase event organized by the local community,
which attracts visitors from the local city and surrounding areas. Any interested parties
can set up table stalls at the festival to promote their work or sell products. The regener-
ation group proposed asking visitors three questions, with five possible answers for each
guestion. All three questions were related to what people liked about the areaand possible

future initiatives for the community.

Figure 14. Posters on Regeneration group’stable stall

The regeneration group’ s stall was located in acentral location at the festival. | designed,
printed and set the hardware on the posters with the suggested questions and answers.
One poster per question was created.

Although the posters were designed to be placed in highly visible and public locations,
such as on lampposts or walls, the group was not specifically instructed to follow this
through. The group decided instead to place the posters on awhite sheet of paper on their
table stall with the prompt “Push our buttons’ (see Figure 14). According to the group
this would reduce disturbance to other participants visiting the festival and would allow
group members to be close to people interacting with the posters. Feedback could also be
gathered about the issues being voted on. Posters were deployed for atotal of five hours
during thefestival. Following the deployment an interview was conducted with the person
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responsible for the group’ s stall and the posters were returned to calculate the results. The
number of votes per poster was very similar for all three posters (221, 234, and 259 votes
for first second and third poster respectively).

6.3.2.1 Interview data

| conducted a semi-structured interview with the community member (from now referred
as Clare) who was managing the community’s stall during the festival. The interview
lasted for one hour and the participant described her experiences during the day and re-

sponses from the visitors.

Thefirst impression of visitors was generally positive with the community member com-
menting: “their reaction in terms of seeing their expressions and gestures were very
positive, they didn’t comment very much on the form of doing it. Which was good because
it meant that actually it appeared to them to be low-tech way to doing things” .

After mentioning a comment from one of the visitors (who was looking for a pen to tick
the boxes as an alternative to pressing the buttons) the conversation moved to comparing
e-voting solutions such as the poster with more traditional forms of collecting data such
as surveys. The organizer highlighted the ssmplicity of downloading the results when
using an electronic means of collecting opinions. More specifically she said: “[...] | felt
that this offered a ssimpler way of doing things, for my point of view it is much better

because then you don’t have to transfer the information into a database.”

According to Clare people expect tick boxes and pens because these are conventionally
used when filling in questionnaires, but PosterV ote was more user-friendly for visitorsin
terms of facilitating interaction. The discussions motivated by the posters represented one
of the most significant outcomes of the deployment. She stated:

“What | found that was interesting was that people weren't just pushing the but-
tons, they were actually talking to us about what they have chosen. We felt very
strongly that having the questionnaires there, having themin the form that they
were in helped usto interact with the people.”

In addition, Clare mentioned that she tried to find a notebook so that she could take some
notes about what people were saying to her while voting. One possibility of designing to
facilitate this in future could be to have blank spaces for making notes on the posters,
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however this could also result in hindering visitor participation as. “ people might feel
mor e uncomfortable if they have been recorded in someway [...] One of the thingsthat |
think worked well was the fact that we were not gathering any demographic information
and the fact that we weren’t asking for any personal information whatsoever | think en-
couraged people greatly” .

Sitting next to the table stall with the posters provoked discussion with visitors about
thingsin the area they were dissatisfied with, or options that they wanted to vote against.
More specifically, when asked how visitors showed their negative thoughts about specific
options Clare mentioned:

“ Yes, they voted for the things that they liked and they told me about the things
they didn’t like” .

The posters served asaway of initiating adiscussion between the community activist and
the public. One of Clare s suggestions in relation to designing a poster that would allow
negative feedback was to have specia posters for negative options, for example having a

red background colour for negative voting polls and green for positive.

One of the most prominent topics of discussion was the ownership of the voting devices.
Who should in the future ask questions and suggest possible options for people to choose
from? Even though the prototype was well received by the festival visitors, the commu-
nity member was sceptical about giving the prototype out to any interested members of
the community. She explained this by saying: “ inevitably there would be some that would
put up rude or abusive things and | am a bit concerned about that because it happens
with graffiti all thetime” .

So even though she agreed that the prototype facilitated community engagement, she also
believed that it should be used in arestricted environment and the ownership of the post-
ers should be controlled to avoid misuse. Additional meetings with the regeneration
group further reveal ed that the group, having gained some authority over the regeneration
of the area, were acting more as alocal committee than as an active group of local resi-
dents. The posters were perceived as avaluable tool for the group to further influence and
support the devel opment of the community, but the group considered that their use should
be controlled. This discretion was aso reflected in the content of the questions asked
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through the posters: “ | was very careful about putting positive optionsrather than having
negative options’ .

Visitors to the annual festival vary each year, but it isusually very popular amongst fam-
ilies with children, who wanted to stop at the community’s stall to respond to the
guestions by voting. The community representative commented on the way in which par-
ents were instructing their children regarding the pressing of buttons:

“ Parents wer e saying to them [children] don’t press more than once; we didn’t
say that to anybody. We actually had to encourage people to press more than
one button per sheet quite a few people at first thought that they could only
choose one thing out of each sheet” .

In general, voting only once (opposed repeatedly) seemed to be the unconscious under-
standing visitors had concerning the process of voting. One common practice was aso

for groups of visitors ‘to elect’ one group member as eligible to vote for the whole group.

“What we had more problem with was trying to get more than one personin a
group to vote, couples, families they were electing one member of the group to
press the buttons and the one member of the group seemed to think that they
were doing it for all of them” . Clare tried to explain this as happening because
“ having the same views united them more and perhaps because being seenin
public” .

6.4. Findings

The two case studies conducted and the subsequent interviews with the community ac-
tivists brought a number of interesting insights to the surface about the deployment of
grassrootsled e-voting and the affordances that make voting an adequate tool for political
campaigning. Although the findings of our deployments are contingent upon contextual
factors of the local communities, and as a result the findings of the two case studies di-
verge, the themes of representativeness, interactivity, governance and social norms can
be identified as pertinent in both contexts.

6.4.1 Representativeness

In both case studies the representativeness of the collected results was one of the most

discussed issues, with different perspectives applying to each of them. The road-planning

140



group that deployed the prototype as a situated voting tool indicated that the lack of de-
mographics from the collected votes, the inability of mapping a number of votes to
number of residents, and the possibility of multiple voting undermined the trustworthi-
ness of the results and their representativeness.

On the other hand, the regeneration group that used the system as a replacement for con-
ventional surveyson table stallsdid not raise such issues. For thisgroup the face-to-face
interactions with visitors enabled the supervision of the voting process and further dis-
cussion with visitors who came to vote. The collection of demographics, in contrast with
the road-planning group, was perceived as inappropriate by the regeneration group as
something which might introduce barriers of participation between the community activ-

ists and the residents.

6.4.2 I nter activity

According to the regeneration group, the electronic posters were as intuitive to partici-
pants as a more conventional non-electronic means of conducting surveys but at the same
time had the advantages of online surveys. On the other hand, the road-planning group
perceived the lack of interactivity to be prohibitive for participation and as something
which hindered the affordances of PosterV ote.

In the road-planning case, the lack of feedback was recognized as one of the main limi-
tations of the prototype and the need for the provision of additional feedback to increase
the perceived efficacy of the voters was suggested. Whilst PosterV ote motivated discus-
sion between community members and the public in the regeneration context, using the
prototype as a voting device on lampposts prevented these discussions to emerge. As a
result, ways to capture situated feedback might need to be considered in future redeploy-
ments. | anticipate that for contexts where the visual or audio download of resultsisused,
the preliminary voting data can facilitate the creation of online spaces for political dis-
cussions and consequently some of the discussionsthat occurred at the festival table stalls
could also be captured in cases where posters are left unsupervised.

6.4.3 Governance

The most prevalent theme that emerged throughout the deployments was the governance
over the electronic posters as their low cost and sustainable design enables any commu-
nity stakeholder to initiate a poll. The road-planning group boldly supported the bottom-
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up approach of collecting opinions and then using them to support action, contrasting
such movements with council led e-participation projects that are viewed with great scep-
ticism. Contrastingly, the regeneration group was more sceptical about opening the
ownership of the prototype to everyone in the community, wanting to act themselves as
a committee which would represent the community interests.

Although these observations might be only be relevant for our specific community con-
texts, the different attitude of these community groups regarding governance was
dependent on different political beliefs, organizational characteristics and the hierarchical
structures of the group. The road-planning group did not distinguish themselves from the
rest of the community, acting more as members of the community that they want to de-
mocratize. The regeneration group, perhaps due to the power newly assigned to them by
the local council (i.e. the regeneration of the area through neighbourhood planning), was
very doubtful about delegating the ownership of the system to other members of the com-
munity. Although members of the group were inclined to further democratize the
community, according to the regeneration group the issue of ‘who asks the questions and
what questions are asked’ is one that should be censored. Taking this into account, it is
the low-cost, openness and self-preserving characteristics of the technology itself, which
acts as a democratizing agent.

6.4.4 Social norms

The way that the communities deployed the prototype affected how the residents used the
system. In the regeneration case, the supervision of the voting process from the commu-
nity group enabled social norms that prevented multiple voting from occurring. The
visitors to the community’ s table stall mostly voted only once per poster (as the conven-
tional norms of voting indicate). The road-planning group, by not supervising the voting
process, allowed participants to vote in ‘private’ and thus the social pressure for voting
only once was eliminated.

According to these findings, placing the postersin more visible locations and making the
act of casting avote more visible to the social surroundings will possibly decrease multi-
ple voting as it enables social norms of participating in a democratic voting process.
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6.5. Reflection on Design Framework

The findings and the emerging themes of representativeness, interactivity, governance
and social norms also have implications for the design framework. In this section | at-
tempt to rel ate these observationsto the characteristics of the design framework that either
facilitate or hinder the collection of local opinionsfor community change. The contextual
parameters that influence the perceived efficacy of the data and devices will also be dis-
cussed.

6.5.1 Eligibility

Although | expected that placing the voting posters in explicit locations in the communi-
ties they related to would foster a higher level of trust, other features such as multiple
voting led to the data being seen as ambiguous. Thiswas mainly attributed to the lack of
representativeness of the data in terms of mapping the number of votes to particular de-

mographics.

For thefirst set of deployments (road planning group), the activists positioned the posters
on lampposts, with one of the researchers observing to deal with any technical difficulties.
The two community members asked for help from local shop owners when setting up the
devices (by requesting spare cardboard or some tape to stick the posters up) and in the
process of doing this they entered into discussion with the shop owners about the pro-
posed traffic changes. They tried to gain support from the shop ownersfor the campaign,
explaining how PosterV ote could help to collect community opinions. As aresult, in ad-
ditiontothevisibility that wasraised about the traffic plans through the actual deployment
of the posters, the setup of the devices by activists enabled further political engagement
with local residents. Thisindicatesthat the development of sustainable voting technol ogy,
isableto shift ‘ownership model’ from the local council or HCI researcher to community
campaigners, and can support increased political engagement of the involved stakehold-
ers.

The capacity of PosterVote to be used by anyone with a cause and the possibility of de-
mocratizing local decision-making through such initiatives were perceived differently by
the two groups. The road planning group raised concerns about participatory democracy
initiatives led by local councils and praised initiatives such as PosterVote, while the re-
generation group interpreted the openness of the ownership of the system as a possible
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limitation. These contradictions highlight the subjectivity of the ‘ democratization of tech-
nology’ and the methodological difficulty of assessing the capacities of systems like
PosterVote for political participation within conflicting contextual parameters.

6.5.2 Fairness

Social norms, in terms of participants’ and voters' beliefs about the voting process and
democratic representation of opinions, were important determinants of the way partici-
pants interacted with the voting system. The inconsistency between the two case study
contexts and ways that PosterV ote was appropriated raised interesting contradictions. For
the regeneration group multiple voting wasn't perceived as a problem, and was invited
by the community activists asit provoked visitors to discuss issues. Thiswas mainly due
to the appropriation of PosterV ote (as an alternative to conducting surveys on table stalls)
being supervised by at least one of the community members. However, when the voting
posters were placed in an unsupervised environment, the possibility of multiple voting
and potential tampering with the devices raised questions about the data representative-
ness and accuracy. These findings highlight the importance of contextual factors on how

open technologies are appropriated and their possible effect on perceptions of fairness.

The situatedness of the voting devices was unanimously seen as the device's main ad-
vantage over aternative methods of digital opinion polling. For the road-planning group
thiswas reflected in collecting opinions about issues directly relevant to the communities
in which the posters were located. For the regeneration group on the other hand, the de-
vices situatedness permitted their supervision and control viathe opportunity to overlook
the voting process during the festival and being able to initiate discussions with visitors.

6.5.3 Secrecy

For the road-planning group, the collection of demographics has an impact on collecting
community opinions when campaigning and can be effective in increasing the efficacy of
the data. In this regard, the representativeness, accuracy and perceived objectivity of the
data can play an important role in affecting change. This was something that was not
supported by PosterV ote as there was no voter identification method in place. Contrarily,
using the posters as substitutes for conducting conventional surveys on table stalls raised
different requirements: collecting demographics was seen as inappropriate and possibly

intimidating. This discrepancy can be justified by the different ways the posters were
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appropriated by the two groups, however it also highlights that differing drives for data
collection demand diverse requirements. A tool designed to support multiple data collec-
tion contexts and motives should be flexible to allow its adaptation according to the
stakeholders' needs.

Whilst PosterV ote enabled the association of the questions with their corresponding lo-
cations, leaving the voting systems unattended on the street reduced the perceived
accuracy of the data. The novel form and design of PosterVote also contributed to adis-
trust that the data was a valid representation of community responses. This has
implications for the perceived integrity of novel voting systems as security mechanisms
(or the complete absence of them) might motivate different perceptions of integrity ac-
cording to contextual parameters. Finally, the extraction of votes from the voting posters,
by recording the LEDs transmitting the results, was not done as the process was consid-
ered to be too complicated when taking into account the neighbourhood profile. | believe
the new hardware version of PosterV ote that allowsthe audio transmission of thedevice's
datathrough GSM will facilitate the involvement of more community residents in down-
loading and using the data for political purposes.

6.5.4 Expression

The devices were perceived as easy to use and a “ low-tech way to doing things’ . Com-
pared with other traditional means of information collection, PosterVote was currently
perceived to be more fun, with its novelty being one motivating factor for participation.
However, having innovative voting devices at extraordinary locations may increase ac-
cessibility but can result in decreased confidence levels regarding data collection. This
raises interesting concerns (thoroughly reported in [151]) about the impact of new voting
technology on perceived and actual security and trust.

Informed by findings reported in our previous case study (see Chapter 5), PosterV ote was
designed to enable situated debate. For the road planning case, discussions with the com-
munity members occurred even before posters had been placed in the streets. The activists
walked into local shops to ask owners for help, and took the opportunity to talk to them
about the polling system and seek support for the campaign. Leaving the poster devices
unattended on community streets, prohibited additional political discussionsfrom emerg-
ing. Systems which are intended to not only collect quantitative data but also raise
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visibility and engage the community in political discussions about theissues at stake, face
methodological and practical problems of measuring this engagement (quantitatively or
gualitatively), which in most cases comes as a by-product of the system’s deployment.
For the regeneration case, the physical presence of the community activist next to the
table stalls motivated discussion about the polled issues with festival visitors. This was
more specificaly driven by the publicity of the vote casts. The visibility of the voters
actions also minimised multiple voting. According to the regeneration group, voting
‘once only’ was the default interaction of visitors with the system, so the group encour-
aged visitors to vote multiple times to engage them in further discussion. As a result
qualitative feedback was perceived as more significant than the representativeness of the
guantifiable votes, which was not the case for the road-planning group where ambiguity
of the collected quantitative data and the lack of associated demographics was seen as a
limitation. This distinction can be attributed to the lack of qualitative datato support the
votetallies (which affected the interpretation of them). Quantitative data alone raise ques-
tions about when and why voters voted multiple times; these concerns are lessened by
gualitative feedback.

The ambiguity of quantitative data can be exemplified by social media ‘likes [73]. The
success of the‘like' button rests on the different interpretations that it might have depend-
ing on the context. It may indicate sympathy, respect, recognition, irony or
acknowledgement. Where necessary, users might feel the need to explain their ‘likes' by
leaving comments and thus supporting their quantitative action with qualitative ‘argu-
ments' . Thisambiguity isinvited in social media networks asthey drive user engagement.
It is interesting, however, to question whether this ambiguity also exists in other voting
contexts and whether thisambiguity (or the lack of it) supports democracy and democratic
representation. For example, casting a vote might have many interpretations: aligning
oneself with the ideology of a party; selecting the option that is more likely to cope with
political problems of everyday life; choosing the best out of the given options; casting a
protest vote, etc. Is this aggregation of the different types of vote casts beneficial for
democratic representation?

Almost all road planning group’s posters included both negative and positive options,
giving voters the option to express their negative views or opposition to the campaign.

The regeneration group chose to ask ‘apolitical’ questions with most of them having a
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positive interpretation. This was informed by both the nature of the event (i.e. summer
festival) and regeneration group’s desire to avoid antagonistic encounters. Nonethel ess,
festival visitors expressed their negation by talking to the community members at the
table stalls.

6.6. Methodological Note

With PosterVote | attempted to underline how we can design innovative but also sustain-
able voting technologies. This refers to whether the designed artefacts afford their use
when the research project ends and the technical support by HCI researchersis no longer
possible. In this case study we designed PosterV ote to support local democratic practices
at grassroots level by creating additional methods of political participation. | believe that
itisimportant for thistype of research to clearly define the purpose of the data collection
through voting, and map out the possible avenues where data might bring about change
— either through collaboration with local councils and their agreement to implement sug-

gested changes or through clearly defined methods of campaigning.

PosterV ote was designed on the basis of supporting local activists, however the openness
and flexibility of our design allowed our participants to appropriate it in different ways.
On the one hand the systems were used exactly as expected and designed for (street ac-
tivism) and on the other hand they were used as a user-friendly replacement for paper-
based forms on table stalls. This can be thought as an advantage, as the democratisation
of technology comprises its appropriation in unexpected ways. Even though the con-
trasting use of our prototype reveal ed unexpected interactions with the technology for the
participants, this variation (which depends not only on the participants needs but more
importantly on political standpoints and values) raises methodological questions about
the interpretation of data collected by such methods [95]. Political values and the per-
spectives of participants around the use of the technology to facilitate their political needs
might vary greatly, resulting in biasing research findings according to contextual param-
eters. As a result, the inevitable biases of participants (and researchers) trialling
community engagement prototypes should be taken into account when reporting the re-
search findings of community engagement projects. This will result in a clearer
representation of the research findings and their contribution to HCI.
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6.7. Limitations

In the case studies reported in this chapter although | provided the technol ogy that enabled
local community activists to expand their action repertoire for local opinion collection, |
did not clearly design for possible avenues of bringing change either through collabora-
tions with the councils or through effective campaigning. This has obvious limitations,
as otherwise the participants might have seen greater value in the data collected. How-
ever, | wanted to allow local residents to use the data in the way they would usualy do
(i.e. if conducting surveys via conventional methods). Indeed, one of the community ac-
tivists from the road-planning group confirmed that data collected (charts of community
opinions) had been sent by the group to local councillorsin order to influence decisions
regarding the proposed changes on streets. Approximately one year on from the deploy-
ment of PosterVote, the changes are about to be implemented with the road planning
group saying that the data from the poster devices played arole (amongst other consider-

ations) in the decision-making process.

Another limitation is lack of evidence on whether the interactivity of the devices contrib-
utes to the further engagement of the community with the issues at stake. It is true that
even without the interactive element (the use of the PosterV ote devices at the back of the
posters) the mere existence of posters about road planning issues on the street would have
raised visibility and would have motivated community discussions. | do not claim that
the voting devices contributed significantly in raising awareness. The proposed design
combines two local activism practices. raising awareness through putting posters on
lampposts and door-to-door knocking for information gathering purposes, with the inter-
active element of PosterVote mainly supporting the latter. However | believe that the
invention of new methods to complement existing non-technological practices add value
to them not only by giving them additional affordances but also by reinventing their tra-
ditional capacities.

6.8. Conclusion

This chapter builds on existing situated e-voting and activism literature in HCI (e.g.
[117,120,128,189]) by repositioning technology for data collection in the hands of grass-
roots campaigners instead of local councils. | believe that PosterVote is a step towards
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expanding the repertoire for local political participation with sustainable tools with po-
tential to reinvigorate local democracies. Lightweight and low-cost technologies for on-
the-ground activism show promise for the purpose of supporting sustainable and deeply
democratic processes of data collection and public political discussion. As a more acces-
sible tool for political activism, PosterVote opens avenues to increase reach to existing
social movements. Openly available devices for opinion polling have the capacities to
foster citizen political engagement where members of the public can openly question the
political. However, as we have seen in one of our case studies, open technology can also
be used to reinforce existing power structures, and the importance of governance, trans-

parency and fairness in the design of demacratic technol ogies cannot be understated.

PosterVote limitations when compared with well established e-surveying and e-voting
systemsare of course significant. If used asasurvey tool, thelack of demographics makes
it inappropriate for accurate collection of data whereas if it is used as a voting tool it is
open to manipulation, as multiple voting cannot be prohibited. Nonethel ess, the prototype
as afirst iteration of such a system, initiated and managed by community campaigners,
acted as a probe and brought to light interesting insights about both the design space of
voting and the participatory security framework introduced earlier in this chapter.

The use of PosterVote to expand the collective action repertoires of social movements
also bringswith it an ethical consideration of ‘unconventional’ political methods. The use
of fly posters for political action can be considered conventional, though the precise le-
gality, even within democratic societies, is questionable. The response of socia
movements to this possibility can mirror the values of that group — for instance, the re-
generation group chose to implement the poster as a more conventional survey device to
support face-to-face interaction. There are many alternative and imaginative possible use
scenarios, including those that could be considered as unethical and illegal. It is unlikely
that any open design in a political space can avoid such possibilities, however, it can be
noted that the expansion of the action repertoire for social movements, particularly
through introducing new means to engage in political action can increase the potential for
unconventional political action. It is also important to recognise that the willingness of
social and political movements to be open to all discourses might sometimes work in
contradiction to their own values.
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Chapter 7.

Voting-in-Place:
Exploring Multiple Channels of
Community Participation

In this chapter, | continue the inquiry towards designing voting systems for political par-
ticipation through the deployment of various voting systems and data representation
technologies in a local community?!. The research reported here is part of a year-long

community engagement project led by Microsoft Research Cambridge.

In the initial stages of the project, a series of monthly evening meetings took place with
local residents to explore what mattered to them and how data might be used to play a
role in supporting the community’s everyday practices (see [186] for more detail). Fol-
lowing on from this, a number of voting systems to collect, aggregate and share
meaningful data were built and brought together. In the last phase of the research, resi-
dents were offered access to this group of data technologies to investigate how they
experienced the different systems and made sense of data. Elsewhere [119], findings of

%! The conceptual framing of this chapter and preliminary data can also be found at: Tay-
lor, A. S, Lindley, S., Regan, T., Sweeney, D., Vlachokyriakos, V., Grainger, L., &
Lingel, J. (2015, April). Data-in-Place: Thinking through the Relations Between Data
and Community. In Proceedings of the 33rd Annual ACM Conference on Human Factors
in Computing Systems (pp. 2863-2872). ACM.

The empirical datareported in this chapter is currently peer-reviewed.
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this deployment are presented by drawing on Marres' [125] work on material participa-

tion and Massey’ s conceptualization of space as dynamic [127].

In the case study reported here, following a more holistic approach to research that
acknowledges the complexity of the social, political and cultural context in which voting
is situated [55,167], | present insights into how the context of the deployment and the
affordances of the different systems impacted peoples participation in the project and
their engagement with, and understandings of, the technologies and data. Specifically, |
highlight how the presence and involvement of Microsoft Research in the project, while
being located in the community, cameto play asignificant rolein perceptions of commu-
nity, data, and affordances of the voting systems deployed. Despite its evident
importance, a closer consideration of such contextual factorsisrarely included in presen-
tations of similar HCI research. | frame this case study by using the design framework for
participation in voting introduced in Chapter 4, with a particular focus on the impact of
contextual parameters on participation.

7.1. Research Context

This case study involved engaging with a community of local residents, who were living
on, or in close proximity to aparticular road called Tenison Road in Cambridge, UK. The
initial stages of this project were designed to explore how the production and use of data
is bound up with physical and social notions of place (findings of thisinitial engagement
can be found at [186]).

In the last phase of this research, a group of voting technologies for data input and data
representation methods was deployed to provide feedback. During the five-week period
of deployment | explored how residents experienced the different voting mechanisms and
made sense of the data collected, and how thisrelated to community participation. In this
chapter, | am particularly interested in how the context and affordances of voting and data
representation methods affect citizen participation within a community. This involves
guestioning some of the assumptions of voting asatool to primarily support the collection
of actionable, consensual data. | begin by presenting descriptions of the three voting tech-
nologies used (two of which were described in Chapters 5 and 6), which in total provided
six voting channels, and five voting data representation methods for feedback. Inthislater
research phase BallotShare, PosterV ote and an additional household voting device called
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BullFrog are deployed in tandem, in order to explore through their affordances, the com-
munity’ sinterpretation of voting, its context and collected data. In the following sections
these technol ogies are described in more detail and the way in which they are configured

to leverage different types of community participation is explained.

Figure 15. BullFrog device with a voting card inserted

Figure 16. Storage box and weekly results envelope with new voting cards and a wild card

7.2. Voting and data r epresentation methods

The voting and data representation technol ogies that were deployed collectively over the
five-week period encompassed: 33 BullFrog devices, 6 weekly PosterVote posters, the
online voting system Ballotshare, and a set of interactive Physical Charts. Online (Bal-
lotShare) participants were able to vote through four channels: the online interface (see
Figure 17), Twitter voting, SM'S voting and voting through a plugin on the community’s
website. Consequently in addition to PosterV ote devices on the street and BullFrogs in
househol ds the community had six channels of participation in total. To provide feedback
five methods were used: physical charts placed on the display of the Microsoft Research
lab (see Figure 20), cards with printed results posted to BullFrog users (see Figure 16),
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the online BallotShare interface showing live results, the posting of results on the com-
munity’s website, and the printing of latest poll results on PosterVote posters on the
Streets.

S b €20 5 0 VOTES AND BALLOTS
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How similar are the people around you?
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Figure 17. BallotShare 2.0 (also see Appendix A

BallotShar e Screenshots): BallotShare appropriated for the community engagement con-
text. BallotShare community poll (Ieft); BallotShare Wordpress widget with list of
community pollsand results (right)

BullFrogs, designed and developed by Microsoft Research Cambridge (for details see
[157]) are small voting devices that are situated in peoples homes and display questions
on a screen. Voting responses can be made by inserting a machine-readable paper card
into the device (see Figure 15). Participants are able to check the results of the vote on
cards which are posted out to them every Monday (see Figure 16).

PosterVote[193], introduced in Chapter 6, isalaminated paper poster that is strategically
placed on a street for passers-by to vote on. It is augmented by push-button functionality
that allows users to indicate a choice between up to five response items (see Figure 19).
| placed six PosterVotes (version 1.0 — see Figure 8 in Chapter 6) along Tenison Road.
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The posters were brightly coloured, A3 in size, and mounted on an acrylic board, then
attached to lampposts at |ocations where people might be likely to stop or linger. The
posters were designed to be self-explanatory and included a link and reference to the
project, the poll question and mechanism to vote, and information as to where and when

the results would become available. Results of the previous week’ s question were printed

on the posters to give back feedback.

LOCATION BALLOTS

MILL ROAD & TENISON TENISON CANON'S GREEN WHERE IS THE BEST PLACE?
R [
OAD As pert of a public wasultaton,
Cemordge City Coundil are asking
pecplo to croo2o fve out of nre
prepceed changes to Tenigon Roed.

®1 ®1

Figure 18. BallotShar e page mapping Poster V ote devices on the neighborhood’ s streets
BallotShare [194], as described in Chapter 5, is an online voting system that offers a lot
of flexibility as to how polls can be configured. For this study, | adapted the system so
that it could work as an independent online system as well as being able to work in con-
junction with the Physical Charts for data visualization purposes [157]. The system was
also extended to accommodate twitter voting — voting by tweeting a hashtag followed by
one of the options (tweet's format: @tenisonroad #vote #{ answer_number} {op-
tional_comment}), SMS voting — voting by sending a text message at a five digit

shortcode (SMS content with the format: {answer_number} {optional_comment}), and
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voting with live results through awordpress plugin on the community’ swebsite (see Fig-
ure 17 right).

»d local residents voting

How open to
changeis this
neighbourhood?

How similararethe
people around you?

Have your say!

Figure 19. Examples of PosterVote posters offering push-button functionality to vote and
the poll result of the previous week (left), or how local residents (BullFrog users) had
voted (right).

Figure 20. The Physical Chartson display in the windows of the resear ch building, pre-
senting poll results of the deployed voting technologies & different waysfor passers-by to
vote.

Physical Charts are an assembly of two easily readable mechanical pie charts and a bar
graph (Figure 20) for a‘material’ visualization of different data sets (designed and devel-
oped by MSR, for details see [157]). The Physical Charts, whose design attracted the
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attention of passers-by, had information printed on banners that invited others to get in-
volved in the voting process. These charts were put on display in the ground floor
windows of Microsoft’s research building (located on one end of Tenison Road). This
local advertisement included an online link (URL and QR code) to BallotShare aswell as
instructions on how to vote via SMS or Twitter.

7.3. Participants and Recruitment

The deployments and findings presented in this chapter are the outcome of alonger en-
gagement with the neighbourhood, this local knowledge played a significant role in the
recruitment of participants. During the preliminary engagements with the local commu-
nity we presented the various voting and data representation devices (i.e. Bullfrogs,
PosterVote and Physical Charts) at weekly residents’ meetings and at a summer street
party. PosterV ote devices had also been deployed on the street in relation to alocal traffic
consultation led by the council, and as a result some of the residents might have already

become familiar with the device.

Through regular planned meetings participants were recruited who were willing to take
Bullfrogs for the study. Others were recruited through a street party and through 250
flyers delivered to the neighbourhood, every household on the central street and on the
side streets coming off it. Thisareaincluded parts of the community where residents had
reported feeling ‘less connected’, and aimed to include people that had not engaged
strongly within the earlier phases of the project. We managed to build and distribute 33
Bullfrogs to the community. The households deciding to take a Bullfrog included both
regular attendees and people that had not previously been involved in the project. The
latter included students, couples and families who rented and owned properties in the
neighbourhood and areas associated with rental properties. Participants covered arange
of categories, and those identified by residents in earlier phases of the research as being
more difficult to engage in community matters. Participating households had from 1 to 6
members (average 3.06), and in total there were 54 females and 48 males ranging in age
from 8 monthsto 74 years.

7.4. Configuring e-voting for community engagement

In this chapter | attempt to explore the effect of the context and the design of the voting
and data representation methods on how participation is perceived and enabled in the
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community. In thisregard, | adopt the framework of participatory voting [194] described
in Chapter 4. The framework consists of five spaces: the context, which refers to the set-
ting in which the voting system is deployed, including the ownership of the voting system
and data efficacy; eligibility, which refersto eligibility of participation in both voting and
setting agendas, in addition to suggesting alternative options and deciding when polling
should stop; fairness, related to accessibility of the voting location and multiple channels
of participation, vote weighting and coercion; secrecy, which involves the publication of
interim results, and privacy of the voter and secrecy of the vote; and expression containing
all possible interactions that a user might have with the voting interface, for example, the
number of votes allowed, vote delegation, vote revocation or overwriting, argumentation
and discussion as reinforcing the vote etc.

In the remainder of this section | revisit each one of these design categories to describe
how they relate to the particularities of the community and context, and the affordances
of the numerous input and output channels.

7.4.1 Context: Place and local interest

The context in which polling takes place is one of the most significant determinants of
participation. This entails characteristics of the social and physical geography of a com-
munity, the issues that are topical and able to affect change, ownership of data collection
methods and collected data, and further use of data for influencing change. In [186],
drawing from preliminary meetings with the community, the focus was on how data can
be conceptualized as bound to place, and how data is capable of enriching understanding
of communities. The relationship of communities with data was also considered, and
how it is shaped by temporal and spatial boundaries which inherently exist in a particular
location.

In thisone year project, acommunity’s perceptions of datawere explored from theinside,
without losing awareness of the everyday difficulties faced by the community. The mo-
tivational focus was centred around the community that Microsoft Research Cambridge
isphysically located in - Tenison Road. The community is very diverse and comprises a
variety of residents, from families to students and tenants. The main road of the commu-
nity was part of a major redevelopment program, Microsoft’s move into the community
being in the early stages of this. At the time of the project, the building works and the
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final redevelopment plan were considered to have the potential to severely impact the

established community and rhythms of the neighbourhood.

In addition to appreciating the varied demographics of the community, we were particu-
larly interested in questioning how Microsoft Research’ sinvolvement in the community,
as aresearch department located within it, might further complicate the community’sin-
terpretation of data when put in place. | anticipated that Microsoft, as a big organisation
leading a community engagement project, will influence residents interactions with the
voting systems. Asaresult in this case study | was particularly interested in exploring the
neutrality of various stakeholders involved in such community engagement projects.

In [186], early reactions of residents to the project were briefly discussed and the role of
researchers in the data collection process, with residents noting that as people with no
stated agenda (i.e. not living on the street) the researchers brought neutrality to the data
collection process. Thiswas seen to be in contrast with events run by the residents’ asso-
ciation, which was believed to serve particular political interests. Speaking at one of the
initial meetings, aresident highlighted the distinction between “data coming from us and
data being done to us’, raising concerns about the potentially non-representative and bi-
ased nature of data collected by the local council.

In respect of the voting context, this chapter describes my attempt to build on Taylor et
al. [186] work and explore the relationship between the community and data when data
isrelated specificaly to polling. Thisinvolves shedding light on the effect that different
stakeholders might have on how datais perceived and enabled,, particularly in relation to
organizations running participatory projects. One specific assumption that | attempt to
chalenge is the premise that researchers running the participatory projects are ‘the ex-
perts' in participation, with the rest of the public having lower value as participants in a

community engagement experiment.

7.4.2 Eligibility: Multiplicity and fixity of place

The choice asto who is considered eligible to vote can significantly impact participation
and the credibility of results, especialy where there is a concern that the results may not
reflect the views of those whom they most impact. In the deployments described in this
chapter, local residency and interest in local matters can be regarded as the key criteria
for someone to be considered eligible to participate. As aresult, through the deployment
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of multiple voting systems attempts were made to reach the various participatory bodies

in different ways.

There-association of datawith physical and social geographies posesinteresting difficul-
tieswhen considered under the lens of collecting opinion data to democratically represent
the community. Who is eligible to participate and what does collecting “representative
data’ entail? Who is eligible to ask the questions and how are these questions framed?
Our initial understanding of eligibility was associated with residency in the neighbour-
hood. However, the temporal, spatial and social boundaries of a community in addition
to the emergence of a multiplicity of ‘small worlds' [127] requires us to rethink how we
design voting technology to capture community opinion data. In this project the existence
of multiple small worldsis accepted rather than viewing a community simply as ‘ homog-
enous'. In addition, the ways in which material and situated qualities of devices can
mediate participation are explored. By using different technologies, designed to encom-
pass the various and fixed community rhythms, attempts are made to harness a dynamic
space and create additional opportunities for community involvement. Multiple voting
devices for data collection, designed to address the uneven demographic distribution of
the community and different levels of investment in the research project (or in community
lifein general), might enable a more democratically valid collection of opinions by ques-
tioning what a local representative democratic practice entails. In order to explore
participatory eligibility BullFrogswere deployed in housesfor the collection of residents
opinions (i.e. physical and exclusive voting), PosterV otes on the main and neighbouring
streets (i.e. physical and open voting), and BallotShare was used for off site access (i.e.

online and open voting).

7.4.3 Fairness. Accuracy and weighting small worlds

Fairness is based upon the perception that those eligible to vote have a proportional im-
pact upon the result [194]. This requires voters to be able to access the voting apparatus
through different channels of participation or by decreasing the transactional costs of par-
ticipation.

Multiple voting devices with varying affordances form a collection of methods for cap-

turing opinions of disparate user groups. BullFrogs were designed to allow easy access
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to voting. Its material form is inviting and designed to engage users in community dis-
cussion and negotiation. BullFrogs in households, PosterVotes on the street and
BallotShare online provide a multiplicity of channels for participation, with the expecta-
tion that participation costs will be reduced, whilst allowing fruitful involvement in

community engagement.

Would you have your neighbours round for tea?

Figure 21. Example of an Analytics Card showing responsesto the question ‘Would you
have your neighboursround for tea?’

Accuracy of the data is essential for maintaining the fairness of the vote. In many cases
accuracy isseen asan easily quantifiable property, measured as afunction of thetechnical
characteristics of data collection systems. Accuracy, however, can relate to a number of
factors, from the initiator of the process to spatial and temporal characteristics of the
community. For example, some of the residentsin the first stages of the project noted the
inability of the community to collect their own data (causing reliance on the council’s
seemingly more accurate data collection methods). In thisregard, accuracy relatesto own-
ership and publication of the data. By handing over voting technologies to the community
and allowing them to ask their own questions, atoolkit was provided which enabled res-
idents to collect their own ‘evidence' in dialogues with the council.
