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ABSTRACT

The research work in this PhD thesis presents an extensive investigation into the security settings of
Card Not Present (CNP) financial transactions. These are the transactions which include payments
performed with a card over the Internet on thésites, and over the phor@ur detailed analysisn

hundreds of websites and on multiple CNP payment protocols justifies that the current security
architecture of CNP payment system is not adequate enough to protect itself from fraud.
Unintentionally, thepayment system itself will allow an adversary to learn and exploit almost all of

the security features put in place to protect the CNP payment system from fraud. With insecure modes
of acceptingpaymentsthe online payment system paves the way for cylmitals to abuse even the

latest designedayment protocols like 3D Secure 2.0.

We follow a structured analysis methodology which identifies vulnerabilities in the CNP payment
protocols and demonstrates the impact of these vulnerabilities on the oagnadimi systenThe

analysis methodology comprises of UML diagrams and reference tables which describe the CNP
payment protocol sequences, software tools which implements the protocol and practical
demonstrations of the research resubetailed referencig of the online payment specifications
providesa documented link between the exploitable vulnerabilities observed in real implementations

and the source of the vulnerability in the payment specifications.

We use practical demonstrations to show thaehailnerabilities can be exploited in the reakld
with ease. This presents a stronger impact message when presenting our research results to a non
technical audience. This has helped to raise awareness of security issues relating to payment cards,

with our work appearing in the media, radio and TV.
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AC

ARPC

Payment System

Tokenisation

Payment Card

Tokenisation

Firewall

Glossary of Terms

Application Cryptograni the EMV protocol utilises-BES encoded
cryptograms as a secure method of communication between the EMV
payment card and the Issuing Bank. rehare foudifferent types of
cryptogram TC (transaction approvedAAC (transaction declinedARPC
(request online approval from the Issuer) an ARPC (Issuer authorisatior
decision)

Application Authentication Cryptograinis the application cryptogram
generaed by an EMV card indicating that the transaction has been canc
Authorisation Response Cryptogranm the protocol sequence for
transactions that require online authorisation, the card generates an
Authorisation Request Cryptogramsignify that it wishes to complete the
transaction online. The Issuer responds with and ARPC, which encode
Issuers authorisation response to the transaction request. The ARPC is
DES or AES encrypted using the Issuers private key which allows the ¢
ersure that the card to validate that the response came from the Issuer
has not been altered.

A payment system is an intaetwork of globally connected systems that
facilitate the settlement of tHmancialtransaction.

Tokenisation is a process in which sensitive data is transferred betweer
parties in reordered strings of number or tokens. Tokenisation uses
mathematical formulas and random number generators that creates che
of no value to an attacker.

When the process of Tokenisation is applied on a payment card, it is the
known as payment card tokenisation. When payment card tokenisation
implemented, the actual card numbers are replaced with random numb
which masks the actual cardmbers.

Firewall is a software or a hardware component that acts as a defence |

implemented to secure the system against known @ttesks.
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PAN

Cardholder/Custome

Acquirer

Payment Card

Account Number

Sort Code

Magnetic Stripe

Cvv

CvVv2

Cardholder Data

Cryptography

PCI

PCI DSS

Encryption
HTTP
HTTPS

Glossary of Terms

Primary Account Number (PAN). Refers to-digit payment card number
that links the card to ghcustomer account.

The cardholder/customer is an authorised person entitled by the card is
bank as the owner of the card

Thepaymentacquirer maintains contractual relationships with the merch
andprovidesthe mercrantwith a trading account to collect the cardholder
transactions.

Token provided by the financial institution (bank for example) to the
cardholder/customer that can be used by facilitate payments.

The account number is ardRjit code that linkgo the cardholdeaccount
and is used during check payments and internet money transfers.

The soricode is a @ligit numeric code that identifies the bank and the
branch where the cardholder account is held.

Magnetic Stripeés made up of tiny irofbased magnetic particlesprastic
like film. The purpose of a magnesitripeis store payment application dati
and allow the cardholder to swipe the card through the merchant POS
terminal.

CardholdeVerificationValue (CVV)is a threedigit valuegeneratedby the
card issuing banks and is embedded in card data before the card is isst
the cardholder.

CardholdeVerificationValue2 is a three or foudigit code printed on the
front or at thebackof the card.

Includes user payment card data including any authentication informatic
which can identify a cardholder in the payment system.

Cryptography is a science of securing data or communication in the pre
of adversaries.

Payment Card IndustiiyA consortium of five card payment networks
American Express, Discover Financial Services, JCB International,
MasterCard, and Visa Inthat works towards defining, maintaining and
evolving payment card standards forlgabinteroperability.

Payment Card Industry Data Security Standard (PCI DSS). A framewor
defined by PCI for secure handling and storage of payment card data.
A cryptographic technique of obscuring information to make it unreadak
Hyper Text Transfer Protocol

Hyper Text Transfer Protocol Secure

Xiii



Card Issuer

MO/TO
Payment

Processor(s)

Protocol

PoS terminal/Card
reader

PIN

Smart Card
SSL

TLS
EMVCo
RFID

SDA

DDA

CDA

PKI

3-DES

AC

Acquirer

ARPC

Glossary of Terms

Card Issuer or simply an issuer is a financial body that issues a paymer
and maintains contractual relationship with the cardholder

Mail Order/Telephone fder

Entities that process user payment card details. Includes but are not lim
to: merchants, payment acquirers, card payment networks, card issuing
and any intermediate service providers.

Set of rules and procedeg with which the computing systems communic:
and operate.

Point of Sale terminal. Provided by the merchant where the cardholder
inserts their payment card to initiate payments.

Personal Identification Number

A token that has a capability to secure store and process the data.
Secure Socket Layer

Transport Layer Security

Europay MasterCard Visa

Radio Frequency Identification

Static Data Authentication

Dynamic Data Authentication

Combined Data Authentication

Public Key Infrastructure

Triple DESI is the common name for Triple Data Encryption Algorithm
which applies the Data Encryption Standard (DES) three times to each
block. 3DES is a 64it block-cipher

Application Cryptograni the EMV protocol utilises-BES encoded
cryptograms as a secure method of communication between the EMV
payment card and the Issuing Bank. rehare foudifferent types of
cryptogram TC (transaction approvedMAC (transaction dclined) ARPC
(request online approval from the Issuer) an ARPC (Issuer authorisatior
decision)

Refers to the bank that holds the destination bank account for the trans:
which is typically the bank that issued the POS terminal to thehaet.c

Al so referred to as the dAacquiri
Authorisation Response Cryptogrénm the protocol sequence for
transactions that require online authorisation, the card generates an
Authorisation Request Cryptograimsignify that it wishes to conlgte the

transaction online. The Issuer responds with and ARPC, which encode

Xiv



ARQC

ATM

CA

Cardlolder

Chip & PIN

EMV

Glossary of Terms

Issuers authorisation response to the transaction request. The ARPC i
DES or AES encrypted using the Issuers private key which allows the ¢
ensure that the card walidate that the response came from the Issuer an
has not been altered.

Authorisation Request Cryptograimis generated by the card to indicate tt
it wants to complete the transaction online (see ARPC).

Automatic Teller Machiné commonly ermed cash machines, they allow
bank customers to withdraw cash from their bank account.

Certificate Authorityi in EMV each of the card scheme providers Visa,
MasterCard, American Express, JCB, Discover and Union Pay act as tr
Certificate authorityor their own branded cards. The CAs generate the
|l ssuer6s RSA private keys theret
public private key pairs for their cards. ATMs and POS terminals can
validate the cards RSA signature using the CAs public key.

This is a generic term for the person with an EMV credit or debit card w
making a payment in a shop / restaurant or is withdrawing cash from an
ATM. The term also implies that the person has a bank account to whic
card is attached.

The common name used in the UK to refer to EMV payment system. T
EMYV specifications defines the operation of the payment cards, POS
terminals and ATMs.

Europay MasterCard Visa is a global standard for card payments (comr
termed AOGHi.p &hRlI Mtandard ensur
payment cards, ATMs and POS terminals across different banks and in

different countries.
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Chapter 1. Introduction

The Internet is no doubttastoricevolution in communication fahe human race. Free frolimits of

ti me, di stance and territories, the Internet
many aspects of our lives are now connected online. This includes electronic comreercengrce)
where we buy or sell goods online furthesifitated by various internet merchants like Amazon,
Apple, PayPal to name a few.

The conveniencef making purchasesuing online paymemhakes itevenmore attractiveor

customers experience. 2016, a total of 1.8 billion transactions were made whitlounted to a total

of £154 billionby UK based merchants. This anl8% increaseén theonline spending patterns

recorded in 2014 where 1.3 billion transactions were recorded totalling to an amount of £120 billion.
All this convenience of making paymsmver the Internet is possible becauseatfvorks provided

by payment processors aagiece of plasti¢ a payment card: which is navemmonpractice and

themost widely acepted form of payment by online merchants.

One should consider that an elemafinfraud exists in systems where the money flows. Payment fraud
over ecommerce is a $20bn business worldwitle In 2017, ecommerce payment fraud has
surpassed the thresholds fraud rate recorded in any of the prggasiamounting to a total 432

for cards issued inhe UK [2]. The payment industry is effective in mitigating other categories of
payment card frauds through the introduction of more secure technologies. However sties f2ati
suggests that, foreommerce payments, tiegbercriminals are well ahead of the intelligence of
payment system security designe@ybercriminals have alsadaptedo the changing and ever

evolving payment systems and invest their time to identify the welakesin orderto exploit the

system.
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There are several challengégentified by the paymenhdustry whichneedto be considered while
designing an online payment system (il discuss these challenges in Chapter 3). However,
superseding every other challenge is the business need to provide convenience to the customer at the

checkout while makig an online card payment.

This has resulted in the online payment system being loosely regulated with its security
implementations left mostly upon the online merchahssonline merchants work more on attracting
customers by offering more choicasd cmveniencdo make payments, mayimpact the security of
online payment systerbenefitting cybercriminals to exploit weaknesses and practice fraudulent
purchases. Choices of implementation options have also resulted in the modes of payment being
inconsigent from one web merchant to another. Several reseaf8hi@jsclaim that the online
payment system is badly designed for the customers and even recently Sir Tim Berrgredsss
that we are way behind in designinganvertional method of making cargayments on the Internet

[5].

Technically, inthe payment system terms,cemmerce payments areferred to as Carbot-Present
(CNP) payments and theansactionperformed in physical storesereferred to as Card Present (CP)
payment systems. This distinctibrcomesnuch clearer in Chapter 2 where we expand our
knowledgeof different componentsf the card payment system. In what follows next is a description

of our aims and objectives with this PhD.
1.1 Aims and Objectives

With this researchvork, we primarily aim to answer the following questidiidoes thephilosophyof
providing excessive convenice to the customer at thieeckouthaveanyeffecton the security dhe
CNP payment syst®0 In particular,we aim to explore the security settings of each method that is
presently in use by the payment industtgkeholderso accept CNP payments. QOabjectives are to
explorethe following questions

What arethe rootcauses and consequences of increasing online CNP paymefit fraud
How securely does each party in tBHP payment eceystem process atdndlethe
payment card data?

1 What is the minimuncard data required by the card issuing banks to process a CNP
paymen?

1 How does the card issuing baggtablisheshe identity of a cardholder making a CNP

payment (how secure is usaunthentication in the CNP paymesystem), and

! Challenges includes customer authentication, payment credential confidentiality, payment data integrity,
customer nosrepudiation explained in Chapter 2.
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1 Howdocybercriminals olatin the payment card and user authentication information required

to make payments evémthemost secure modes of CNP paymeydtens?

To answer these questiomg have followed a structured analysis of payment protocols which are
currently in use by #payment industry to accept CNP payments online.

At this point, it is important to mention that tressearch worklonein this PhD and the experiments
we performed are from a standa&wstomer accessible platform on online merchagtisiteqthe
checkoutpage from where paymerdasemade) and without any escalated privileges from payment
processors This, to a substantiaiktent has demonstrated that the vulnerabilities that our research
has discovered can legploited effortlessly

For many reasons reagrch into the security of cartbtpresent is projected as a business activity.
Therefore, the research work in this PhD sets out to bridge the gap in between the academia and the
business worlds and provide a mixeethod approach to amvestigationinto the security of CNP

payment systems.
1.2 Contributions of the Thesis

The research work carried out in this PhD represents a significant contribution to the subject of CNP
payment security research in the following ways

1 Reviewing and updating already insaint academic research on the security analysis of
CNP payment systems.

1 Development of structured architecture framework which servesblagprintfor further
research into the security analysis of CNP payment system.

1 Ciritical evaluation and compariso strengths and weaknesses of existing CNP payment
protocols.

1 Implementation o merchant platform which can link to multiple payment acquirers
(merchant payment service providers) and assess the security provided by the payment
acquirers.

1 Implementatio of automated desktop tools afwddroid-basedcontactless card reader
software which are programmed to perform security assessments over online merchant
websites and contactless payment cards.

1 First public description of 3D Secure 2.0 frictionless autibatibn protocoin use bycard

issuingbanks to provide more security to the online CNP payment system.

2 Payment processors includes card issuing banks, payment networks, payment acquirers and dmings merc

3
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Following ourmethodologywe have identified several previously undocumentéderabilties
in the online CNP payment system. Combining thedeerailitieswe empiiically demonstrate
the workings of at least three attack scenarios on the online CNP payment 8jistgluted

guessing attack, cardholder impersonation attack and betrayal attack.

9 Our structured responsible disclosure exercise assiatet merchants, payment acquirers,
card payment networks aedrdissuingbanks in identifying and patching the vulnerabilities
that we discovered during our analysis on the CNP payment system.

9 Passing our research finding to tieneralpublic and morémportantly educating them in

howto securely handle their payment card details online.
1.3 Collaborations and Publications

Chapters 6, 7 and 8 in this PhD thesis reflect research papers that were published as conference
papers, journal articles and as techhreports. A list of our publication with euthors and
acknowledgements is listdod ow:

1 Ali, M.A,, Arief, B., Emms, M. and van Moorsel, A., 201ADoes the Online Card Payment
Landscape Unwittingly Facilitate Frau? IEEE Security & Privacy, 15(2jpp.7886. [6]

1 Mehrnezhad, M., Ali, M. A., Hao, F., & van Moorsel, A. (2016, Decemliidf.C payment
spy: a privacy attack on contactless paymeritslnternational Conference on Research in
Security Standdisation, (pp. 92111). Springer [7]

1 Ali, M.A., Emms, M, Arief, B. and van Moorseh , (2015, Jul y). AExXtract.i
Details from the Onl i n bewPaatle braversity lyslofem. (TR 14
Computing Scienc&echnical Report Serigduly 2015.

Ali, M.A. and van Morse|A.,2018f Desi gned t o be Broken: Securi't
Secure 2.0 Fri ct i @3rdIrdesnationalGanferennetofricanctali on, 0 i n
Cryptography and Data SecuritFC 2019), St. Kitts, 2019.

Ali, M.A., Centeno, M.P, Azad, M.A., Hao, &nd van Moorde A., 2018,Consumer Facing

Technol ogy Fraud: Economi cs, AnSpeiallssudMmt hods an
Economic Aspects of Cybersecurity and Privay, Future Genration of Computer Systems,

Elsevier

The security of CNP paymentstgm is not only crucial for payment processors but also has an
impact on the lives of customeso are the primary driving factors for the success of CNP payment
systens. Therefore, with an intent to educate the current security posture of CNP paystens sy

we publicise our findings in a mode accessible to general puble&havenot only spoken during
several public visiting events at the university but alsed the media to cartljis message of secure
handling of their payment credentials whilekimg purchases online. Following are some of the

media articles and blog posts by renowreskarches appraising our research work:

4
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T BBC Radi o 5,jafibi xtsea&tpmpdsa fraudster to get

2016
BBC Radi o NeemandAsna btB8reakfas® i sia car d hack, o 2 De
B B C UHfighteriingly easy' for criminals to get Visa card details, study ctaims 2
December 2018]
1T The Telegraph UK, fAHacked in just six secon

card number and secur[®ty code, 0 2 December

f msn. com, MKl ddacdmkses a fraudster to get vy
[10]

f Canada TV (ctvnews.ca), fAHow hackers can gu
seconds, 0 2 [DNDecember 2016

M BBC Radi o 4, ACriminals take just six secon
find, o 2 December 2016

T The Sun, f Go iilternehcrosks can reow ltack yalir creitd details in just
secondso, 2 [Recember 2016
The Ti mes, AFr audst ebrasn kt ackaer ds idxe tsaei qi&nod s2 tDoe c
AOL, ACri minals take |just sainxd sceocdoen d se xtpoe rgtus
December 201(14]

T The Guardi an, -attack mwwleed Srnaply gussi Wlgemd et ai | s, a st

December 201(15]

T I TV Lunchti me News, AHackNegchakke BeBrcwvadsi

December 201(16]

Schneieron Security fiGuessi ng tcy edlettaiclag do[§¢® cDaed¢ember
AT&T ThreatTraq #2 25, fADi stri buted Gues¢§l8lng Attt ack,

The importance of part ofour work was recognised when the cybeminals exploited distributed
guessing attack, managj to steal at least £2.5 million by abusing at least 9000 customer accounts
belonging to Tesco Bank. We reported the distributed guessing attackptythenfprocessors
(including Visa payment network) at least 10 months before the attack was exjpjoited

fraudsters. This to an extent demonstrates the practical impact of our research work.

1 S CMa g a z i Tesco BaKk,allegedly ignored warnings of hack from Visad 2 9
November 201619]
1 The TiTeseoBank failed to hegdewarningon cyberattack © 28 No v RGhber

1.4 Presentations

2
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During the course of my Ph.D., | was privileged to be invited as a guest speaker at following research

institutes and payment security conferences:

T ATrends in Onliyne Baymeher Séabolnkdarsigyroy Security
Cambridge, UK. Janr2017.

T A"Does the Online Card Payment UnvgrsittobkKant,Un wi t t i ng
UK. Jan2017.

T AWe Have Your Payment Car #iome Office Ldndn, UK. Resear ch
June 2016.

T ATrends in Payment CBSSCuerUK iyPractidalsvermool,dJK.ass) . 0
May 2015.

T ATrends i n Car dindRalgstigenof Tecmology (lIT)t Kanpar, India.
April-2017.

T AExpl oiting Vul neRaybmelnitt iSSegstRaementCbnderel@a@ | i n e
Frankfurt, Germany. Sef2017.

f ASi x Seconds t o Hac kThaBarkingeSeédurity SGnamit @ubai, F1 NSEC
UAE. Feb2017.

1.5 Structure of Thesis

Chapter 2presents an introduction to the context of globadl garyment system. We

highlight the security features of a payment card and introduce the reader to various ways in
which a payment can be performed using the payment card. Weatsgoriseéhe card

payment systems in two types: Card Present (CP) andN@ardresent (CNPJurthermore,

we provide aetaileddescription of protocols involved in CP transactions and perform a

comparative analysisf their security features and limitations.

Chapter3 presents literature review which is relevant to the rebga@dormed on the card
payment systems. It will focus on the vulnerabilities that were explored and practically

proven to exist in the payment systems by the researchers.

Chapter4 presents our analysis methodology following which we have achievedydemnti
certain vulnerabilities in the online CNP payment systeuiraiivs best practices from
cybersecurityiterature andassembletheminto a structured blueprint which can be applied

by current and future researchers interested in the analysis of GhRmasecurity.

Chapter5 comprehensively examines protocols involved in the CNP payment transaction. It
will broadly classify CNP payment protocols into two categories: authorisatitynand

authenticatiorenabled CNP protocols and will further dethg tworking of available
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protocols within each category. It will conclude by assessing the security strengths and
weaknesses associated with each protocol in the CNP payment system. The conclusions from
this chapter are foundations for establishing resegueltions that we aim to answer in this

PhD.

Chapter 6demonstrates a distributed guessing attactheauthorisatioronly online

payment systenThe attackeffectivelyturns the process that is meant to validate the card
payment details inta processvhich delivers to the attacker all card data required to make an
online paymentit will also detail the vulnerability disclosure exercise that we performed on
the affected parties in the online CNP payment system. Finally, it will conclude by suggesting

countermeasures to mitigate the distributed guessing attack.

In the next twachapterswe focus our study on the security of authenticaénabled CNP

payment protocols.

Chapter 7describes our work in applying reverse engineering techniques to study certa
obscure components of 3DS 2.0 authenticagioabled CNP payment protocol. It will

provide the first public description of components of 3DS 2.0 protocol which enable the card
issuers to efficiently accept online CNP payments without requesting ammpgassrom the
customer. It will also address the vulnerabilities or wealestsatwereidentified in the

3DS 2.0 protocaol.

Chapter 8will introduce two attack scenarios on the 3DS 2.0 payment protocol. Firstly, it

will demonstrate the cardholder impenation attack which allows an attacker to use stolen
cardholder details by circumventing the security features of 3DS 2.0 in place to protect
cardholder payments from fraud. Secondly, it describes a betrayal attack on 3DS 2.0 protocol
whi ch wi ltlr uesn aehdlée aad véransadaios ysing any rgndom fcardr details.
The chapter will conclude with a discussion oncdhallenges of solving the vulnerabilities

and suggesting some countermeasures that can be adopted to mitigate exploited attacks.

Chapter 9concludes thi$hD thesis with a summamyf the contributions thahe research
work has provided to the communityevaluates the results that wehieved against our
research questiofiDoes the philosophy of providing excessive conveniertbe tmustomer
at the checkout hakave)any effect on the security of the CNP payment systdfimially, it

will suggest the directions for futuexplorations in the area of payment systems research.



Chapter 2. Card Payment Systems

This chapter starts with aibf introduction tathe parties and processes involved in the card payment

process. It will look at how the payment card evolved from a simple papmiudemuch-advanced

processors embedded in simple plastics. Next, the chapter defines paymenidratygeest

supported by the card, outlines the messaging standards and protocols used across the parties in the

payment system.

Once the context of the system is established, this chapter continues with an overview of payment

card fraudwhich evolved overhe years. We will look at the techniques adopted by fraudsters and the

chain under which these cybercriminals operate. Finally, the chapter concludes with a discussion on

the insights that were obtained from payment fraud trends which helped me to sgpécbainterest

for the research.

Card Present
Purchase
Request The Re, Tfa,, .
Merchant < fese, ;f“
(POS) o Transaction Transaction
The @ Request / Response Request / Response @
Cardholder ‘ VISA "0~
Il - 11l
Card Not Present LR —
T e h The Card The Issuer
Gl
€ s | The | b The Payment
ﬂ<:> Merchant Aayment Network
(website) cquirer
The
Cardholder

Figure 11 Parties and process involved in the card payment transaction

2.1 The Card Payment System

The card paymersystemusesa buyeits existing credit/debitcardt t r ans f er

bank account into

mer chant 6s bank
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us start with a basic overview of the systé&gurel shows the parties and the processes iratla
the card payment transaction.

Thecardholder initiates the transaction process by presenting his cardtethec hant 6 s pay me
acquiringdevicessuch as a Point of Sale (PoS) terminzdrd readeor awebsite In the next step,
themerchantsubmt a pay ment r e g ueaslissuibhgoankt Thepaynant rdguestitod e r 6
the card issuing bank travels through a series of networks provided &quirer (he merchant

payment processor) and tha@ymentcard network (Visa, MastercardhmericanExpressetc). The

card issuing bank verifies the cardhofilesard details and accoubdlancesnd responds back to the
merchant with the result of thensactior(approved or declined)hrough the same route as of

transaction requedBelow is the degiption of partiesinvolved in a card payment transaction

The cardholder/customeris an authorised person entitlegthe card issuing bank as the owner of
the card. The cardholder purchageods either through a capdesent, or a cardot-present
transaction. Fortthe cardpresent transactions, the cardholder inserts tlaedtinto thePoS terminal
and completeatransactiorby entering the PIN or by signing the merchant receipttieCard-Not-

Presenf{CNP)transactions, the cardholder enters thayment card detaitsn merchant websites.

Within the CNP payment systerthereareMail Order (MO) and Telephone Order (TO) transactions.
For MO transactionghecard details are provided in the email to the merchantifor Telephone

Order (TO)typetransactionsthe cardholders provide their card details verbally to the merchant over
the phone.

The Merchant is anorgangationaccepting payments, usually in exchange for goods or services.
merchanprovidesthe cardholder with an interface whicincbe used by the cardholder to initiate a
payment.

The Issueris the banlor an organisation thassues the payment caiathe cardholderThe payment
card provided by the issuer can be uspotideds a t
payment interfacelhe issuer holds theardholdeibank account and has final approval of the

payment The issuer has access to cardholder informationasetcount balance, name, full address,

any other personally identifiable informatibelonging to te cardholderwhich isnot visible to the

rest of the payment network.

The PaymentAcquirer facilitates the communication between the merchants and the card payment
networks. Thgaymentacquirer maintains contractual relationships with the merchantgranides
themerchaniwith a trading account to collect the cardholder transactionspdymentacquirer

offersarangeof services to the merchantéieh includes:

1 Providing merchanwith a tradingoank account
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1 maintaining the merchant compliant prograPeymentCard IndustryDataSecurity
Standard (PCI DSSYR1], General Data Protection Regulation (GDPE2)] as an example
producinga line of defence against fraud

in some cases, accepting liability fraudulent transactions.

In payment industry terms, the acquiring bank is also known as me&ycpaynent processahe
payment gateway or sometimasmerchand acquiring bank or simply an acquirer.

The Card Payment Network manageshe network that connects thousandp@ymentscquiring

banks to theardissuing banks worldwide. Visa, MasterCard and American Expfgsex) are

some examples of éhmost heard card payment networks. Some card payment networks like Amex,
Discover, dpanCardBrand (JCB)ssue the cards to the cardholders and thus verifies the payment
requests as well. Such type of a payment network is said to be operatitigsadioop network.

Visa and MasterCaran the other handupport
openloop network Card payment networks are 5 P | R
sometimeseferred to a€ard Brandk. J‘ /’l \’ { (7‘ l ; '

Service Providers.There can be additional :' R

Sprary "7y 2t 1A (o
business entities involved in the processing of a () f, V) ’{ 2.5 1477

transaction (nashown inFigure1). For example, (;.Fr_\r)'f.}' (AP 4

certificate authoritiesokenisation servers,
managed firewalls or card data storage servers. Figure 2 - Chargelt credit card
Payment indusies generallycategorisghem asservice poviders.

2.2 Evolution of Payment Cards

It all started inthe yedr 9 4 Qeret he f i r s Chalglatnck weaags di Mt r oduced | oca
bank[23]. Figure2 illustrates the physical properties o€aarglt card whichshows the card as a

metal token with account number embossed on the front. When the customethaigdtfor

purchases, the merchants accepting the card forwarded the customer bill to the Baggins bank which
reimbursed the money to the merchants. Custemere charged for the purchases on a monthly

basis.

Later in 1950the Diner club credit card was introducgtB] with advanced physical properties of a
payment cardTheDiner club card was more a cardboard piece, with account numbers embossed on

the front. A decade later, thardboard was replaced with a plastic card.

Around the same time in 1958, BankofAmerica introduced their first credi{Z3]j@4]. Earlier
cards than BankofAnmea were regional specific, operated locally and only with certain merchants.
However, BankofAmerica expanded their network and began issuing the card to multiple banks

across the country. This created a chain of the network that connected banks tbdianks.1970,

10
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Figure 31 Magnetic stripe card prototype proposed
by IBM

numbers was taken over two pressure sensitive carbon papers/bills. One of the bill was handed to the

BankofAmericahad aspin-off which

later became Vislnc as we know it.
MasterCard came along the same lines in
1966 as the Interbank Charge Association
[23].

To accept payments using cards,
merchants began using a camprinter

devic&€apZanmgchi nea whi ¢

impression of raised card numbers on

payment card¥he impression of card

card issuing bank where a person would type the transaction informatidhaimtpayment

processing systesnThis system took days, was insecure and was prone to errors. All these

limiatations paved the way for Magnetic stripe technology that allowed magnets to store and recover

the information onto a tape or stripe.

Figure3 shows the first magnetic stripe card prototype unveiled by IBM in IB10The cardholder

wasrequired to swipe the stripe cards across a magnetic reader provided by the merchant. The

payment industry was slow in the adoption of magnetic stripe card technology. However, further

enhancements to the magnetic stripe interface, low production cost and durability of magnetic stripe

cards over cardboard cards made them more palatable to the financial indusimggaetic stripe

cards started to become a universal media for makinggaig.It was around the same time when

ATM machines were introduced. In 1967, Barclays became one of the earliest banks to install ATM

machines across the streets for public use in th¢23K

Since the universal adoption magnetic stripe cards in the 1980s, the payment clyrcemagted

unchangedintil in 1990s when cards with embedded smart chips were introfdledVith

cryptographic processing intelligee and secure storage technology, tlsesartcardsofferedrobust

electronic media to host banking applications sextlirecommunication standards. In 1994

Europay, Mastercard and Visa (EMMB], a consortium of card payment networks, camevith an

EMV protocol[26]: a secure communication protocol for payment applications using smart cards.

Around early 906s the 1 nt er newbusireespotenga iethes e d

technology andsoonwelbstoresbegan to appear on the Interf28]. Musical records and Pizza were

few of earliest made orders on the Internet using a paymeni273rd

In 2003, the UKpayment industry announced the replacement of magnetic stripe cards with EMV

enabled smart payment cards. Smart cards with EMV proteqalrethe cardholder to enter a four

11
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STOmer SeTviE
uw 03457345345
Lost & Stolen Cards

or from abroad
+44 (0)2476 842099

Contactless enabled ))))

ik/cantactless

Figure 4 - Visible Elements on the Payment Card
digit Personal Identification Number (PIN) on tReS terminal provided by the nohantto complete
the paymentthisis the reasowhyEMV i s al so referred as O0Chip and

cardholder by the card issuing bank.

Anothertechnologcal evolution in the payment card in the form of supporniaking touchless
(contactlesspaymentsvasintroducedn 2003 Unlike earlier smart cards which requirp@int of

contact for communication with the reader, contactessnent cardexchanganessages with the

reader terminal wirelessly using RFID technol¢2§]. Contactless payments are designed for low

cost instore payments usually abdiB0 in the UK and do rigequire PIN verification for

authentication. Téfive-year period from 2002008 saw rapid development in the payneard
especiallyRFID technologies. The ease with an RFID componenbedild made it possible to

have a payment application amistbandsand papestickers.Sometimes contactless payments are

also called proximity payments because the card is required to be in very close proximity (around 15
cm) to the readdqR9].

All these technological evolutions to a payment daalghtit to what we see it todagghown in
Figure4). It is to be noted that one of the prim&etures of the payment card has never evolved and
is still in operation todaye., the presence ofard numbeand expiry datembossear pritedonthe
front of the card.

2.3 Payment Card Overview

A payment card is a token provided by the card issuing bank to the cardholder which is used to initiate
payments. A payment card contains data in several placgg@ndessupport for multiple payment
interfaces. Let us start by inspecting the visual elements of a paymeriigard4 shows the front

and back of a typical payment card.
Visual elements on the front side of a payment card include

1. Card issuername The name othe card issuer that isside payment card to the

cardholder

12
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2. Chip/SecureElementThe chip is an electronic medium Vv
payment application. With cryptographic processing intelligence and secure storage
technology these qis provide robust electronic media for EN®5] to host and run banking
applications and communication standards.

3. 16-digit card number. Also called the Primary Account Number (PAN), this field is a
unique 16edigit payment card identifier assighby thecardissuing bank. The PAN links the
card to the cardhol deros bank account and i
card. There can exist multiple PANs belonging to a single cardholder acthariirst six
digits of a PAN collectiely is called as the Bank Identification Number (BIN) or the Issuer
Identification Number (lIN). The BIN identifies the type and brand of a payment card.

4. Card expiry date. The card expiry datdenotes the date beyond which the card is rendered
unusable. 8me cards also have a starting date which indicates when the card is valid from.

5. Cardholder nameis printedor embossedn thefront card This information is stored by the
card issuing bank when thardholderopenstheir bank account.

6. Account number and bank sort code This accountnumber should not be confused with the
PAN. The account number is ardRyit code that linkso the cardholdér account and is used
during checkpaperpayments anthe hnternet money transfers. The soode is a @ligit
numeic code that identifies the bank and the branch where the cardholder account is held.

7. Paymentcard network/Payment brand. Identifies the network under which the payment
card operates. There are five internationally recognised payment card bands€l hey
MasterCard, Visa, American Express, JCB and Discover. Thergygaany more card
brands as iits also country specificThis fieldalso denotes the type of the card among credit
and debit card.

8. Support for contactless The logo indicates that the carcdpports contactless interface.

Visual elements on the back of a payment card include:

9. Magnetic stripe. The magnetic stripis made up of tiny iroitbased magnetic particles in
plasticlike film. The purpose of a magnettripeis to store payment applicaticdata and
allow the cardholder to swipe the card through the merchaghtd?minal.

10. Signature stripe: Each card also has a signature panel, and this is usedftothe identity
of the cardholder making4store purchase®uring a transactiothe merchantrequest the
cardholder to sigthe merchant receipilhe signature on the cagithen compared with the
signature on thenerchant receipflThetransactions only accepted in case of a signature
match.

11. Card Verification Value (CVV2): CVV2is a thre or fourdigit code printed on the front or
at thebackof the card. Thpurpose of CVV2 is to identify the cardholdenenthe

13
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transaction is made either online or over the phone. The CVV2 is almost always requested on
every transaction made onlirendit drastically reduces the number of fraudulent
transactions. American Express prints a fdigit Card Identification Code (CID) on the front

of the card.

Many cards also have varioathersecurity features, such as holograms, on either the front ooback
the card Also, one might not be able to seditf every card that supports contactless paymenta has
RadioFrequency Identification (RFID) antenna.

2.4 Payment Card Technologies

In this sectionwe will review the technologigehind three interfaces ailable in a modern payment

card: magnetistripe, chip cardandEMV, and contactless cards and EMV.

2.4.1 Magnetic Stripe Technology
Magnetic stripe has a capability to store information which can be read electronically by magnetic
stripe reader head. Each gnetic stripe payment card comes with alpaded payment application

that contains information about the user payment account as embedded by the card issuing bank.

There are two tracks containing payment data located within the magnetid¢ Strgoek 1and Track

2. Track lis thelongertrack, up to 79 alphanumeric characters, wieaek 2 is the shorter, up to 42
numeric characters and mainly used for the olderupiaransmissiongccasionally, the high
coercivity magnetic stripe cards contain aditional track which can hold up to 107 numeric

characters.

Tracklincludesal | fi el ds of Track 2 pl u $§eldsfdrexclusiser dhol der 6
use by the card issudtigure5 illustrates the stcture and contents of Track 1 inside magnetic stripe.
Mainly we havea fieldf or PAN, cardhol der name, cardds expiry
the interchange rules and controls risk management functions and tHefthizl discretionary da

which is used to provide security functions to a magnetic stripe transaction. Discretionary data

includes one or more of the following fields: PIN Verification Key Indicator (PH30) , PIN

Verification Value (PVV)[30], Card Verification Value (CVV)31] and Card Validation Code

(CVC) [31].
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76 ALPHANUMERIC DATA CHARACTERS

1
NAME ADDITIONALDATA  JISCRETIONARY DATA
Primary Account No. Name No. of characters No. of characters
(19 digits Max) (26 alphanumeric Expiration date (YYMM) 4 *PVKI 1
characters Max) Service Code 3 *PVV or Offset 4
*CVWVor *CVC 3
Some or all of the above
" fields may be found with
Start Sentinel % Format Code the discretionary data
Field Separator A Longitudinal Redundancy :(:\‘;S');w\‘/’e(rcaFi°"\';ely Indicator
Check character ,( ) erncation Naue
End Sentinel ? (CVV) Card Verification Value
*(CVQ) Card Validation Code

Figure 5 - Structure and contents of aTrack 1 magstripe

37 NUMERIC DATA CHARACTERS

1
ADDITIONAL DATA | DISCRETIONARY DATA

Primary Account No. No. of characters No. of characters
l (19 digits Max) | Expiration date (YYMM) 4 *PVKI 1
Service Code 3 *PVV or Offset 4
*CVVor *CVC 3
. . Some or all of the above
Start Sentinel HexB : Longitudinal Redundancy fields may be found with
Check character the discretionary data

Field Separator HexD =
End Sentinel HexF ?

*White boxes identify control characters

Figure 6 - Structure and contents of a Track 2 magstripe

With eachmagnetic stripe read, the canbvidesstored payment application data whisHetched by
the PoS terminal to process a trangant The terminal then applies security protocols for cardholder

verification and risk management to completeaasaction.

2.4.2 Magnetic Stripe Card Security

Each magnetic stripe card has a cryptographically derived Card Verification \ZAING (hich

makes magnetic stripe cards much secure than just having the PAN and expif$3ja@vVv

prevens counterfeit cards from being generabgdusing the cardholder data obtained from paper
receipts. CVV is a thredigit valuegeneratedby the card issuing banks aiscembedded in card data
before the card is issued to the cardholties. calculated by encrypting the PAN and expiry date with
a symmetric key only known to the card issuer. The output cryptogram from the encryption is passed
through a conversion furioh which reduces the cryptogram size to a tiaigé numeric value. CVV

is kept to threaligit because of the storage restrictions in the magnetic stripe. Every time, the
payment data is received in the authorisation request, the card issuer extriaés tned expiry date
and generates a local copy of CVV using the same symmetric key. If the CVV received during
authorisation request matches to the locgélgeratedCVV, the card issuer ensures that the

transaction data is coming from the reafd issud to the cardholder.
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Figure 71 Skimming devices found attached to ATM machines
2.4.2.1 PIN Validation
One of the most commanethodaused by the card issuing banks to generate and validate the card
PIN is by using VISA PIN Verification Value (PVV) algorithf80]. The PVV is a foudigit
cryptographic signature encoded on the payment card by the card issuing banks. The PVV is derived
by encrypting ogether three elements fiayment card numbé¢ii) a key identifier andiii) a four-
digit PIN, with a PVV generation keig only known to the card issuer.

When the cardholder enters the PIN, tloS Berminal combines the transaction data, the card data
including PVV and theardholdeentered PINencrypts it and forwards it to the dassuing bank as
an authorisation request. To validate the PIN, the card issuing bankreitfearesa local copy of

PVV stored in their database or generates a PVV from the PIN and PAN receiveduththrésation
request. The generated PVV is compandth a reference PVV received in the authorisation request.
A match in the PVV indicates that the cardholder has entered the correct PIN @ tieerfinal.

2.4.2.2 Magnetic Stripe Card Limitation

Magnetic stripe cards work simply as memory sticks and aresbigst! for the applications like

ticketing, loyalty passvhere security is not of prime importanégart from storing and retrieval of

static data, not many operations could be performed on the magnetic stripe cards. The other problem
associated with magtic stripecardis the amount of information that can be read. The access control
policies on fetching the amount of dateot be defined on thmagneticstripe. This means any
reademwith magnetichead can read all the contents stored withimagnett stripe. This came as an
opportunity for attackers foractice a trivial type of fraud on magnetic stripe cards: Skimming. In
skimming fraud, the magnetic stripe technology capnote the difference in the actuality of a real

and counterfeit card genéed through skimming.

Skimming: One of the methods used by card thieveskisiming. In this type of fraud, ATMs are
physically modified with a minimal effort in aanner that is difficult for the cardholder to detect. The
way skimming works is that thieves put a card scanner on top of the little slot where the payment card
is typically inserted in an ATM machine. These skimmers allow the card to pass through théra int

ATM slot while also scanning the card and stealing the numbers off it. This happens so discretely that
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" Issuer Certification Authority Acquirer
Distributed to Acquirer
Private Key| Public Key Private Key = Public Key (Resides in Terminal)
(issuer) (CA)
P, Pca

P, certified
with Sca

Smart Card = »  Terminal

v
Communication Channel Between Card and Terminal

Figure 8 - The process of Static Data Authentication (SDA)
many victims have no idea that something imissuntil they look at their bank statemept®bably

weeks laterAnd because many ATM card slotseusimilardesignsthere are plenty of skimmers that
are designed to look almost exadtignticalto legitimate card slots making it even harder for a

customer to realise what is going on.

Of coursethough, the magnetic stripe transactions are pratecid a PIN, and to do anything
notoriously useful with the skimmed card. To steal the PIN, miscreants also install small pinhole
cameras in inconspicuous locations on the ATM to capture footage of cardholder keying the PIN. To
capture PIN, there are alsamber pad overlayers available in the black market which just look like
the keypad on the ATM.

Nowadays due to this becoming comnmactice the public and banks have become more awate
the scammer may get caught when they try to retrieve their sogregupmentfrom the ATMs.To
resolve this, moradvancedkimming devices on the black market transmit stolen card information
and PINs wirelessly making it much easier forfilaeidsterdo practise their scheme without getting

caught.

2.4.3 Chip Cards andEMV

Chip cards or smart carfi the gap of ensuring the security and integrity of data storsidethe
carddés memory. Saagdss micropgcessor capable @ perfarneng much
advanced cryptographic tasks such as support for AE®BESdalgorithms. Data in smart cards

stored as files with the root file called as Master file and branch files are called element§gfiles

EMVCo [25] is a consortium of card payment networks that wasigéd maintain interoperability
between payment card operatidaMV Co created the "Integrated Circuit Card Specifications for

Payment Systems". These specifications are related to 1508# andcreatea commortechnical
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basis forcardand system implementation of a payment system. Integ@itedit Card Specifications
for Payment Systems can be obtained feorEMV website[25]. These specificatiadefine an

EMV chip and pirprotocol[26], a messaging standard using which the payment cards opedate
communicate with compatible readeEsMV draws ts key functionality using features provided by
thesesmartcards Let us lookathow the EMV protocoprovides armouragainst cloning and
counterfeit attacks. EM¢pecificationglefinethree security featuren the chip and pin protocol

i Cardauthentication,
i cardholderauthenticationand

9 transactiorauthorisation.

2.4.3.1 Card Authentication

Validates that the card and the Issuer involved in the transaction are authentic, and not counterfeit.
This step also ensuré®e uniqueness of cagpecific datasetup by the card issuing bank has not

been altered by anyoneMV specifications define at least three modes of eattienticatiorj26]:

9 Static Data Authentication (SDA),
1 Dynamic Data Autentication (DDA) and
1 Combined Data Authentication (CDA).

All these methods rely on the signature scheme based on asymmetric cryptegraptablisheddy
relevantpayment card network et us explore in detail the card authentication mechanisms

PKIlin EMV is a 3tier architecture with root Certification Authority (CA) signing public keys for the

card issuer which consecutively signs relevant data and public keys for thg4jard

Static Data Authentication (SDA). SDA was designed fanitial versiors of smart cardshat had
limited processing capabilignd can securely store only limited d&®A validates the integrity of
the application data stored within thmartcardIC. However, SDA does nouthenticate the card

itself.

The process of SDA is shown igure8. During the card personalisation phase (before the card is

issued to the cardholder), the card issuer prepares the payment Application Data (AD) which is

relevant to the cardholder account. The AD is signed withcdrdi s suer 6 s Spandisat e key
stored in the smart card IC. Thardissueb public key @,) is signed by th€ A @oevate key(Sca)

andthis issued public key certificatés stored in thersart card IC.

During the transaction process, when the cardholder inserts the card irtSthermingltheC A 6 s
public key(Pca) (which is issued to the acquirer and resides with the PoS teriisingd tovalidate
theissuerpublic key certificatavhich resides within the card. The PoS terminal extridigtsssuer

public key (P1) from the certificate. In the negtep the PoS extracts the signed application data

18



Chapter 2Card Payment Systems

Issuer Issuer ‘Certification Authority
Private Key | Public Key |Private Key | Public Key Private Key = Public Key
(IC Card) (IC Card) (issuer) (issuer) (CA) (CA)
Sic Pic S Py Sca Pca
Distributed to Acquirer
(Resides in Terminal)
Pyc certified Py certified
with §; with Sea
Smart Card =

Acquirer

Terminal

Communication Channel Between IC Card and Terminal o

Figure 9 - The process of Dynamic Data Authentication

(signed by 9 from the card and validates it using ®nce thesigned application daia found valid

the reader and the issuer can be assured that the data in the smart card IC can be trusted and has not

been altered.

Dynamic Data Authentication: DDA is an advance scheme of card authentication, where each card

is personalised with its private key used by the card to generate a signgignedDDA (SDDA).

The signature encodes transaction data and a random number givecaia by the BS terminal

which guarantees uniqueness for every transadtidhis scheme of card authenticatidm,&

public key(Pic) is signed byt h e

the smart card IC. The issuer publeyk(R) i

publ i c

key certi

s furt

ficate is

cardos

i s s uer &)andgard pubtictkey cettiicate i sfored in

her si gncg,édndissper CAS s

stored in

t he

terminals During a transactionthe validation ofSDDA by the reader indicates that tad is

authentic and is issued to the cardholder by the card issuer.

Ssmar t

Combined Data Authentication.With CDA, both the POS terminal and the card issuer verify the

integrity of the payment card. Much simitarDDA, in CDA thecard generata transactiospecific

signaturg(SDDA) which is used by the PoS to verify the transactiomddition, an Application

Cryptogram (AC) is also generatby the issuing bank to be signed by the card using a shared secret

key. An AC consist of transaction specific dattada randomnumber which guarantees transaction

p

uniqueness. During a transaction, a request to sign the AC is sent to the card by the card issuing bank.

Having validated the received signed AC from the card, the issuing bank can guarantee the card

authenication.
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2.4.3.2 Cardholder Authentication

Cardholder Authentication guarantees the identity of the actual cardholder making a transaction. This
is achieved by using either of the three methods: Signature, PIN and no CVM (Cardholder
Verification Method). PIN vefication can either be online or offline. Online PIN verification is much
similar to what we saw iBection2.4.2.1with amagneticstripe. However, with offline PIN

verification process, the PIN entered by the cardholdemgpaced to the PIN loaded into the card.

2.4.3.3 Transaction Authorisation
The thirdsecurity feature defined in EMV chip and pin specificafief is transactiorauthorisation
which indicates whether the transaction was approved ondédclThis is achieved by using either of

the twomodes: offline andonline method

Transaction authorisation relies on Transaction Certificate (TC) which is a cryptogram genegiated in
similar manner as of AC. TC combines the data used for the transahgadype of cardholder
authentication used for the transaction and the mode of transaction authorisation used for the
transaction. Therefore, TC can be regarded as a receipt which guarantees transactipudiation

[35]. Figure50in Appendix A, details the EMV transaction sequediegram Markantonaki.,

Mayes K. (2008fi Smart car ds f or [34,pnokdlesragnoradetdiledanalysisot e 0
EMV Chip and Pirtransaction protocol

2.4.4 Contactless Cards and EMV

Advancements in the EMV paymegttosystentowards fast andecure payments were achieved with
theintroductionof contactless cards. Unlike chip and PIN card which regpainat of contact for
communication with the reader, contactless card talks to POS terminal wirelessly using RFID
technology. Contactless paynteare designed fdow-costin-store payments usually abdiB0 in

the UK and do not require PIN verification for cardholder authentication.

The EMV contactless transaction protocol is derived from the EMV chip and pin protocol and is
further enhanced tminimise the transaction processing times at the PoS terminal. The EMV
contactless specificatiomefineat least two variations of contactless transaction protocol. Both of
these protocol sequences derive three security features from EMV chip andtpaolpas defined in
Section2.4.3
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WorldPay
CHelp FAQs Seewty

Secure Payment Page

Select language English + 0
1 Try Gillette
Payment method Visa 2 Verified by

Amount £1.99 VISA
Card details (7]

* Indicates a required field
* Card number i
Security Code 3
* Expiry date v Y.
* Cardholder's name }

Cardholder details Q

* Indicates a required field

* Address 1
Address 2
Address 3
* Town/City
Region
Postcode/ZIP code
* Country v
Telephone
Fax

* Email address 4

Cardholder validation

Please complete this challenge to prove you are a real person:

™

5 I'm not a robot

® start again

Make payment o
O cancel

Figure 10- An example checkout page showing the card data fields required to make an online
CNP payment transaction

2.4.5 Card Not Present (CNP) Transactions

These ardransactionsvhich areperformed by the merchant in physical absence of both the
cardholder and the card. All CNP transactions require the cardholder to subdigit&rd number,

the expirydaie and sometimes the CVV2 and cardholder billing addressniaiion. The identity of

the cardholder making a purchasenot be established in CNP transactions. CNP transactions can be
categorised intono types:online CNPtransactiongndMail Order/Telephone Order (MO/TO)

transactions.

Online CNP Transactions.Transactiongerformed online on the merchant web store are categorised

asonline CNPtransactions. The cardholder enters their payment card details on the merchant
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provided checkout pagEigurelOQillustrates an example checkqégeprovided by the merchant
website Typically, the checkout page contains thkowing pieces of informatiofior the customer.

1) Selected product for purchasgpé of payment method selected by the custppagment
currency type and amount

2) Type of onine CNP payment protocol supportéth@pter 4ives more detailen types of
CNP protocol¥

3) Fields for the customer taput her payment card detail&n asterisk ¥) symbolindicates
minimum fields required by the merchanfpimcess this transactioNote that there is no (*)
symbol at 6Security Coded field which indicate
this transaction.

4) Cardholder address fielag¢hich serves two purposes for the merchéindtly, it is used by
the merchanto ship the purchased items to the custoameisecondly tacompare the
cardholder address with the card issuing bank for fpaiatectionpurposesin Chapter 6, we
will detail most ofthe fraud protection filters (also called as transactiéegsards) used by
merchants and card issuing banks

5) Use of captcha for cardholder validation is an example of how to not design a checkout page
as it addsnconvenience to the customer at the checkout. Providing convenience to the
customer at checkout isie of the primary objectiwnf theonline merchantWe have
severapatent§Amazon oneclick [36] for example¥iled by online merchants that preserve

ways of providing customer convenience at checkout.

The research work in this PhD mainly focuses on the security of online CNP paymenssystem
transactios. The online CNP payment ggs is complex and has multiple protocoherefore we
provide a complete description of CNP payment protocalhiapter 5

Mail Order/Telephone Order (MO/TO). The payments performed over amail or over the phone
are catgorised as MO/TO. For Mail order transactions, the cardholder psokiEipayment card
details to the merchant via anm&il. Telephone order transactions require the cardholder to teeeal
payment card details to the merchant, verbally and over the.&érchants for MO/TO maintains a

virtual terminal where they insert the cardholder provided payment card details to initiate payments.
2.5 Payment Card Fraud Overview

In this sectionwe reviewfraud over card payments iasffects the global payments sgst. Payment

card fraud is an international issue that spans across nations, states and borders. Fraud overpayment
cards has amounted to a total of $22.80 billion globally for the year[2DIBhis is 4.4% increase in

the global card payment fraud rate as congbtwehe year 2015 where it was recorded $21.79 billion
[37]. The United States (US) alone accounts for an overall ofifths (38.7%) of the global card
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Figure 11 - UK Card Fraud by Type from the year 1998 to 2016
payment fraud rate amounting to a total of $8.45bn for the year 2016 and inistedtthat by the

year 2020 the US card payment fraud could surpass $38hrTo the contrary, card fraud losses for
Europe in 2016 reached $2.12bn and about 73% of the Europehfraud came from the United
Kingdom (UK) and FrancE9]. In fact, for Europe, card payment fraud in one of the EMPACT
priority, under Europols priority crime areas (202821 EU Policy Cyclg40]). Over the last six
years it is established that the costs associated with the losses on finaterabsyonstituted to the
largest single category of fraud across the globe and over the Irj&fhet

So how does a perpetratmhieven practising fraud over electronic payment systems? A simple

answer to this question is fraudstarsriost cases targets weakness in the payment system

technologies and exploits them for their interests and/or monetary gain. The methods used by
fraudsters to abuse the payment system varies and depends upon the type of system (among card
present and CNR)eing targeted. Fraudsters methods can be well understood by mapping the payment
card fraud patterns over the evolution/improvements of card payment technologies.

For this study, we take the payment card fraud patterns from thasdikd exampld-igure11 shows
UK card fraud statistics from 18%0 2036 [2]. The statistics reveal that ratio between the different
types of card fraud changes yearyear. In the figure, theedline represents fraud losses on card
present payment types abldieline signifies the fraud that occurred over CNP payment interface.
Figurell also shows the introduction for significant secumtyprovements in the card payment

system technology listed below
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(1) Online CNP payment systems were introduceti994enabling merchants to accept card
payment on their virtual stores on the Inter@etstomers paid for the purchased items by
entering thecard details as printed on their cards.

(2) 3 Domain(3D) Secure protocalas introduced to secure online CNP payments (discussed in next
chapter). Trs enabled the card issuers to secure CNP transactions with the use of static passwords
only known to the regtered cardholders.

(3) EMV Chip & PIN cards introduced into the UK replacing the existing magnetic stripe cards. The
introduction of Chip & PIN cards was phased, starting in 2004 with the majority of cards replaced
by the start of 2006.

(4) 2009 reported therfit year on year decrease in total daadidreported in the UK, this decrease
is mainly attributedo adoptions of sophisticated fraud screening detection tools by the Issuing
banks[2].

(5) In the UK the EMV Static Data Authentication (SDA) cards were replaced by Dynamic Data
Authentication (DDA) and Combined Data Authentication (CDA) cards which perform additional

cryptographic authentication, making them more secure than the original SDA32Jfds].

Figurellillustrates that each time a new security feature is introducee tatd payment system the
pattern of card fraud changes. It also shows that when a new security feature is successful in reducing
card fraud in one particular area, in the following years, card fraud will increase in other areas. The
overall result beinghat the total value of card fraud has continued to steadily increase, despite a
number of significant improvements in EMV card security during the perio8 tb92016.

For example, prior to 2004 magnetic stripe payment cards were vulnerable to cloringebeicthe
magnetic stripe, sectidh4.1, and cards authorised by signature were very vulnerable to being lost in
the mail before the customer had signed the card. After 2004 the type of fraud committed moved
towardscloneinagnet i ¢ stripe cards being used overseas
payments). Both of these fraud types sitepped the ne@hip and PINsecurity features of EMV by
taking advantage of weaknesses in-BdV payment stream®rior to 204, before the introduction

of EMV chip and pin, fraudsters have shown to target the maegtetie based card present
transactions. CNP fraud, on the other hand, shows a gradual increase from the &a008 just
before transaction risk profilingas introduced. However, fraudsters have shown to bypass CNP
transaction safeguards as this is reflected by the growing fraud ratethépear 2011 of CNP

payment system®&resentlyCNP fraud standouts to be the single largest category of fraud angunti
to a total of 70% of the total card fraud rate for the year 22J16
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2.6 Conclusion

Online card payments are the first of many new payment technologies being introduced to the
payment system. By analysing the vulnerabilities that oi#iNE payments have introduced we can
better understand how those vulnerabilities impact the patterns of card payment fraud in the future.
The new technologies, described in this section, will both combat fraud and create new opportunities

for fraud, as shownybFigurell.

In the followingchapterave will study the literature of card payment systemanalyse the
vulnerabilities introduced to the protocoMl/e outline an analysis methodology theg usedo
analyse future changes to online card payments protapléred for the introduction of subsequent

payment technologies and identify potential vulnerabilities.
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Chapter 3. Literature Review of Card Payment

Protocols and their Vulnerabilities

This chapter presents a structured literature review performed sadhey of card payment

protocols and their associated vulnerabilities. The literature work selected in this chapter sorts some of
the leading scientific researcbnducedon therealworld and deployed payment protocols. With this
literaturereview, we aim tolearn the research gaps explored by the literature and explore the
vulnerabilities identified by each research outcomes. We also discuss the methodology adopted by the
previous research that has achieved in obtaining the required data to overcomeiatiymesin

access to data and protocdlbe chapter will conclude with a discussion ontdieaways from the

literature review whiclis then appliedo performing security analysis on the online payment

protocols.

OnlineCNP payment protocols are paiftthe payment system whiatsescardholded data that can

be obtainedrom arother modeof payments like EMV chip and PIN, EMV contactless and Magnetic
stripe paymentsl his means the security ahline payment protocolsustbe analyseih thebroader
context of the payment siem. Therefore, ur literature reviews primarily dividedinto three
sectionseach exploring the analysis omlifferentform of payment systems. Tlectiondgnclude
security analysisf EMV chip and PIN protocoEMV contactlesprotocoland CNP payment

protocols.
3.1 Research Categories

This section lists the academic research papers included in this literature review and identifies which

of the four categories to which they are applicable.
Exploitable Vulnerabilities in the EMV Protocol

Murdoch et al. (201(3] AChip & PIN is Brokeno

Rol and and Langer (2013) i ¢layanddowpgrade attatk on EMVa r d s :
cont a@d]l esso

Bond et al. (2014) f Cdrdswiththerpilp 1Sky mih)tcd wmknd ng E MV
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Barisanietal 2011) AChip & PIM6lis definitely brokeno
Degabriele et al. (Z0IEnc riyen itome alndi7]lrSti gShead wrriet
Anderson et al . [@8005) AChip & SPI NO

Exploitable Vulnerabilities in EMV Contactless Payment Technology

Emms et al . ( BighivdlyeFoieldraGuireacy Transagtions from EMV Contactless
Credit Cards Without thBINO [28]

Emms et al. (2013) ARisks OCade@9]fline Verify PII
Francis et al. (2012) APractical Rel ay Attack
P h o n[®&0k O

Rolandand Schernger (2013) dApplying B#]l ay Attacks to
Rolandea | . (2012) f@ARel ay /Ahableddvibbile DevicesS\irtcalr e EI e me n

Pickpocketi[52y Revi si tedo
Roland et al. (2012) Practical Attack Scensuam Secure Elemefnabled Mobile Devicel63]

Kfir and Wool (2005) APicking Virtual Pockets wus
Syst B2s o

Di akos et al . ( 20-fled¥or fiakcat v eessdsr oppapyimmegn tnsef24fa qu an't
Hancke (2011) #APractical Eavesdroppibblg and Ski

Security Analyss of CNP Payment Protocols
Mur doch et -8dcure: dr Bdv@odot deBigh An authenticasigstend
Dri mer et al. (2007) AOptibankisged t o Fail: Card 1

Redtearpent esting. (2005) AOnl i ne &cartylofithe JAN War ni n

process

Redtearrp e nt e st i Narin-the-Midd@ 8tdacksdiagainst the chipTAN comfort Online
BankingSystend

Redtearpent esting. (2005) fANew banki olgmedbecuri ty s\

3.2 Security Analysis of EMV Chip and PIN Protocol

EMV Chip and Pin is an opesource anavell-documentegbrotocol. The proven complexity of EMV
Chip and Pin protocol and its widespread use across the globe madettitelmuch attractive for
research communities. There is a substantialuaiaf research addressed on the security analysis of
EMV Chip and Pin protocoln this section we will focus on the research papers which have

identified practicalexploitable vulnerabilities in the EMV protocol
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Figure 12 - Shows two real EMV shimmer devices found in EMV enabled ATM machines

As discussed in the previous secideMV defines functions that establish the authenticity of the
card, however, there is no mechanism defined which verifies the authenticity of the reader that the
card communicates with. This provides ample opportunity for an attacker with a rogue reader to

communicate with the EMV card.

Figurel12 shows two EMV shimmer devices found in EMV enabled ATM machihkese shimmers
are attacker tools that intercept communication between the EMV card and a PoS terminal or an
ATM. Although there is no known possibility for an attactecreate a cloned copy of victim's EMV
card, shimmed detaitsan beused to create magnetic stripe version of victim's card.

EMV smart card chip contains all components of cardholder payment application data found in
magnetic stripe except for CVV. EMV interface contains its own version of Card Verification Value
generally referred tosailCVV or dynamic CVV. iCVV which is different to magnetic stripe CVV
prevents the shimmed data being copied and used over magnetic stripe interface. The rationality
behind the success of shimming can be related to the negligence of some card issuiwdilianks
validating the CVV theydo not validate the CVV while authorizing a magnetic stripe transaction.

Murdoch et al. (2010/3] identifies a vulnerability in the EMV payments system which allows an
attackerto authorise a payment whtlentering an incorrect PIN. A mamthe-middle device can

subvert the cardholder verification processeFigure13. The MITM device tellshe POS terminal

that the PIN entered by the attacker is correct, whilst tellingEie card that this is a transaction
verified by signature and therefore no PIN required. This bypasses the primary security of the EMV
Chip & PIN protocol i.e. the cardholder PIN.
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Figure 137 Murdoch et al. (2010) protocol seqgance

The research team performed practical experiments to demonstrate that the vulnerability was present
in UK issued credit / debit cards and UK POS terminals. The importance of this research was
highlighted in 2012 when criminals were arrested in Featieey had exploited the vulnerability to
conduct 6,000 fraudul ent pur cha[Bb&.Fhiswesdarchakkso t ot al
uncovers critical failings in the banks transaction validation processes. The transaction data
transmitted to the issuing bank includes the Terminal Verification Results (TVR) and the Issuer
Application Data (IAD), with together encode the results of the cardholder verification carried out

by the POS terminal and card. These data are signed bgrtheo the mafin-themiddle cannot

alter them.However,despite this, the data required to clearly identify the famadsplit across

several data fields some of which are visible to the POS terminal and others are visible to the issuing
bank. This creates an ambiguity in the data which makes it difficult to detect this type of attack at

either the POS or the issuer.

The EMV transaction protocol is designed to ensure that the EMV payment cards issued by many
different issuing banks are accepted at any of the POS terminals / ATMs worldwide. This is a
challenge as the cards, POS terminals and ATMs support multipterigatton modes (online /

offline), authorisation methods (PIN, signature, contactless) and cryptographic authentication
technologies (SDA, DDA, CDA). To make any EMV card compatible with any POS / ATM, the
protocol includes a negotiation at the starthef transaction to decide on authorisation mode, method
and cryptography. The POS / ATM will select the most secure combination of mode, method and

cryptography available to both the card and the POS / ATM.
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This negotiation process is a significant weasni@ the protocol. There are a number of research
papers that prove it is possible for a aiasthe-middle to alter the capabilities of the card or the POS /
ATM, to cause the POS / ATM to select an exploitable authentication mode, method or crypto. Thi
type of attack is called a downgrade attack, where vulnerability is discovered in the EMV protocol
and the attack must put the POS /ATM into a given mode to enable the vulnerability to be exploited.
Two such attacks afeoland and Langer (2018)4] andBarisani et al. (2011%6].

The vulnerability discovered dyoland and Bnger (2018[44] allows the attacker to create cloned
EMV contactless carddn normal operation a clondgMV contactless card should not be accepted,
becauséehe private key on the original EM¥¢ontactlesgard cannot beopied. This means that the
cryptographicsignature produced by the cloned card will not be validated by the POS terminal
However the downgrade element of the attack alters the capabilities of the cards to fool the POS
terminal into performing a magnetic strip@de contactless transaction rather than the EMV mode
transaction. The cryptographic protection on the magnetic stripe contactless transaction is much
weaker than the combined RSA-DES protection employed in EMV mode transactions. phjzser
demonstrats that the CVC3 code, used to authorise magnetic stripe mode transactions, can be
manipulated to redudbe number of possible values to 999. This allows a cloned card to be created

with the 999 possible CVC3 responses encoded upon it.

Degabriele et al2012)[47] describes a theoretical partial oracle attack on the RSA cryptography
used by DDA / CDA cards. This paper damtrates that it is theoretically possible to forge the DDA
/ CDA cards digital signature. However, even at libstattack would need to run 4,639 patrtial
transactions against a card to generate the forged digital signature, making the attack anpractic
Given that each transaction talaproximately 500mgo complete the attackould require access

to the card for 38 minutes.

Barisani et al. (2011%6] was a black hat presentation at DEFCON 19 which covered a number of
known issues in EMV such as the Murdoch et al. (2010). Part of which introduced a downgrade
attack in which POS terminaan be convinced to reveal the PIN entered by the cardholder in plain

text rather than in enciphered form, thereby allowing a-imahe middle to record the PIN.
3.3 Security Analysis of EMV Contactless Payment Protocol

There are a number of known vulnerak@htin the underlying technologies which support EMV

contactless payments, these can be split into the following categories:

1 eavesdropping contactless payments
1 extending the effective range of NFC

1 Flaws with the EMV contactless protocol
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These categoried wulnerability have one thing in common, they take advantage of the underlying
contactless / NFC technologihey are very difficult to guard against and or prevent.

Eavesdropping, Skimming and Extended Range Reading

Contactless payments utilise th&)l34443 wireless communications stand@ndernational

Standards Organisation, 201®hich is an open standard used in many different contactless
applications on smartcard and mobile devices. Use of this common stéeslars contactless
payments vulnerable to data hijacking attacks su@a@ssdropping, skimming and extended range
reading. The data gathered by these attacks include the 16 digit card number (PAN) and the card
expiry date, which research shows is igight to creat@ new acount on Amazon.comnd make

online purchasess we will see ilChapter 6 This is due to the minimal security checks on some
websites which do not enforce a full check on all of the-oatgresensecurity fields recommended
by EMV, i.e. the PAN, expiry date, CVV2, cardholder name and cardholder address. Therefore
despite the cryptographic security that prevents cloning of EMV cards based on the data obtained
through contactless eavesdroppingnsking and extended range reading; the data collected are still

useful in performing cardot-present attacks.
Eavesdropping

A number of research projects have looked into the practicalities of eavesdropping-th&s0

wireless communications. These jpiads show that it is possible to eavesdrop the data from a

contactless payment at a distance of 1 metre. The research does prove that eavesdropping produces
exploitable data, thereby making the contactless EMV cards vulnerable to &ttagkver.the

research also shows that the equipment required to perform contactless eavesdropping is very
specialised requiring a great deal of electronics expertise to build. For instance Diakos et al. (2015)
[54] presents excellent research which builds the eavesdropping equipment into everyday objects such
as a shopping trolley. However, as the research also shows, the RF receiver and the signal processing
equipment required are complexdamould require a great deal of work to make the equipment

portable enough to be usedré@alword attack scenario.

This would make eavesdropping a much less attractive method of collecting credit card data when
compared with skimming attacks using an Nér@bled mobile phone. Research by Francis et al. and
researclby Emms et alshow thaskimmingattack can be performed using-tifie-shelf Android

mobile phones which are very portable and discreet.

Hancke et al. (201155] makes a comparison between eavesdropping and skimming attacks using the
same equipment. The result of the comparison between the eavesdropping and skimming concludes

that eavesdropping has the potential to read from a greater distanexer the skimmimg provides
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more reliable data reading. With eavesdropping being more susceptible to atmospherics,

environmental conditions and RF interference.
Skimming

The popularity of NFC enabled Android mobile phones provides a perfect attack platform for
contactlesskimming as demonstrated (Rrancis L, Hancke G, Mayes K, Markantonakis K., 2012)
[57]. Howeverthat is not the only potential attack vegtan attack platformvas developethat
masquerades as NFC door readeby [49]. The door reader accessdksoft he car ds i n a
wallet bebre activating the door opener. Our multiple card reader software utilises the standard anti
collision functionality present in the 1ISO 14443 stand{B@% (part 3).Emms et al. (2013R7]

exploitthe EMV offline Pin verify command fronsontactlesénterface. Contactless transactions do

not require the cardholder to enter their PIN. However, the researchers discovered the offline PIN
verify command is fuctionally available on most of the UK issued payment cards. Thiv&ily
commandcanbe exploitedby an attacker to guess the card PIN without blocking the card. The
research demonstrated a viable attack scenario where a contactless physical acobssackais
programmedvith part ofan EMV transaction protocol. When the user scans a wallet with payment
card onto the access control reader, it selects a payment applicatiorcardtRégure 14 shows a

Verify PIN protocolsequence implemented by the reattexan be seen from the figure that, the

reader, afteselecing the payment application, gets the numbePIdf attempts left of the card. If not
zero, the reader attempts a PIN verify command with a random PIN ocarth&hecommands
executeduntil the right PIN for the card is guessed or until the PIN counter is zero.

Extended Range Contactless Reading

The maximum practical communication range of EMV contactless payments cards is approximately
10cm. EMV uses theestricted communications range of ISO 14443 as a design security feature. The
cardholder authorises the payment by tapping their card on the POS terminal, the assumption being
that the cardholder must be present at the merchant location to authoriggntiesp

There has been significant research into the extending the read range of contactless payment cards.
Kirshenbaum and Wool (2006§0] demonstrates that ISO 14443 cards can be teadiatance of

30cm which is 6 times the design distance. The experiments show that to increase the effective
reading range of IS-14443 cards that reader must increase the transmission power from 200mWw to 4

Watts and increases the antenna size fromdiameter to 50cm diameter.

Hancke et al. (2011p5] introduces an interesting concept, it utilises two separate antennas to extend
the reading range. A standard ISO 14443 reader uses a single antenna to power the patdigt@ans
to the card and to receive the card responses. The two antenna approach uses one antenna to power

and transmit, it uses the second antenna to receive the card responses. Using a second receiving
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:Payment Initiator
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Figure 1471 Verify PIN protocol sequence

antenna allows the attack to increase the readimge of ISO 14443 whilst using less signal power

and smaller antenna diameters.

One of the attack scenarios expld inOren et al. (201361]i s a
POSterminalfghost 60) whi ch i s dlenttransadtionsd An eaterdleengee i vi ng

contactlessreadefi| eecho6¢) i s used to ca
whil st the

i matthclo acenfario dhed

pture transact.

contactl ess palgtme nTth ec afirgdh oisst os ta nl d

connected Y the relay allowing them to be many kilometres apart

Emms et al. (201428] demonstrate: another practically viable attack on the EMV contactless cards.

The researchers were able to bypass the contactless transaction limit from £30 in the UK to a million

Euros. The flaw in the protoci exacerbatelly the fact that the EMV contactless sfieations

doesnot define the transaction value limits for transactions made in foreign currency to the card. For

example, if the carib issuedn the UK, an attacker can practically bypass the transaction limit by

attempting a transaction in currencpéyother than GBP.

3.4 Security Analysis of CNP Payment Protocols

Murdoch et al. (20084], analysed tharchitecture and design of 3Becure 1.@nd termed the

protocol

as

on
ti h

an example ofoAhpwotocaobd. deegautl

design flaws associated with the 3DS 1.0 protogolivation during shoppingndtheuse of static

passwords for authenticatiokVith activation during shopping, the customeese enrollednto the

system at thdrne of making a purchase. The demerits were, the customers were not educated about

the protocol andvere not usetb interacting with integrated frames loaded as-ppg which made it

difficult for customers to distinguish between an actual 3DS 1.0 wirashalxa phishing window.

Cyber fraudsters designed similar looking 3DS 1.0-popto steal customer card details to be able to
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register the card and use it over the 3DS 1.0 system. Also, due to stringent password policies, it was
difficult for the customer$o maintain their password remembered. The passhasdd scheme was

proven to be costlier for the card issuing banks as they were required to maintain a dedicated customer
support team for changing or resetting of 3DS 1.0 passwords.

Later, the passworlbdased scheme was made optional by the payment regudattitse card issuing
banks were allowed a freedom to choose the type of authentication mebi®ouolementedcross
the 3DS 1.0 protocoT hisresulted inthe cardssuing banks deploying incongst and unpopular
authentication methods which were more burdensome for customers. One such examflkifs the
Authentication Protocol (CAP) that hbsen introduceih the Europdor securing transactions over
the Internet. CAP cryptographically binds @mlinetransactiorwith a onetime token generated by a
handheld reader provided by the card issuing banks. Each tirtrartkactioris initiated the
cardholder submits the transaction specific token (CAP response) along with the payment card data on
3DS 1.0 window. Once the token corresponding the transaction is successfully verified, the card
issuing bank accepts thmnsactionThe CAP extended the features of EMV Chip and Pin protocol
andthere were no specifications maintained to explain how thie §huld be implemented for

online cardholder authentication.

Drimer et al[3] performed an analysis of CAP by reverse engineering the protocol and found that
there were variations in the ways the CAP was implemented from one card issuing bank to another.
Their detailed analysis on UK versioofsthe CAP protocol unveiled that the protocol was vulnerable
to EMV chip and PIN middleman attapk3]. The vulnerability allowed theniddlepersorio

circumvent the PIN security and generate CAP responses required for authenticatRID¢ed.

The CAP protocol may be further abused by criminals duringging There is a serious case

reported in July 2018, where two French students
PIN. Furthermore, there were inconsistencies imténgs in which the card readers from different

vendors generated CAP responses. For example, card readers from Racal Watchword, generated

incorrect CAP response in case of PIN mismatch but this was not informed to the users. Two

technical reports from regiampentesting37] [38] claimed that, TAN enabled protocols (static TAN,

iTAN and chipTAN) which makes use of static or dynamic passcodes provided by the card issuing

banks were vulnerable to phishing attacks. It was no surprise that TAN systems were further made

optional.
3.5 The Contribution of Literature Review to this PhD Research

Theliterature reviewn this chaptehas focused othreeareas of academic research related to the
security of the EM\thip and PIN protocol, EM\ontactless protoc@ind CNP payment protols

The research in the literature review influenced the research presented in this PhD thesis as follows
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3.5.1 Security Analysis of EMV Chip and PIN

Our methodologywhich is discussed in the next chapsdnfluenced by the research into exploitable
vulnerabilities in the EMV protocolMy guide (Aad van MoorseBncouraged the use abntrolled
practical experiments in my research. This allowed me to demonstrate that the vulnerabilities
highlighted in the protocol were exploitable in the real world,thedeby increase the impact of the
research. This approach has provery successful in our papesich are discussed (Bhapter 6
Chapter 7andChapter 8

Papersn this category locdd at thesystem widémpacts of the individual vulnerabilities in tkMV

Chip and Pirpayment system This gives context to our research and has helpammore fully
understand the impact of the vulnerabilities identified by esgarch and assisting me to convey this
message to a neacademic audience; the general public, law enforcement and the payment industry
stakeholders

Learning from the papers in this section, during the first of my research, | developed a part of EMV
chipand PIN specification that helped me understand the EMV chip and PIN transaction process
which benefitted my research to understand how the payment protocols are designed and

implemented.

3.5.2 Security Analysis of EMV Contactless

Research into the exploitablalnerabilities in the EMV contactlesschnologyhave both influenced
and confirmed the technology choices made in our experimental work. Work by Hancke (2011),
Roland and Scharinger (2013), Roland et al. (2012) demonstrated the use of NFC enabled
smarphones as a practical attack platform against EMV contactless payh®artsing from their
research, | developed an application on NFC enable android phone which emulated the EMV
contactless POS terminal. The NFC application developed was helpful ictiextthe payment card
details from its contactless interfaddnere are cases whdeaturesn the contactless transaction
protocol / technologgoesnot affect the security of contactless paymentsbsa potential to affect

entire CNP payment systeithis is further explained in Chapter 6.

Research presented by Emms et al. (2014) and Emms et al. (2015) helped me in understanding how

the payment authorisation messages are handled by the card issuing banks in the backend.

Work by Kfir and Wool (2005) ahDiakos et al. (2015) on extending the range of NFC
comprehensively explores extended range reading and eavesdropping contactless pdyafents
supported my assertions made on contactless cards that it is not difficult for criminals to steal user

paymentcard details from a distance using contactless interface.
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| started my research applying the lessons learned from EMV contactless technology on security
assessment of universibased RFID access control systems. This project jédikexploited a
vulnerability which would allow attackers to create cloned copy of the university issued smart cards.

3.5.3 Security Analysis of CNP Payment Protocols

As discussed earlier, and even pointed by Murdoch et al (24]14he e&ployed CNP payment

systems has escaped academic scrutiny to a major extent. The research papers detailed in this section
are only a broader overview of the challenges faced by payment protocol designers. The research
articles available for CNP payment s do not providean extensivéechnical detail on every

aspect<NP protocols that are currently in use. Before | started my research work, there were a lot of
guestions still needed to be answered for example:

1 What are the standards which are needdxbtimllowed while accepting@rdpayment
online?

9 If the freedom is allowed for the merchants to chabegype of payment protocol
(authorisatioronly and authenticatieanabled)then what is the minimum information
requiredby the card issuing banks process an online payment transaction?

1 Do the distributegrotocolchoices will have any effect aecurityof CNP payment systet
How secure such a payment system be?

9 If the authorisatioronly protocol is dependent upon static cdedails, then whds the data
used by merchastind card issueffer theirfraud protection algorithms?

1 Is the user machine (mobile and PCs) trusted enough to host card issuer bound keys and
digital certificates?

1 As with EMV chip and PIN and EMV contactlesstheonline payment transaction
cryptographically bouretd? How is transaction authentication performed in the CNP

payments?
3.6 Conclusion

There are several leading academic research teams actively analysing the seqeayityeoit systems
andtransaction protocol angsearching potentially exploitable vulnerabilities in plagment
protocok. EMV Chip and Pin and EMV Contactless have been especially gigabstantial
importance because of the availability of clearly defined protocol specifications. However, the
research gaps associated with CNP payment systems were clearly @afiveith the increasing

fraud rates, it can be withdrawn that more research is needed in the area of CNP payment systems.

In this literaturereviewwe have established a link between existing academic research and the
areas of weaknesses@NP payment systems, which were of my potential intefasiis research.

Some of the weakness identified in the payment system which drove my research were:
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1 Wireless interfacand the data availébin EMV contactlessnterfaceintroducenew
categories of attack (i.e. skimming, eavesdropping and riglaghline payment systems.

1 The data in the EMV chip and PIN interface can easily be read by false readers making it
possible for attackers to udeetstolen card details over online payment system.

1 The 3DS 1.0 which required the cardholder to enter static passwords clup pogen was
more burden to the payment industry than a solution. This allavilesdonfor the online
merchant to have optis on the protocol they want to implement on their checkout systems.

1 Cryptographically bounded ofigne passcodes for online payments using EMV readers were
vulnerable to chip and PIN attacks where an attacker can generatmenmasscodes from
stolenpayment cards

The literature review supports the assertion made in this PhD thesis thattini¢y of the online
payment systens fundamentally weakened by thkilosophy of providingconvenience to the
customer at the checkout. Also, the requirenfi@nbackward compatibilitynakes it essential for the
card data to be available in plain text across other interfaces walicbes the security to the least
secure technology supported by the system.
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This chapter details the mettmlogy developed as part of this PhD for the security analysis of the

CNP payment systeriiVe analysd studesconducedon a range of systems, includipgyment

systems, money mules, OpenSSL and OAuth implementation in Anditogallows us to construct
aframawork of terminology, methods, amdcommendatiagifor the use of attack landscaping and the
associated disclosure processes as a research method. Thisagttieve for our research into
vulnerability discovery and attack landscapiByg.analyshg severakase studies (papers recently
published in the topics of attack and disclosasereferengewe have formulated a framework which
consists of following stages: Security Architecture Assessment, Attack Landscaping and Vulnerability
Disclosure.

1. Security Architecture Assessment
- System description (evaluation of
security posture, defining test-

case...)
- Vulnerability assessment (tools and
techniques, code of ethics...) J
. Vulnerability Disclosure 2. Attack Landscaping

Whom to disclose - Attack representativeness
Level of disclosure - Determine existence of attacks
Suggest countermeasures and study - Determine feasibility and
patching behaviour magnitude

Handling the response messages

Figure 15 - Overview of Analysis Methodology
Figurel5. shows the overview of analysis methodology. It identifies three stagesiantabs them

according to their occurrence.

1. Security architecture assessmentrefers to the process of identifying, quantifying and

assessing the vulnerabilities associated with a system under study. With security architecture
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assessment we capture the CNP payment system information in a meaningful way to

evaluates its security posture against potential vulnerabilities. For an efficient security

architecture assessment, our methodology defines the following approaches to be followed:

T

1

System description:Comprehensively explains the processes and partielvet/in

a system including any messaging standards, communication protocols and their
security features.

Vulnerability assessmentsThis phase will outline the vulnerability assessment
objectives, define the test cases, details technique used for \ilibesganning and
identifies what controls are in place against a vulnerability databasevallae
strengths and weaknesses of existing protocols by assessing the fraud infiltration
process and techniques.

2. Attack Landscaping: In the case when a vulrability is discovered, the next step we follow

in determining the feasibility and magnitude of the attack is to identify a representative

instance of the attack. A systematic apprdachhis process is followed to ensure that an

accurate likelihood isetermined for each attack scenario.

3. Vulnerability disclosure: After discovering a vulnerability, the next step is to pass the

findings to the affected parties (i.e. the developer, maintainer or owner of the system with the

vulnerability). In an approadior consistent and coherent procedure to achieve effective

vulnerability exercise, we will discuss in the following ssdxtions.

T

Disclosing the findings: Identifies whom to disclose tb&nerabilities,determines
the timing of disclosure and details thedeof disclosure

Post vulnerability disclosuréipart from describing the patching natufgistarea of
ourresearch giveinsides into the behaviour of stakeholders on patching which
includes timings taken by stakeholders to patch the vulnerabilitypitzd abilities of

stakeholders involved in patching the system.

Arguably, the above three discussed research me#ltedembined into a comprehensive

methodology, providing scientific rigoun elements of the research of the attack, and providing

scienific value by documenting the current state of the art (much like measuring a system in scientific

experiments).

4.1 Security Architecture Assessment

Ensuring the security of CNP payment is a system wide concern. To date, resources in securing the

CNP paymensystem have been heavily focussed on the following four aspects: data transport

security, web client security, web server security and operating system security. Securing data during

transport is important to preventing unauthorised parties from captugimsaction data, but it is only

one part of the solution in securing the CNP payment system. The client anesgdvarcurity risks
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are equally important to understand and address. The last security tepiainly not the least in
importance is the security of operating system of the transaction processing systems. The operating
system is the foundation on which commercial online application are built. Weakness in the
foundation can be exploited to compromise the server regardless of the sstubityes of the
applications or databases that stores payment card data. We have Payment Card Industry Data
Security Standard (PCI DSS) which governs the security requirement of the above four aspects for
secure handling of payment card data.

However,one component which is inadequately addressed by the academic literature while assessing
the security of CNP payment system is the security assessment of CNP payment protocol itself.
Payment protocols defines rules under which the CNP payment shouldcbegemh. There is a

common misconception that data transport security through the Internet protocols like HTTP and TLS
are sufficient enough for the proper and secure functioning of the CNP payment system. However,
HTTP and TLS are somewhat general in thaly can be applied to any wbhsed session, whether

or not it involves commercial transactions. Payment system protocols go beyond simply securing the
communication channel; they also establish rules by which commercial transactions will be paid and
provide a means for transferring payment between mershadtconsumernsank accountTo fulfil

this gap in literaturen the security of CNP payment protocafgl toanswer questions ayrowing

CNP payment fraudnithis research we investigate the secwit¢NP payment protocols currently

in use by the paymemdustry to accept card payments over the Internet.

Selecting target protocols for researchA number of protocols for supporting card payment

transactions have been defined and implemented forNtegayment system, the result has been a

plethora of confusing and competing mechanisms to accept payments. For our research we will focus

on payment protocols currently in use by the payment industry while accepting card payments online.

We organise CNPgyment protocols inttwo meaningful categories and present an overview of each
protocol that have established themselves in toda
type of payment processes supported, we classify CNP payment protocols in&adgaries and

they are authorisatieonly, and authentication enabled (which further includes 3 Domain Secure 3DS

1.0, 3DS 2.0 and Secure Electronic Transaction (BET)

4.1.1 System description

In the next step weaptue CNP protocolinformation in a meanigful way and evaluaits security
posture against potential vulnerabiliti®e start by identifying the processes and parties involved in
a CNP payment protocol under study. Furthaerevaluate theecurity strengths and evaluates the
effectiveness a$ecurity architecture of a protocol with an aim to explore its weaknesses. We aim to
do this with a consistent representation for all architecture descriptions of protocols, so that the

process of discovering attacks can be simplified. However, consstémoncise description of CNP
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payment protocaglis challenging because CNP protséfinitions are lengthy and security
architectures are complex. As an example, for authorisainCNP payment protocol, there are no
strict requirements in paymentcaptance guideling89][40][41][42] (over 3000 pages in length

when combined for all payment netwoylesd standardgl3][44][68] that rules how payment should

be accepted consistently. This has resulted in freedom for payment acquirers and merchants to have
their own variations of protocol for accepting payments (see Chapdemore details).

Security architectures of CNP payment protocols are further perplexed by the influence of regulatory
standards which are country and regional specific. For example, European Commission has mandated
the use of 3DS 2.0 for every CNP pagnt performed over the Internet, whae Australian

Competition and Consumer Commission (ACCC) has rejected a proposal to mandate any specific any

fraud product for online payment including 3DS P.0].

Such complexities and inconsistencies demand a suitable method to be defined to describe a system.
Use of modelling languages which can express a system concisely is preferred. Modelling languages
such as behaviour trep&], UML sequence diagraf26][47], petrinets[74] and more are found to

be applied by previous research on security analysis of computing protocols. For the description of
CNP payment protocols we make use of UML sequence diagFaguse 16, shows an example use

of UML sequence diagram from our study on 3DS 2.0 protocol (further detailed in Chaftee 7).

above UML sequence diagram collates information from multiple sources in the 3DS 2.0
specificationg75] and combines them insingle model. Each message, response and function are
numbered to provide an easy to follow up to documented link with the reference tables. Use of
reference tables can clarify interpretations and can give a link between system description and system

implementations
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:Customer :Merchant Directory Server :ACS :Authorization I
> : : 1

1. Pay / https

2. rule=auth
E activate3ds()
3. 3DS Versioning
4 ACS URL+Trduta _
Tunnel(Customer,ACS)) Devijick Fingerprint (DFP)
5. Conne¢t ACS+POST|[Transaction Dﬂtzi]
6. Request [DFPJ+add(SessionCookie) :
DTN ;
F
8. POST[TirgnsactionData, DFP]+SessionCookie
_______ 9 Request [IDFP SessionCookie | +add(iDCookie) ~ ~ ~ 7
‘IO. dfp.js :
] :
T 11. POST|TrasactionData, DFP,(ID,Session)Cookie] .
12(a). AuthReq '
14(b). AuthResp
___________ 15. ‘Authorization
...X. Accept :

Figure 16 - Sample UML sequence diagram
Comparison tables are used on two occasions firstly while compharggcurityfeatures and
messaging standardsedich latest protocol with its previous versions and sigarhen comparing

the fraud filters supported by payment acquires and card issuing banks.

4.1.2 Vulnerability Assessment

Once the security architecture of CNP payment protocols has been captured, vulnerabilities can be
assessed, and attack scenarios genentdkrability assessment refers to the process of identifying,
analysing and quantifying the potential vulnerabilities in the system under study. With vulnerability

assessments on CNP payment protocols we

9 outline the vulnerability assessment objectives,

9 define the vulnerability assessment {emsses,

9 detail techniques and tools used for vulnerability scanning and
1

identify what controls are in place against a vulnerability database.

Our overall objective with vulnerability assessment on CNP payment pteisdo scan, identify and
investigate weaknesses that are open to vulnerabilities without actually compromising the current
security posture of CNP payment systdim.achieve this, #first challenge we have is to select a

suitable platform for resedicWeapproached card issuing banks and payment networks requesting
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for test accounts, test cards and more detailed specifications on the CNP payment system than what is
available on the Internet. Having received a very limited responsgesignedur research from a
standarccustomer accessible platform. For the CNP payment system the customer accessible platform
comes in two forms: a merchant account with acquiring banks and a customer account with online

merchants.

A merchant accounis offered by CNP payment acquirers to accept card payment online. For

vulnerability assessments, we subscribed to the merchant accounts from payment acquirers and
designed software toolia meichantmcWwaelhetsor &t amd r 4
interfaces ad performs security assessments on subscribed services. We also developed an android
based NFC application to communicate with EMV contactless cards when required. To start with, we
select at least Ifandomonline payment acquirers that provide paymentises across countries and
purchased the authorisationly and authenticatieanabled checkout services with real merchant

trading accounts. Subscription also includes a package of payment fraud protection filters as used by

real online merchants to aefd their checkout platform against payment fraud.

For vulnerability assessments over merchant webstores, we select at least Alexa top 400 merchant
websites and create customer accounts on each website so that the merchant website allows us to

make card ayments.

Experimental techniques we use for vulnerability assessments differ as it depends on the type of CNP
protocol and the system being assessed. For example, for vulnerability assessments using merchant
accounts and on authentication enabled CNP potgave applied reverse engineering techniques

using marnin-the-middle tools (network and application proxies including Wireshark, npcap and
Fiddler) in the case where 6énobé or o6épartial i nf
us to undestand variations in protocol implementation and enabled us to investigate any improper
configurations and vulnerabilities. For authorisatiorly CNP payment protocols, we applied

security failure analysig’6] which is a test to systems to assess its ability to protect itself from
deliberate attackdVe have designed several software tools for vulnetpbitisessments over

merchant accounts and merchant websiteish includesa merchant webstore, a website thetailed

next. We have also develophiéFC android applicatioto read contactless cards description of which

is given inChapter 6
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Search the Catalog

Go!!

Search for all words

Choose a Department
Sameer

Regional

Nature

Seasonal

View Cart

and cateogories to find

Access the admin page.

B Haute Couture

This stamp publicized
the dress making
industry. Use it to
celebrate the T-shirt
industry!

Price: 599 14.95

Add to Cart

B Mistletoe

This well-known
parasite and killer of
trees was revered by the
Druids, who would go
out and gather it with
great ceremony. Youths
would go about with...

Price: +-66 17.99

Add to Cart

your favorite!

We have the largest collection of t-shirts with postal stamps on Earth! Browse our departments

B Tankanyika Giraffe

The photographer had
to stand on a step
ladder for this
handsome portrait, but
his efforts paid off with
an angle we seldom see
of this lofty creature...

Price: +5:66 12.99

Add to Cart

[ Colombia Flower

Celebrating the 75th
anniversary of the
Universal Postal Union,
a date to mark on your
calendar and on which
to wear this T-shirt!

Price: 456 12.95

Add to Cart

Figure 177 a screenshot ofshirtshop homepage showing four of the 308 products available
for purchase

tshirtshop. T h e

as it wasnot PCI DSS compliaiptvhich allonedus to establish ourselves as online merchants and test
the security settings provided by the payment acquires and card issuingfigmiesl 7 shows a

screenshot dishirtshop homepage, witfour of the 308 products available for purchdser each

mer chant

webstore

we

devel oped

payment acquirer, the tshirtshop is capable to accept payment through authevisigtiznmd

S

authentication enabled protocols. TypicalBNP payment acquirers offers two types of checkout

systemsa online merchants: hosted checkout and standalone checkmit.dBline business

websites use hosted checkout systdso called as thirgarty checkout systemshich is custom

build to handle checkout operations (add and remove products) and to fesipoegramming

overhead involved in dealing with the response messages from payment acquirers which are

forwarded to them by the card issuing barttsindalone checkout systems on the other hand required

the online merchants to setup their own checkouesysvhich can handle the payment response

messages send by the card issuing bankstdbintshop is configured to support both of these

checkout systems.

The checkout system on tshirtshop as showkigarel18, is standalone and built from scratch,

a

supports VISA and MasterCard brands of payment cards and can handle payment response messages

without using any thirgbarty checkout providers. An example payment response as received by the

tshirtshop from PayPal as payment acquses shown in textbox below.

215&CARDTYPE=0&IAVS=N

RESULT=0&PNREF=VFHAOFF94691&RESPMSG=Approved&AUTHCODE=245PNI&AVSADDR=Y&AVSZIP=
=A&PROCAVS=Y&VISACARDLEVEL=12& TRANSTIMEBH20PB:54:35&AMT=1.00&ACCT=1111&EXPDATA
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Your shopping cart Continue shopping >

Description Price Quantity Total Order Summary

I total 60.80
Haute Couture $14.95 $44.85 tem tota 5

Total $60.80 USD

P PayPal Check out
Chartres Cathadral $15.95 $15.95

or
Check Out

Pay without a PayPal account

Powered by . PayPal

Terms Privacy Feedback 99 - 2018

Figure 18- PayPal hosted checkout system as supported by tshirtshop
Aswe will study in the next chapter, these payment responses are called as an authorisation response

(AuthzRes)and contains a string which indicates the status of transactionrokepajynitiator and as
processed by t he cuS3heduheRedlsoindicates tb the meschantthg b an k .
transaction status and any card data field put incorrect by the card Ne&stared our vulnerability
assessment process by studyingh&®Res codes from attacker mindset. For exampleake

AuthzRes codes readable for the customers at checkout, these response codes are parsed by the
merchants into the user understandable language. Perceiving the parsed AuthzRes from a rogue

merchands mindset; the codes conversely could be used to learn all card data fields.

Table 1 - Authroisation Responsecode for tshirtshop with PayPal as Payment Processor

RESULT=1148% PNREF=VXYZ01234567&RESPMSG=114&AVSADDR=Y & AVSZIP =N& IAVS =N& CVV2

MATCH =N

RESULT >0 Result > 0 indicates the transactivas declinedRESPMSG gives a brief
reason for the decline of thensaction

PNREF Value A unique value that identifies a transaction

RESPMSG 114 The transactiomas declineqCard securitycodd o e s ndét mat ch
RESPMSG 113 implies that the transactizas declinedecause of the
invalid card number.

AVSADDR Y Address of the cardholdewas verifiedfor thetransaction

AVSZIP N Postcodeprovided at the checkout does medtches wittc a r d h ddnkl e r
file

IAV N Cardholder ountry code is local

CVV2MATCH N Card security codmismatch

Tablel shows an AuthzRes code for the merchant with PayPal as its payment processor. It can be
derived fromTablel that the transaction was declined because CVV2 supplied at checkout by the
customer does not match with the actual card ht
AuthRes code also implies that the card number and the expiry date werénvdil@next step, the

AuthRes code is simplified at the checkout in user natural language. For example, during our
experimentsvith valid card numbers when the expiry was not entered correctly while making a

purchase on website x (hame masked), the gaesponse string as shownFigure 19 explicitly
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Payment Failed

Your payment has been declined as your card expiry date was not valid.
Your payment hasn't been authorised. Please check your payment details and try again below.

Figure 19 - Response code revealing the validity of a card number and expiry date
stated fiYour payment has been declined as your <ca

user/attacker about the incorrect card data element.

As we will see in Chapter 6, VISA authorization network does not detect multiple invalid attempts
when distributed across multiple payment gateways, attacker has countlesssdtiegunpss expiry
date and all the other card data required to make an online payment. Using the AuthRes codes an

attacker could easily be able to obtain card data fields for all Visa cards.

In chapter 6, we wilfurtherdecode and perform a detailed as#yof authorisation response codés

hundreds of onlinenerchant websitefsom a customer checkout pagbere we study the

authorisatioronly CNP payment protocols. The level of information encoded in these authorisation

response code allowedustofoimat e an attack we call &éDistributed

allow fraudsters to learn all the payment card details belonging to the target cardholder.

Website bot.We designed a vixsite boti aweb crawler that automates the vulnerability assessment
process on selected group of websites. Websitedyoperform the followinghreefunctions:

1 generateand verifesthe validity of payment card numbers
1 automaterepeated filling of payment card data fields

1 determinsthe number of invalid attempts allowed

Generates and verifies the validity of payment card numberslhe website bot is programmed to

use Luhnés check algorithm t o ngmberAlthaugheviddy dat abase
available, the Luhnés al gor iotidasm basis checldf whetleet d known
payment card number is valid. The purpose of the algorithm is not to authorise a payment card

transaction but to provide a first line of defence against misspellings and wrong input. The algorithm

works as follows:

Multiply every digit in the credit card number by its weight. The weights are either 1 or 2 depending

on the position of the digit. If the card has an even number of digits, the first digit has a weight of 2,

otherwise it has a weight of 1. Weights alternate; 12, 2 . . . . . | or 2,1,2,1¢é¢ | f t h
digit exceeds 9, subtract Rdd together the weighted values of all digits, modulo 10. If the credit

card number is correct, the result must be 0. To generate payment card numbers belonging to specific

bark and brand (Visa, MasterCard, Debit or Credit), we provide BIN as an input to the website bot.
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1. Generate Random Card Logs

B|N|455859 |LaSt| | Card Number: 465859' Click TextRrea to use the last generated card number.

1. Generate Card Number ‘

2. Get Expiry Date

Card Number ’@

From: ExpMM @ EXpYY @
To: ExpMM [02 | ExpYY [2020]

Website | | v|

‘ 2. Get Expiry Date ‘

3. Get CWV
Card Number l@

ExpMM [02 | ExpYY [2015]

CVV: From (001 | To (011 |

3. Get CVV ‘

4.GetPostalCode ———————————————
Card Number I@ |
cvV Joo1 | Prefix [NE |

ExpMM (02 | ExpYY |[2018]

Website -

4. Get Postal Code ‘ | Clear Logs |

Figure20-Ascr eenshot of the website bot geneil
numbers

public static boolean luhnTe st(String number) {
intsl=0,s2=0;
String reverse = new StringBuffer(number).reverse().toString();
for (inti = 0; i < reverse.length(); i++) {
int digit = Character.digit(reverse.charAt(i), 10);

if (i % 2 == 0) {//this is for odd digits, they are 1 - indexed in the algorithm
sl += digit;
} else {//add 2 * digit for O -4, add 2 * digit - 9for5 -9
s2 += 2 * digit;
if (digit >=5) {
s2 -=9;
}
}

}

return (s1 + s2) % 10 == 0;
}
Figure20 shows screenshot of the website bot gener&iagr c | ay 6 § sPVCshadlkebit ¢
numberusi ng t he L uowd is theadbovetdxt bbXhegvalidity af card numbers

generated by the website bot can be establishedibgauthorisation response codas when a

transaction is attempted using these card number the authorisation response for the card issuing bank
will indicate whether the transaction is attempted with a valid card nuonlet.

Automates repeated filling of payment card data fieldsThe website bot can simplifpanual
filling of payment card data on selected webdigsutomating the procesghe website bot uses
selenium web driverto select card input fields on the checkout page of the selected wasibite
populateghe selected input fieldith the given valueFor a card number, the website bot gdtiate

transaction on arangeeftpiryd at es, CVV2ds .and address fields
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A B < D E F G H ] 1 3 L M N o
1 Website Name CardNumber  ExpiryDate CVV2 Postal Code Number of Leak Comments Wallet Support
2
3 Amazon YES YES NO  NO Unlimited  Expiry Date -
4 Ebay (Paypal) YES YES YES VES 10 Postal Code Paypal
5 Netflix YES YES YES  NO 10 w2 Verified Number of Attempts Paypal
6 Walmart YES YES YES  NO 10 w2 Verified Number of Attempts Paypal
7 sy YES ¥ES YES  NO 20 w2 PayPal/ Retry after 1 hour paypal
8 Bestbuy YES YES YES  No 10 w2 Verified Number of Attempts Visa checkout
9 Ikea YES YES YES  VES 4 CYV2/Postalcade Verified by (3D secure) / blocks card after 4 attempts
10 Target - - - - - - - paypal
11 homedepot E - - - - - -
12 Steampowered YES YES YES  NO 10 w2 PayPal/ Retry after few hours Paypal
13 Newsgg YES YES YES  NO 4 CVV2/PostalCode  Verified by (3D secure) / blacks card after 4 attempts Amex express checkout/Google checkout/Visa checkout/MasterPass/Paypal
14 |y YES ¥ES YES  NO 20 w2 Verified Number of Attempts Paypal
15 Lowes YES YES YES  NO 5 w2 Verified Number of Attempts
"6 Nordstrom YES YES YES  NO 20 o2 Verified Number of Attempts
17 Kohls YES ¥ES YES  NO 10 w2 Blocks IP after 10 attempts for some time Visa Checkout
18 Gap YES YES YES  NO 4 CVV2/PostalCode  Verified by (3D secure) { blocks card after 4 attempts Visa Checkout
19 Costeo YES YES YES  NO 4 CVV2/PostalCode  Verified by (3D secure) { blacks card after 4 attempts
20 Hm YES YES YES  NO 4 CVV2/PostalCode  Verified by (3D secure) / blocks card after 4 attempts s
21 sears YES YES YES MO 10 w2 Verified Number of Attempts Paypal
22 |6pm YES YES NO  NO 10 Expiry Date Verified Number of Attempts .
23 Nike YES YES YES  NO 20 oz Verified Number of Attempts Paypal
24 Bodybuilding YES ¥ES YES  NO 20 w2 Verified Number of Attempts Paypal
25 Ouerstock YES YES YES  NO 4 CVV2/Pastalcode Verified by (3D secure] / blacks card after 4 attempts Paypal/bitcoin
26 Staples YES YES YES  NO 5 W2 Verified Number of Attempts.
27 Bhphotovideo YES YES YES o 10 vz Verified Number of Attempts Paypal/Google wallet
26 |Groupon YES YES YES  ND 5 w2 Verified Number of Attempts . |
29 Forever2l YES YES YES  NO 4 CVV2/PostalCode  Verified by (3D secure) / blacks card after 4 attempts Paypal
30 Ticketmaster YES YES YES  NO 10 oz Verified Number of Attempts .
31 Jepenney YES ¥ES YES  NO 10 w2 Verified Number of Attempts
32 Zappos YES YES YES  NO 10 w2 Verified Number of Attempts
33 Sky YES YES YES  NO 10 w2 Verified Number of Attempts
24 Badhathandhounnd vee vee v n an ni Varifiod Nauenhar of Attamnte

Figure 21 - An example table compang the security features of each merchant website
As we will see in Chapter 6, not all the four card data figddsd number, expiry data, CVV2 and

address) arealidatedby eachonline merchantThe website bodleterminesvhat card data fields are
used by the merchantebsite to accept a transaction

Determine the number of invalid attempts allowedOne of ar experiments otheonline payment
systeminvolved determining the number of incorrect attempts allowed onreaothantvebsite For
a given card numbemhé¢ welsite botinitiatesrepeated transaction on each merchant website with
random card data fieldmtil the merchant website stops the website bot from making further

transactions.

Once the details about websites and their checkout systemsaptueed we maintained a table that
compares the security features on each of the 400 online mevadiasites Figure21 shows an

example table comparing the security features of each merchant website. It can be seen from the first
entry of the t abl eequedisacdrd ndrmberard expity datadrbm tiseir @ustomers
but does not request CVV2 and RbdsEode Similarly, for entry twothe Ebay merchant website

supported by PayPal payment acquirer requests for four card data fielldditnmhally supports Pay

with PayPal or PayPal wallet systelRows with orange background indicate that the experiments

were not performed on that selected website (either doiglaost of products arosts associated

with cancelling an order once its placed).

4.2 Attack Landscaping

After discovering the attacks, the attack scenarios can be analysed to determinestineiotik For

our research widentify the following stages for attack landscaping.

RepresentativenessThe first step in determining the feasibility amégnitude of the attack is to
identify a representative instance of the attack landscape as it tumben actual systems. For

instance, if the attack considers online pagtaghe obvious way to proceed is to select the most
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popular websites from the Alexa listing as a representative sample of online merfébaath
merchant in our representatisample we demonstrate the feasibility of the attack by practically
exploiting the attack using our real test card and test accounts.

Given a representative landscape, the study of the attack can then go in different directions. In some
casesthe existenceof the vulnerability needs to be demonstrd8{b1i 54], in some cases the
practicalfeasibility of the attack needs to be demonstr§®&j[35][541 59] (our research on
authorisatioronly protocolrequired distributed attacks not to be spotted by the credit card payment

acquirers and also required enough differences in the information requested for online purchases).

The next stage in thettack landscaping exercigeat we follow isto determinghe magnitude of the
problem For instanceif the cause of the attack is outdated softwWar@ or insufficient patchingn
checkout sgtem provided a payment acquicgris a systemic probler@hapter 6Section6.7 and
Chapter &emonstrates the attack landscaping exercise we performed on the diffirm@nent

system.

Finally, the disclosureexercise takes place, whichasloselymonitored process of disclosing the

vulnerability/attack and tracking the actions taken by various stakeholders.

In addition to thesprimaryfive stages, we also look tite bigger picture of the landscape by

considering various stakeholders involved:

1 System Ownersthis could be the developer, maintainer, seller or whoever in charge of the
system. They have an ability to makmadificationto the affected system, foraxple by
issuing patches to address known vulnerabilities.

1 Researcherscconduct ssystemati@analysis of the system, or they may accidentally stumble
upon some problems when using #lystenthat they believe might result in a vulnerability.
They cannotik any vulnerability themselves, so they need to get in touch with the system
owner to pass their findings for the latteta&e actioron.

1 Attackers: When an attacker finds out about a vulnerability, they will try to exl&itr
whatever reason (finaial reward, just for fun, political motives, to name but a few). We will
not discus®r explorethis stakeholder much further in tlasthere are plenty of existing

literature on them already.

Each of these stakeholddras their method$ in relation b security architecture assessment
(discussed in sectioh 1), attack landscaping (described above) and vulnerability disclosure

(discussed in the next section)

4.3 Vulnerability Disclosure
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Learning from the case studies and legéng ourpreviousexperience in performing vulnerability
disclosure, in this section we look at hax communicate the vulnerabilities to the vulnerable system
owners with the aim of getting the vulnerabilities efficiently fixed. We broadly categorise
vulnerability disclosure into two categories: (1) Full Disclosure (publishing the vulnerabilities on the
Internet without any restriction), and (2) Responsible Disclosure (all relevant stakeholders agree to
allow a period of time for the loophole/vulneralyilio be patched before publishing the details on the
Internet).

Once we decide to notify the vulnerable stakeholders, there are several other crucial decisions to be
made in order to provide a proper structure to the disclosure exercise. All of thesendanted to

consider the ethics and morals of passing vulnerability information to the affected third party, and
these considerations are not widely explored in the scientific community yet. There are questions that
need to be addressed, such as: To wHomwe disclose the vulnerability information? How should we
handle the responses from the affected third party? How much information shall we divulge in the

notification message?

In an approach to find a consistent and coherent procedure to achietigeeffelmerability exercise,
we will discuss in the following subections two key steps: disclosing the findings and following this

up with post disclosure activities.

4.3.1.1 Disclosing the Findings
The following issues were considered when disclosing vulnésafiiidings.

Identifying whom to disclose to.lt may be complicated to determine which partiedisolosethe
vulnerability to, and even if stakeholders have been identified, it is not always straightforward to
actually contact the party. Large compar{lé® card issuing banks and payment acquirers) typically
provide customer service contact details, but they might not be the right people to approach for
vulnerability disclosure. In some cases, there might be a dedicated contact email or number for
secuity-relatedissues (such as for reporting phishing and spam), but in others, there is nothing

obviousas a port of call.

The timing of the disclosure.Passing the vulnerability information forward to the affected
stakeholders could have helped them todmwtn the adversarial activities. However, not disclosing

or delayingpassinghe vulnerability information to the affected stakeholders may benefit the research
in many other ways. For example, this would allow researchers to measure the behaviour and
intentions of attackers, or to study how long the attackers would take to exploit the vulnerability
[77][83]. This is akey factor in determining the likelihood of an attack awitl give research a
prominence dimension from whidybersecuritycan be studied, and if not followed may scale down

eminence of theesearchin general, data collection strategies and studies on attacker interest and
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behaviour in exploiting the vulndrdity are recommended by research on vulnerability disclosures
[51][52][58][59]. However, it should not be extended beyond once the conclusions are made.
Resarchers should avoid interference with midigeel personnel and should commute with the most
relevant managers whenever availgbig.

Importance of the First Notice.With our researcbn the CNP payment systemve intended to
perform multiple disclosure exercises with the hosts that remained vulnerable did not respond to our
first notification. We derived twonportantfindings.

Firstly, those contacts who accepted the vulnerability on ounfitste patched their systems we
found that only the earlieabticewas likely to show more effect on the patching rate. Secondly,
systemghat did notpatchor remediate after the first notification chose not to remediate and remained

vulnerable.

Level of Detail of Disclosure.Disclosure reports that lack the details of compromise will bavery
limited response from the notified ho$#¥]. For efficient notification process, the vulnerability

disclosure repolin our researcincluded

1 A detailed description of every successful attack or any weakest link found during the
assessment process

1 Features of thattackwhether if it's practical or theoretically demonstrated. Disclosure report
alsomertionedthe cost and time required to devise adftack

1 Thereport clearly detadldthe technical sophistication, and in detail, the tools used or are
necessary to practice the attack.

1 A detailed description of any publicly available information or iasigelps that may be
required to make the attack practice. Is there any inside information about the system needed
for the attacks to be exploited?
Samples of the defeated security deviweseprovided if practical and appropriate.
A statistical summargf the level of effort made during the vulnerability assessnvast
detailed. The number of times the attack was successfully performed, time to develop them,

time to execute them, type of defeats.

Suggested Counter Measured.hevulnerability disclosureeport include not just discovering and
detailing the weakness, but also sugeesftfectivecountermeasure§ practical. By providing
suggestedountermeasurewe will lend more credibility, but haato be careful that these potential

fixes will not make the situation worqé4].

During the course of our disclosure exercise research, we had learned that the affected hosts were
more amenable to deal with the vulnerability whesolation was offered along. It essentiathat the

recommendations for improvement should consider the business incentives and not distract the
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vulnerable hosts from their core deliverabiegparenly, there are other researchf5s][86] that had
expanded in detail the effeats patching when the solution was suggested. Li eh§86] found that
the hosts were more open to fixing their system whesdhgionsweresuggested

Tracking the Patching Behaviour.We could collect relevant data on characteristics of the defender.
Defender features might include attributes offtbsting provider (e.g., larges small, shareds

dedicated hosting, country headquarters), site owner (company size, corapatiyidual, country
headquarters) or associated registrar.

Handling the Response Messagedl/e argue that those involved irkéedown should consider how
to protect individuals from harm while creating an opportunity for research to advance the
understanding of how to better perform takavn. Opting to keep information private can be even
more dangerous than the reckless pubiboeof information that aids attackers. The harm may be
harder to observe directly (slowed tadkawn speed, lack of pressure to improve practices, etc.) but

equally destructive.

However, not all issues addressed during vulnerability assessments aagechitigcause a lot may
depend on the business decisions involved. In such a case, publishing the detailaexfbilityin

the public will 6éname and s§8llamed responsible part

4.3.1.2 Post Vulnerability Disclosure

While most of the research we have looked into so far have only carried out the assessment until the
disclosure of the vulnerability, a select few soughirtherinvestigation into post vulnerability

disclogire. Experiments carried out after tfisclosureareusefulto determine the adversarial
attractiveness against the affected systems. Understandiimgittioustactics against the affected
systemsat this stage will provide an-aepth insight into thenethods and psychology of the

attackers. In that regard, there are three useful activities that can be performed post vulnerability

disclosure:

9 Selecting hosts for further analysis: this will allow the research to continue to explore other,
similar systemshat might be affected by the same vulnerability, and to see if they get
attacked too, or if some remedial actions eHactivelythwart potential attacks.

1 Adversary Identification: in an ideal world, it would be desirable to be able to identify the
attackers, so that they can be brought to justli¢es activity will be closely related to
electronicforensic investigation that law enforcement agencies or certain security companies
have the capability of performing.

1 Adversary Characterisation: when itnist possible to identify the attackers, it would still be
useful to be able to characterise attackers so that we can understand their profile better in

order to come up with a more effectiseuntermeasure
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4.4 Conclusion

In this Chapter we constructedramework of terminology, methods, amdcommendatiasifor the
use of vulnerability assessment, attack landscaping and the associated disclosure processes as a

research method.

In the next part of thihDwe will demonstrate the application of our anays@hodology, to
evaluate the security of CNP payment systenChapter sandChapter 7we will apply the first
requirement of our methodology and perform security architecture assessment of thayGiéRt
system. InChapter GandChapter 8ve demonstrate the application of attack landscaping and

vulnerability disclosure over CNP payment system.
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Chapter 5. Online Card Not Present (CNP)

Payment Protocds

This chaptepresents our security analysis on onéhefmostignoredcomponent®sf the CNP

payment system the payment protocolAlthough a great deal of resources has been spent on
developing secure dat@mmunicatiorthrough the Internethere ae plethora of confusing and
competing mechanisms bhandle paymerihformation. This chapter organises the different protocols
into meaningful categories and presents their strengths and weaknesses. To securely parti@pate in
CNPpayment, it is importat to realise what security attributes are and are not provided by a given
protocol. For example, which protocols encrypt data, which authenticate cardholders as well as
servers, which handle payments, and which offer nonrepudiation? How are thesg atdbrites

provided for a given protocol? This chapter objectively answers the questions asked above.
5.1 Introduction

The CNPpayment protocol defines mechanisms for transferring of funds from the customer bank
account to the merchant bank account for pasel over the Internet. Thetocol defines the
customer datand merchant dathat is needed to be included in the payment request and defines
rules for the merchants to be followed while accepting the payment.

As discussedhtere are broadly two fundamtal protocols touted for CNP payment systems:
authorisatioronly and authenticatieanabled CNP protocols. Authorisationly CNP protocol is
designed for providing speed and convenience to the customer at the checkout, and the payment
process is straigforward, in that,the customer only must submit their payment card details during
the purchase. In contrast, authenticattmabled CNP protocols agldn extra layer of user
authentication on top of the authorisatiomly protocol. With authenticatiorenaled protocolsthe

card issuerequiresthe cardholder to prove their identityrough established methods (like

passwords, security questions, dimee passcode$jefore accepting the transaction.

Before launching into the CNP payment protocols, one negsignise existing protocols widely in

place to secure internbtised transactions. The Transport Layer Security (TLS) is a cryptographic
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protocol used as a standard for securing Intdsaséd transactions today. Although TLS does not
provide mechanisnm®r handling payment card data and processes involved in handling payment, it

does offer confidentiality in web sessions.

With SSLITLS, the communication between the payment processors and the customer is encrypted, so
that an attacker cannot intercept fmayment card details. Further, the merchant is authenticated
(customer authentication is optional) to prevent spoofing attacks, where an attacker sets up a fake
merchant server. BecauSSLI/TLS is covered in many other research projects, to keep thgecha
practical,we do not provide its technical description here. For good technical cover&$L61.S,

see[87].

In the context of measuring the security features provided by payment protosofsedsured along

the followingpropertiesy the payment service providers:

1 PaymentData Confidentiality . Protocols must ensure payment credentials confidentiality
during the transmission and storage. The customer is an entity requiring the confidentiality
and the stakeholders processing the payment are providing the confidentiality service.

1 Payment Data Integrity. These ensure that only authorised parties (cardholder or card
issuer) are able to modify the payment data when stored and transmitted.

1 Card Authentication / Machine Authentication. These confirm the identity of the card
(token) or, when appropriate, the machine (computer of the payment initiator) that is linked to
the cardholder account.

1 Transaction Authentication. These authenticate specificrisactions, typically
cryptographically binding a random otime code to the data of the transaction, achieved by
the card or machine signing the transaction data.

1 Second Factor User AuthenticationThese are additional user authentication techniques that
use information about a second authentication factor to establish the identity of the
cardholder.

1 Payment Authentication. Techniques to ensure that the origin of any payment transaction
message is correctly identified, combining (i) payment card / maehihentication and (ii)
Transaction Authentication

1 Payment Nonrepudiation. These ensure that the customer/cardholder cannot deny the fact
that she has completed a transaction. When required, she must be able to provide a proof of
the transaction. Typical] this is achieved by signing the transaction data with user specific

keys.
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Enter Credit / Debit Card Details

Card Type*
VISA « VISA visa E

Card Holder Name* mohammed
Card Number*

Card Security Code* ‘!

Expiry Date (MMM/YYYY)* Jun v |2017 v

Start Date (MMM/YYYY) - v

Figure 227 An example checkout page from a merchant website supporting authorisatien
only CNP protocol.
In the following sections we assess the security architecture of authorsalyoand authentication
enabled CNP payment protocols. For each protocol we describe the syhmrbeitsing UML
sequence diagrams or by simplified payment transition diagrams (in case there are more than five
participants in the protocol). For each protocol we study, we detail the processes involved in a

transaction, security features and limitatian each protocol.

5.2 Authorisation-only CNP protocol

Payment made using the authorisatiory protocol undergoes thregses: paymesguthorisation,
paymeniclearance and paymesettlement. Each phase has its own responsibility and is discussed in
detail below An example checkout page from a merchant supporting authorigetipilCNP protocol

is shown inFigure22.

5.2.1 Paymentauthorisation

Paymervauthorisation is a process which verifies the customer card details provided at the checkout
against the customer record file held with the card issuing bank. Having validated the card details, the
card isuer checks whether the customer account has enough money to purchase the requested goods.
If the customer account is in good standings, the transaction request is accepted, and a hold is put on
the customer money for the purchased iterd the authorisath response is forwarded to the

customer through the merchaifihe paymenrauthorisation phase involves the following steps:
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Customer I Merchant I Acquirer I

PaymentNetwork I L.]l'dl\suurl

1. Purchase n
Ll

2. Authorisation Request
-

3. Authorisation Request
™.

» L :
4. Authorisation Request .

- I L4l

5. Authorisation Response J_I

- - - e e a - -

6. Authorisation Response

7. Authorisation Response

8. Accepted

9. Capture Request

10. Capture Request

> :
: 11. Capture Request :
: 12. Capture Response M
H S :
13. Capture Response

15. Pay

Figure 23 - Parties and processes involved in an authorisatieanly CNP payment
Thecustomer starts the transaction process by filling his payment card details, shippi

billing information on the checkout page provided on the merchant website. The
communication channel between the customer browser and the merchant server is T

protected and provides confidentiality and integrity to the transaction data.

The merchant determines the payment card type to verify if the given card type is ac
and once the card type is determined, the merchant formats an authorisation request
message into a format understandable by the acquirer, shown in step 2, the authorisa
request is submitted to the acquirer. It is also possible for a merchant to maintain mu
acquirers for different card brands.

In step 3, the acquirer adds addiibimformation to the received authorisation request
message and formats the message to the structure understandable by the card payn
brand (ISO 858838], Standard 7(Q89] or ISO 2002490]). The information included by
the acquiring bank includes acquirer bank details and additional information required
the card issuing banks during theyment-settlemenphase. The authorisation request is

forwarded to the acquirer.

In step 4, the card payment network determines the card issuer and forwards the pa
authorisation request tb This request is typically sent over a protected finasenlices

network.

In step 5, the card issuer authorises the payment and the result of the authorisation ¢
accepted or declined is forwarded to the card payment network. If accepted, the

authorisation code is provideailhdthe customer money of purased item value is put on
hold by the card issuing bank. If declined, the card payment network is notified as su

with a decline reason code.
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6 Shown in step 6, the card payment network forwards the authorisation response to tt
acquirer. When requirethe acquier parses the received authorisation response into th

mer chant systemds understandabl e | angt
7 The parsed authorisation response is then forwarded to the merchant in step 7.
8 Finally, in step 8, the merchant completes the payaetitorsation by notifying the
customer.

Paymenrauthorisation is thenly stage visible to the cardhold@aymentclearing and payment
settlement are the processes internal t@tuglireracquiring bank, the payment network and the card
issuing bank. Unlikehe payments over the Internet, customers Maal Order/Telephone Order
(MOITO) transactions are requested to provide their payment card details to the mezdbalit

over the phone or over the emdillerchantghat accept MO/TO transactionwintaina virtual

platform where they entéhec u s t 0 me r 6écard detaile manuhléy dnd attempt making a

transaction from the platform.

5.2.2 Paymentclearance

Paymentclearance is a process which providesaonciliationto the acquirer. In this process, the
customer bank bills the customer for the purchased Adtmough the authorisation phase captures
the payment on the cardholder account, the payment is not forwarthedmerchant account unless a
clearance request is submitted by the merchantpaieentclearance process has the following

steps:

9 | The merchant requests the shipped item value from the customer account. To do this, t
merchant creates and submits a transaction clearance file to the acquirer. The acquirer

all the clearance fikefrom the merchant and combines them into a single batch file.

10 | The acquiresoristhe received batch files and forwards them to relevant card payment

network as a capture request file.

11 | The capture request file from card payment network is forwiati@éhe card issuing bank.

12 | Having received the capture request file, the card issuer verifies each record in the capi
to ensure the value are correamdthe requested amount matches to the acquirer clearanc
records as maintained by tbardissuingbanks. If the records are found reliable, the card

issuer provides a complete reconciliation to the acquirer (in the form of clearance code)

each record in the clearance file. The capture response is forwarded to the payment ne

13 | The @apture response is forwarded from the payment network to the acquirer. The acqu

use the capture code provided in the capture response in case of any disputes.

5.2.3 Paymentsettlement
During the paymensettlement process, the customer bank bills tiseoawer for the purchased item

and the merchant bank is credited with the value of customer purchase. This process is simplified to
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exclude the message sequences passing thequegymeninetwork. The steps involved in payment

settlement includes:

14 | The isuer processes the batch with payreearancdiles, identifies the acquirer and send:
the payment to the acquirer account.

15|The acquirer pays into the merchant acc
the completion of an online panent process.

Table2 below shows an example code snippet for payment authorisation request from the merchant to

the acquirer. It can be seen from the first (awarked as 19f the table that merchant adds a unique
order coded each transaction (with <order> XML tag) and mentions the type of currency in which
the transaction is needed to be made. The seconj@hows the payment details passed from the
merchant to the acquirer. The amount of card data required for thadiiangmay vary and this
depends on the contract between the merchant and the acquirer. The tt{B}istoows an additional

transaction data.

Table 2. An example code snippet for payment authorisation request

<?xml version= "1.0" encoding= "UTF8"?>

<IDOCTYPE paymentService PUBLIC " - //Worldpay//DTD Worldpay PaymentService v1/EN" 1
"http://dtd.worldpay.com/paymentService_v1.dtd">

<paymentService version ="1.4" merchantCode="098749304394857"> <!-- Enter your own merchant

code-- >

<submit>
<order orderCode ="000432"> <!-- Enter a unique order code each time - >
<description> TSHIRTSHG#&description> <! -- Enter a description useful to you - >
<amount currencyCode ="GBP" exponent ="2" value ="50" />
<paymentDetails>
<CARBSSL> 2

<cardNumber>4763672350641010</cardNumber>
<expiryDate><date = month="01" year ="2020" /></expiryDate>
<cardHolderName>MohammedcardHolderName>
<cardAddress>
<address>
<address1> 2</address1>
<address2> Sidney Grove </address2>
<address3> Newcastle upon Tyne </address3>
<postalCode> NE45PB/postalCode>
<city> Newcastle upon Tyne </city>
<state> Tyne and Wear </state>
<countryCode> GB</countryCode>
</address>
</cardAddress>
</CARD SSL>
<session shopperlPAddress ="XXX.XXX.XXX.xxx " id ="0215ui8ibl "/>
</paymentDetails>
<shopper>
<shopperEmailAddress> cccs ncl @mail.com .com</shopperEmailAddress> 3
<browser>
<acceptHeader> text/html </acceptHeader>
<userAgentHeader> Mozilla/5.0 ... </userAgentHeader>
</browser>
</shopper>
<dynamicMCC5045</dynamicMCC> <! -- The merchant category code that applies to this
transaction -- >
<dynamiclnteractionType type ="ECOMMERQE" <! -- The type of shopper interaction for
this transaction - >
</order>
</submit>
</paymentService>
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Table3. shows an examglauthorisation response for an accepted transaction request from the
acquiring bank to the merchant. As it can be segngorderStatus> indicates that the transaction for
the card number <cardNumber> is authorised by the card issuing bank.

Table 3. An example authorisation response for an accepted transaction request

<?xml version= "1.0" encoding= "UTF-8"?>

<IDOCTYPE paymentService PUBLIC " - //WorldPay//DTD WorldPay PaymentService v1//EN"
"http://dtd.worldpay.com/paymentService_v1. dtd">

<paymentService version ="1.4" merchantCode="098749304394857"> <!-- The merchantCode you supplied in

the order -- >

<reply>
<orderStatus  orderCode ="000432"> <! -- The orderCode you supplied in the order - >
<payment>
<paymentMethod>VISA- SSl</paymentMethod>
<amount value ="050" currencyCode ="GBP" exponent ="2" debitCreditindicator ='credit" />

<lastEvent> AUTHORISEDastEvent>
<Authorisationld id ="666" />
<balance accountType ="IN_PROCESS_AUTHORISED"
<amount value ="5000" currencyCode ="GBP" exponent ="2" debitCreditindicator ='credit" />
</balance>
<cardNumber>4763672350641010</cardNumber>
<riskScore value ="0" />
</payment>
</orderStatus>
<[reply>
</paymentService>

Table4 shows an example authorisation response for a transaction marked as declined/refused by the

card issuer. As it can be seen, <CVCResultCode> and <AVSResultCode> represents the CVV2 and

the address verification results as verifigcthe card issuer. The <ISO8583ReturnCode> indicates

the status of a transaction response and ircfsie, code'41" indicates that the transaction is

rejected by the card issuer because the CVV2 supplied by the customer at the checkout does not

matchhe actual CVV2 belonging the card (6édescriptio

the reason of decline of a transaction)

Table 4. An example authorisation response for a transaction marked declined

<?xml version= "1.0" encoding="UTF8"?>

<IDOCTYPE paymentService PUBLIC " - //Worldpay//DTD Worldpay PaymentService v1//EN"
"http://dtd.worldpay.com/paymentService_v1.dtd">

<paymentService version ="1.4" merchantCode="098749304394857"> <!-- The merchantCode you supplied in

the or der-- >

<reply>
<orderStatus  orderCode ="000432"> <!-- The orderCode you supplied in the order - >
<payment>
<paymentMethod>VISA- SSl</paymentMethod>
<amount value ="050" currencyCode ="GBP" exponent ="2" debitCreditindicator ='credit" />

<cardNumber>4763672350641010</cardNumber>
<lastEvent> REFUSEDlastEvent>
<CVCResultCode description ="C"/>
<AVSResultCode description ="E"/>
<ISO8583ReturnCode code="41" description ="WRONG CVM
<riskScore value ="0" />
</payment>
</orderStatus>
</reply>
</paymentService>

Authorisatioronly CNPpayment security relies upon ttata entered by the cardholder at the

checkout. Additionally, fraud detection filters are used by merchants, paymeneasaumcard

issuingbanks to detect CNP payment frabst of these fraud protection filters rely on the three
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digit CVV2 code printed on the back of the card and the verification of the address information of the

cardholder.

Apart from fraud detectiofilters, thePCI DSS specificatid@1] and merchant specification from

card payment scheme providers (such as M6hand MasterCaifé7]) outline the security measures
that should be employed by any merchahe PClI DS321], provides a comprehensive set of rules

and controls for the secure handling and storage of sensitive carffarat@amplelable5 shows a

PCI DSS requirement[21] which states that all parties in a payment ecosystem are prohibited from

storing a cardbés sensitive

paymeniacquirerspaymentsietworks and banks involved in processing online payments are

supposed to adhere to PCI DSS,

Table5-P C | D @eSonwhich card data may be stored

Data Element

Storage Permitted

Primary Account Number (PAN) Yes
Cardholder Name Yes
Expiration Date Yes
Full Track Data No
CAV2/CVC2/CVV2/CID No

5.3 Security Limitations of Authorisation-only CNP Protocol

The convenience and simplicity with which the custoo@r make a purchaseakeauthorisation

only protocol the most widely used protocol across the dimbaccepting CNP paymentdowever,

the authorisatiomnly protocol does not providmmpletec onf i denti al i ty

of

deactypted fofmiiHe ardnumbzerc k  d a |

may be storedhowever it should be rendered teadable using strong cryptograpMerchants,

cust

leaving many opportuties for an attacker to steal the customer payment card data. Primarily, this is

because the identity of the customer making a transaction is not established by the card issuer and the

security of the transaction relies on the cardholder entering thga card details as requested by the

merchant. The card detailsad for making a payment are statimdthe same card details are

requested by every merchant over the Internet or across MO/TO platforms. This makes the security of

authorisatioronly probcol distributed where each participant processing the payment possess a local

copy of customer payment card data. Following are thestitatirom PCI council which illustrates

how the payment card data is stolen:

1 76% exploited stolen credentials inclodiphishing

1 40% incorporatednalware

1 52% involved some form of hackimgcludingidentity theft
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1 35%involvedphysical attacks

1 29% leveraged social tactics
Let usdiscover some of thesdtackertactics in more detail

5.3.1 Phishing

Phishing might seem as ary@rimitive yet very effective way for fraudsters to deceive a victim. The
primary aim of phishing is to get valuable private information by contacting a victim via email, text
message, phone call, social media or via any other communication means. 8cayntoalisguise

their messages as official communication from authorities, banks or similar organisations to gain trust
of their victims and derive private information from them to further use with criminal intentions. Such
phishing emails can also cain a link to a fake phishing website, which is veiled to appear as a

l egiti mate website of victimbébs online bank or any

It is now a common practice by the card issuing banks to advice to its customers to check that the web
merchantpag address contains Ahttpso and a |l ock sign c
important as it indicates the legitimacy of a website.

What can make phishing even more deceiving for victim is spoofing technique. This technique

involves using real-enail or IP addresses. Fraudsters are able to mask their email address as

s ome b o d ymaé dddres®amnd send their phishing messages from this speoit €his

technique allows to gain absolute trust of victims, who will think that 4fmaiéis cming from an

authorised sender. Same applies to IP addresses, when fraudsters create IP packets that use someone

el sebs I P address to appear as a | egitimate host.
combination with a pharming method. Pharmisgedirecting victim to a spoofed web site when they

are clicking on a link, which was supposed to lead to a legitimate site. Such technique can easily be

used to scam buyers on spootadine merchaniveb sites by collecting their card information at

ched out.

5.3.2 Malware

In a nutshellmalware is a malicious softwareomputer program, which is created with fraudulent
intentions. Malware brings such threats like viruses, worms, Trojan horses, ransomware.and bots
Such malicious agents can attack and gaimrol over operating system, database, network or
computer on behalf of a fraudster. Thasnto collect any sensitive information of victims such as
passwords, personal information, payment card datailmore Malwares can be very advanced and
can autanate numerous attacks. Such fraud poses a big threat and contrilthéesmtoeasing

number of financial internet crime every year.

Potentially Unwanted Programs (PUPSs), which usually contain malware, is a substantial threat for

i nternet infermatian 6As @ rulgvietimg age fooled into downloadirtgese malicious
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applicatonmon soci al net wor ks and websites where upo
computers even without their consent. Furtherpitiey are not easy to be rewea from computer

once installed. The PUPs and their purposes can be diverse. They may gain control over the computer
and lead to disabling security software and infecting computer with even more malware. With the use

of browser parasite criminalscannani| at e vi cti més browser. Such P
pages, but if very advanced might also steal passwords and any sensitive information (including card
data) that was input in the browser. Another dangerous PUP is a spyware, which is designed

specifically to collect private information likemails and messages, record keystrokes and take

screenshots to steal any valuable data. PUPs are very effective criminal tools for identity theft.

5.3.3 ldentity Theft

Payment card details for authorisationly systems are usernames and passwords which are shared

with every merchant on the Internet that customers do business with. When a customer makes a
transaction, he has no assurance that the payment card details will be safeguarded by the merchant and
thesear ity of customerdéds payment card details is
scenario where a merchant eithedmternetbasedor MO/TO based, who playsrague All the

customer payment card data is visible to the rogue merchant whitelisesedomto use to across

myriad of CNP platforms. This makes the system more vulnerable to identity theft attacks where

rogue merchants, if any, would misuse the customer payment card details.

Once payment card information has been collected withgb@iidentity theft techniques or

purchased from another criminal group, then fraudsters move on to committing online payment fraud
(trial stage) by simply making purchases on online stores. One of variations of online payment fraud

is account takeoveriTe t echni que involves fraudster gainir
payment website or even in online banking system. Account numbers and passwords are obtained

with the use of any of the identity theft techniques. Then a fraudster will cti@gersonal

information of the victim in the account such asail address and home address and will use the

provided card details for making purchases. After the unauthorised purchases are done it might take

some time for the victim to find it out andentify the account takeover.

5.3.4 No RealTime Exchange of Fraud Information

The other limitation with authorisatiesnly CNP payment system is that there is no-tiead

exchange of fraud information. Fraud detection in the CNP payment system can eittiectesl dby

the merchant or the card issuers. Additionally, if customers find any illicit activity on their account or

find any unknown transaction the fraud is then reported to the card issuing banks.

Fraud detection by merchants If a merchant detects thitis a fraudulent transaction, the

information is kept locally with the merchant unless the acquirer is providing the fraud monitoring
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service. The fraud data with acquirer is only available to all the subscribed merahdttiss comes
at an extra cst from the acquireto the merchants

Fraud detection by customers and card issuerdf the customediscoversany false statement on

their bank account, the customer files a complaint with theisauihg banks which further

investigates if the card dels have been misused after being stolen. If found stolen and misused, the
card is blocked by the card issuer. It is important to note the time it may take for a victim to notice an
unknown transaction in their bank statement and repaniditby that tire the fraudster has already

completedanillicit transaction.

Oncefraudis reported by the customer, the card issuer generates a record in40gfbCVisaand
MasterCardireport file[91]. The TG40 is an electronic file that audits all the fraud identified by the
card issuing banksndthe card number is recorded on to the file. The file is distributed across the
acquirers typically once in a week whban update their fraud database. If a transaction is attempted
using a card found in T@0, the attempt is rejected by the acquirer and is not sent to the issuer for

authorisation.

To summarise, authorisatiamly protocol provides a method for secureintiling the payment for

goods purchased throutjtre InternetThis protocolalsogoes beyond secug the Web session;

rather, the protocol also providassurance to merchants and consumers that the payment is

authorised by a payment card issuer, thatriker c hant 6 s bank wi | | be paid,
correctly received by the merchant.

5.4 Authentication-Enabled CNP Protocols

After the problems associated with authorisatioty protocols were realised, the card payments
networks started working aamoresecure version of online CNP payment protocol which came in
the form of authenticating a cardholder for each transaction. Cardholder authentication or simply
authentication is a process which verifies the identity of a cardholder. Authentientibted CNP
protocols require the customers making a transaction at the checkout to establish their identity with
the card issuer before the transaction is being accepted for authorisation. Once the customer is
authenticated, the merchant is provided with an auttetitn codevhich can later be submitted to
claim authorisation and settleme@ardholder authentication in CNP payments is achieved by using
either of the two protocal8D Secure 1.0 (3DS 1.0) and 3D Secure 2.0 (3DS 2.0).
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5.4.1 3D Secure 1.0 (3DS 1.0)

O — : MasterCard.
{"LOGO OF YOUR BANK" : ERIFIED
by VISA
Please submit your Verified by Visa password. Enter Your SecureCode™
Merchant: Name Merchant Please enter your SecureCode in the field below to confirm

your identity for this purchase. This information is not shared

Amountt 320 with the merchant

Date:  xxiyyizzzz

Merchant: ERC.MEGABANK.NET
Card Number: X000 H0-1234 Amount:
Amount:
Personal Message:  Your personal message here Date: 20130302 10:44:58
Login. YOUR LOGIN NAME Card Number:

Expiration Date:
Personal Greeting:
SMS with the password has been sent to your mobile device

Password:

Submitl E Help  Ccancel

SecureCode: (N)

Re-send Password to your mobile device

Ty

ielp Cancel

Figure 24 - 3D Secure 1.0 checkout windows from Visa and MasterCard

3DS10amt o provide more security -oansl yodp psoyssetde niso weha
relied on static card data to verify the customers at the che@{ont with the card details, 3DS 1.0
requires the customer to enter password for each online payment tran&iz8ah0 got the

economics right, in that, the fraud liability was shifted to the card issuing banks.-dhehe

merchants with authorisatieomly systems were forced to bear the losses associated with fraud. In the
year 2001, Visa introduced the 3DS 1.0 protocol which was later adopted by MasterCard. Each card
payment brand has their alias name for the technology. Visa calls it as Verifiedahy\isterCard

refers to the protocol as SecureCamlelAmerican Express referred to their implementation of the
technology as SafeKey. 3DS 1.0 transaction process involves a number of parties, each with different
responsibilitiesFigure 24 - 3D Secure 1.0 checkout windows from Visa and MasterJdrel display

of these screens on the merchant website indicates that the merchant supports 3DS 1.0 protocol on
their checkout system. It can be observed from MasterCard SecureCodelstr&88 1.0 can be
extended to support G@f-Band authentication where a password is sent to the customer to their
registered mobile devices. We will further discuss OOB authenticatihapter Avhere we discuss

the authatication methods supported by 3D Secure 2.0.

Figure25on the next page shows actions and parties involved in a 3DS 1.0 payment process. As
discussed, a 3DS 1.0 enabled transaction adds an extra phaseanfthisetication ovethe
authorisatioronly protocol. Therefore, the phases of a 3DS 1.0 enabled transaction includes: user

authentication, payment authorisation, payment clearance and payment settlement.
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Authentication Network Authorisation Network
11. PARes +
I 1, Card details AuthzReq
< > >
18. Payment Confirmed
17. Payment Payment
Merchant
Customer 6. PAReq Merchant L confirmation Gateway
10. PARes
9. PARes S.VERes 16. AuthzRes
8. Alith
Custgmer
12. PARes +
7. PAR
= 2. VEReq AuthzReq
15. AuthzRes
Issuer 3.VEReq Directo sl »  Payment
Authentication < > Y Authorisation

4.VERes Server Network

Server Server <

13. PARes+
4 A

AuthzReq

14.Verify PARes

Figure 25 - Actions and patties involved in a 3DS 1.0 payment process

5.4.1.1 User-authentication Phase

1) | The first step involves the customer/cardholder entering their payment card details on t
payment page of the online merchant website. The merchant controls which data fields
usal to authorise the payment. At this step, merchaménough card data to start transacti

process.

2) | The merchant server hosts Merchant Plugin (MPI): a software module that process pay
authentication and authorisation messages. To ensure thatdhmuogber is enrolled for
authentication, MPI builds a Verification Request (VEReq) message and forwards it to
Directory Server.

3) | The Directory Server (DS) maintains a list of all card issuing bankstipabrtpayer
authentication schemes. If tbard number is in the participating range, DS requests Issu

Authentication Server to determine whether the card number is enrolled for authenticat

4) | Issuer Authentication Server (IAS) serves two integral functions: Firstly, it will validate t
cad number in VEReq is enrolled for authentication. Secondly, it stores all the custome
authentication data (passwords, security questions or PIN) to facilitate the actual cardh
authentication process. IAS responds to DS, indicating whether auttientisaavailable for
the card number. If the cardholder is not enrolled in the system, the card issuing bank
connects to the cardholder and registers the cardholder with the 3DS 1.0 system. For t
transactionwe assume the cardholder is enrolled wit§3L.0 and the authentication is

available.

5) | The MPI receives a Verification Response (VERes) from the DS.

6) | MPI combines the transaction data and customer card details in a single Payer Authen

Request (RReq) to IAS viathecustomeds browser
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IAS receivePAReqgfrom the MPI. IAS maintain a history list of all previous transactions
the given card number. The history list can be used as records in case of any disputed

transactions.

8)

IAS authenticates customer as appropriate ownah&card number, then formats the Pay
Authentication Response (PARes) message with a cryptographic hash (CAVV) which i:
used by authorisation server to verify the integrity of a message.

9

Il AS returns PARes t o t hemahMtBinsawopyasofPsayero p p

Authentication Response for the transaction

10)

The MPI receives PARes. Merchant nbeg all the data required to submit an authorisatio

request.

5.4.1.2 Authorisation Phase

11)

The MPI passes the PARes + Authorisation request (At their chosen payment
acquirer, which provides a service of
request. The payment acquirer on behalf oftleechantcan also implement additional

security filters at this point.

12)

The Payment acgudr then connects the merchant to the card payment network to reque
payment from theustomeds bank account held at the card issuing bank. The payment
networks provide the link between payment acquirers and the thousands-isoarg
banks.

13)

Thepayment network now forwards the PARes + Authz request to the Issuer Aafilbori
Server. The Issuer Authsation Server holds theustomeds bank account and makes the
final approval of the payment. The issuer has access to information such as aalzonog, b
customer name and full addrex# visible to the rest of the payment network.

14)

In this step, the Issuer Authegition Server checks the cryptographic hash received in P2

matches with a copy stored in the IAS.

19)

The Issuer autha@ation €rver responds payment network with the autation response.

17)

The payment confirmation from the payment acquirer is passed to the merchant from w

is forwarded to the customer.

The paymentlearance and paymesettlement phase of a 3DS Ir@rtsactioraresimilar to the

authorisatioronly protocol and sareomitted in thissectionfor brevity. Table6 shows the 3DS 1.0

transaction data that is passed fromihie e n t he cust omer <cl i cks t

enabled merchant website. The merchant caltets data to frame a PaReq messautthe

transaction is processed describeth the authentication phase.
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Table 6. 3DS 1.0 transaction data passing from merchant to acquirer

<?xml version= "1.0" encoding= "UTF8"?>
<IDOCTYPE paymentService PUBLIC " - //Worldpay//DTD Worldpay PaymentService v1//EN"
"http://dtd.worldpay.com/paymentService_v1.dtd">
<paymentService version ="1.4" merchantCode="098749304394857<!-- Enter your own merchant co de-- >
<submit>
<order orderCode ="9842408"> <! -- Enter a unique order code each time - >
<description> YOURDESCRIPTIONdescription>
<amount value ="2000" currencyCode ="EUR" exponent ="2" />
<orderContent>
<|[CDATA[]>
</orderContent>
<paymentDetails>
<CARDBSSL>
<cardNumber>4444333322221111</cardNumber> <! - This is a test card number - >
<expiryDate>
<date month="01" year ="2020" />
</expiryDate>
<cardHolderName>3D</cardHolderName>
<cardAddress>
<address>
<address1> Worldpay </address1>
<address2> 270- 289 The Science Park </address2>
<address3> Milton Road </address3>
<postalCode> CB4 OWE/postalCode>
<city> Cambridge</city>
<countryCode >GB:/countryCode>
</address>
</cardAddress>
</CARD SSL>
<session shopperlPAddress ="127.0.0.1" id ="SESSION_ID'/> <!-- Session id must be unique for each
order -- >
</paymentDetails>
<shopper>
<shopperEmailAddress> jsh opper@myprovider.com </shopperEmailAddress>
<browser>
<acceptHeader> text/html </acceptHeader>
<userAgentHeader> Mozilla/5.0 ... </userAgentHeader>
</browser>
</shopper>
</order>
</submit>
</paymentService>

Table7 shows an example PAReq message as generated by MPI to requesthesetication via
3DS 1.0enabled IASThe PAReq message is forwarded to the IAS (<issuerURL> shown in Table 7
with a grey backgroungepresents the IAS URlvia the custorar browser.

Table 7. An example PaReq message

<?xml version= "1.0" encoding= "UTF8"?>

<IDOCTYPE paymentService PUBLIC " -//WorldPay//DTD WorldPay PaymentService v1//EN"
"http://dtd.worldpay.com/paymentService v1.dtd">

<paymentServic e version ="1.4" merchantCode="098749304394857"> <!-- The merchantCode you supplied in

the order -- >

<reply>
<orderStatus  orderCode ="ExampleOrderl" > <!-- The orderCode you supplied in the order - >
<requestinfo>
<request3DSecure> <!-- PaRequest must be supplied as -is. Do not truncate - >

<paRequest>eJxVUsFuwjAM/ZWK80aSUgpFJogNpHE02hjTzIVrOUqOKUKY sK+fUwpl72Q/2y/Jc2B2LvieD2pTgG
aE33e82Y StrIGXHxietQolUZjkh16RUYdQTge8DAII3846kl4n2/wIKFVKCTQ94HdUhrVaz5UVKKSHISWayk6 AGs5KFGVFo8Ih+H
u71gHOJHMPIQMhT8IhuFoDOXxOQZWUKL+V3md1cvEWWCqTaxpYw0OqjpXVFznOaeiWwFHVZW5tPWGsUtqqylilEZjjgXV3fi
Ouchk/DsX8XZ3Wi+WPP6YP2IKzHVAIlIUPhchHwnf4+FkGEz8CFDQ1K6C8jI18YTT5yTD1cCanfO/JolV3gkgJahsUovMnlvv2
A51pVSB1k/D2GDEOQOgLRrrkT206 WxHAOve8vrmtpJasjYgDAg+4baapuDEC7JKRBRE1zI2ydvWs/R4U/fs2f8B1lwXg= </paReq
uest>
| <issuerURL> |
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<I[CDATA[https://secure -
test.worldpay.com/jsp/test/shopper/ThreeDResponseSimulator.jsp]]>
<lissuerURL>

</request3DSecure>

</requestinfo>

<echoData>1374244409987691395</echoData> <! -- For compatibility with older integrations - can
be ignored -- >

</orderStatus>
<[reply>

</paymentService>

As discussed, once the card issuer authenticates the cardholder, it frames an ARes message and
forwards it to the met@ant MPI through the customer browsEable8 shows an example PaRes

message.

Table 8. An example PaRes message

?xml version= "1.0" encoding="UTF 8" ?>

<IDOCTYPE paymentService PUBLIC " - //Worldpay//DTD Worl dpay PaymentService v1/EN"
"http://dtd.worldpay.com/paymentService_v1.dtd">

<paymentService version ="1.4" merchantCode="YOUR_MERCHANT_ CODE"

<submit>
<order orderCode ="jsxml3792597179" > <! -- The order code from the first message - >
<info3DS ecure> <!-- PaResponse must be supplied as - is. Do not truncate - >

<paResponse>eJx9UIFvgjAQft+vILxrQQHBNDUsaMKDxkyW7JXABZsluBaM+/e7VicuZvte2n739e67a2F5qY/WGaU

bbOw3bFjW9gUbSmaamG/Z+tRaC85ZAeIJmOyx6CVy2KBSeYWWKOmMGF/hR6LMzwA9dm8MufkP1HBkrUTVY RGEBBR ]
Nx2HvPh8TbhfcHQDsxkGNMk0eQxqjQXeNAxuy7Xq9U2T7Ikgexn9iAUwroMw75BPHDZzA9S0nmnvRfBoAMzycdLqg4bnvK7Tg
aD6SxvfFolkl7H4CvJzaBkIBHd/3wAZvu3jLPcKUMCFcu9EsZB8cOIE/efKmwAwPqsu7XvEOWW2zdJ2uEmA3Cor8fOabf5s2E
cMcnd7SaW/GxagXoDrX2/JsApj0x89Qc9vSyVEWIM3M3XONr/MyzdYf7wy </paResponse>

</info3DSecure>

<session id ="ssn792597179" /> <!-- The session id in the first message - >

</order>
</submit>

</paymentService>

5.4.1.3 3D Secure 1.0 Challenges

Although 3DS 1.0 helps to reduce number of fraud and cdieesxtra layer of security for both

cardholder and merchant, it does not solve all the problems. First of all, 3DS adds an extra step in the
checkout process that complicates the payment process. During the checkout, the cardholder needs to
enter his pasgord inaseparate pepp window or enrol to the 3DS service if this has not been done
before. This introduces a disruption on customer journey, which confuses customers and can lead to a
reduction in the conversion ratgdditionally, 3DS 1.0 supports gnbrowserbased purchases while

in-app (mobile based) purchases were not supported.

When implementing 3DS 1.0, the merchant can benefit from the liability shift from merchant to the
issuer in case of fraud for 3DS 1.0 authorised transactions. On thdatiteithe merchant needs to
invest in additional components which may even increase the scope of th&iSBQertification.
Moreover, the risk of dropping the conversion rate due to complication of the checkout process holds

some merchants from implemarg 3DS.

Lastly, 3DS 1.0 can potentianthemi el edl aetradke.

caused by the redirection to another URL for the 3DS process. An attacker can generate a similar
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looking popup window that can steal personal imf@tion or download malicious content on the

computer of the customer.

5.4.2 3D Secure 2.0 (3DS 2.0)

As online fraud rates were steadily increasing, the European Commission (EC), in the year 2015
emanated with their interest to secure the card payments. Theli€hed the Payment Services
Directive 2015/2366 (PSDI[P2], a regulatory standard, which ruled card issuing banks within

Europe to mandate Strong Customer Authentication (SCA) for each online payment transaction. With
the PSDII, SCA is required to be carriezlit by combining two out of the three following elements:
something you aree(g. biometrics), something you haved. a token generator) and something you
know (e.g. a password). However, payment industry stakeholders expressed concerns that the
methods proposed in the PSI0or SCA ignored the objectives of usiiendliness. As proven with

the adoption of 3DS1.0, m® steps in the checkout process will have serious implication on the
customer experience. The stakeholders rather argued that thie $H8IDId exempt the compulsion of
SCA on every transaction and allow card issuing bémeleslomto perform selective aléntication

through Transaction Risk Assessments (TRAS). For card issuing banks, TRA prompted SCA only on
payment transactions categorized as high risk of fraud. After a long negotiation of almost six months
with over 200 payment industsgakeholderghe SCA requirements of PSD were replaced with

Transaction Risk Assessment.

With 3DS 2.0, the card issuing banks perform TRA and authenticate cardholders using either of the

two schemes: Challenged and Frictionless authentication. Challenged authenitétio is

typically for a purchase with a high risk of fraud will have the card issuers prompting authentication
challenge to cardholders (through software tokens liketiome passcodes (OTP) or security

guestions). Schemes of userthenticatonwith® P6s and security questions,
reattime Maninthe-Middle (MitM) attacks. As demonstrated by Drimer e3dland RedTeam

researcherf62], [63], attackers can initiate transaction with card issuing banks and synchronously

request the cardholder to enter their-tine passcode information on phishing websites. However

reaktime MitM kind of attacks would require a real time@alination between the attacker, the eard

issuing bank and the cardholder.

The payment networks and cassuing banks believes that 3DS 2.0 is a better solution to combat

online payment frautbecause as with the data provided by the paymetmtorks[40][41] morethan

80% of the CNP transactions are pissad through frictionless authentication which does not require

any OTP yet provides a secure way of making purchase online. With Frictionless authentication, the
customer will not be bothered to authenticate themselves in the checkout flow by inpetting th

information, rather, the card issuer will leanfesno me 0 dat a from t he customer

frictionless authenticatiomdowever, the 3DS 2.0 data used by the card issuer for frictionless
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Figure 26 - Parties and processes in 3DS 2.0 transaction

authentication is not defined in either the PSD Il techsigandard or the EMV 3DS 2.0

specifications. We will learn more about 3DS 2.0 frictionless authenticatiOhapter dut what

follows is the technical description of 3DS 2.0 challenged authentication as defined by the EMV 3D
2.0 specifications.

A 3DS 2.0 challenged transaction can be broadly classified into four phases based on the order in
which they occur. They are: Usaunthentication, Paymesgtuthorisation, Paymeitiearance and
Paymenisettlement. As we are primarily dealing with 4aathentication and paymeatithorisation,

for brevity, we consider the other two payment process as sabpéof this sectionFigure26 -

Parties and processes in 3DS 2.0 transaction

5.4.2.1 User-authentication phase
1) | Figure 26 shows parties and process involved in a 3DS 2.0 transaction. After fillin
checkoutpageandashe OPay®6 button is clicked, t

br ows er BIEIPHe&lérdamng merchant session cookies are posted to the merch

2) | The merchant decides to have uaethentication enabled for this transaction. The merc

enables 3DS 2.0 protocol.
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3) | For the payment card provided at the checkout, the merchant iste¢piequests the ACS
version number, 3DS Method URL (address of the ACS) and a unique 3DS Server Trar
ID from the 3DS Server.

4) | The 3DS Server respds back to the merchant with the ACS version number, 3DS M¢
URL and a unique 3DS Server Transaction ID. The merchant sends the ACS version
and 3DS Method URL to B1 for routing to the ACS.

5) In step 5, B1 is connected to card issuer A&fithis connection is made via the 3DS Mett
URL received from the previous stepHTTH

headers are passed to the ACS in this connection.

6) The ACS can use this link to collect data from the customer machimeeHoe r AT
manner in which the issuer obtains the device information and which information is ga

i s outside the scope the specificd5h.on

7) | The 3DS Server collects the necessary data from the merchanaamed an AReq messag
which is forwarded to the ACS.

8) | The Issuer performRisk-BasedAuthentication (RBA)AReganddecides to have a
challenged authentication for this transaction. Therefore, the issuer through Authentice
ResponseAReg message sponds back the 3DS Server indicating that the challenged
authentication is required to further process the transaction. If the customer was
authenticated using Frictionless authentication AlReswill indicate a successfuker

authentication

9) | The3DS Server initiates a Challenge Request message (CReq) and posts it to the cus

browser to redirect it to the ACS

10) | The CReq travels through the customer browser to the ACS. The link to CReq is achie
connecting the customer session to thedssising a URL that the merchant received in tt
ARes

11) | The issuer having received a CReq message sends a challenge user interface (Ul) to
customer browser. This Ul is @mteractionplatform where the issuer can interact with the
customer to obia challenge responses. At this point, the card issuer prompts authentic
challenge to the cardholders (through software tokens likeT@ne Passcodes (OTP) or

biometrics).

12) | Once successfully authenticated, the issuer determines the cust@peogsiateowner of

the payment card

13) | The issuer formats the Results RequBf€q message with a cryptographic hash which |
forwarded to the 3DS Server. TR&®eqand the hasts later used by the Authorisation

network to verify the integrity of aliéntication messages.
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14 | To acknowledge the receipt of tR&Req the 3DS server prepares the Results Response
(RReg and forwards it to the ACS.
15 | Finally, the issuer formats the Challenge Respo@&e§ message and shuttles it to 8i2S

Server whicHater forwards the CRes to theerchan{not shown in figurejhrough the link
it received in the CReq message. Teesindicates the completion of challenged
authentication for the cardholder.

5.4.2.2 Paymert-authorisation

During the paymentuthorisatiorphasethe merchant builds the Authorisation Request message
(AzReq) which includes thRRegmessage and a hash received in the previous phasAzReeis
forwarded to the Issuer Authorisation Server which checks the correctriRRegmessage with a

copy sored in the ACS. If the customer account has enough money for the item at the checkout, and if
the account is in good standings, the authorisation response (AzRem)ack to the 3DS server
indicating a confirmation of payment. The merchant and temer are further notifiedf the

completion of a purchaskater the merchant and the acquirer process the relevant authorisation and

settlement messages.

5.4.2.3 3DS 2.0 Advantages

The introduction of EMV 3DS 2.0 has several advantages that allows enhanaégt séonline

CNP payment transactions while optimising the ¢
make their checkout process smoother and available through different channels/devices without
compromising security. 3DS 2.0 allows the fmaynent authentication flow that enables merchants

to offer additional secure ngrayment services. Furthermore, 3DS 2.0 allows for further development

of risk-based authentication techniques for cardholder authentication. Based on their internal rules,
issues would beable for example to authorise low value transaction without additional interaction

with the cardholder.

Dismissing of the 3D&.0requirement to authenticate the customer in a different screen than the

mer chant 6s websi t eeuserdxperience but atsmreduce thachamae ofehishig

and dnahemi ddl ed attacks. Moreover, not relying c
new authentication options such as biometrics throughiO®#and (OOB) or Ondime Password

(OTP).3DS 2.0 focuses on interoperability not just across various card association services but across
boththe desktop and mobile based platforms. Besides, the powexfeit dfiEMV 3DS 2.0, at least

in the European Union is the Payment Service DirectivesD(P) that mandates the use of strong

customer authentication for both types of payments: mobile and browser based.

Ultimately, 3DS 2.0 tends to solve multiple technical pain points of 3DS 1.0. Such as the reduction of
customer confusion, making the cheakprocess smoother for both browser based and mobile based

purchases, the introduction of a frictionless authentication flowpagment authentication flow and
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enhanced security. However, to ensure success of 3DS 2.0 both issuers and mercharasthesdy to

participate in the 3DS 2.0 program. Otherwise there is a risk that EMV 3DS 2.0 may share similar
technical and business challenges as 3DS ¥b.@ummarisg3DS 2.0 have the following advantages

over 3DS 1.0 protocol:

Support of inrapp purchasesn mobile phone and other customer devices.
Enable merchants to integrate the authentication process into their checkout experiences, for
both app and browsérased implementations.

1 Enable the issuing banks to perform fisdsed decisions on the transattiuthorisation that
enables frictionless consumer authentication when the customer is not required to perform an
additional authentication to the bank.

1 Enables nospayment customer authentication that allows services like Identification &

Verification (ID&V) for mobile wallets and secure request of tokens for card on file.
5.5 Secure Electronic Transaction (SET) Protocol

Secure electronic transaction (SET) is a secure protocol jointly developed in 1996 by MasterCard and
Visa with the backing of Microsoft, Netape, IBM, GTE, SAIC, and other companies to facilitate

credit card transactions over the Internet. The objective of SET is to provide security for credit card
payments as they traverse the Internet from the customer to the merchant sites and ontessiagroc
banks. SET has been developed to secure the entire credit card payment process, including verifying
that the consumer is indeed the owner of the credit card. Although Visa and MasterCard have publicly
stated that the goal of proposing the SET pmitecto establish a single method for consumers and
merchants to conduct payment card transactions on the Internet, acceptance of the standard has been
slow.

SET was never implemented practically, it is still nonetheless, but it laid foundational rezptifem

a much secure CNP payment esyatem. The SET specification uses public key cryptography and
digital certificates for validating all participants in the transaction. In contrast to the SSL protocaol,
which only provides confidentiality and integrit§ credit card information while in transit, the SET
protocol provides confidentiality of information, payment data integrity, user and merchant

authentication, consumer nonrepudiation, and payment clearinghouses (certificates).
The major components of Skare as follows:

1. The issuer (or customero6s bank) is a finan
debit cards).

2. The customer (or cardholder) is an autsetiuser of the bankcard who is registered with
SET. The customer participates i tBET transaction by use of an electronic wallet. SET

calls this the cardhol der wall et . This is
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information is stored in an encrypted manner. The wallet software is able to communicate and
interoperate with otherESI' components.
The merchant is the seller of goods and services. The merchant uses the merchant server
software to automatically process credit card ausatons and payments.
The payment gateway processes merchant asdfion requests and payment nmaegss
including payment instructions from cardholders. It is operated by either an acquirer or some
ot her party that supports acquirers (for ex
financial networks to support the capture of SET transactions.
Oneor more certificatiora u t h o issuetandeverify digital certificates related to public
keys of customers, merchants, and/or the acquirers or their gateways. The SET public key
infrastructure proposes a tojpwn hierarchy of certification authoritiesroprising the
following types:
1 Root certification authorityAl | cer ti fi cation paths star!
key. It is operated by an organization that the entire industry agrees to trust. The
initial root key is built into the SET software wiprovision for replacing it in the
future. It issues certificates to brand certification authorities.
9 Brand certification authorityThese authorities are operated by different credit card
brand owners like Visa and MasterCard. Each brand has considenedmemy as to
how it manages the certificate subtree rooted at it.
1 Geopolitical certification authority:This is an optional level of certification
authority. It allows a brand to distribute responsibility for managing lower level
certificates across ffierent geographic or political regions. This is to account for
variations in how financial systems operate in different regions.
9 Cardholder certification authorityThese authorities generate and distribute
cardholder certificates to cardholders. Depergdin brand rules, the certification
authority maybe operated by an issuer or other party.
1 Merchant certification authorityThese authorities issue certificates to merchants

based on approval by an acquirer.
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Figure 27 SET Steps

The SET infrastructure is deliberately planned not to interoperate with any other payment
infrastructure other than the bankcard system. Although this may be considered a restriction of SET, it
ensures that the operating organisatioesnat subjected to any unknown risks. The main steps of

SET are described Figure27. The sequence can be summarized as follows:

1. Customer and merchant registratidn: this step (messages ORigure27), the customer and
the merchant acquire relevant certificates from the corresponding authorities that will allow
them to participate in the transaction. This needs to be done once before any SET transaction
and needs to be-+axecuted ifle certificates expire or are revoked.

2. Browse and negotiate purchagéhis step (message 1) proceeds in an offline manner; it
allows the customer to select the product and negotiate on a price. SET is not involved in this
phase.

3. Purchase requesDnce thecustomer has completed the product selection process, it invokes
the cardholder wallet software on its machine. This is where the main SET protocol starts
(message 2). The cardholder wallet initiates a SET session with the merchant server; it sends
itscet i fi cate to the merchant and requests a cop
payment gatewayds certificate. On receipt of t
information (Pl) and an order i nfcedtoad i on ( Ol )
account information and public key certificate, among others. The Ol includes necessary
information about the order. Two digests are computed, one each for Pl and Ol. They are
concatenated and signed by trypedvthteetpaymentr 6 s pr i v

gatewayds public key. Next, the Ol and encrypt
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mer chant dés public key. Finally, the entire
The merchant server v ate.iltYerifiesthe signaturecoa thelPhandl d e r
Ol. If it agrees to Ol, it forwards the encrypted PI to the payment gateway for authorisation
(message 3). While waiting for authorisation, the merchant prepares an order confirmation
(OC), signsitwithitspvi at e key, and sends it encrypted
Payment authorisationifo request payment authorisation, the merchant sends the encrypted

Pl (received in step 3) signed with its private key (message labeled 3) to the payment

gateway. Thepy ment gateway verifies the merchantd
PI with its private key, and retrieves the
signature and performs an authorisation at the issuer (message 4). When tteithsuises

payment (message 5), the payment gateway generates an authorisation response (AR) and a
capture token (CT). Both are signed by the
mer chant encrypted with t hereckig,tstoresthégaymentb | i ¢
authorisation response and capture token for later use.

Payment captureThe merchant prepares a payment capture request with the transaction
identifier from the original Ol and the CT obtained earlier. It signs the capturestq@R)

and sends it encrypted with the payment gat
payment gateway verifies the capture request message and sends a clearing request message
to the issuer (CLR) (message 8). When the issuer clears the paymengénstae

payment gateway generates a capture response (CR) and sends it encrypted with the

mer chant 6s public key. The merchant stores

customer.

A major advantage of using SET over the SSL protocol for eld@ctopedit card payment is that SET

does not all ow the merchant to view the cust ome

an additional degree of protection. In addition, SET prevents the payment gateway and/or the issuer

bank from being ablto view the terms of the transaction established between the merchant and the

customer. This way the privacy of the customer is also enhanced. However, SET has received a

lukewarm reception in thgayment industrand, so far, has not attracted a largmber of merchants

and

consumer s, t hough it seems to be the fibest

unsecured Internet.

5.6 Conclusion

Ensuring the security of online CNP payment transactions is a fundamental requirement for commerce

over the Iternet. Lack of trust in an online store, fear of financial loss through theft of a credit card or

other banking information, and other concerns over the privacy of information transmitted to and
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stored by an online store are just some of the concerrs lgasonsumers in CNP payment

transactions.

Secure communication protocols such as SSL and TLS can be used to secure Web based sessions
including commercial data transactions. Although these protocols can authenticate both parties and
provide privacy in tk transaction, they do not provide protocols for payment. To fill this void, a
number of payment systems have emerged, &othorisatioronly systemso 3D Secure 2.0.

The differences between the two systems point to the advantages and disadvantatfes of b

approaches. Authorisatiamly systems provide high accountability, réade online verification of

payment for merchants, and the ability to use the existing&adKinancial infrastructure for settling
paymentdetween banks. Authorisatiamly systems also provide a high level of security because all
transactions are traceable, and the value of the transactions never actually leaves the banks. The trade
off for consumers, however, is the lackcohfidentiality andprivacy provided in authorisatieonly
transactions. All transactions are mediated by financial institutions or a third party, so it is entirely
possible that complete spendipmigpfiles for consumers can be collected and potentially used for
purposes that are dfetren i evd u altdlsottevwaytmdatcéddgtdild br ot

are shared with each merchant that the customer shops with.

Authenticatiorenabled payment systems, on the other hand, offépthentiabfor anonymity.
Although authenticatioenabledsystems hae numerous advantages, theability andsecurity risk
associated with the protocol have help up widespread adoption. The combination of online
verificationand the ability to support smalhlue transactions over the internet and in specialised
applicatons may end up being the most viable economic model for launching the widespread

adoption of the protocol globally.
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In thischaptemwe present our work in conducting ardeapth investigation of authorisatiamly CNP
protocd and the statef-affairswith respect tgpayment security. In this process, we have discovered
certainweakness in the online CNP payment system which allowed us to formulate an attack we call
ADi stri buted Guatackeffestigelytumngtha prdcess that iSneant to validate the

card payment details inebprocessvhich delivers to the attacker all card data required to make an
online payment. The attack has a potential to subvert security filters in place to protect CNP payment

system fron fraud.

The chapters dividedinto following sectionssection 6.1 gives a brief description of the
vulnerabilities and introduces the distributed guessing attack. Sécdatails the controls that are
in place to protedhe authorisatiolonly CNP payment from frau&ection6.4 will describe the
techniques and tools we used for vulnerability assessment against authedsbtiprotocol, section
6.6 will outline the attack scenario and experimental work caigidto demonstrate the attack,
section6.7 will detail the attack landscape, in sect@Bwe will detail the vulnerability disclosure
exercise thiawe initiated to disclose the vulnerabilities to affected parties and finally in séc8iore

will discuss potential solutions to address the vulnerabilities and conclusion.
6.1 The Attack

A CNP payment isnotpfkteentvekyedi icarddebtha <card
merchant cannot physically verify that the customer actually has the card. The secDN§ of

payment is therefore dependent upon the customer correctly erstarimgber oflata fieldsi which

only the valid owner of the card should know. Our experimental work has shown that many online
payment systems can be subverted to generate the payment validation data fields (card number, expiry
date, CVV2 and cardholder address) when these data areavart .k

To obtain card details, one can use a web mercl
reply to a transaction attempt will state whether the guess was correct or not. The reason this attack
works in practice is due to two weaknesseshewt too severe on its own, but when used together

present a serious risk to the global payment system.
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The first weakness is that in many settirngs, current online paymesystem does not detect multiple

[PAN

A list of 16 digit card numbers (PANs) can be gained
from NFC skimming attack or by purchasing a list of
card numbers from criminals on the internet.
PAN Once the PAN is known the Expiry Date can be
Expiry Date derived using a brute force attack on sites such as
Amazon.com, oracle.com and riverbnation.com.
Expiry date can also be obtained by NFC skimming.
PAN Once the PAN and Expiry Date are known, the CVV2
Expiry Date can be derived using a brute force attack on sites
Cvv2 such as iTunes.com, Google Wallet etc.
PAN The PAN, Expiry Date and CVV2 are enough to
Expiry Date make purchases and transfer money online.
Cwv2 Some websites require the cardholder’s address,
Address which can be brute forced from PayPal.com

Figure 28 - Distributed guessing attack process

invalid payment requests on the same card from different welisitestively, this implies that

practically unlimited guesses can be made by distributing the guesses over many websites, even if

individual websites limit tt humber of attempts.

Secondly, the attack scales well becatifferent web merchantequestshe customer to provide

differentcard datafields, and therefore allow the guessing attack to obtain the desired card

information one field at a time. To undeand how essential the scaling issue is, we look at the

differences in websites in some more detail. The data fields that web merchants use can be divided

into three categories:

1 2fields: PAN + Expiry date (the absolute minimum)
1 3fields: PAN + Expiry dte + CVV2
1 4 fields: PAN + Expiry date + CVV2 + Address

Figure 16 shows the distributed guessing attack proce&sesng with a valid card number (PAN),

to guess the expiry date an

the card number and the expiry date. Once the expiry date is known, the attacker can use it along with

the card number to guess the CVV2 information using another set of websites that check 3 fields (the

card number, the expiry date, and the CYV2

For many purposes, knowing the PAN, expiry date and CVV2 is sufficient to use a card online, but

for some purchases, an attacker would also need to obtain address information. To guess address

information, the attacker needs to use websites that asKitdd<:
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We will demonstrate that the potential impact of the attack is substantial because by exploiting the
vulnerabilities an attacker can generate a database of usable payment card details in a matter of few
seconds.

The vulnerabilities described inishchapter applto cards that do not enforce centralised checks

across transactions from different sites. Our experiments were conducted using Visa and MasterCard
only. Whereas MasterCardo6s centralisedOnetwork
attempts (even when those attempts were distril
ecosystem does not prevent the att8elcause Visa is the most popular payment network in the

world, the discovered vulnerabilities greatly affect the ewgfiobal online payments system.

The vulnerabilities and the attack scenario that we discuss later in this chapter involves exploiting the
weakness in the fraud protection filters that are in place to protect the CNP payment system from
fraud. Therefore, thave a complete understandimgworking of the distributed guessing attack, in

what follows isa brief introduction ofonline CNPtransaction safeguards
6.2 Online CNP Transaction Safeguards

Card issuing bankand payment acquirers regularly monitor actsii on cust omer sd0 ac
check if any of those have a risk of being fraudulent. Investigating every transaction in real time is a
complex task which can only be achieved by employing a suite of fraud protection software. In this
section, we describbte f raud protection tools and oflinel t ers
merchant, payment acquirers and card issuing banks.

6.2.1 Address Verification System (AVS)

AVS can be used by merchants to validate the billing address provided by the casttiraer

checkout page against the address information stored at thissairy bank. AVS is an issuside

control, which means enquiriase madeluring authorisation phase. The issuing bank will respond to
the payment acqui r eoftlesauthorsationpredess,valorg itharhAS r e s u | t
response code. A response code can eit htésr be a
completely up to the merchant to decide whethewvtauate the response code and take the

appropriate aatin based on their risk management plan, or not. Regardless of the value of the AVS
response, the merchant can still proceed with accepting the transaction as long as there is an
acknowledgmentof successful authorisation from the issuing bank. AVShedarther improvedat

the payment acquirer level through the provision of:

1 International Shipping/Billing Address Checks (ISF): This flag is used by the merchant to
screen orders requested to be shipped or compleferktgncountry. Such transactions
trigger ISF flaganda merchant may either decline a transaction or evaluate it with further

verification checks.
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1 International AVS Check: Some merchants limit their services onlydtmmesticcustomer.

For example, Visa checko[85] only allows US baseaustomers to register their cards on
their payment system. Any transactions made using cards issued by foreigafganks
declined

1 Shipping/Billing Address Mismatch Checks:Orders with different shipping and billing
address are either daned or evaluated with further verification checks.

1 Postalcode Risk List Match Checks Payment acquirers maintain a history of all fraudulent
transactions made at specific address zones. New orders involving risk zones trigger this flag,
indicating tre possibility olnewfraudulent transaction. However, there is a problem here.
Our experiments have confirmed that different websites perform varying levels of validation
upon the address fielthd the address validation is only on the numeric digits

o Full Validation: thewebsitevalidates the full postcod#igits and the house number,
against the address details held by the issuing bank for the cardholder.

o Postcode validation:the website validates the full postcatlgitsignoring the door
number againghe details held by the issuing bank.

o Postcode prefix validation:the website validates only the prefix of the postcode, for
example f t he <car dh o WwabkBlaGD thbwebsitewopld \alidateo d e

as correct any postcode starting with 12.

6.2.2 Card Searity Code Checks

Issuing banks can also perform CVV2 checks during payment authorisation. For a given PAN, the
system generates the CVV2 using (keys) and compare it against value provided by the customers
during checkout. Results are later made availtlenerchants (match or roatch) to decide the

outcome forpurchaseequest.

At this point, it isvery importanto note the shift of liability. Regardless of the outcdroen the

AVS and CVV2 filters, banks take no responsibijlityereforanerchantdiave to reimburse the card
holders for any transactions tteae later markeds fraudulentCard Issuer banks takes fraud liability
only for 3D Secure enabled transactions.

6.2.3 Email Service Provider(ESP)and IP Risk List Match Filter

This filter screens fothe transaction requests originating from specific domain email addresses.
Standard emai l service providers someti mes keep t
includetraceablanformation such as IP address and location informaéi6h Not to get taced,

fraudsters can use completely random and disposable email addresses which are valid only for a few
minutes. Such emailiés are freely available online through domains [i8€] and requires no prior

user regisiation. E® put a hold on any transaction made using fake and-Bbedtemail addresses

and warn merchants about the likelihood of cheat.
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6.2.4 Velocity Checks

One way to detect potentially fraudulent activities is by monitoring the number of invalid login
attempts made in a certain time span. Attackersdearlop andise automated tools against checkout
systems to learn passwords and another login information. PCI DSS in requiremef213.1.6
describes testing procedures and guidance to be adopted against brute force attacks to gain
unauthorsedcontrol of a user account. The requirement states that the procedure to be taken is to
restrictcontinuoudogin attempts and lock out the affedtuser account temporarily after five or more
attemptsThisi s cal | ed fandthere ard twoyypes bf getogity checks thatafre

importance here:

91 IP Address Velocity Checks:Blocking legitimate access to a customer account can
adverselyaffet t he customer 6s experloseoflouginesoring ul t i r
merchants. Merchants and acquirers must, therefore, operate an intelligent approach, for
example by blocking IP address of known malicious customers attempting to brutdnéorce t
login, while letting through legitimate customers. Atpnsecutivdogin requests originating
from blacklisted IP addresses are either blockeat®@evaluatednder PAN velocity rules

whichis explainedater on.

Limitations: IP address velocity filteworks well for login requests originating from static IP
addresses. However, attackers can trick the IP velocity filters by making use of dynamic IP
addresses. Moreover, many proxy servers and internet service providers forward requests

from customers byouting them to merchant websites through a static IP. In such

transactions, IP addressesadedar e of proxy serversd and not
Thiswill trigger the IP velocity filter to reject thigansactionsThe bottom line is that

fraudstes using a proxy account are harder to track.

1 Account/PAN Velocity Checks Just as IP velocity filters tracks IP addresses, acquirers or
merchants can use the account number velocity checks to keep an ey&euuirecyof use
for card numbers. The adwage of using PAN velocity filters is that: if an attacker bypasses
the IP filters, multiple purchase requests targeting compromised card number ¢en still
tracked For example, in the latest payment processing schemes like Verified by Visa and
MasterCad Secur e Code, irrespective of cust omer

payment after four invalid transaction attempts.

6.2.5 Transaction Amount Checks

When it comes to electronic purchase on the Internet, transactions can be of aaydéaiue

currency. Largest singlenline CNPtransaction recorded is amounted to 40000000 US DOLLAR(S)
by Mark Cuban in 199f98]. Card details if compromised, attackers can effort buginigjh-value

product or can make multipléats of lower valueTo safeguard customers from such attacks
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banking systems usually marks higher value purchase as suspicious until the transacti@hys
verified by realkcardholders

6.3 Limitations of CNP Safeguards

With this short survey on fraudters we observed several inconsistencies and limitations within the

implementation of fraud filters.

9 Fraud protection controls are hot made mandatory by card issuing banks to be implemented
by the online merchants. This is also reflected in every mercimdine payment
implementation guidg34, 35, 46, 49]

1 For online merchants several fraud protection controls like Address Verification Systems
(AVS), email service provider and IP risk list match filter comes at an extra cost. The online
merchant may opdut of choosing advanced fraud filters, but this comesresk of less
secured checkout system.

9 As standards do not define any requirement for velocity filters (IP address and PAN velocity
checks), this leaves payment acquirers and online merchants more open options for
determining precise limits of invalidtampts.

1 The more security filters implemented by the online merchant, the more fields aeuktEm
to fill in the checkout and less convenient it is for the customer to make payment.

1 There are already established limitations with IP velocity filterthein limited ability to

keep track of attackers operating from dynamic IP addresses.

All these inconsistencign the ways that an authorisationly transaction is assessedde us to

design experiments to assess their security.
6.4 Vulnerability AssessmentLandscape

6.4.1 Selection of Websites

This study was conducted on over a total of 400 global commercial websitese[€httonof

websiteswvas basedn amaximumnumber of visitors as provided by Alexa web traffic analysis. In
some cases, Was requiredor us to study thevebsiteghat we have been regularly using, this

answers our question on whether the loyalty of returning customers over the web merchant have any
change in efficiency of security filters. Since some web merchedi®ct orhost the paymermpage

to the supported payment acquirers (hosted checkout), for websites we studied, we made sure that
they accept and support at least one or more type of paymentatadit card, debit card, prepaid

card. We also created new accountson variouspayme si t es wi t h account hol dei
match the names printed on the payment cditds.is to replicate the situation where the attacker

might not necessarily know tloardholdersxame and to illustrate the issue that hardly any of existing

online payment systems cross checkdhedholdeds name.
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Table 9 - Test cards used for experiments

Card Ref | Card Type Card Number Expiry Date Cvv2
V1 Visa AXXX-XXXX-XXXX-1010 06/2017 126
V2 Visa 4XXX-XXXX-XXXX-4009 03/2018 577
V3 Visa AXXX-XXXX-XXXX-2617 05/2017 349
V4 Visa 4XXX-XXXX-XXXX-9010 02/2018 022
V5 Visa 4XXX-XXXX-XXXX-8649 04/2016 927
V6 Visa AXXX-XXXX-XXXX-5027 10/2015 954
V7 Visa AXXX-XXXX-XXXX-1719 07/2018 614
M1 MC S5XXX-XXXX-XXXX-8565 08/2016 090
M2 MC 5XXX-XXXX-XXXX-0106 07/206 130

6.4.2 Test cards

In total 11 test cards were included in the research: divided between nine Visa cards and two
MasterCard cards. Details of the type of casdd, masked card numbers, range of expiry deigs

CV V 2 6 shovenin €able9. All test cards useldelongedo our research team. It is true that we

have all the card details, but we configure the bots to replicate the situation whereby these pieces of

information are not knen to the attacker at the beginning.

All the experiments we performed were from a Windows 10 magchitteChrome web browser. To
automate the interaction with web stores where required, we desigredasidgebot using Selenium

web drivers and Autolt scripts.

6.4.3 Software Tools
To test he websites and validate our research, we have implemem@uber oboftware tools,
which demonstrate the viability and practicality of the attack. (We stress that we only tried the tools

on ourown credit/debit cards.) Thimolsconsist of two separatgplications:

Automated web crawlersto automate the process of guessing the remaining card details. There are

two types of bots implemented:

1 Website bot,as introduced ihapter 4a website botan run the experiments agsi fraud
prevention filters. Website bot can also be used to brute force expiry dates, CVV2 values and
postcodes until the selected website or groupeifsitesAPI returnsa truevalue (indicating
a successful attack) or ofattbnpts has eenirdachédgfailédi mi t
attack).

9 Autolt scripts. An Autolt [99] script, which interfaces with a wethown servie provider in

order to brute force CVV2 guesses until this service provider accepts the card for a correct
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1. Generate Random Card

Logs

BIN 465859 | Last| |

1. Generate Card Number ‘

2. Get Expiry Date

Card Number ’@

From: ExpMM @ EXpYY @
To: ExpMM [0z | ExpYY [2020]

Website | | v|

‘ 2. Get Expiry Date ‘

3. Get CWV
Card Number l@
ExpMM [02 | ExpYY [2015]
CVV: From (001 | To [o11 |
3. Get CWV ‘

4. Get Postal Code
Card Number

cvv
ExpMM

465859

001 | Prefix [NE |
2 | ExpYY [2015]
-

Website

Card Number: 465859

Click TextRArea to use the last generated card number.

4. Get Postal Code ‘

Clear Logs |

Figure 29 - A snapshot of the Website bot
value of CVV2 (there is no limit enforced by this service provider regarding the number of

guesses allowed, so this attack will eventually retunncaess all the timepAn example

Autolt script to automate iTunes application is shown in the textbox below:

$cvv = 001

$password = "kkkkkkkkkkkk!
Run ("C: \ Program Files
Sleep (5000)

WinWait (“iTunes")
WinActivate ("iTunes")

Sleep (5000)
Send ($password)
Sleep (2000)
Send (" {Enter}")
Sleep (20000)

Sleep (10000)

Sleep (2000)
Send ("100")
Sleep (5000)
Send (“{Enter}")

Sleep (10000)

Sleep (5000)
Send ("{BS 3}")
Sleep (5000)
Send ($cvv)
Sleep (5000)
Send (“{Enter}")
Sleep (5000)
Next

MouseClick ("primary", 594, 352, 1, 2

\'iTunes \ iTunes.ex e","C:

AutoltSetOption ("MouseCoordMode", 0)

MouseClick (“primary”, 1046, 23, 1, 100)
MouseClick ("primary", 1046, 172, 1, 0)

MouseClick (“primary", 938, 273, 1, 50)

MouseClick (“primary", 585, 281, 1, 200)

For $cvv = 001 to 999 Step +1

00)

\ Program Files \iTunes \")
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Card No. : 5308 mEsnetgan
Name

Start &//3
End L JL

Figure 30- Android app for NFC skimming
1 NFC Android app: additionally, we programmed an NFC android skimming application
capable of reading an EMV contactless payment card. When a card was scanned, the android
application is capable to read the card num

payment application informatior available o
6.5 ldentification of the Vulnerabilities

We started our assessments by selecting 50 websites from our 400 global comvebsitekand
created purchase orders ofwes ranging from ££500. Onceve were directetdy the websiteto the
checkout page togy for the checked items, we recorded and compared several featuregtisites

which included:

Type of payment options available (card payment,-casthelivery)

the number of card data fields requested

thetype of CNP payment protocol implemented b theb merchant (authorisationly or
authenticatiorenabled)

9 the support of multiple payment options

Figure31 - lllustrating the components of webskecheckout pagdt can be observed from the figure
that: (1) thetypeof payment cards supported, (2) Number of card data fields requaste@)
indicates the type of protocol used for accepting payfnents t her e i s noenetdorker i f i

icon, the website supports authorisatanty payment protocol)lhis created onentry in set of
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Add a debit or credit card
accepts all major credit and debit

Card number
cards:
Name on card (o]
usa B3 €9
01 + | 2016 = ) A

Expiration date

Use as my default payment

Add your card Cancel

Figure 31 - lllustrating the components of websitex checkout page

Edit Payment Information

Payment Type

Lose [ o = — P

Expires Security Code

Card Number

<>

Figure 32 - lllustrating the components of websitey checkout page

Add a card
Card type

Card number

[%I

Expiry MM/YYYY CSC (3 digits)

Figure 33 - illustrating the components of websitez checkout page
reference tables maintained to record checkout information from all the online merchants that we
visited AppendixD givesa reference table which documents the details that we captured from each
website. Comparingigure31-33, it can be observed that different websites request different pieces

of card information from their customers.
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6.6 Attack Scenario

This section describes the distributed guessing attack scenactoisbomposed of three stages:
generating the card data fields, creating a fraudulent account, and finally transferring the.money

6.6.1 Generating the card data fields
Card data fields have a limited number of possible values (analysis of iwisicbwnin Table10).
Thismeans an aut oma topcdn cyck throwglt thesepvalueg irma shiolt tirte to find

the correct information.

For example, to find the correct CVV2 value, the bot iithply need to cycle through the pdisi

values starting at 001 until the website blocks further attempts (i.e. the attack has failed) or the

website API returns a success. A handful of payment sites allow unliatieedp; while most of the

other payment sites allow ten or 50 attempts tereancorrect CVV2 valud his may not sound like a

big number but coupled with another limitation in the global payment system (there is no evidence of
coordination or synchronisation among various payment sites regarding a particular payment card),
theree xi sts a scenario of Afarming outo the brute

systems, which practically means we can carry out unlimited guesses.

Table 10- Possible values of generating card data fields

Field Possible Values

Expiry Date Up to 60 possible values (12 months * 5 yedimyeragdifetime of credit
cards is3 years while debit cards are usually valid Sorears.

Cvv2 999 possible values (001 to 999).

Address ofl 999 possible values in thenited Kingdom. Address validation is perform

cardholder for only thenumeric digitof the postcode, a full list of which can be obtair
from the internet

Name of| Any random value cabe entered Our research has found that the cardho

cardholder nameis not validatedon any of the payment websites we used in

experiments.

6.6.1.1 Obtain PAN
In the attack scenario described, thedidit card numberRAN) is the starting point for the
generation of all of the oth&elds. We identify threemethods of obtainmvalid PANSs:

Prevalence of Card Number as a Plain texiThe desigrof EuropayMasterCard/isa(EMV)
protocol[23][25] mandates the card nunibie be storedas plain textvithint he car dds memor
enables even ahegitimatecard reader to communicate and interpret the card details. Such an

unusual design for a payment protocol offers opportunitiearf@ttacketo obtain card detailst is
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Figure 34 - Merchant receipts obtained from differentacquirers
well-known for a contactless card that card number and expiry datelmskimmedrom a distance

with any NFC enabled devi¢29][32] and in fact, in a single google play search, we located 38 freely

available Android apps which could be usedahyattacker to read the contactless payment cards.

Merchant Receipts.Another channel that for an attacker to follow to obtain the card number is from

the merchantdés sales receipt from reader Point of

To maintain the sales records made using payment carsteramerchantstore merchant copy of
cust omer 6 sWetfoural that the mercloant copies framumber ohigh streetetailes
revealed their customer's completeditcard number and expiry dagghown inFigure34). Worst of
all, none of the merchanmigereeducatedbout the risks of losing merchant copies, and fethef
merchants even agreed to seltesal merchant copies for undepaund This meanswhenever a
customer uses their card withstoreretailers, there is a risk of card numbleging stolenJust from
around ouprganisationwe found23 suchretailess whose merchant copy revealiedl card number
and expiry date.

Guessable Card NumberdNe further investigated the possibility of an attacker generating payment
card numbers and explored that an adversary can easy produce and validate a database of active
payment card numbers as discussddviae

The payment card numbering specifications are governed by the ISO/IEQ 281Z[100] and the

ISO 102026:1994[101]. Table11 enumerates the useful insights that can be obtained from a credit

card number. It cabe learned from a card number that customer account number fills nine spaces and
therefore, the maximum number of possible active card numbers for a bank would be one fess to 10

(a billion). An attacker starts after selecting target banks BIN (bankawitgh number of customers

woul d give high positives), randomly generates th
algorithm[102](or with automated bot) and makes transactions using the generated card numbers on

online payment website
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Table 11- Card number information fields (Numbering is from left to right)

Card number: 46581 59007 0000i 000C
9 Firstsix digits: called as Bank Identification Number (BIN), identifies the ¢
brand and issuing bank
1 Digits 7 to (15): assigned by the card issuing bank and denotes personal ¢
number (shown as zerobs)
9 Last digit: akin to checksunindicatedby 6 C6) , used by
the card number entered is correct

Payment Failed

Your payment has been declined as your card number was not valid.
Your payment hasn't been authorised. Please check your payment details and try again below.

Figure 35 Resporse code revealing the validity of a card number

Figure 36 - Payment cards belonging to the same cardholder and card numbers are shown
issued in a sequence

When a transaction is made, a transaction authorization requedt iy $be merchant to the card

issuing bank. The card issuing bank, through authorization response message (further discussed in
next section), indicates to the merchant that the card number used while trying to make a purchase is
not correct. For an attker, the Authorization response will reveal the validity of a card number. For
examplewhen we made a transaction with invalid card number on a merchant wepsebsite

name masked), we received the response as shdviguire 35. If the card number was valid, the
authorization only changes to indicate any other invalid card data elef@aent investigation into
Tesco bank breach revealed that attackers used similar technique to exploit payment card details of
around 9000 ustomerg20]. Additionally, we observed a weak security practice by a leading card
issuer (namenasked) while issuing the payment card numbers to their customers. We found that the
card issuer issued payment card numbers in a serial guessable sequence. Blyuei3i6, are three
payment cards belonging to the same customeéicard numbers are shown issued in a sequence with

a difference of 8.

Underground forums. It is well knownthat criminals sell credit card details in bulk online. They are

pretty cheap to buy (especially if you only need the PAN and the expiry dateatfaminso an
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1. Generate Random Card Logs

BIN Last Card Number: 4 L1040, Click TexthArea to use the last generated card number.

1. Generate Card Number

2, Gat Expiry Date
Card Number |4 4008
From: ExpMM (05 | Expyy fois| |
To: ExpMM 05 ExpYY [2020| -
Website [yamme —

Amazron
ZRiverbnation
[Adoba

-3. Gat CVV
Card Number
ExpMM ExpYY
cVV: From To
Website [GoogleWallet ||

3. Get CWW

4. Gel Postal Code
Card Number
cwv Prefix
ExpMM ExpYY

Website |PayPal -

4. Get Posial Code Clear Logs

Figure 37 - A website bot instance for finding expiry date

attacker camasilytake this route to come up with the PAN (and the expiry daté&ppendix G we

identify 25 live underground forums where payment card details are still traded.

6.6.1.2 Obtain Expiry Date

Once the PAN is known, an attempt to obtain the expiry date can commence. In mariheases,

expiry date can be obtained at the same time as the PAN, for example by using thenNFGgk

method described above. But if that is not possibtistributed brute force attack can be carried out.

A bot or a script can be programmed to systematically guess the expiry date of a given PAN. As
shown inTable10, a maximum of 60 guesses will be needed to find the correct expiry date. Many
payment sites are prone to this attack because they do not limit the number of attempts one can make

to guess the expiry date, and they do not require CVV2 or address to be entered.

Our experiments were successful in getting a valid expiry dates for each of our Visa test cards.
Among 26 websites which were used to get expiry dates, two highly popular websites allowed us

unlimited attempts to verify card number and expiry date match.

6.6.1.3 Obtain CVV2

The third stage of data generation involves getti
date information obtained in the first two stages. To achieve this, we need to configure the web bot to

switch to payment websites that do not inmpdat AVS filters for card verification or payment

capture. For a given range of CVV2 guesses, the bot iterates over the list of selected websites and

multiple instances can be run in parallel to speed up the experiments and to overcome the attempts
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1. Generaie Random Cand
BIN Last

1. Generate Card Number
.z.rm Expiry Date
Card Number
From: EXpMM EXpYY
To: ExpMM ExpYY
Website [amazon [+]

2. Get Expiry Date

ard Humber |4 4009
ExpMM |04 | Exp¥Y 2015

CVV: From [001 To [
PPRPRPMRR pe-r=svoepr) e | [N

kS

4, Gl Postal Code
Card Humber

[+
ExpMM
Website

4, Gl Postal Coda Clear Logs

Figure 38 - A website bot instance for finding CVV2

limit imposed by IP and PAN velocity filtedSigure38 shows a screenshot of the bot trying to find a
cardbés CVV2 from 291 websites.

More than 11,000 CVV2érations were performed using the web bot and scripts, and our
experiments have found that there is no standard (or centrally imposed) limit on CVV2 attempts. We

have managed to find valid CVV2 for all of our Visa test cards.

6.6.1.4 Obtain Postcode

The final stge is to get the postcode. Bin[O3] and ExactBin$104] are two welknown online

databaes that feature a list of caigbuing banks based on theligit BIN. The free version of such
online databases allow an attacker to | earn ab:¢

An example output from ExactBins is showrTiable12 below.

Once the issuing bank is known, the attacker can increase the probability of guessing the right
postcode by assuming that the victim mightregistered with one of the branches nearbys is
particularly relevant if the tacker uses NFC skimming to obtain the PAN and expiry date in the first
place.Now, the web bojust needs to start brute force guesses from a list of issuing bank postcodes
for a particular city where the card details hbeen skimmedrom.

We performednore than 3000 iterations to get first four characters of the postcode. We extended our
experiments running multiple instances using our bot on the hosts that verify postcode and complete

address. Hence, we achieved in getting the complete addressoiar dBa test cards.
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Table 12 - A sample of the information given by ExactBins

BIN 465859
Card Brand VISA
Issuing Bank Barclays Bank PLC
Card Type Debit
Card Level Classic

ISO Country Name

United Kingdom

There is no need tenerate the cardholder name because this field is not verified by any payment

systems, i.e. any value will be accepted by these systems. At this point, the attacker is ready to make

fraudulent transaction or money transfer.

6.6.2 Transferring Money

Once eithetwo, three, or four fields of the card data have been obtained, the attacker can use them to

purchase goods on a website. This is damaging enough for the owner of the card, but we looked at

even more impactful attacks. Rather than buying online goodsainamline merchantvebsite, we

created an attack scenario that uses the card details to open a money transfer account, sends the

money to an anonymous recipient abroad, where the money is picked up within minutes of issuing the

transfer. The attacker neetb be able to clear the funds before the issuing bank reverses the payment

and thwarts

t he

attack. | t i s

t herefore

desirabl

transferred to an account outside the country (because it is more timengunand costly to reverse

payment across countries) or be conducted through a wire transfer to an anonymous cash recipient by

using services such as the Western Union.

In our experiment, the card information extracted using our bot was used to cregtes atcount

from which we transferred money to a recipient in India. Within minutes, we received a confirmation

email for the order made, and our contact confirmed theypalf the money. The time it took from

the process of creating an account to ctithgy the money at the destination was only 27 minutes,

which is short enough to avoid the bank reversing the payment.

6.7 Guessing Attack asSystemc Problem

Our brute force attack experiments have demonstrated an important vulnerability in online payment

sys e ms

whereby

t he

vari

ations i

websites could be exploited to make fraudulent online payments.

n payment

security

In order to further illustrate the feasibility of such attack, we carried out a comprehensivecfurvey

existing online payment technology, in which we examined the payment security settings of the top

400 Alexa rated commercial websi{@95], including many top glbal websites such as iTunes,

Google, PayPal and Amazon. Our survey has documented the following aspects:
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the data fields requested by each merchant to authorise an online payment
the number of incorrect attempts for each of these fields
the presence (diny) of additional security features selected by online merchants such as
Verified by Visa and MasterCard SecureCode
9 sites which supported alternative payment methods, such as PayPal, where the customer was

not asked for their credit card details

The aim @ the survey is to assess the nature and scope of the vulnerability described in@&ction
We would like to find out whether this vulnerability only affect a few merchants with poor

implementation of their online paymenta (rhich case our attack scenario would only have a very
limited impact), or whether this was as a result of a systemic problem created by the underlying
regulations and design of the payment networks (which makes our attack scenario feasible and

practical)

Unfortunately, our survey shows that this is indeed a systemic problem, affecting all websites

including the most popular online retailers.

6.7.1 Survey Results

Our survey results (detailed Trable 13 - Variation in payment security settings of onlpeeyment

website$ show that the attack described in Sectdiis a credible threat. The variations in online
merchantsbé payment security settings exaast in |
from 389 of Alexabs most visited sites. There
expiry date, 291 sites for generating the CVV2 and 25 sites for generating the postal code. There is

also a variation in the number of attempts alloweebah of these sites, ranging from 4, 5, 10, 20, 25,

50, or even unlimited. Of these 389 sites, there were only 47 merchants (i.e 12%) who had

implemented 3D Secure payme[it86][107]108], which would have prevented our attack.

Table 13- Variation in payment security settings of onlingpayment websites

Number of Expiry Cvv2 Postal 3D Total
attempts Date Code Secure

0Oto5 2 23 2 - 27

6 to 10 20 238 18 - 276
11to 50 2 28 3 - 33
Unlimited 2 2 2 - 6

3D Secure - - - 47 47
Total 26 291 25 47 389

Table13 shows that the majority of online merchants (291, i.e. 74.8%) chose to usedigit bard

number, the card expiry date and the CVV2 as the payment security fields for authorising payments.
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There are 72 merchants who opted for additional security, ohvi#ti@re requesting the verification

of

number and expiry date. i these merchants that allow the attack described in Séc@ombe

t he
merchant in the top ten, opted for much lower security settings, just requiring-digiti&rd

accomplished.

customer 6s

post

al c o-slxanerahards, irtldding one

Table 14 - Variations in payment security data fields required

Expiry Postal 3D
Alexa Rank Date CVvv2 Code Secure Total
0 to 100 6 68 5 21 100
101 to 200 5 81 2 12 100
201 to 300 7 79 2 12 100
301 to 389 8 63 16 2 89
Total 26 291 25 47 389

usi

ng

One of the primary aims of the survey was to determine if the vulnerabilities described in this chapter

were systemic. To assethis, we compared the security profiles of the most popular websites with the

less popular websites, grouping the surveyed websites into a popularity order according to Alexa top
100, followed by 100 to 200, 200 to 300 and 300 to 400.

We observed thahe more popular online merchants were more likely to implement additional
security features, such as address verification and 3D Sd@abie{4). There were two notable

outliers to this observation in the top 10 merchantsoéménich allowed unlimited attempts to input

the CVV2 and another who only required thedigit card number plus the expiry date.

An interesting finding from our survey was that the majority of the merchants (276, i.e. 71.0%) opted

to give between 6 andlncorrect data entry attempts. This is in contrast to 3D Secure which only

allows 4 incorrect data entry attempEable15 shows that more popular online merchants were more

likely to implement 3D Secure, which limits the nuenlof attempts to 4.

Table 15- Variations in number of incorrect payment data input attempts

Alexa Rank | 0-5 6-10 11-50 Unlimited Se3([:3ure Total
0 to 100 9 53 16 1 21 100
101 to 200 12 63 13 0 12 100
201to 300 |1 86 1 0 12 100
301to389 |5 74 3 5 2 89
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Total 27 276 33 6 47 389

Furthermore, or survey counted the number of merchant websites which accepted alternative

methods of payment such as PayPél, Google Wallef109], Visa Checkouf95], MasterPasfL10]

and Amazon Paymenf$11]. These digital wallet systems have the advantage that the customer

enters their credit / debit card details in a single édisyystem (the digital walletvhich makest
possibletopapt t he merchant 6s websi t dablei6présentsther ev e a l
figures of accepted alternative payment methods among the top 400 Alexa rankieesWE0S].

Table 16 - Merchants supporting alternative methods of payment

Alexa Master

Rank PayPal Visa Card Amazon Others Total None
0
to100 |61 10 4 3 6 84 16
101 to
200 67 8 3 6 5 89 11
201 to
300 67 2 1 6 7 83 17
301 to
389 67 2 1 6 4 80 20
Total 262 22 9 21 22 336 53

For merchants, digital wallet systems have an advantage that they (the merchants) do not have to store
payment carsl and shipping details on their own Relrtified secure server, thereby reducing their
regulatory burden and the risk of online card fraud and identity theft losses which could put small
merchants out of business. The disadvantage of digital wallets isutstomers who are not signed up

for that particular brand of wallet, e.g. a customer who has Google Wallet but not PayPal, may be
discouraged from completing their purchase, thereby causing a lost sale for the merchant. Our survey
shows that digital widts are accepted by 336 (86.4%) merchants out of the 389 observed. The most
popular digital wallet is PayPal, which is accepted by 262 (67.4%). Surprisingly, only 51 (13.1%)

merchants accept multiple digital wallets.
More detailed survey results are givie Appendix D
6.8 Responsible Disclosure

Two weeks after we completed the distributed guessing attack experiments, we initiated an
ethical/responsible disclosure exercise, notifying Visa and a selection of affected siterBised
number of fields that a website checks, we categorised them into three groups: expiry datan@Vvv2

postcode. Since the total number of vulnerable websites was very high, we selected the 12 biggest
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Table 17 - Nature of patching on the notified websites

Patching Behaviour
Website | Information Adding Adding Adding Adding Adding
Leak Addr. Delay velocity velocity CAPTCHA
field filter filter (PAN filter (IP
based) based)

A Exp. date a
B Exp. date a
C Exp. date a
D Exp. date a
E CVvVv2 a
F CvVv2 a
G Cvv2 a a
H CVvVv2 a a

players from each category (in terms of the highember of users), taking the total number of
notified websites to 36.

Once a suitable contact person or team for each website was found, we presented them with the
disclosure information that featurdeetexperiments we performed and the type of vulnerabilities on
their site. We used our official work/university emaddressand this served as a means for these
merchants to trace us back, so that they can verify our authenticity. This would alsthatiow

request more detailed and technical information about our experiments should they wish to find out

more.

We recorded the responses received from these websites over the duration of four weeks after we
disclosed the vulnerabilities to them. Altogetthwe received 20 human responses from 10 websites
and 18 websites came back to us with machine generated response mostly confirming the receipt of
our notification.All the human responses requested more technical details while some asked us to
suggestalutions. Out of the 36 websites we contacted, eight never responded. When a web merchant
requested more information, we offered them an initial drafuofresearch experiments and results
which explained the experiments and the attack to help themstizwie the actual problem. We

followed the disclosure policy requested by the websites and anonymised the affected sites in our
research publication#s a result of our disclosure process, eight of the 36 websites changed their
online securitysettings put the other 28 websites remained unchanged four weeks after the

di sclosure. We call such cTedelgledrates thanataredthed i n
patching of the notified websites. Of the eight websitesrtiuatified their approach (labelled A to H),
four used two fields (labelled 6Exp. Dated in
fields (labelled 6CVV26) .

In most cases, we learned about the patching behaviour through manual observationgdocsises

(Website B and Website G), the affected websites notified us about the changes they made. Website A

and Website B patched their checkout system by adding an address verification field. However, this
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was not a good idea because it did not prewadditional security, but instead opened up a new
avenue foguessing and wilbe discussed at the end of this section.

Typically, an online payment request is authorised almost instantly (within 2 seconds). From our
observation, we noticed that Websita@ Website D (both with expiry date leak) had introduced
additional delays to the payment authorisation processing times. They did it in a staggered manner:
few attempts were processed instantly but after certain incorrect attempts had taken plaoe, the t
taken for payment confirmation were increased. In this manner, fewer attempts were available (at
least practically speaking) to enter the right expiry date without setting a hard upper bound to the

number of attempts.

We found that Website E (one thie Alexa topl0 websites in terms of the number of visitors)

patched their checkout system by adding PAN velocity filters, reducing the number of attempts
allowed (based on the PAN) from unlimited to 100 attempts within 24 hours. Website F followed a
similar approach and added-tRsed velocity filter to limit the number of attempts to get CVV2 from
50 to 10 in 24 hours. Initially, Website G and Website H added CAPTCHA on their checkout page,
thus disrupting our bot from carrying out the attack. Our erpat protocol limited the interaction

with the administrators of notified websites. Due to complex todfdethat payment websites need to
consider when deciding which fields and filters to use, our ethical disclosure protocol did not
volunteer advice alub what actions to take to deal with the vulnerabilities. However, in one situation
we felt we needed to depart from the protocol, namely in the case of Websites G and H, who added a
CAPTCHA. CAPTCHAs prevent automated attempts in getting the sensitivénéammation but

may adversely affect the usability of those webgité2]. To help Websites G and H to better
understand the implications of adding a CAPTCHA, we provided these two websites with more
detailed information about the attacks. This reslih the CAPTCHA being replaced with IP address
velocity filters, which allowed five attempts per IP address in 24 hours (hence a mark in two cells in

Table x, for these websites).

The overall result of our study on the nature of patching on the notiibdites revealed that the vast
majority (78%) did not make a change. We do not know the reason behind this and further research
will be needed to find the explanation. Of the eight that patched, the general approach taken by
merchants is either to addilidr to make it more cumbersome to try many times (6 of 8 sites that
patched added delay or velocity filters), or to add a field (Website A and Website B). Perhaps
surprisingly, none of the sites reacted by simply putting a hard limit on the numbeve#dll

attempts. The effect of thepatching behaviours is not so obvioAs we already pointed out, the
sensiblemeasure ofimiting the number of attemptill not stop the guessing attack ifistnot done

on all websites. Furthermorej@dinga card vaidation fieldmay be a reasonable idea for a site for

various reasons, bintadvertentlymay everweaken therotection against the guessing attack of the

99



Chapter @istributed Guessing Attack

paymentsystemas a whole. After altheadded fieldnay be a welcome opportunity attempt
guessesonthisadded ard detail.

6.9 The Challenges in Solving the Problem

Improving the security of the online payment system is a complicated challenge for a variety of
reasons. One could argue that payment card security mechanisms are bound to remain ongatisfact
since they have not been designed for distributed operation over the distributed Internet. Many of the
solutions, such as 3D Secure can be seen as afterthoughts, and they struggle to gain widespread
adoption. Any suggested improvement or solution fate€hallenge that the online landscape

contains many players that all have their dvat times competing incentives for or reasons against
change. Any solution would have to combine technical concerns with financial and business
operational concernand its adoption will depend on legal and economic dynamics. We explore and
discuss these issues from the perspectives of the five paxtidged in authorisatioonly transaction

process.

6.9.1 Customer / Cardholder

Since the distributed guessing attack déesctin this article uses merchant websites and card

payment network to get all the card details, there is not much a cardholder can do to prevent it. At the

same time, the cardholder is severely impacted by the attack: money may be lost, cards may have to

be blocked, and the result is a waste of time and effort and a decreased sense of security. Arguably, it

would be beneficial for cardholders if they could get organised as a group, or would have

representatives in various bodies, to put pressure ontihesibkeholders. As an individual,

cardhol ders could O6vote with their feetd and sel e
exposed to the distributed guessing attack. At the moment, the payment system is too complex and

nontransparent to expectistomers to be able to make such choices.

6.9.2 Online Merchant

On their own, a merchant can do very little to prevent distributed guessing attacks. All merchants
would have to agree or be forced to use the same number of fields so that the guessing attiack can
be staged as explained in Sect@f At the same time, a merchant can avoid being exploited in the
attack either by only using cards that use a payment network that is not vulnerable from the attack, or
by using 3D Securechnologies recommended by the payment card industtiels as the American
Express [68pafoevkeeryi of [9¢jdn by M¥ s 6 ad Ca r[a8]. 163D 8ecwerise Co d e 6
implemented, the card issuing bank is responsible for authenticating a cardholder before authorising
the paymenand it monitors the frequency of transactions and the total value of purchases for each
card or bank account. The system will initiate additional security checks such as IP address and/or
request an additional password if the frequency or value of thgatBons appears to be unusual. Our

experiments confirmed that 3D Secure payments are protected from the distributed guessing attack
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described in this article since the issuing bank has visibility of all transaction requests directed at a
single card, eveif those requests are distributed across many websites. From the perspective of the
merchant, 3D Secure has several drawbacks, and these are reflected in that only 47 merchants in the
Alexa top400 have elected to implement 3D Secure. First, the propastithe customers who do

not complete the transaction can be high when the customer encounters the 3D Secure login screen:
up to 43% in the United States and 55% in Cilri&8]. Second, there are additional costs associated
with implementing 3D Secure. We reiterate that
would need a very high adoption rate of SBcure technology to prevent the distributed attack,

because the attack would still work as long as there are sufficient vulnerable websites not using 3D

Secure.

6.9.3 Payment Acquirer

There are many paymeatquires, which charge web merchants different rasending on the

number of fields and filters they ask to check and utilise. One cannot expect all cdhesers to

be able to coordinate sufficiently to prevent the distributed guessing attack. Nevertheless, payment
acquires can provide advancedateires to their merchants, and these features should at least make it
more difficult to exploit a website for the attack. Most importanqibyment acquirermay use IP

address velocity filterg34, 35 46], which are implemented to detect repeated invalid attempts made
within a certain time span from the same IP address. But with no coordination between different
payment acquierg, these velocity filters can easily be circumvented just by switching to a website

that uses a different paymeattquirer

6.9.4 Card Payment Network

Our experiments have shown that distributed guessing attack describedhaperonly works on

Visa cards, independent of which bank issued the card. When the attack is applied to a MasterCard,
the distributed attack is detected. This suggests that the payment networks have the capability to

detect and prevent a distributed attack where the neiwaggkbally integratedtl14].

The mos obvious defence against the distributed guessing attack would be at the level of the card
payment network. However, we are not in a position to know whether payment network providers
could modify their network infrastructure to detect payment requeststiultiple, globally spread
paymenitacquires, looking for suspicious activities on a single card distributed across multiple

merchant websites.

6.9.5 Card Issuing Banks

The bank comes into play at the final stage of the payment process, to approve theofréursiier

but it would not be party to each individual guess (unless 3D Secure is used). Banks play an important
role in limiting the damage that can be done if attackers get hold of card information. Many issuing

banks are now running intelligent fraudtdction systems which detect transactions which are outside
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their customer 6s [66]oThenssding Bapkdaherdhasitege odtian boiblock the

payment, or ask the customer for confirmation, or accept the payment taking a calculated risk that a
transaction may be found to be fraughil later. A complicated set of considerations comes to the fore

in the bankés decisions, from ease of wuse to fina
desire, banks could have considerable influence on the pagceprites and card paynm networks

in protecting against the distributed guessing attack.

6.10 Conclusion

In this chapter, we studied 400 of the most popetesmmerceavebsites and surveyed their web
payment interface, identifying that different websites present different setddsf i identify the
cardholder. It turns out that this disparity between different websites inadvertently creates conditions
for a scalable distributed guessing attack. By conducting a guessing attack one field atithe time
using a set of appropriate wates at each stagighe attack becomes practical. With the obtained

data, the attacker can make purchases or transfer funds, as we have demonstrated.

We showed that the attack works if the card payment network is not able to relate card activities from

different websites. Fundamentally, much of the problem with card payment stems from the fact that

the identity of the payenotpmreedesntt® rbede.stTahild sihe d
problematic since it is at odds with the original useastls (where the card and cardholder are

present at the moment of purchase). It also implies that, for instanceai@H{IN is not available to

establish the identity of the payer. This is exacerbated by the fact that the Internet facilitates

distribution of guesses for data fields over many merchant sites.

To prevent the attack, either standardisation or centralisation can be pursued (some card payment
networks already provide this). Standardisation would imply that all merchants need to offer the same
payment interface, that is, the same number of fields. Then the attack does not scale anymore.
Centralisation can be achieved by payment gateways or card payment networks possessing a full view
over all payment attempts associated with its network. Nestaadardisation nor centralisation

naturally fit the flexibility and freedom of choice one associates with the Internet or successful
commercial activity, but they will provide the required protection. It is up to the various stakeholders

to determine thease for and timing of such solutions.
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Chapter 7. Reverse Engineering the 3D Secure

2.0 Frictionless Authentication

3 Domain Secure 2.0 (3DS 2.0) is a waethentication payment protocol introduced to combat online
card payment fraud while keeping online paynwmiple and fast. 3DS 2.0 can challenge the

payment initiator, who provided the payment card details, for second factor authentication
information (e.g., a passcode). For convenience, 3DS 2.0 also offers a frictionless authentication
mode, in which the ahénticatorcan decide not to challenge the payment initiator depending on
perceived transaction risk. Transaction risk is assessed based on rules set in the 3DS authentication
service using several sources of information, including data fingerprintiriydaheser. The 3DS 2.0
standard itself does not specify how to implemearsaction risk assessment for frictionless
authentication. The research question addressed in this chapter therefore are: how is transaction risk
assessment implemented for currentrpant cards; do there isk practical attacks against 3DS 2.0
exploiting the frictionless option; and, if so, what alternative designs exist to avoid the security

problem while maintaining reasonable ea$eise.

This chapter therefore conducts a detaitagerse engineering study of frictionless authentication in
3DS 2.0 for payment using a browser. We identify the data that card issuers use for transaction risk
assessment, fdive payment cards from Visa as well as Mastercard, usedwnher of diffeent

web sitesIn addition, we conduct experiments to identify if the 3DS authentication service uses

additional rules in the risk assessment.
7.1 Revisiting 3DS 2.0

3DS 2.0 protocols was introduced to combat the
possible on 3DS 1.0 protocol. These attacks enabled fraudsters to steal the static passwords used by
3DS 1.0 for cardholder authentication. With 3DS 2.0, as showigure39, the card issuing bank

performs useauthenticatioreitherby challenged authentication or frictionless authentication. With
challengedhuthenticationcardholders were authenticated through-time tokens such as passcodes

over the phone. However, such schemes ofagtrentication are still vulneralie reattime man
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Figure 39- 3DS 2.0 supported transaction schemes

in-the-middle attacks. As demonstrated by Drimer ef3land RedTeam researf2j[3], attackers
can initiate transaction with card issuing banks and synchronously prompt the cardholder to enter their
onetime passcode information on phishing websites. Suchiomepasscodes can also beilgas

stolen by malware hidden within the cardholder macHhiBles

However, such kind of attack requires real timeoodination between the attacker, the emsliing

bank and the cardholder. The payment networkscamtissuingbanks believe that 3DS 2.0 is a

better solution to combat online payment fraud because as with the data provided by the payment
networks[94][93] more than 80% of the CNP transactians procesdthrough frictionless

authentication which does not require any OTP yet provides a secure way of making purchase online.

In the following sectionwe aim to assess thecaurity provided by the 3DS 2.0 frictionless
authentication for CNP transactions. Before we start our assessment process, the first challenge we
have is- the definitions provided by 3DS 2.0 specification for frictionless authentication are not well
definad. EMV 3DS 2.0 specifications does not define standards or methods on the operational

workings of frictionless authentication.

However, section 3.3 (step 4) BMV 3DS 2.0 specificationg’5] hintsthati The met hods used
any data elements that are extracted fraanstomer machine during the 3DS 2.0 frictionless

authentication are out of the scope of EMV specification and is left to card issuer's implementation

[7516. This implies frictionless authentication rel]
machine by the cardgsing bank during the checkout process. The security of this data is crucial

because it is this data that makes the transaction to go frictionless and authenticate the cardholder

securely without any challenge.
7.2 Reverse Engineeringlransaction Risk Assessmat

3DS 2.0 specifies very little about how card issuers should implement Transaction Risk Assessment.
To understand how merchants and card issuers assess the risk of consumer payments we therefore
reverse engineer existing implementations. To that endage p proxy betweeneb browser and

merchant/card issuer to intercept communication between payment initiator and authentication
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Figure 40 - Shows the reverse engineering seip

service, as we describe in Sectib.1 Section7.2.2introduceshe 3DS 2.0 transaction sequence,
combining specification information with that obtairfeain the reverse engineering. Sectiba.3
presents the data the risk assessor collects to inform its decision whether to challengfemnter cu

Section7.3discusseslifferences we found across the implementation of 3DS 2.0 we encountered.

7.2.1 Reverse Engineering System Setp

Figure40 shows the reverse engineeringgpt Within 3DS 2.0, a number of services and

stakeholders are involved in the frictionless authentication protocol: the payment initiator using a
browser, the merchant providing the ck®ut pageat every purchase, and a set of services and

servers for the authentication, termed the Access Control Server (ACS). The ACS maintains payment
initiatorés data which can be used to authenti
functionality is usally carried out by or on behalf of the card issuer (such as[&§ar Mastercard

[67]), but some large vendors like Payfd] and Amazorj111] use their own solutions.

To intercept communication, we use ffiddler proxy, which is available as opsource af115].
Theproxyuns on the machine of the payment initiatoc
(WB) to send its HTTP(S) requests to Fiddler, which then forwards the traffic to the communicating
merchant or ACS. The responses are returned to Fiddler, which passefitheack to WB. When

HTTPS decryption is enabled, the Fiddler proxy generates-aigetd root certificate and a

matching private key. The root certificate is used to generate HTTPS server certificates for each

secure site that is visited from WB.

Apart from intercepting the browser communicatieuse two other techniques. First, using Fiddler,

we challenge WB as if we were the merchant or the card issuer. Secondly, from Fiddler, we challenge
the merchant as if the challenge was originating fromWBT o handl e (6t amper & i
terminology) a challenge, Fiddler provides a breakpoint function, which invokes a pause to the
communication, as shown kigure41. Once paused, we can tamper or edit the changes to the
communicabn data. InfFigure4lt he arrow | abelled 6106 adds a br e
the payment URL on the merchant website O0hps. d:
where we edit the communicatidata to tle merchant. Using this platform, we are able (1) to sniff

the communication, (2) control the input to WB and (3) controbthiput from WB Implementations
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Figure 41 - Screenshot of Fiddler proxy tool

differ between different ACS providers, and foe same providers may differ depending on the
merdant or cardd-dowever, from our experiments it seems that there is considenadriap
between implementations. In total, we used five test dardsur experiments, three Visa cards {C1
C3) and two MasterCarchrds (C4, C5). To make sure that 3DS 2@sdnot have anyachine
identifiers preinstalled on the machine, we had a frgstallation of Windows 10 operating system
and Chrome 59.x wellrowser.

The merchant web sites weadlswere all enabled with 3DS 2.0 checkout and were selected from

Alexa list of merchant web sit¢$16]. The OVer i fnieetdwobryk )(6p aiycroemton t he
website indicates that it is 3D Secure enabled. To ensure that we have a representative sample of

mer chant websites, during our experiments we kept
were redirected. Alelt wooMWekr)iddireesd ushiothe sma AGBeJRL

indicating that the implementation of 3DS is issuer based. For each test card, we made several

legitimate transactions and recorded the complete checkout session for each transaction with Fiddler.

We decided to stop malgrfurther transactions once authenticated by the ACS using frictionless

authentication. This ensures that the ACS trusts WB enough for frictionless authentication. We

decoded the 3DS 2.0 transaction data as necessary and analysed the outcomes in detail.

Using our test cards, we made several legitimate frictionless transactions on websites enabled with
3DS 2.0 checkout. Fiddleecorcedthe completecheckout sessiofor each transaction whidh later

retrievedfor analysis or decoding a part of 3DS 2.0 $&stion visibé from B1

After assessing the checkout sessions obtained from Fiddler, we establish that card issuing banks have
at least two variations in the implementation of frictionless authentication. We name these variations
asfrictionlessauthentcationover 3DS2.0 andfrictionlessauthenticatiorover 3DSL.0. In the

following two sectionswe will detail each variation of the frictionless authentication implementation.

For each type, we start with providing a detailed description afaeencef steps involved in the
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3DS ServerI :ACS I :Authorization I

= 1. Pay / https :
»_

2. Enable 3DS 2.0
-_7 activate3ds() f
3. Request (Tr.Num,3DS URL) :

4. Response (Tr.Num, 3DS UR
< _____________

Tunnel(Customer,ACS)) Friclignless Authentication Method

5. Connect ACS+POST([3DS Server Transaction I:D]
6. Lgad dfp.js+add(SessionCookie)

‘7. dfp.js

8. POST[3DS Serverl Transaction ID, dfp.js (dala)+Sessianookie|

9.Load [ffp.js,SessionCookie]+add(IDCookie):

-

<_l 1. POST[3DS Server Trapsaction ID, dfp.js (data)+Sessi0nCdokie+IDC00kie] f
: >

12(a). AReq

14(b). AResp

15. Authorization

...X. Accept

Figure 42 - Transaction sequence for frictionless authentication over 3DS 2.0
transactionWe will then explain the methods that are used by each implementation to perform

frictionless authentication and finally we will detail the data that is used by each type to perform

frictionless authentication.

7.2.2 3DS 2.0Frictionless Authentication Protocol

Figure42 shows the transaction sequence for fridésa authentication over 3DS 2.0, collating 3DS

2.0 specification with the transaction infor mat
(Customer, ACS)O6 represents the reverse enginee]

transactiorsequence steps for the rest of the parties are derived from 3DS 2.0 specifications.

Steps Description

1 After filling the checkout page and a:
alongwitht he Cust omer \BeOBTEF headersme pasted tq thé merchar

2 The merchant decides to have uaathentication enabled for this transaction. The

merchant enables 3DS 2.0 protocol.
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For the payment card provided at the checkout, the merchant stepiequests the ACS
version numbe 3DS Method URL (address of the ACS) and a unique 3DS Server

Transaction ID from the 3DS Server.

The 3DS Server responds back to the merchant with the ACS version number, 3DS
URL and a unique 3DS Server Transaction ID. The merchant sends 8eehsion
number and 3DS Method URL WB for routing to the ACS.

In step 5WB is connected to card issuer AGBidthis connection is made via the 3DS
Method URL received from the previous step. The 3DS Server Transaction ID along
WBO BITTP heades are passed to the ACS in this connection.

Having receivedVB6 s sessi on and 3DS Server Tr a

cookie to the transaction and loads a JavaScript (hamed dfp.js) in B1.

WB executes the methods included in JavaScriptj&@fpvhich has a logic to extract data
from WB and post the dfp.js extracted data to the ACS (explained below the table is

analysis of dfp.js code).

As shown in the figure, through step 8, the dfp.js extracted data is posted to the ACS

9-11

Interestingly, forfirst transaction, we found that steps-8p were repeated to form steps {
11). The only difference was observed in step 9 where the ACS additionally store twt
persistent cookies (ID cookies)WB and fetch it in every subsequent transactas
shown in step 11 dfigure42.

12

Hereafter, the transaction is processed according to the rules specified in EMV 3DS
specifications that states the 3DS Server to submit an Authentication Réfegt o the
ACS.

13

The Issuer performRisk-BasedAuthentication (RBA) on the data it receives from the
dfp.js and AReq and authenticates the customéfBaas the valid owner of the card. The
Issuer's decision to not challenge the customer is added heitigation Response
(ARes.

14

The AResis forwarded to the merchant via the 3DS Server.
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Table 18- dfp.js data extracted from B1 during frictionless authentication

Method Attribute description Source Example values
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe-
nav.userAgent() User agent(UA), OS JavaScript bKit/537.36 (KHTML, like Gecko) Chrome/60.0.3112.113 Sa-
fari/537.36
Test() Accepted MIME types/ Documents HTTP header :;xe[}r\l:::t:;, iﬁ’g;z;gg"}ggg]:‘ggﬂ» application/xml:g=0.9, im-
Accepted Charsets HTTP header utf-8, is0-8859-1;g=0.5
Accepted Encodings HTTP header gzip deflate
Accepted Languages HTTP header en-US, en; g=0.8
ActiveX, GeckoActiveX HTTP header 1:0
Adobe Reader and components HTTP header 21:0
XMLHttpReqest, Serializer, Parser HTTP header Yes/No,
support
5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
deviceprint_browser() UA(Version, cpuClass, language) JavaScript (KHTML, like Gecko) Chrome/60.0.3112.113 Safari/537.36;
Win32; en-US
navigator.appName JavaScript Netscape
navigator.appCodeName JavaScript Mozilla
. . . 0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
navigator.appVersion JavaScript ;SKH':‘ML, like Gecko) Chromcf61.0.31633.1()l$ };ararifss'.'gg ’
navigator.appMinorVersion JavaScript 5.0
navigator.vendor JavaScript Googlelnc
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe-
navigator.userAgent JavaScript bKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.181 Sa-
fari/537.36
navigator.oscpu JavaScript Windows NT 10.0
navigator.platform JavaScript Win32
navigator.securityPolicy JavaScript US & CA domestic policy or Export Policy
navigator.onLine JavaScript True
info_browser.name JavaScript Chrome
info_browser.version JavaScript 61.0.3163.100
info_layout.name JavaScript Webkit
info_layout.version JavaScript 536.36
info_os.name JavaScript win
navigator.geoLocation JavaScript 1:0
Screen’s  (colorDepth, width, height,
deviceprint_display() ;\::;111-1 e];il;l’h! a‘g‘;l]gg:;[h‘mzfémgzﬁ: JavaScript 2560%1440; 2560*%1400; 24; 24
FontSmoothing, Update interval)
Window Information innerWidth, innerHeight, outerWidth, out- | -y, ageripe 675,473,1392,760,3
erHeight, length
DoNotTrack navigator.doNotTrack JavaScript ?1:0
Useofadblock alert_test JavaScript 1:0
deviceprint_software() Plugins installed JavaScript Adobe Acrobat, Macromedia Flash, Java, MS office, Cortana...
deviceprint_timez() TimeZone JavaScript -60
deviceprint_java() Java enabled JavaScript 1:0
Java Supported JavaScript 1:0
Java Version JavaScript Please fill
JavaScript cookies support JavaScript 1:0
Server cookies support JavaScript ?1:0
HTTP only support JavaScript 1:0
Flash Flash Version FlashScript WIN 28,0,0,126
Flash Version JavaScript 28,0,0
Platform, Major Version, Minor Version, Capabilities (Audio, Ac-
. . cessibility, Audio support, MP3 support, Language, Manufacturer,
Flash Details FlashSeript 0s, Pixe)l' aspect, CP:)ll,or support, p[l)):)l per ir&:’ch.g Horizontal size,
Vertical size, Video
Number of Fonts FlashScript 226
List of Fonts FlashScript List of Fonts
deviceprint_cookie() Cookie enabled JavaScript ?1:0
Session cookie HTTP header Rtﬁs;(?)fdps;ili)chc7LSC3a5YqJJYquVBZ.'\ HICY/yThmhX+0mXVMOI33/....o.cvr
Test cookie HTTP header TESTCOOKIE=Y
35BWzexFkUulaDdY %2B%2FxvL3ViDuvgo
IDCookie HTTP header Xau%2FAgU%2BlqzYvZZoWiGPKKeYruvs GaPTeecduMcSLa%2FUIf1 QGUO7S89bddR

3dVSFT2dwVeUOd%2FkXvaw7JknHxjFlk4
GY417drTKOnTCNJ% 2BhHYW8YS5Wis% 3D
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7.2.3 3DS2.0Transaction Risk Assessment Data
The reverse engineering exercise we conducted shows how the ACS builds up a fingerprint of the
payment initiatorés machine based on interaction

information to establish amathineger print for the pa

the fingerprint information extracted from the browser using JavaScript
the 3DS 2.0 ID cookies fetched from the browser
3.the HTTP headers from payment initiatords brov

well as network data

In addition, theACS may have other sources of data, such as customer or card type information or IP

headers, but centre the discussion on the above three

7.2.3.1 Fingerprint Data using JavaScript.

The JavaScript fingerprinting scripts that we analysed contain functions tdi€dtdrowser

supplied information from the endser device, and (ii) forward the collected data to the 3DS 2.0

server as a single Basd encoded string (the 3DS 2.0 specificatigtd requires all the data

messages to be in Bas4 format).Table18 shows an exhaustive list of device attributes from card

C1 to C5 that are passed from WB to the ACS. The loading and execution of dfp.js by the ACS as a

part of the checkout process is similulmr for al/l 0
indicates the functions implemented in the dfp.js that extract information from WB (for readability, in

some cases we have simplified the method name). The details that are fetched in each function are
shown in 6Attribute bdlees.crThpet i ®$Ndu rccod u nono lod mnt hnea rt ka
attribute (JavaScript or HTTP). Finally, the rightmost column shows an example output value of each

function. It would go too far to discuss all attributes in detail, but a number of them are particularly

interesting. The data obtained is quite diverse, from browser and operating system information, to

display, time, gedocation and some pluig software informationWhat follows are the details

description of the methods and attributes liste@dhle18.

9 deviceprint.userAgent().B1 sends akTTP request to the server it communicates. The
request structure is defined as a patidTP protocol [16] and has a field userAgent that
carries detail ed i nf oationsa Thisoethod retornsthe valbeeof B1 6 s ¢ o
theuseragentfield send by B1 HTTP request.

1 test(). Attributes within this methods extracts fields from the HTTP header and indicates to
the server B1ld6ds support for MI Mdgestsyppoetfor accept €
activex, geckoactivex, adobereader and other components.

1 deviceprint_browser().Thi s met hod extracts more informati
properties within this method navigator.appVersion, navigator.platform and

navigator.browseranguage extracts the B1 version, platform (operating system) on which the
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Bl is installed and the language installed on the B1 and its operating system. It also has a
geolocation attribute that checks if the location settings on a B1 is enabled.

1 deviceprint_display(): Thi s function captures the Bl mact
like colourdepth, screen width, height and available height.

I window_information(): col | ect s attributes | ike windowds
width, outer height ahlength.

1 DoNotTrack: The attribute navigator.doNotTrack within this method retrieves B1 tracking
preference. Do Not Track attribute is discusseld 17].

1 Useofadblock:If an advertisement block@tugin is installed on a user browser, this attribute
will have a value of 1.

9 deviceprint_software(). This function captures all the browser plugins and types installed on
the user machine. The navigator.plugin attribute extracts the full path of pluthe files.

However, the dfp.js script onbxtractsthe filename ignoring the description and length or
size if available.

9 deviceprint _timez() and deviceprint java(). These functions within dfp.jgxtractthe client
machi neds t i mez therdavainirdtalledéenablédy i f whe

91 Deviceprint_cookie().This function has a logic to test whether the browser settings have
cookies enabled.

1 Flash: Along with dfp.js some frictionless implementation may additionally invoke a flash
script on B1 browser. Witour experiments, we found that only test card C4 had this script
enable. This flash script can collect details about the status (enabled or disabled) and version
of a flash plugin installed on a user browser. It also collects the number and compdéte list
fonts from the user browser. The collected attributes are again sent to the ACS 64 base

format.
There are two other methods that we found were implemented in dfp.js: encode_deviceprint() and

asyncpost_deviceprint(url)

1 encode_deviceprint(xombineghe collected data into a single string. It formats the string by
removing whitespace, add delimiters and other characters as requires by the ACS. Table
shows an example output from encode_deviceprint function.

9 asyncpost_deviceprint(url)posts the data tihe ACS URL. The data is converted to béde

before being sent as a form element to the ACS.

An example of resulting encoded device fingerprint is display&igure43.
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encode_deviceprint()

version%3D2%26pm%5F fpua%3Dmozilla%2F5%2E0%20%28windows%20nt%2010%2E0%3B
%20Win64%3B%20x64%29%20applewebkit/537%2E36%20%28khtml%2C%201ike%20gecko
%29%20chrome62%2E0%2E3202%2E94%20safari/537%2E36%7C5%2E0%20%28Windows
%20NT%2010%2E0%3B%20Win64%3B%20x64%29%20AppleWebKit/537%2E36%20%28KHTML
%2C%2011ke%20Gecko%29%20Chrome/62%2E0%2E3202%2E94%20Safari/537%2E36
%7CWin32%7Cen%2DUS%26pm%5F fpsc%3D24%7C1280%7C7 20%7C680%26pm
%5F fpsw%3D%26pm%5F fptz%3D5%2E5%26pm%5F fpln%3D1lang%3Den%2DUS%7Csyslang
%3D%7Cuserlang%3D%26pm%5F fpjv%3D0%26pm%5SFfpco%3D2

asyncpost_deviceprint(url)
dmVyc21vbiUzRDE1MjZwbSU1RmZwdWE1MORtb3ppbGxhJTIGNSUYRTAIMjAIMjh3aW5kb3dzITIwbnQ1lMj
AXMCUyRTA1MOI1MjB3aW42NCUzQiUyMHg2NCUyOSUYMGFweGx1d2Via210LzUzNyUyRTM2ITIwITI4a2ho
bWw1MkM1MjBsaWt1JTIwZ2V;ja281Mjk1MjBjaHIvbWUVNjUIMkUwITIFMzMyNSUyRTE4MSUyMHNhZmFya$S
81Mzc1MkUzNiU3QzUIMKUWITIwITI4V21uZG93cyUyMESUJTIWMTAIMKUWITNCITIWV21uNjQ1MOI1M]jB4
NjQIMjk1MjBBcHBsZVd1lYktpdC81Mzc1MkUzNiUyMCUyOEtIVETMITIDITIwbGlrZSUYMEd1Y2tvITISIT
IwQ2hyb211LzY1JTIFMCUYRTMzMjULIMKUXODEIMIBTYWZhcmkvNTM3JTIFMzY1N@ONXaw4zMiU 3Q2VuJTJ
ERQI1MjZwbSU1RmZwc2M1MOQYNCU3QzEZNFAINOM3N jg1INOM3Mjg1MjZwbSUTRmZwe 3¢ IMOQIMjZwbSUTR
mZwdHo1MOQxJTI2cGOINUZmcGxuJTNEbGFuZyUzRGVuJTIJEROIINONZeXNsYWSnJTNEJTADAXN1cmxhbme
1MOQ1MjZwbSU1RmZwanY1MoQwITI2cGOINUZmcGNVITNEMQ==

Figure 43 - Device fingerprint information encoded and sent to ACS

3DS 2.0 Cookies
TESTCOOKIE=Y

ID Cookies

DMC=A1ZVNM1zeO1ukqlXqlc7y%2BkM5Vi%2FGf%2Fa1D1CXYyox7%2F
XIr4kfbI1X04cU%2Bc%2BgWifX5WmIXQFY%2F18fH2ysgUzk3FUyhV
jlih3wcIx1G17uFJgBtWgMiZNjoRU6zut3NLLm1XPYLocrIlecsFsRW w%2B6D6JRuya4fb
Hmsww1DOogjzLL41tobs%3D

cy_track_user=C.28474910.1603347569
3DSSTBIP=yHWvyRz68jCQRAI7zSC3a5YqJJYDrgbtKRs50bDYIKITU
Xik3MMi6BYEz5zbiX@awTcVFYARXRLY

Figure 44 - Cookies installed by the ACS on our Machines

7.2.3.2 The 3DS 2.0 IDCookiesfetched from the browser
We found three types of cookies installed by the ACS on our machines. These desedda®d in
Table18, bottom rows. Full cookies are displayedrigure44.

I Session cookieThe cookie is deleted after a user closes the session.

1 Test cookie:A test cookie with a name TESTCOOKIE amdalue of Y was observed in an
exchangeluring the transaction. This is set by the ACS server to determine if the user
browser settings allowed cookies to be set.

91 IDCookies. When the cardholder firgnrolsinto the 3DS 2.0 system, a token in the fofm o
ID Cookie(s) is placed on the cardholder browser. The number of cookies installed varied
from one to three. These cookies we found have a validity of three years from the date of
installation and also have &TTP-only security tag. The HTTBnly tag oma cookie protects
it from being accessed by credsmain websites, meaning, only the website that has tagged

the cookie on the cardholder browser can access this cookie.
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HTTP headers

POST https://hps.datacash.com/hps/? HTTP/1.1

Host: hps.datacash.com

Connection: keep-alive

Content-Length: 151

Cache-Control: max-age=0

Origin: https:hps.datacash.com

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla5.0 (Windows NT 10.0; Win64; x64) AppleWebKit537.36
(KHTML, like Gecko) Chrome59.0.3071.115 Safari537.36

Content-Type: applicationx-www-form-urlencoded

Accept: texthtml,applicationxhtml+xml,
applicationxml;qg=0.9, imagewebp, imageapng ,;q=0.8

Cookie: JSESSIONID=2DA@7357AEFF38EE6A8DEDD1FCC96628

Card details
card_number SAXXX—XXXX—XXXX=XXXX&eXxp_month=04& exp_year=
2020&Name=Mxxxxxxxxx&cvv2_number=271

Figure 45 - Browser information passed on from merchant to ACS

Understandably the dfp.js script data and the persistent ID cookies generate aitfingetipe B1

profile that will enable the card issuer ACS to frictiondsauthenticate the cardholder at the
checkout. Further examination fifigerprintdata reveals that t&CS makes use of the Browser
Object Model (BOM)118] which is a larger representation of information provided by the browser

through JavaScript.

The BOM deals with browser components like history (limited), location, navigator, screen any other
detailed functionalitghe browser may expose to JavaScript. Because no standards exist for the BOM

at the time of this writing, each browser has its own implementation of BOM.

7.2.3.3 Data Passed from Merchant to ACS.

Data passed by the merchant in AReq message (stepgFiguog39) contains elements that identify
payment initiator browser configuration. For instance the EMV 3DS 2.0 specificBtBJn(g able

A.1), mentions the merchants to include browser accept headers, language, screen details and user
agent to be pagd in the AReq message whenever available. The browser configuration helps the
ACS to render correct iframe for the cardholder device and may be used by the ACS to compare the
informationpassed with dfp.js. To inspect the methods by which the mercHhittsaata to frame

the AReq message, we referred to the merchant developer guides from payment netwgksg Visa

and MasterCar{ir0] and paymet service providers like PayF&6], which suggest to use the HTTP

headers passed on by the merchants during checl

7.3 Frictionless Authentication Over 3DS 1.0

Figure46, shows a sequence diagram detailing the process of frictionless authentication otér 3DS
that we obtained from test card @nd G3. To have a clear understanding of the process the sequence
diagram above collates the information extracted from Fiddler andL3Dspecification. Data from

Fiddler represent the part of thransactiorvisible from B1.
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:Customer I :Merchant I 3DS Server I :ACS :Authorization I

1. Pay / http !
’.—'-

2. Enable 3DS 1.0
lc— " activate3ds() :
3. Request (AReq,3DS URL) _ :

4. Response (AReq, 3DS URL)
R -

5. Connect ACS+POST[AReq] :
6. Connect ACS+POST[AReq + B1 http headers] :

Tunnel(Cust()mer.ACS)) Frictionlgs§ Authentication Method

7. add(SepsionCookie+ID Cookie) + AReq

¢
8. Add(SessionCookie+ID Copkie)

g
9. POST[$dssionCookie+ID Cookie+AReq]

~10. No Challenge
e =
11. ARes + CAVV :

12. ARes + CAVV

13. Authorization

M- - - s B
Figure 46 - Frictionless flow sequence diagram

Steps Description

1 After filling the checkout page and a:
alongwitht he Cust omer 6 s BWSTDIPRadersvana metclsant 6edsion
cookies are posted to the merchant.

2 The merchant decides bhave useauthentication enabled for this transaction. The
merchant in this case enables 3DS 1.0 protocol. Although the 3DS protocol version i
internal to the merchant implementation, we can derive the 3DS version number fron
data passed in step 5dkighthe WB.

3 The transaction is processed according to the 3DS 1.0 specifications. For the payme

provided at the checkout, the merchant in séprequests the 3DS Method URL (addre
of the ACS) and AReq message from the 3DS Sefvey.datahat is passed from the

merchant to th8DS Server includes merchant data and transaction data

4 The 3DS Server responds back to the merchant with the 3DS Method URA AfREq

message.

5 The merchant sends the 3DS Method URL and AReq mess#dge\Wd for routing it to
the ACS.
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6 TheWB is connected to card issuer AGBdthe connection is made via the 3DS Methc
URL received from the previous step. The AReq message alony\MBithBI TTP headers

are passed to the ACS in this connection.

7 Having reeived theWB dsgssion and AReq message, the ACS examines the data re
in AReq message and adds session and ID cookies to the transaction.
8 The WBiIs tagged with the cookies from the ACS

9 Interestingly, for thdirst transaction, we found that pte6 was repeated as step 9. The
only difference observed was, in step 9, ID cookies were fetched by the ACS along v
AReq andWB0 BITTP headers

10 The Issuer performRisk-BasedAuthentication (RBA) on the data it receives from the

AReq messag&VB6 seaders and ID cookies and authenticates the custoMé at the
valid owner of the card. The Issuer's decision to not challenge the customer is addec

Authentication Respons@&Res.

11- The ACS after authenticating the customer, responds backheithRes message and a
13 CAVV.

7.4 Discussion of 3DS 2 Implementations

There exist a number of notable differences between different implementations of 3DS 2.0. These

differences can be categorized as follows:

Difference in the use of 3DS protocol version
Difference in transporting the device fingerprint: obfuscated versustpitin
3. Difference in amount of data collected as a fingerprint: JavaScript based versus HTTP

headers and cookies only.

7.4.1.1 Difference in the use of 3DS protocol version

We observed that th&®CE associated with card C2 useextendedsersion of 3DS 1.0 protocol for
frictionless authentication. The optimisation is achieved by adding an extra layer of frictionless
authentication over the 3DS 1.0 protocol. As opposed to 3DS 2.0, in MesSathe browser

collects and submits the AReq message with the transaction identifier, as defined in the 3DS 1.0
specification. Through Message 6 andi§ing device fingerprinting JavaScritite ACS collects the

fingerprint data from the

browser Like 3DS 20 frictionless authentication, if this is the first 3DS 1.0 transaction from the
machine, the ACS repeats the messagks @ install IDCookie. Hereafter the transaction is
processed according to the 3DS 1.0 specification. The ACS decision (to notgdlaiteadded to the

ARes which is then forwarded to the merchant via the browser. More importantly, comparing the

frictionless authentication of 3DS 1.0 and 3DS 2.0, both of these protocols capture static fingerprint

data in bas®4 encoded format and usd TP-only IDCookies for transaction risk assessment.
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7.4.1.2 Difference in device fingerprint implementation

The other variant that we observed is in the technique with which the device fingerprint JavaScript is
implemented. In two cases (C2 and C5) we noticetdabde obfuscation techniques were applied to
make the JavaScript difficult to read and analyse. However, obfuscated codes has certain general
limitations, in that, it is an encoding technique (not encryption) and needs to make sure that the code
does notoose its functionality when executed over the system. The 3DS 2.0 device fingerprint
JavaScript can still be run to obtain b&gedevice fingerprint values. Additionally, code obfuscation

is a technique that has long been used by malware writers tthieidenalicious code. Therefore,

there are plethora of security tutorials and freely available security tools designealtfoistzate
JavaScript. The most reliable deobfuscater that we discovered for our research is available as open

source from Intelliget Systems Lab, Zurici19].

7.4.1.3 Difference inamount of machine data collected

Tablel18shows an exhaustive list of all the data elements collectdeedfingerprinting scripts and

HTTP headers, the amount of data collected by each implementation of the JavaScript varies and in
some cases to a substantial extent. We noticed that some of the card issuers have no device
fingerprinting JavaScript implementeat all. For example, card issuer@g8implements frictionless
authentication over 3DS 1.0 and only relies on the data received in the AReq message. The
transaction sequence that we obtained @is detailed in Sectio.3 Frictionless Auhentication

Over 3DS 1.0

In this chapter we focus predominantly on the transaction phase of the 3DS 2.0 protocol, in which

device fingerprint and ID cookies are collected and then used together with the imardatet to

decide whether to challenge the payment initiator. However, the 3DS 2.0 protocol also defines an
enrolment phase during which the card issuer firstly collects the fingerprints from the card issuer

computer and signs the fingerprint data to t&éB cookies. The card holder computer is then

6taggedd through the usual cookie mechanism with
imperfect, in that it cannot be determined if the payment initiator who enrols a certain card is a

legitimate user ofhe cardthis vulnerability existed in 3DS 1.0 as well.
7.5 Conclusion

Our reverse engineering exercise on 3DS2.0 protocol indicates several inconsistenci&Mythe

3DS 2.0 and regulatostandard which are listed below:

1 The PSD Il standards do not regjid the technical requirements transaction risk assessments.
This leaves the protocol designers and the merchants to have their own
1 The EMV 3DS 2.0 standard, does not define the data elements to be used for frictionless

authentication for browsdrased @nsactions.
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9 Frictionless authentication is optional for the card issuing banks and card issuing banks even
being complianto the PSD 2 by adopting EMV are unsure of how to consistently perform

frictionless authentication

Also with 3DS 2.0, ecess contrgbolicies can only be defined for cookies which can be marked
Ohtonpyd. Apart from this the frictionless aut
by java scripts. This raises a question on the security of frictionless authenticationghlthe

transfer of javascript data is SSL protected, the actual data is a plaintegbdata which can

be easily be extracted by malicious websites using the same javascript code as used by the issuer
ACS. This will have the device fingerprint datale same format as accepted by the ACS. There

is no uniqueness to the transaction leaving from the cardholder ma&@bB&.0 was introduced

to defeat mal warebés that infests more PCs to
implementation of frictionlesauthentication is not secure as it relies on static and plain text data

stored as persistent cookies.
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Chapter 8. Designed to be broken:
Vulnerabilities and Attacks on 3DS 2.0

In thischaptemwe device a realistic impersonation attack, where an attacker usieedlitata

described in section.2.3and avoids being challenged for a second factor of authentication
information. We first describe the precise attack model in Se8t®yand then explain in Sgon

8.2.2how the attack can be implemented, particularly related to obtaining the data. We carried out a
number of experiments with different machines to demonstrate that the impersonation attack indeed
succeeds, as we wilkedcribe in the rest of this chapteastly, in sectior8.5, we identify a betrayal

attack in which an attacker can perform friendly fraud to cause an actual business loss to the online
merchant. Let us start with the introdioct to thecardholder impersonation attack on 3DS 2.0

protocol.

8.1 Introduction T Cardholder Impersonation.

The design of 3DS 2.0 also suggests an obvious vulnerability, in that the authentication service may

decide incorrectly not to challenge a payment.Wiledemonstrate an impersonation attack, in which

a perpetrator i mpersonates a payment initiator, t
a transaction to complete without being challenged for second factor authentication informasion. Thi
attack is practically feasible if one manages to
machine to obtain the necessary data. A main function of the malware would be to recreate the

machine fingerprint and then transport the fingerprith#&attacker, who can use it for a purchase

impersonating the card holder (see Secéi@for details). By the design characteristics of 3DS 2.0,

the security level of 3DS 2.0 then defaults to that ofstyde authorizatioronly online payment.

We complete the security analysis of 3DS 2.0 by comparing different payment protocols, and by
discussing design alternatives. From this analysis we conclude that alternatives to 3DS 2.0 exist but
that the challenge remains to effecljvbalance security and usabilityy browser platforms. An

interesting question is whether, in hisight, the regulator (who originally proposed stricter-two
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factor authentication in PSD 1) is satisfied with emerging approaches from the industry acticans

risk assessment, such as those reported ichiister
8.2 Attack Model 1 Cardholder Impersonation

The objective of the attack is to use the credit card of another party to successfully complete an online
purchase, despite the fact that the merchaes @3DS 2.0. We assume that the attacker has no manner

in which it could respond successfully to a challenge for a second factor of authentication

information. Therefore, the objective of the attacker is to avoid a challenge and be allowed to

complete a fctionless transaction. We consider the attack successful if an attacker avoids being
challenged in situations the ACS actually wants to challenge. To demonstrate the success of the

attack, we therefore have to show that there exist transactions thet &righallenge in normal

operations, but that allow the attacker to complete the transaction without challenge. To succeed, the
attacker needs to obtain the credit card details, the cookies and the fingerprint data used for

Transaction Risk Assessment,described in section.2.3 We do not assume any insider
administrative access privileges of the attack:
of the 3DS 2.0 services. The attack assumes a perpetrator memaxgasll malware or plugn that

coll ects the necessary data from the payment i |
JavaScript fingerprinting scrifitase will argue in the next section that that is notféached. Shipping
thisdatatotheattak er al |l ows t he attacker to i mpersonate
3DS 2.0 authentication data to be identical to the 3DS 2.0 frictionless authentication data belonging to

that of the payment initiator.

8.2.1 Attack Implementation
The attack implmentation needs to complete two stages: (1) obtaining the card and transaction risk

assessment data, and (2) using the card and transaction risk assessment data.

Obtaining Card and Transaction Risk Assessment Datdn this stage, the attacker needs taobt

credit card details and machine fingerprint data (including cookies). There is a variety of reasons why
this can only be done through a Man in the Browser. A challenge is that the ID cookies (see Section
7.2.3 are httponly protected, that is, they cannot be read by any «fosgin web pages or through
JavaScript. Browsers allow access to-utty cookies to extensions (including malware) because
extensions are consideridr ust ed o0 once i nst alptiendt,Crosgitee r eas r e (
scripting (XSS)96, 97, 98], in which a scripfrom a web site different than the merchant or 3DS 2.0

server attempts to access information such as cookies, is therefore not possible. The most feasible
attack will therefore be through making the browser user install malware or similar in the browser,

which obtains the data from the browser.

The most basic approach to obtain the required data is a browseén fthag can sniff the browser

communication to steal htignly cookies, record keystrokes to steal user payment data and execute
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device fingerpnt JavaScript to capture the device fingerprints. More advanced maiweogsorate

also have such features, and are commonly availafl23} see for instance the ZeUS, SpyEye,

Dridex and Tinba malwares. Once suwlware is installed, it has an ability to obtain card

transaction data for a purchase, the associated transaction risk assessment data described in section
7.2.3 as well as the httpnly caokies[100i 102]. Malware SpyEye, for example,tgento a browser

by prompting them to install a pdf reader or a flash player-plu@nce into the browser, it updates

itself as needed to configure fake entity certificates into the browser storage, record keystrokes, sniff
the browser communication,a@rds browser sessions and also can capture screen shots of user screen
[127][128].

Using the Obtained Card and Transaction Risk Assessment Dat&he task in exploiting the

obtained data is to impersonate the card holder i
cookies to theiown browser, and initiates a transaction with the merchant of choice, even if the

merchant uses 3DS 2.0. It also receives credit card details and machine fingerprint data, per the above.

At payment, the attacker creates or replays the correct resporieegrotocol ofFigure42. Since

there is no randomness in the fingerprint data, the same string of dfp.js data and HTTP headers
obtained from the payment initiatoré6és machine can
Fiddler (if required). To tamper the data using fiddler breakpoints are added whenever the merchant

and the ACS connects to the attackerodds browser.

8.2.2 Attack Demonstration

The demonstration of the attack aims to identify if it indeed is possible to impersomat ditierent
machine a legitimate payment initiator. In this demonstration we use the data obtained from machine
M1, using the experiment sap fromFigure40. We randomly selected a merchant with 3DS 2.0
enabled checkout andpeated transactions using all test cards C1 to C5 until M1 was trusted enough
for frictionless authentication. The payment sessions made from M1 were recorded by the Fiddler

proxy and were reused on different machines M2 and M3.

The detailed configuratioof Machine M1 and M3 is shown in Figure 6. It can be seen from the

figure these machines were configured with chrome 59.x browser and the same version of operating
system i.e. Windows NT 10.0. Machine M2 differed both in operating system and the webrbrows
configurations. For M2, the operating system is Windows 8 and the web browser installed Mozilla
FireFox. We note that M2 and M3 were on networks different from M1, so that the IP source address

is different.

The approach behind our experiments is #evis. We conduct the experiment for the five credit
cards mentioned. First, we ran an experiment to verify that transactions from machine M2 with the
five cards are indeed challenged if one only enters card information (and does not impersonate the

card lolder with the risk assessment data). This verification was successful in all of the cases except
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for card C1 where only lower value transactions below £10 were approved (we will get back to this in
the next section). Then, we ran an experiment in whichsee the obtained transaction risk

assessment data to impersonate the card holder, to see if we were allowed to complete the purchase
unchallenged, i.e., in frictionless mode. We initiated transactions where we selected products with

values ranging betwaea £1 to £300, on an online merchant that uses 3D Secure 2.0 at checkout.

We were successfully able to execute the attack for all our test car@5{Cih that the transactions

were approved without any chal | @nglgenlybrtesttciwde c ar
C5, the card issuer ACS issued challenges when the value of transaction reached above £200 (a

typical transaction threshold set for frictionless authentication).

We ran a second experiment, using different machine M3, with the lsardware and software as

ML1. In so doing, we wanted to see if different machines construct the same Fingerprint data. This is to
simulate a scenario where an attacker is unable the device fingerprint data but was able to get the ID
cookies. In that caseve did not use the Fiddler proxy to recreate the M1 Fingerprint data, but simply
completed the transaction normally. In all cases, the transactions were allowed to go on without being
challenged. Close inspection of the data that M2 sent to the meartthACS revealed that the

transaction risk data was essentially identical for M1 and M2.

Reflection. For consumers it would be important to know how merchants and card issuers respond if

the above attack took place. To that end, we communicated withrthéssuing banks to understand

how it would react if we were to report the fraudulent transactions that were made from the attacker
machine. The card issuer for C3 asks cardholders to identify some previous transactions made from

t he vi ct i mbéveuldma edistentte transadions made from attacker machine as fraud.

The card issuer for C3 also blocks andssies a new payment card to the card holder. However, in

two cases (C4 and C5), the card issuer argued that the transactions must haatedfigim the

actual card holderds machine. They argued the ¢
so is denied a refund of any reported losses. diiaptemmakes clear that this situation can easily

arise when the situation is in faart actual impersonation attack which can create an actual monetary

loss to the cardholder.
8.3 Further Re-Engineering of Transaction Risk Assessment

Section7.2.3established which data 3DS 2.0 implementations used in their triansask

assessment, and we showed that with that data alone, one can execute an impersonation attack.
However, this does not yet provide us with full understanding of the way risks are being assessed by
the ACS. First, the ACS may use additional soucdetata, for example, it may use header info from

the protocol stack such as the IP source address or some other data about the card holder available

from the card issuer. Secondly, the ACS will set certain rules about when to invoke a challenge. These
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Table 19- Experimental simulation and results with C1 and C2

rules will stipulate which data to consider when checkindittgerprint andspecifies bounds on data

outside which the transaction will be challenged (e.qg., a limit for the transaction amount).

There is a number of questions of interest motivating furthengineering of the risk assessment
approach. First, it provides information about which variants of the impersonation attack would

succeed and thus allows us to assess the security and risks behind online payment. Secondly, it serves
as a suggestion far possible methodology to assess consumer implications of Transaction Risk
Assessment. Approval of TRA as a mechanism shifts liability to the card issuer but nevertheless still
exposes consumers to possible distress when an impersonation attack iouarAeguably, it

would be in the interest of the public if there is visibility in the implementation of Transaction Risk
Assessment. The4engineering experiments in this section demonstrates how to provide such

visibility.

The experiments in this g obtain responses from the ACS for transactions in 8 different

scenarios. These scenarios provide all combinations of the following three features:

1. submitting the machine data and IDCookie or not (from Se@tid:i3.1and7.2.3.9
2. submitting different transaction values

3. submitting transactions from different regions
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