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Abstract

Over the last several decades, reliable communication has received con-
siderable attention in the area of dynamic network configurations and
distributed processing techniques. Traditional secure communications
mainly considered transmission cryptography, which has been developed
in the network layer. However, the nature of wireless transmission in-
troduces various challenges of key distribution and management in es-
tablishing secure communication links. Physical layer security has been
recently recognized as a promising new design paradigm to provide se-
curity in wireless networks in addition to existing conventional crypto-
graphic methods, where the physical layer dynamics of fading channels
are exploited to establish secure wireless links. On the other hand, with
the ever-increasing demand of wireless access users, multi-antenna trans-
mission has been considered as one of effective approaches to improve
the capacity of wireless networks. Multi-antenna transmission applied
in physical layer security has extracted more and more attentions by

exploiting additional degrees of freedom and diversity gains.

In this thesis, different multi-antenna transmit optimization techniques
are developed for physical layer secure transmission. The secrecy rate
optimization problems (i.e., power minimization and secrecy rate max-
imization) are formulated to guarantee the optimal power allocation.
First, transmit optimization for multiple-input single-output (MISO) se-
crecy channels are developed to design secure transmit beamformer that
minimize the transmit power to achieve a target secrecy rate. Besides,
the associated robust scheme with the secrecy rate outage probability
constraint are presented with statistical channel uncertainty, where the
outage probability constraint requires that the achieved secrecy rate
exceeds certain thresholds with a specific probability. Second, multi-

antenna cooperative jammer (CJ) is presented to provide jamming ser-



vices that introduces extra interference to assist a multiple-input multiple-
output (MIMO) secure transmission. Transmit optimization for this CJ-
aided MIMO secrecy channel is designed to achieve an optimal power
allocation. Moreover, secure transmission is achieved when the CJ in-
troduces charges for its jamming service based on the amount of the
interference caused to the eavesdropper, where the Stackelberg game
is proposed to handle, and the Stackelberg equilibrium is analytically
derived. Finally, transmit optimization for MISO secure simultaneous
wireless information and power transfer (SWIPT) is investigated, where
secure transmit beamformer is designed with/without the help of artifi-
cial noise (AN) to maximize the achieved secrecy rate such that satisfy
the transmit power budget and the energy harvesting (EH) constraint.
The performance of all proposed schemes are validated by MATLAB

simulation results.
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Chapter 1

Introduction

Wireless communication techniques have experienced an explosive growth in the
communication industry, capturing more and more attention in terms of research
[1,2]. As such, there are various state-of-the-art applications such as wireless sensor
network (WSN), WIFI, global positioning system (GPS), remote surveillance sys-
tem, smart grids, etc., which are emerging from theoretical research ideas through
to commercialisation. The exponential progress of these applications has driven the
development of wireless electronic devices, such as mobile phones, laptop comput-
ers, etc., which promise a bright future for wireless networks. An increasing number
of wireless customers has resulted into huge demands for the limited spectrum re-
sources available, such that wireless services are becoming overloaded. In order to
meet with these ever-increasing demands, some novel techniques and approaches
need to be developed for future wireless communication networks.

There are three criteria that are associated with such demands: quality of service
(QoS), energy efficiency (EE) and security, which have been widely considered as
the main driving forces for the evolutions of wireless communication networks. Tra-
ditionally, these requirements can be satisfied by increasing the transmission band-
width and the transmit power. However, frequency reuse becomes a novel approach
to serve an increasing number of users within the availability of extreme scarce radio
spectrum. Hence, it will not be always a good solution to increase transmit power
as it will increase the co-channel interference power. In addition, power saving in
cellular networks not only alleviates financial burden to service providers, but also
reduces the emission of the greenhouse gases effectively. Therefore, a better system

design that fully exploits the limited spectral resource is essential.
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Figure 1.1: Layer protocol
1.1 Wireless Security Motivations

Security, as one of the most important criteria in wireless networks, plays a very sig-
nificant role in wireless communications, ensuring that some important messages are
confidential enough to prevent eavesdropping from unauthorized users. There are
three main reasons leading to the security issues: First of all, wireless channels are
vulnerable to channel jamming, so that an eavesdropper can easily jam and prevent
legitimate users from accessing the network. This threat is more difficult to counter
as it aims at disrupting traffic and not intercepting information. Secondly, an active
attacker can obtain illegal access to the important network resources and bypass se-
cure infrastructures (i.e., firewalls) without the authentication mechanisms. Finally,
eavesdropping can be performed without advanced technological devices due to the
open nature of wireless channels [3]. In principle, even legitimate users in wireless
networks could be considered as potential eavesdroppers [3]. Based on the aforemen-
tioned security issues, solutions can be adopted in different layers. Fig. 1.1 shows
the different layer protocols taken into consideration in wireless communications
and their functions. Channel coding and spread-spectrum modulation techniques
are implemented at the Physical (PHY) layer, and guarantee that all the upper
layers operate in an error-free environment as well as mitigate channel jamming, re-
spectively. In addition, admission control is tackled at the Medium Access Control

(MAC) layer, where authentication mechanisms are implemented to prevent illegal
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Encryption Decryption

Plaintext p| Ciphertext Plaintext

Key Key

Figure 1.2: Encryption diagram

access and message encryption is implemented at the Application layer [3].

Traditionally, confidential processing is usually achieved in the network layer of
wireless networking, like the widely adopted cryptography [4]. Fig. 1.2 shows a
conventional and simple cryptographic method that is generally implemented by
encrypting the plain message by employing private encryption keys available to the
legitimate user who employs these keys to decrypt this message. It is assumed that
these keys are computationally intractable for the adversary to decrypt if these en-
cryption keys are not available by the adversary. However, the existing cryptographic
methods cannot handle these scenarios due to high computer computational capa-
bilities and cracking of encryption algorithms. Additionally, variety of challenges are
introduced in terms of key distribution and management to establish secure com-
munication links with the nature of wireless transmission [5].

Based on these above challenges, there exists the question of how to solve the
security problem of the eavesdropping at the PHY layer. Unlike cryptography that
the difference is ignored between the received signals at different receivers, physical
layer security is considered by exploiting the difference in the properties of physi-
cal channels to achieve unconditional security. As such, physical layer security is
usually performed by information theory principle, which is currently widely con-
sidered as a stronger notion than computational security. The explosive growth of
wireless applications, coupled with information privacy will indicate a bright future
for physical layer security.

However, with the ever-increasing demand of wireless access users, multi-antenna
transmission has been considered as one of effective approaches to improve the ca-
pacity of wireless networks [6-9]. Multi-antenna transmission techniques can be
applied in physical layer security to bring more degrees of freedom (DoF) and di-

versity gains. Moreover, low complexity transceiver will be designed by employing
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convex optimization techniques with and without global channel state information
(CSI). How to achieve the secure communications to satisfy spectral and energy
efficiency in multi-antenna transmission has been a hot research topic in wireless
communication. In this thesis, novel algorithms for the optimal resource allocation
for multi-antenna transceiver will be designed to realize spectral efficient, energy ef-
ficient, and secure communication networks by utilizing mathematical optimization

techniques and game theory.

1.2 Literature Review

In recent years, physical layer security has paid significant attention in establish-
ing reliable wireless links to prevent eavesdropping from illegal customers [10, 11].
Traditionally, secure communications are realized through traditional cryptographic
methods performed in the network layer. However, with the nature of wireless
transmission, various challenges are introduced in terms of key distribution and
management [12]. Physical layer security technique provides a fundamentally dif-
ferent paradigm, compared to conventional cryptographic approaches, in which se-
crecy capacity is achieved by exploiting the physical layer properties of wireless
communication system [13]. The concept of physical layer security was originally
proposed by initially defining wiretap channels in [14], and has recently been recog-
nized as a promising technique to establish secure data transmission between legit-
imate transceivers, which has been developed based on information theory princi-
ple [5,12,15,16]. Recently, secret communication for multi-antenna secrecy channels
has attracted the research community due to the advantage of having additional
DoF and diversity gains, and the achieved secrecy rates are constrained by the in-
formation rates achieved by the eavesdroppers [17,18].

Several approaches and algorithms have been introduced to improve the secrecy
rates, which consists of cooperative beamforming (CB), artificial noise (AN), co-
operative jamming (CJ), and device-to-device (D2D) transmission, etc. [11,19-32].
Convex optimization techniques have often been employed to design the optimal
transmit beamformer by solving the secrecy rate optimization problems (i.e., power
minimization and secrecy rate maximization) [19]. Relays and jamming nodes are
introduced in the secure network, which have the capability to improve performance

at the legitimate receiver, preventing the eavesdroppers from intercepting the de-
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sired messages intended for the legitimate receivers [23,33-37]. Moreover, secrecy
rate maximization algorithm has been proposed for multiple-input multiple-output
(MIMO) wiretap channel, which provides the necessary sufficient conditions based
on the optimal input covariance matrix [38], whereas in [39] a full-rank optimal in-
put covariance matrix solution was presented to achieve the secrecy capacity of the
MIMO Gaussian wiretap channel. CB requires relays to forward the signal from the
source to the legitimate user based on the assumption that the direct transmission is
not available. The optimal power allocation in the context of a decode-and-forward
(DF) scheme has been proposed to maximize the sum secrecy rate [20], whereas
in [21] the relay relies on an amplify-and-forward (AF) scheme in a MIMO systemn,
where the source and relay beamformer have been jointly designed to maximize the
achieved secrecy rate in the cooperative scheme. For MIMO relay networks, the op-
timal power allocation has been derived by exploiting the generalized singular value
decomposition (GSVD)-based secure relaying scheme [22]. AN is also a well-known
technique, which introduces the interference to eavesdroppers by embedding noise
in the desired transmission signal [28,29]. In [28], an isotropic AN scheme has been
designed using an orthogonal projection approach, whereas the spatially selective
AN algorithm is investigated to jointly design transmit beamformer and AN covari-
ance matrix to interfere the eavesdroppers in [29]. CJ is another technique that can
be applied to improve physical layer security [23—-26]. For the single-antenna case,
the secrecy rate has been maximized by employing a one-dimensional (1D) search
algorithm [23]. In [24], first-order Taylor series expansion has been applied to ap-
proximate the secrecy capacity for MIMO secrecy channel with a multi-antenna CJ,
which reformulate the non-convex secrecy rate optimization framework to a convex
one, whereas the stochastic geometry approach is appropriate to the networks where
the jammers and the eavesdroppers are deployed randomly [27]. Moreover, game
theory is a promising mathematical tool for decision making and resource allocation
in secure communications [40,41].

In general, the CSI is assumed to be perfectly available at the transmitter be-
tween the transmitter and the legitimate receiver as well as the eavesdropper. How-
ever, it is not possible that this assumption is always valid with channel estimation
and quantization errors. Without having the CSI at the legitimate transmitter,
it is more challenging for the transmitter to perform optimization. To circumvent

these issues of imperfection, robust optimization techniques have been considered
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to incorporate the channel uncertainty [19, 34, 42-48]. The robust optimization
approaches have been applied in physical layer security based on the worst-case
scheme [19,48,49]. The bridge has been built between wiretap channel and cognitive
radio (CR) channel incorporating norm-bounded channel uncertainty [49]. In [19],
the robust transmit covariance matrix has been designed for MISO secrecy chan-
nels with multiple multi-antenna eavesdroppers, and the robust optimization prob-
lem can be relaxed as semidefinite programming (SDP) by exploiting S-Procedure.
In [48], a conservative approximation approach at low SNRs has been proposed for
MIMO secrecy channel, whereas AN-assisted robust techniques has been developed
in [29,47]. In [34], a robust CJ scheme has been proposed for secure channels based
on the worst-case scheme. In addition to the robust secrecy rate optimization, the
outage robust secrecy rate optimization schemes with only statistical knowledge of
channel uncertainty have been considered in [32,50]. The robust outage secrecy
rate optimization for MIMO secrecy channel has been investigated in [32], where
a Bernstein-type inequality based Taylor approximation was presented to handle
the nonconvex outage secrecy rate constraint, while in [50], the outage probability
minimization problem of a secrecy channel has been developed to satisfy a target
secrecy rate with the assumption that the only distribution of the eavesdropper’s
channel error is available at the legitimate transmitter.

Energy harvesting is employed in fifth-generation (5G) wireless communication
networks to circumvent the issue of energy limitations in mobile devices and im-
prove the energy efficiency of these networks by extracting energy from the external
natural environment (e.g., solar power, wind energy, etc.) [51,52].

Traditionally, energy is directly harvested from external sources without exploit-
ing the resources of the communication network itself. However, when the natural
environment is not able to provide stable energy, wireless mobile receivers have to
find an alternative energy source in the communication network. This source can be
the information-carrying radio-frequency (RF) signal radiated by the fixed transmit-
ters (base stations, hot spots, etc.) [53-55]. In this case, the role of the transmitter
is not only to send the signal to the mobile receivers, but also transfer power that
can be used to charge these receivers’ batteries. Simultaneous wireless information
and power transfer (SWIPT) is a promising paradigm to provide power for commu-
nication devices to mitigate the energy scarcity and extend the lifetime of wireless

networks [53, 54].



1.2 Literature Review

Recently, secure communication in SWIPT has been investigated in [56-63].
In [56], the authors have considered a MISO secure SWIPT system. Two opti-
mization problems: 1) secrecy rate maximization of information receiver (IR) with
individual harvested energy constraints of energy receivers (ERs), 2) energy harvest-
ing maximization with a secrecy rate constraint for the IR, have been developed to
guarantee a reliable information transmission to the IR and the target harvested en-
ergy simultaneously transferred to the ERs are satisfied by optimally designing the
beamformer vectors and the power allocation at the legitimate transmitter. In [58],
the authors first addressed the secure communication system with SWIPT when
two types of eavesdroppers (i.e., passive eavesdroppers and potential eavesdroppers)
coexist. A total transmit power minimization problem was formulated to jointly
optimize the transmit beamforming, AN and energy beamforming, achieving secure
communications with a target amount of harvested power by incorporating channel
uncertainties of the idle receivers (potential eavesdroppers). While [59] considered
a multiuser MISO SWIPT system with multi-antenna energy harvesting receivers
(potential eavesdroppers) only, where an energy harvesting maximization problem
is proposed to guarantee secure communications. In addition, the authors have
shown that there always exists a rank-one optimal transmit covariance solution and
proposed one efficient algorithm to construct an equivalent rank-one optimal solu-
tion [56,59]. However, in [56,59], the CSI is assumed to be available, or only the
CSI of the potential eavesdropper is unavailable at the transmitter [57,58], for which
there are practical difficulties to obtain the CSI of the link between the transmitter
and the users. Furthermore, robust secure transmission for a MISO SWIPT system
have been proposed without AN [60] and with AN [61], respectively, by incorporat-
ing the channel uncertainties of all channels. In [60-62], semidefinite programming
(SDP) relaxation has been studied to solve the secrecy rate maximization problem,
however, the suboptimal solution has been proposed to guarantee the solution of the
relaxed problem is rank-one [60], whereas in [61,62], the authors have shown the op-
timal solution of the relaxed problem is rank-two, which is not exact to the optimal
condition for the SDP relaxation. In [63], a two-step algorithm with conic reformu-
lation is proposed to circumvent the rank-one solution in the MISO secure SWIPT
system, while a novel SDP relaxation is investigated to guarantee that the relaxed
problem yields rank-one solution in the AN-aided MISO secure SWIPT system. The

optimal resource allocation in the AN-aided secure Orthogonal Frequency-Division

7
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Multiple Access (OFDMA) systems with SWIPT was investigated in [64], where the
weighted sum secrecy rate maximization problem of the IRs subject to minimum
harvested power requirements of individual ERs, and a new frequency-domain AN-
aided OFDMA-based SWIPT to facilitate both secrecy information transmission

and energy transfer to IRs and ERs, respectively.

1.3 Main Contributions and Thesis Outline

1.3.1 Main Contributions

In this section, the main contributions in this thesis are presented, where different
transmit optimization techniques are investigated to improve physical layer secu-
rity. Secrecy rate optimization problems (i.e. power minimization and secrecy rate
maximization) are formulated to design the secure transmit beamformer, achieving
the optimal power allocation by mathematical optimization techniques and game
theory.

Chapter 4 investigates the transmit optimization for MISO secure channels with mul-
tiple multi-antenna eavesdroppers. First, second-order cone programming (SOCP)
reformulation is proposed to relax the power minimization problem. Additionally,
a closed-form solution is derived for a special case with single multi-antenna eaves-
dropper by exploiting Karush-Kuhn-Tucker (KKT) conditions. Besides, the robust
schemes with secrecy rate outage probability constraint are considered incorporat-
ing statistical channel uncertainty, where the outage probability constraint requires
that the achieved secrecy rate exceeds certain thresholds with high probability such
that naturally ensure the desired robustness. Due to nonconvex problem, a two-step
algorithm with two conservative reformulations is proposed to reformulate it into a
convex optimization framework. An initial proof shows the solution to each refor-
mulated problem returns rank-one, which, therefore, guarantees that its solution is
also optimal to the original problem.

Chapter 5 studies CJ-aided transmit optimization for MIMO wiretap channel, where
a multi-antenna CJ is introduced to provide jamming service to introduce the extra
interference to the eavesdropper. Both transmit covariance matrices of the legiti-
mate transmitter and the CJ are designed, alternatively, to obtain the optimal power

allocation for the secrecy rate optimization problems, where first-order Taylor ap-
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proximation is considered to handle the nonconvex secrecy rate constraint. The
robust scheme is formulated by incorporating norm-bounded channel uncertainty.
By exploiting linear matrix transformation, it can be reformulated as convex opti-
mization framework by employing SDP relaxation. Moreover, game theory based
secure transmit optimization is developed when a private CJ is employed which
charges for its jamming service according to the amount of interference caused to
the eavesdropper. This scheme is modelled as a Stackelberg game, where the pri-
vate CJ and the legitimate transmitter are the leader and follower of the game,
respectively, and both of them are to maximize their own revenue functions. For the
proposed game, Stackelberg equilibrium is analytically derived in terms of closed-
form solutions.

Chapter 6 investigates transmit optimization for secure MISO SWIPT system. First,
secure transmit beamformer are designed to maximize the achieved secrecy rate, sub-
jecting to the transmit power and the EH constraint. A two-step algorithm with
conic reformulation is considered to handle the nonconvex secrecy rate constraint,
and first-order Taylor approximation is employed to linearize the EH constraint.
In addition, AN-aided transmit optimization is considered to further improve the
achieved secrecy rate. Secure transmit beamformer and AN are jointly designed.
SDP relaxation based two-level optimization and successive convex approximation
(SCA) are proposed to relax the secrecy rate maximization problem. Besides, it is
shown that the relaxed problem yields a rank-one solution, which, therefore, guar-

antees that its solution is also optimal to the original problem.

1.3.2 Thesis Outline

Chapter 1 outlines the motivations of this thesis and literature review. Chapter
2 provides preliminaries. Chapter 3 introduces some basic concepts of convex op-
timization techniques. Some generic convex problems will be given. Additionally,
the dual principle is provided by the Lagrange dual function, with KKT conditions.
Chapter 4 investigates transmit optimization for MISO secure channel with multiple
multi-antenna eavesdroppers. Chapter 5 investigates transmit optimization for CJ-
aided MIMO secrecy channel, where a multi-antenna CJ is considered to provide the
jamming service to improve secure communication. Chapter 6 investigates transmit

optimization for secure MISO SWIPT system. Chapter 7 draws the conclusions,
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and summarizes future works.
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Chapter 2

Preliminaries

This chapter outlines fundamental concepts and results of multi-antenna transmis-
sion and information-theoretical security techniques. First, multi-antenna wireless
communications is studied, which includes multiple-input multiple-output (MIMO)
wireless communications and beamforming techniques. Then the basic information-
theoretical concepts are introduced briefly, which takes a three-node wiretap channel
as an example. Unlike traditional approaches, which handle security at the net-
work layer, physical layer security aims at developing effective secure communication
schemes exploiting the properties of the physical layer, which plays a significant role
in improving security performance from information-theoretical aspects. Finally, the

information-theoretical security for multiple-antenna case will be investigated.

2.1 Multiple-Antenna Wireless Communications

Multiple-antenna transmission has been widely employed to improve the capacity
of wireless networks, which has been investigated in [7,8]. Both transmitter and
receiver are equipped with multiple antennas in wireless systems, popularly known
as MIMO, has been more attractive than single-input single-output (SISO) over the
past decades with its powerful performance enhancing system capacity [9]. MIMO
technology provides a new paradigm in wireless communication system design, which
offers variety of advantages to satisfy the challenges posed by both the impairments

in the wireless channel and resource constraints [9].
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Figure 2.1: MIMO channel

2.1.1 MIMO Channel and Signal Model

In this section, the property of the MIMO channel is investigated to guarantee
communication algorithms can be designed efficiently. Fig. 2.1 shows a MIMO
system equipped with Mp transmit antennas and Mg receive antennas, it is assumed
to be frequency-flat fading channel, the MIMO channel at a given time period is

expressed as an Mp X M7 matrix

)

Hy, -+ Hiu,
: 7 (2.1)

Huypno oo Hujgouy

where H,, , denotes SISO channel gain between the m-th receive and n-th transmit

antenna pair. In a frequency-flat fading MIMO channel, general MIMO received

| P

where y € CMrX! represents the received signal vector, x € CM7*! denotes the

signal is expressed as

transmitted signal vector, n € CMr*! is additive white complex Gaussian noise
with E{nn”} = ¢%I, and P denotes the total average transmit power. The total
transmit power during a symbol period can be written as the transmit covariance
matrix R = E{xx”} with Tr(R) = P. The signal-to-noise ratio (SNR) per receiver

antenna can be denoted by p = P/a?.
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2.2 Capacity Limits of of Wireless System

2.2.1 Mutual Information and Shannon Capacity

In this section, the backgrounds on Shannon capacity and mutual information will
be introduced, and these ideas are applied to the single-user additive white Gaussian
noise (AWGN) channel. The channel capacity was first proposed by Claude Shannon
in the late 1940s, based on mutual information through the Shannon capacity limits
[65]. The channel capacity, C, is the maximum rate at which secure communication
can be guaranteed without any constraints on the transceiver complexity. It is
shown by Shannon that for any rate R < C, there exist rate R channel codes with
arbitrarily small symbol error probabilities. Thus, for any given rate R < C' and
any desired non-zero probability of error P,, there exists a rate R code to satisfy P,.
However, such channel codes may have a very long block length, and the encoding
and decoding are extremely complicated. In the following, the precise mathematical

definition of channel capacity will be given.

2.2.2 Mathematical Definition of Capacity

Shannon’s initial work has shown that the channel capacity has been defined as
the maximum rate to realize reliable communication. It can be simply described in
terms of the mutual information between channel input and channel output. The
simple channel model is composed of a random input X, a random output Y, and
a probabilistic relationship between X and Y that is generally characterized by
the conditional probability of Y given X (f(y|x)). The mutual information of a

single-user channel can be defined as follows

f(z,y)

I(X;Y)Z/Sm’syf(fﬂ,y)log<

where the integral of S;, S, denotes the random variables X and Y, respectively,
and f(z), f(z), and f(x,y) denote the probability distribution function (PDF) of
these random variables. The log function is generally with respect to base 2. Mutual
information can be modified by the differential entropy of the channel output and
conditional output as I(X;Y) = h(Y)—h(Y|X), where h(Y) = — fsy log f(y)dy, and
rY|X) = — fsz,sy log f(y|x)dzdy. Shannon have shown that the channel capacity

14
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is equivalent to the mutual information maximization

_ VY — f(z,y)
C= IJ{I(%([(X’Y) = /sx,sy f(z,y)log (f(:v) (y)) (2.4)

In this thesis, the time-invariant AWGN channel is considered, thus, the channel
capacity can be expressed with bandwidth B and received SNR v based on the

assumption that f(z) follows the Gaussian distribution as

C = Blog(1 +7) bps. (2.5)

2.3 Multi-Antenna Beamforming Techniques

In this section, we introduce a signal spatial filtering technique, also known as beam-
forming (beamformer), which can be achieved by combining elements from different
phased angles. Beamforming is employed at the transmitter and receiver sides to

achieve spatial selectivity. In addition, it can improve the transmit/receive gain.

2.3.1 MIMO Beamforming Design

In this subsection, the beamforming technique applied in MIMO system is studied,
where the transmit and receive beamformers are designed jointly in most of existing
works [66-68]. Either the data rate and/or the diversity performance is increased
by employing multiple antennas. Also, multiplexing performance can be achieved
by decomposing MIMO channel matrix into variety of independent sub-channels
to realize different data streams transmission independently. It has the potential to
increase the data rate up to a factor, same as the rank of the MIMO channel matrix,
compared to the single-antenna system [1]. Consider a point-to-point MIMO system,
in which the transmitter and the receiver consists of Ny and Ng transmit and receive

antennas, respectively. The received signal can be expressed as
y = Hx + n, (2.6)

where y = [y1,...,yns)", and y,, (n, = 1,..., Ng) is the received signal at n,-th
receive antenna. H € CV#*NT denotes the MIMO channel matrix, and h;; is the

channel coefficients between the ¢-th transmit antenna and j-th receive antenna.
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Figure 2.2: Transmit precoding and receiver shaping

x € CN7*1 and n € CV#*! are the transmitted signal vector and the noise vector,
respectively. Assuming that the channel matrix H is available to both the trans-
mitter and the receiver. The MIMO channel matrix is decomposed by the singular

value decomposition (SVD) as [69]
H=UxV¥, (2.7)

where U € CVr*Ne V¢ CNtXN7 are unitary matrices, and ¥ € CVeXNr jg g
diagonal matrix with the singular values ¢; of H. N is the number of nonzero singular
values, which is also known as the rank of H. The singular value satisfies §; = v/A;
where ); denotes the i-th eigenvalue of HH*. These sub-channels are achieved using
linear transformation of the input signal and the output signal through transmit
precoding and receive shaping. In transmit precoding, the symbol stream can be

precoded as
x = VX, (2.8)

where X is the transmitted signal stream. While the received signal can be modified

as
y = Uly. (2.9)

Fig. 2.2 shows that both transmit precoding and receiver shaping decompose the
MIMO channel into N number of independent SISO channels as shown in Fig. 2.3,

and the received signal can be expressed as
y = U (Hx +n) = UYUSVIVx + U’n = Ix + 0, (2.10)

where i = Ufn. Hence, this MIMO achieves up to N times data rate of an asso-
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Figure 2.3: Parallel decomposition of the MIMO channel

ciated SISO channel. Each channel performance depends on §;. Thus, the transmit
precoding and receiver shaping matrices also known as transmit and receiver beam-
formers. Provided that the MIMO channel matrix is known to the transmitter and
the receiver, the channel capacity of this MIMO system is equivalent to the sum of

capacities of each independent parallel channels.

N
), st. > pi<Pp; >0, (2.11)

i=1

Al 51'2 Di
C:H;E?X z‘Z;Blog (1+ =
where P and p; are the total transmit power and power allocated to the i-th inde-
pendent channel, respectively. B, §; and o2 are the bandwidth, the i-th independent
channel coefficients and the noise power, respectively. By exploiting Karush-Kuhn-

Tucker (KKT) conditions [70], the following relations hold:

a; >0, (2.12a)
B &2

where «; and [ are the dual multipliers of i-th individual power and total power

constraints, respectively. From complementary slackness as in (2.12b) and (2.12c¢),
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User i

Figure 2.4: Water-filling power allocations.

the optimal power allocation is written in terms of closed-form solution as

(2.13)
O, (073 7& 0.

In addition, the optimal value of 3 is given by (2.14),

émax {O’ (% - (;_j)} =5 (2.14)

(2

which is known as the water-filling solution shown in Fig. 2.4, in which the water-

level is equal to %. The parameter * is the optimal value of 3, which can be

obtained by solving the equation (2.14).

2.4 Information-theoretical Security

Information-theoretical security is a new paradigm that potentially strengthen the
security of existing systems by introducing a level of information theory principle.

This has been widely considered as a stronger notion than computational security

[3,5,12,17,71].

2.4.1 Information-Theoretical Security

Information-theoretical security, mainly focuses on the secure transmission analysis

based on the information theory principles [72], where this principle was first pro-
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Figure 2.5: Shannon secrecy model

posed in communication theory, which introduced a Shannon secrecy model shown
in Fig. 2.5. In this secrecy model, it consists of the legitimate transmitter (i.e.,
Alice), the legitimate user (i.e., Bob) and the eavesdropper (i.e., Eve). Eve can ac-
cess to the insecure channel and eavesdrops the same messages to Bob by achieving
the cryptogram C, where C' is a function of the plaintext M and a secret key K,
generated by key generator and shared by Alice and Bob. According to Shannon’s
definition, this system is perfect if the following equality holds

I(M;C) =0,

which implies Eve has no knowledge of M with knowing C' [3].

However, Shannon’s secrecy system model leads to the fact that it is assumed
that the channel from Alice to Eve has the same capacity as the channel from Alice
to Bob, since Eve can access to the cryptogram perfectly. Therefore, the key is
employed to guarantee perfect secrecy transmission is to modify Shannons model
such that the Eve cannot achieve the same information as Bob.

Based on this motivation, a novel secrecy system, named wiretap channel, was
initially proposed in [14], and then further developed in [73]. Fig. 2.6 shows a
simple wiretap channel, where Alice transmits the confidential message to Bob,
whereas Eve can access to the messages received by the legitimate receiver. In
[73], a broadcast channel with confidential messages is described (c.f. Fig. 2.7),
where Alice communicates with Bob via a discrete broadcast channel explained by a
discrete input alphabet X, two discrete output alphabets Y and Z, and a probability

transition function pyzx(y, z|z). It is assumed that this channel is memoryless,
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Figure 2.6: Simple wiretap channel

thus, the transition probability of a sequence of n symbols is expressed as
n
p(yn; Zn|Xn) = HpYZ|X(yz‘; Zz|l‘z) (2.15)
i=1

Alice sends a common message Sy to both Bob and Eve as well as a private message

Sy to Bob only.

Definition A (2"fo 278y n) code for the broadcast channel with confidential mes-

sages consists of the following statements:
o Two message sets Sg = {1,2,....2"M0} and 8, = {1,2,..., 2R},

e An encoding function f, : 8g x Sy — X", which maps each message pair

(S0,8m) € 8¢ X 8pr to a codeword ' € X™.

e Two decoding functions g, : YY" — S¢ X Sy and h, : Z" — 8y, which map an
observation y, to a message pair (8o, Sp) and an observation 2" to a message

So-

The confidential message Sy, with respect to the eavesdropper is measured by
equivocation rate:

%H(smz”) (2.16)

The rate set (Ry, Rar, RE) is achieved rate for the broadcast channel with confidential
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Figure 2.7: Broadcast wiretap channel with confidential message

message, if and only if, for any € > 0, there exists a (2", 2"%¥ n) code such that

Plgn(Y") # (S0, Su) or hn(Z" # S0)] < €,

1
~H(SulZ") > Rp — c.

The above two inequalities represent reliability and secrecy conditions, which are
not a priori obvious that both conditions are satisfied simultaneously. In addition,
the trade-off between reliability and secrecy can be characterized exactly as shown

in the following theorem.

Theorem 2.1 [73, Theorem 1] The closed convez set of achievable rates (Ry, Ry, Ri)

s given as follows:

(

Rp < I(V;Y|U) = I(V; Z|U),
C=Ursvoxoyz (2.17)
Ro + Ray < I(V:Y|U) + min(I(U: ), I(U: Z)),

|0 < Ry < min(I(U;Y), 1(U; Z)).

From the above theorem, it is easy to define a metric characterization of the information-
theoretical security for a channel, secrecy capacity of a broadcast channel with con-
fidential messages, which can be defined as the upper bound of all rates R,; such
that (0, Ry, Ryr) is achievable. This metric explains the usual channel capacity,
which only considers reliable communications without secrecy constraints. Hence,

the following corollary is considered:
Corollary 2.1 [73, Corollary 2] In a broadcast channel with confidential messages,
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Figure 2.8: Gaussian wiretap channel

the secrecy capacity can be written as

C= max [[(V;Y)—-I(V;2Z)]. (2.18)

VoX-=YZ

The secrecy capacity can be computed by the Corollary 2.1 for any discrete memo-
ryless channel, and it can also be applied in continuous memoryless channels. The
secrecy capacity is dependent on the channel transition probability only through the
marginal probabilities py|x (y|z) and pz x(2|z). However, it employs the maximiza-

tion to meet a Markov chain condition, which is not practical [3].

2.4.2 (Gaussian Wiretap Channel

In this subsection, a simple, practical and useful wiretap channel is considered,
Gaussian wiretap channel, which is described in Fig. 2.8. From this figure, it is
assumed that both main and eavesdropping channels are additive white Gaussian
noise (AWGN) channels with channel gains hg and hg, respectively, whereas the
noise powers of these Gaussian noises Ng and Ng are denoted by 0% and 0%, re-
spectively. In addition, assuming that the messages transmitted over the channels

are subject to the average transmit power constraint

%zn:E(Xi) <P (2.19)

Based on these assumptions, the following theorem can be given:
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Theorem 2.2 [12,71,74] The secrecy capacity of the Gaussian wiretap channel is

hsP hpP\1"
C= [mg (1+ ik )—log (1+ = )] . (2.20)
Os 9k

Theorem 2.2 confirms that there exists a coding scheme guaranteeing information-

written as

theoretic security, if the legitimate receiver outperforms that of the eavesdropper in
terms of SNR, and the maximum secrecy rate is the difference between the main

channel capacity and the eavesdropping channel capacity.

2.5 Secure Communications for Multiple-Antenna
Transceiver

In this section, secure communications for multiple-antenna cases are studied, where
the transceivers (i.e., transmitter, receiver or/and eavesdropper) are equipped with
multiple antenna. Multi-antenna secure communications have been widely focused

in some existing works [17,18,48, 75, 76].

2.5.1 Transmit Optimization for MIMO Wiretap Channel

In this subsection, transmit optimization for MIMO wiretap channel is investigated
[48], where a legitimate transmitter establishes a secure communication link with a
legitimate user for data transmission with a multi-antenna eavesdropper. Assuming
that the legitimate transmitter and the legitimate user consists of Np transmit and
Npg receive antennas, respectively, whereas the eavesdropper is equipped with Ng
receive antennas. The channel coefficients between the legitimate transmitter and
the legitimate receiver as well as the eavesdropper are represented by H, € CNt*VNr
and H, € CN7*Ne | respectively. The maximum transmit power available at the
legitimate transmitter is denoted by P. The received signal at the legitimate user

is written as
y. = H'x 4+ n,, y. = H'x +n,, (2.21)

where x € CV7*! denotes the desired signal intended to the legitimate receiver. The

transmit covariance matrix is defined as Q, = E{xx'}. The noises, n, and n., are
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set to be zero-mean circularly symmetric Gaussian random variables with covari-
ances 021 € CNe*Nr and 021 € CVe*Ne | respectively. The achievable transmission

rate to the legitimate user and the eavesdropper can be expressed, respectively, as [7]

1 1
R, = log ‘I + SHIQ.H,|, R.=log ‘I + SHIQ.H, (2.22)
O-S Ue
Thus, the achieved secrecy rate at the legitimate receiver is written as [18]
R=[R, — R.]", (2.23)

where [z] represents max{z,0}. Two secrecy rate optimization problems: a) power

minimization b) secrecy rate maximization are formulated as follows:

1. Power minimization:

min Tr(Q,), st. R> R. (2.24)

Qs>0

2. Secrecy rate maximization:

max R, s.t. Tr(Qs) < P. (2.25)

Qs~0
Both above problems are not convex in terms of transmit covariance matrix Qj,
and cannot be solved directly. However, this secrecy rate can be linearized based on
Taylor approximation such that both problems can be recast as the convex ones. In
this optimization framework, it is first assumed that global channel state information
(CSI) are perfectly available at the transmitter. This assumption has been widely
used in recent work [19,76,77]. Thus, the secrecy rate can be approximated at any
transmit covariance Q, as follows:
—Tr

1
R ~log I+ —HI'Q.H,| —log
ag

S

1 -~
I+ -H/QH.
g

€

52
UG

1 1. = -
—2(I+ HstHe) HstHe]
O-e

= (2.26)

€

1 1opm o\
+Tr | (I + S H/ QSHG) H7Q.H.
o; o
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It can be easily observed that R is a concave function in terms of Q. Based on this

approximation, the power minimization problem in (2.24) is modified as

i t.R>R. :
i Tr(Qs), st. R>R (2.27)

In order to solve the problem in (2.27), the following Lagrange dual problem is

written:

max min |Tr(Q,) + A(R — R)|, (2.28)

A20 Qs>0

where A is the dual multiplier associated with the secrecy rate constraint. It is easily
shown that the strong duality holds [48], since (2.27) is convex and satisfies Slaters
condition such that the duality gap between (2.27) and (2.28) is zero. Thus, (2.27)
can be handled by finding the optimal solution of the dual problem and updating
the Lagrangian multiplier based on subgradient method [78].

To satisfy the particular achieved secrecy rate, the transmitter will be required a
certain amount of transmission power. In general, the maximum available transmit
power is limited, which leads to the power minimization problem might turn out to
be infeasible. In general, the target secrecy rate needs to be decreased such that
achieves the secrecy rate to satisfy the transmit power budget. In such cases, the
same design will be repeated with a lower target secrecy rate, which is quite difficult
to predict in advance. To circumvent this issue, a more attractive problem formu-
lation is secrecy rate maximization shown in (2.25), where transmit optimization
to maximize the achieved secrecy rate to meet with the transmit power constraint.
It is always possible that this secrecy rate maximization problem can yield a feasi-
ble solution regardless of the maximum available transmission power or the channel
conditions. The secrecy rate maximization problem (2.25) can be solved in a similar

approach to the power minimization problem (2.24).

2.5.2 Robust Secrecy Rate Optimization

In the previous subsection, the secrecy rate optimization problems has been solved
based on the assumption that the transmitter has the perfect CSI of the legiti-
mate user and the eavesdropper. However, it is not possible that this assumption

is always valid due to the channel estimation and quantization errors. Therefore,
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2.5 Secure Communications for Multiple-Antenna Transceiver

robust secrecy rate optimization techniques are proposed by incorporating channel
uncertainty, which can be relaxed as semidefinite programming (SDP) at low SNR
regime [48]. The imperfect CSI was modelled as the deterministic models [48,79-82],
and the statistical models [32,83]. Based on deterministic channel uncertainty mod-
els, S-Procedure is employed to remove the impact of the channel error by refor-
mulating the nonconvex secrecy rate constraint into the linear matrix inequality
(LMI), whereas the robust outage secrecy rate optimization can be solved by us-
ing Bernstein-type inequality to tackle the outage probability constraint based on

statistical channel uncertainty models.
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Chapter 3

Convex Optimization Theory

The utilization of optimization approaches plays a significant role in signal process-
ing and wireless communication [70,84-86]. An increasing number of problems in
signal processing and communications can be appropriately modelled as constrained
optimization frameworks, which are either naturally convex or can be reformulated
into convex forms by applying some mathematical optimization techniques. Once
one problem has been reformulated into convex form, it can be efficiently solved
by employing interior-point methods [70,87]. Convex optimization techniques have
brought many conveniences of practical interest in numerical analyses, since a local
optimality is also the global optimum for the convex problems and they are solved
in terms of polynomial time complexity. In addition, the optimal solution of a con-
vex problem can be verified by employing Karush-Kuhn-Tucker (KKT) conditions
and duality gaps. Also, the existing MATLAB software and toolboxes (i.e., Se-
DuMi [88], Yamip [89], and CVX [90]) are used to solve convex problems that make
convex optimization techniques more attractive or applicable in many engineering
applications. However, most of problems are generally not convex, which cannot
be solved directly. Therefore, how to recognize the problems which can be handled
using convex optimization and how to formulate the problem into a convex form are
the key steps in the application of convex optimization techniques. In this section,

the fundamentals of convex optimization techniques will be introduced.
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3.1 Convex Set

3.1 Convex Set

A set 8 is convex if it can be written as

Oyr + (1 —0)ys € 8, V0 € [0 1], and yy,y2 € 8. (3.1)

A set can be defined as a convex set if all the points of a line segment are in the
same set, which is constructed by connecting any two points of this line segment
by a straight line. Every affine set is also convex, since it contains the entire line
between any two distinct points in it, and therefore also the line segment between

the points [70].

3.2 Convex Cone

A set 8 is defined as a cone, or nonnegative homogeneous, if for every y € § and
a >0, ay € 8§ holds. A set 8 is a convex cone if it is convex and a cone, and the

following inequality holds for any i, y» € 8 and 6, 0, > 0

0111 + O2ys € 8. (32)

Convex cones lead to various forms in some applications, in which the most common

convex cones are given as
1. Nonnegative orthant R’} .

2. Second-order cone (SOC): 8§ = {(y, x)|||z] < y}.

3. Positive semidefinite cone: § = {Y]|Y is symmctric and X > 0}.

3.3 Convex Function

A function f(z) : R — R is convex if domf(z) is a convex set and for all

x9 € domf(x), the following inequality holds:

f(Ozy + (1= 0)xs) < Of(21) + (1 —0) f(x2), V0 € [0 1]. (3.3)
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3.4 Convex Optimization Problems

In other words, f(z) is less than or equal to the value of the linear function agreeing
with f(z) at the end points for any line segment in domf(z). The function f(z) is
concave if —f(x) is convex. If f(x) is continuously differentiable, the convexity of

f(z) is equivalent to

fy) = f@) + Vf(x)(y — ) (3.4)

In addition, if f(x) is twice continuously differentiable, then the convexity of f(x)

can be given by showing its Hessian matrix is a positive semidefinite (PSD),
V2f(z) = 0, Vo eR" (3.5)

Therefore, for instance, a linear function is always convex, while a quadratic function

f(z) = 2" Az + bz + ¢ is convex if and only if A = 0.

3.4 Convex Optimization Problems

A standard convex optimization problem can be written as the following form

min  fo(x),
st filr) <0,i=1,...,m,

hi(x) =0,i=1,...,p, (3.6)

where x € R"” is the optimization variable, the functions fy, ..., f, : R” — R are con-
vex functions, and the functions hy, ..., h, are linear functions. In addition, f;(z) <0,
i =1,...,m, are defined as the inequality constraints, and h;(z) = 0,1 =1,...,p, are
defined as the equality constraints. If there are no constraints, then the problem can
be known as an unconstrained problem. The domain to (3.6) is the set of points,

for which the objective function and the constraints are defined as
m p
D= m domf; N m domh; (3.7)
i=0 i=1

If a point = € D is feasible, then it satisfies all the constraints f;(z) < 0,i=1,....,m

and h;(z) = 0,4 = 1,...,p. The optimal solution to (3.6) can be achieved at the
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3.4 Convex Optimization Problems

optimal point x* to guarantee the following inequality holds
fo(z™) < fo(z), Vo € D. (3.8)

In the following, general forms of the canonical optimization problem formulations

will be given.

3.4.1 Linear Programming

A convex optimization problem can be known as a linear programming (LP), when
the objective and all constraint functions are affine (linear). A general LP can be

written as

min  c¢’'x +d,
X
s.t. Gx =< h,

Ax =D, (3.9)

where G € R™*" and A € RP*"™,

3.4.2 Quadratic Programming

A convex optimization problem can be called quadratic programming (QP) when
the objective function is quadratic (convex) and the constraint functions are affine.

A QP is written as follows:

min x'Px+q'x+r,
st. Gx =< h,

Ax = Db, (3.10)

where P € 87, G € R™*" and A € RP*". In QP, a convex quadratic function is

minimized over a polyhedron. LP is a special case of QP with P =0 in (3.10).

3.4.3 Quadratically Constrained Quadratic Programming

A convex optimization problem is known as a quadratically constrained quadratic

programming (QCQP), when both objective and all constraint functions are quadratic,
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3.4 Convex Optimization Problems

which can be expressed as follows:

min  x’ Pyx + qOTx + 7o,
X
s.t. XTPix+qiTX—|—ri <0,:i=1,..,m,

Ax = b, (3.11)

where P; € 87,0 =0,...,m. In a QCQP, a quadratic convex function is minimized
over a feasible region that is the intersection of ellipsoids with P; > 0. It is easily

observed that LP is also a special case of QCQP with P; = 0.

3.4.4 Second-Order Cone Programming

A convex optimization problem is Second-order cone programming (SOCP), in which
its standard form can be defined as

min  f'x,

st. ||Ax+billa<clx+dii=1,..,m,

Fx =g, (3.12)

where x € R" is the optimization variable, A; € R"*" and F € RP*". The
constraint [|Ax + bl < ¢Tx + d, where A € R¥™_is called as second-order cone
constraint, since it is the same as requiring the affine function (Az + b,c’x + d)
to lie in the second-order cone in R¥*!. The SOCP (3.12) is equivalent to a QCQP
(which is achieved by squaring each constraints). Similarly, if A; = 0,7 =1,...,m,
then the SOCP (3.12) reduces to a (general) LP. SOCP is, however, more general
than QCQP and LP.

3.4.5 Semidefinite Programming

The conic form problem is called a semidefinite programming (SDP), when K is Si,

the cone of positive semidefinite £ x k£ matrices, and can be expressed as

min c’x,

X

s.t. XlFl +X2F2++XnFn+G j 0,
Ax = Db, (3.13)
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where G, Fy,...,F, € S¥, and A € RP*". The inequality here is called linear ma-
trix inequality (LMI). If the matrices G, Fy, ..., F,, are all diagonal, then the LMI in

(3.13) is equivalent to a set of n linear inequalities, and the SDP (3.13) reduces to LP.

3.4.6 Duality and KKT Conditions

In this subsection, the Lagrange duality is introduced, which is to take (3.6) into
account by combining the objective function with a weighted sum of the constraint
functions. The Lagrange dual problem £ : R" x R™ x R? — R for the problem (3.6)

can be written as

p

L, A v) = folx) + D Nifix) + D vihi(x), (3.14)
i=1 i=1
where \; > 0, and v; > 0 are the Lagrange dual multipliers associated with the ¢-th
inequality f;(z) < 0 and equality h;(z) = 0 constraints, respectively. The objective
function fy(z) in (3.6) is termed the primal objective and the optimization variable =
is called the primal variable. Lagrange dual multipliers A and v associated with the
problem (3.14) are also known as the dual variables. The Lagrange dual objective
or the Lagrange dual function g : R™ x RP — R is defined as the minimum value of
the Lagrange dual function over x for A € R™, v € RP:

g(x,\,v) = inf L(x, \,v) (3.15)

z€D

The Lagrange dual function is always concave regardless of whether the original
problem is convex or not, since the dual function is the pointwise infimum of a series
of affine functions of (\,r). The dual function g(\, v) yields a lower bound on the

optimal value fy(z*) to (3.6). For any A > 0 and any v,

g\, v) < fo(a"), (3.16)
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For any feasible set (x, A, v), the following inequality holds

folx) > fola +ZA filx +Zuihi<x>
> mf ( +Z)\f1 +Z%‘hz‘(y)>
i=1

> g(\, v), (3.17)

Duality gap is the difference between the primal objective fy(z) and the dual ob-
jective g(\,v). When the inequality (3.16) holds with strict inequality, then it is
called a weak duality. If the inequality (3.16) is satisfied with equality, it holds
strong duality between the primal problem and the dual problem. To achieve the

best lower bound of the original problem, the following dual problem can be solved:

max  g(A,v),

st. A>0, (3.18)

The Lagrange dual problem is always a convex problem, since the objective function
n (3.18), which is always a concave function, is maximized with convex constraints.
This always holds regardless of the nature of the primal problem (3.6). The follow-
ing conditions are known as KKT conditions, which confirm the optimality of the

solutions
1. Primal constraints: fi(z) <0,i=1,....,m; hy(x) =0,i=1,...,p.
2. Dual constraints: A > 0.
3. Complementary slackness: \;f;(x) =0,7=1,...,m.

4. Gradient of Lagrange dual function with respect to x:
V fo(x +§:Avﬁ +§:mvh (3.19)

For general optimization, the above KKT conditions are necessary conditions for
optimality, but not sufficient conditions. For any optimization problem, if strong
duality holds, then the KKT conditions can be satisfied, but not vice versa. However,

for convex optimization problems, if the KKT conditions hold, then the strong
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duality holds between the primal problem and the dual problem, both of which are
optimal [70].

3.5 Summary

In this chapter, variety of general convex optimization problems have been studied
briefly. These problems can be effectively solved by using interior-point methods.
The concepts of Lagrange duality and KKT conditions have also been investigated.
However, this thesis mainly focus on SOCP and SDP to solve the optimization
problems in physical layer security. More details can be found in [70, 85, 87,91,
92] about these convex optimization problem formulations, applications of convex

optimization, complexity analysis and interior-point methods.
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Chapter 4

Transmit Optimization for MISO

Secure Communications

This chapter studies transmit optimization for a multiple-input-single-output (MISO)
secrecy channel with multiple multi-antenna eavesdroppers. For this chapter, the

main contributions are given as follows:

o Power Minimization: Power minimization problem is investigated based on
global channel state information (CSI), where a second-order cone program-
ming (SOCP) based reformulation is proposed to design the transmit beam-
former to minimize the transmit power while satisfying the secrecy rate. In
addition, a closed-form solution for single eavesdropper case is derived based

on Karush-Kuhn-Tucker (KKT) conditions.

e Robust Outage Secrecy Rate Optimizations: Robust outage secrecy rate op-
timization techniques are presented incorporating statistical channel uncer-
tainty, where the outage probability constraint requires that the achieved se-
crecy rate exceeds certain thresholds with a specific probability. Due to non-
convex problem, a two-step algorithm with two conservative reformulations
(i.e., Bernstein-type inequality and S-Procedure) is proposed to reformulate it
into a convex optimization framework. It is proved that the solution to each
reformulated problem returns rank-one, which, therefore, guarantees that its

solution is also optimal to the original problem.

35



4.1 System Model

4.1 System Model

A MISO secure channel is considered in this section, where a legitimate transmit-
ter establishes a confidential communications link to a legitimate receiver with K
multi-antenna eavesdroppers. It is assumed that the legitimate transmitter consists
of Np transmit antennas, whereas the legitimate receiver and the k-th eavesdropper
are equipped with single and Ng , receive antennas, respectively. The channel coef-
ficients at the legitimate user and the k-th eavesdropper are denoted by h, € CN7x1
and H,, € CN*VNew | respectively. The received signal at the legitimate receiver

and the k-th eavesdropper can be written as
ys = hgx + g, Ye,k = Hgkx + ne,ku k = ]-a [RRS) K7

where x € CV7*! is the signal vector intended to the legitimate user. In addition,
ng and n, ; are zero-mean additive white Gaussian noises with noise variance o2 and
the covariance matrix aikl, respectively. The transmit covariance matrix is defined
as Qs = E {XXH } The achieved secrecy rate at the legitimate receiver overheard

by the k-th eavesdropper is defined as

1
Rs,k = IOg(l + ;thshs) - lOg

S

1
I+ O_THngsHe,k

ek

] , V. (4.1)

4.2 Power Minimization

In this section, transmit optimization for the power minimization problem subject
to the minimum secrecy rate constraint is considered based on the global CSI, which

can be written as

min Tr (Q;), s.t. mkinR&sz, vk, (4.2)

Qs~0

where R is the predefined secrecy rate of the legitimate user. The problem (4.2) is
not convex due to the nonconvex secrecy rate constraint, which, thus, is relaxed by

the following matrix inequality [19,93]:

I+ A > 1+ Tr(A), (4.3)
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where the equality holds if and only if rank(A) = 1. If Q, is rank-one, the relaxed

problem is equivalent to the original problem (4.2), which can be written as

min Tr(Q,)
1
s.t. 1+ hQ,h, > 2% 1—|—Tr< H!, Q.H )] , VEk,
s Ue,k
rank(Q;) < 1. (4.4)

Problem (4.4) is a standard semidefinite programming (SDP) by ignoring the non-
convex rank-one constraint, and its optimal solution has been shown to be rank-
one [19]. Hence, it is easily verified that the optimal solution to (4.4) is also optimal
to the original problem (4.2), which confirms the tightness of this relaxation. Ac-
cordingly, the following theorem holds:

Theorem 4.1 Due to the rank-one solution to (4.4), Qs can be decomposed as

Q, = ww? | thus, the problem (4.4) can be formulated into a SOCP as follows:

min [wll
Lhiw
s.t. 28 i o | = 0, V. (4.5)
Oe,k €,
(- 1)}
Proof Please refer to Section 4.6.1. [ |

The problem (4.5) is convex, which can be solved by the interior-point methods [70].

Now, a special scenario is considered by using the following proposition:

Proposition 4.1 For a single eavesdropper scenario, the optimal solution can be

derived as

P =N(2R 1), A= L (4.6)

W = \% V =
VPV Amae (bl — 2 HHI)

||V1H2
where vi = vmaw( S7hs hH — 2Her).

Proof Please refer to Section 4.6.2. [ |
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4.3 Robust Outage Secrecy Rate Optimization

In the previous section, the power minimization problem has been solved based on
the assumption that the perfect CSI of the legitimate user and the eavesdroppers
can be available at the legitimate transmitter. However, it is not always possible
that the perfect CSI might be available at the legitimate transmitter due to chan-
nel estimation and quantization errors. Robust secrecy rate optimization has been
proposed incorporating channel uncertainty based on the worst case secrecy rate
in [19, 29, 48], where the channel errors were modelled as norm bound. However,
it is not possible that the legitimate transmitter always obtains these error bound
accurately. Therefore, in this section, both robust outage secrecy rate optimization
problems (i.e., robust power minimization and robust outage secrecy rate maximiza-

tion) with outage probability secrecy rate constraint are presented.

4.3.1 Problem Formulation

In this subsection, two robust outage secrecy rate optimization problems (i.e., ro-
bust power minimization and robust outage secrecy rate maximization) with outage

probability secrecy rate constraint are formulated, which are written as

i 2. i > >1- .
min Tr(Qs), st Pr{ min Ry > R} >1—p, Vk, (4.7a)
and

max R, s.t. Pr{ mkin R > R} >1—p, VE, Tr(Qs) < P, (4.7b)

The problems (4.7) can be reformulated as

in T
Loin r(Qs),

1
I+ —H/Q.H.,
ge,k

1
s.t. Pr{ log(1 + —thQshs) — log > R} >1—p, Vk, (4.8a)
O-S
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4.3 Robust Outage Secrecy Rate Optimization

and

.t. <
gl:;)({) R, st Tr(Qs) < P,

1
I+ O_THngsHe,k

1
Pr{ log(1 + —<h!Q,h,) — log
o e,k

S

> R} >1—p, Vk, (4.8D)

where p € (0, 1] is the maximum allowable secrecy outage probability for the eaves-

droppers, and P is the maximum available transmit power.

Remark For robust power minimization problem, the legitimate transmitter re-
quires a certain amount of transmit power to satisfy the target secrecy rate within
the required outage probability. However, due to insufficient transmit power or ex-
tremely worse channel conditions of the main channel than the eavesdroppers, the
robust power minimization problem (4.8a) with outage probability secrecy rate con-
straint might turn out to be infeasible. To circumvent this infeasibility issue, the
robust outage secrecy rate maximization problem (4.8b) is considered with outage
probability secrecy rate and transmit power constraints. Similar statement has been
found in [48]. Under the transmit power constraint, what the maximum secrecy rate
R is that can be achieved subject to the (secrecy) outage probability less than 100
p % (i.e., 100 p %-secrecy outage capacity) [12,94]. In order to solve (4.8b), a two-
stage algorithm is proposed. In the first stage, for any given R that makes (4.8a)
feasible, the minimized transmit power is achieved by solving it. It is easily observed
that the optimum value of R in (4.8b) monotonically increases with the transmit
power (i.e., Tr(Qs)). In the second stage, R is updated via a bisection search [70,95].
Hence, without loss of generality, the remaining part of this chapter only focuses on
(4.8a), which can be reformulated as a convex optimization framework by employing

Bernstein-type inequality or S-Procedure, though it is non-convex.

4.3.2 Channel Uncertainty Models

In this section, two statistical channel uncertainty models are specifically modelled.

e Partial Channel Uncertainty Model: Here, it is assumed that the legitimate
transmitter has the perfect CSI of the legitimate user, and imperfect CSI of
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4.3 Robust Outage Secrecy Rate Optimization

the eavesdropper. Accordingly, the channel uncertainty model is given

HeJc = He,k + Ee,ka Vka

where H; € CN7>*Nex g the estimated CSI of the k-th eavesdropper, and
vec(Ee ) ~ CN(0,R. ) are the statistical information of channel error at the

k-th eavesdropper, R, is a positive semidefinite (PSD) matrix (= 0).

Full Channel Uncertainty Model: In this case, the imperfect CSI at the legiti-
mate receiver and the eavesdroppers is available at the legitimate transmitter.
The actual channels at the legitimate receiver and the k-th eavesdropper can

be modelled respectively as

hs = h; + e, He,k = He,k + Ee,k7Vk>

where h, € C¥*! H, ;, € CN7*Newk are the estimated CSI, and e, ~ CN(0, R,,),
vec(Ec ) ~ CN(0,R. ) are the statistical information of channel error at the
legitimate user and the k-th eavesdropper, respectively. In addition, Ry and

R. . are PSD matrices (i.e., Ry = 0, R = 0).

4.3.3 Robust Power Minimization Based on Partial Channel

Uncertainty

In this subsection, the robust power minimization problem (4.8a) is considered based

on the assumption of imperfect CSI only for the eavesdroppers, where two conserva-

tive reformulations (i.e., Bernstein-type inequality and S-Procedure) are employed

to make the outage probability secrecy rate constraint tractable. This robust opti-

mization problem can be expressed as

min - Tr(Qs)
Loy |-
s.t. Prq log(1+ —hg Qhy) —log I+ —H_,, QH.i| > Ry >1—p,
O Je,k 7
HE,k’ = IjIng + Ee,k; VeC(Ee,k) ~ GN(O, Re,k)7 VEk. (49)
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4.3 Robust Outage Secrecy Rate Optimization

The above problem is not convex in terms of the outage probability secrecy rate
constraint. By considering the inequality in (4.3), the outage probability secrecy

rate constraint is relaxed as

2
Ue,

1
Pr{Tr(HngSHe’k) < —E(1+ ;thshs) - Ug’k} >1—p, Vk. (4.10)

2R

S

The left hand side (LHS) to (4.10) cannot be reformulated in terms of a closed-form
solution. Thus, the reformulation for this outage probability constraint is considered.

From the following matrix identities,

Vec(AXB) = (B" @ A)Vec(X), (4.11a)
Tr(ATB) = Vec(A)" Vec(B), (4.11b)
(A®B)T =AT @BT. (4.11c)

The constraint (4.10) is written as

Pr{efk(I ® Qs)eck + 2§R{efk(1 ® Qs)ﬁe,k} + l_lfk(I ® QS)Be,k < ck} >1-—p, Vk,

(4.12)

a? = — .
where ¢, = 5 (1 + %thShs) — aik, h.; = vec(H. ) and e, = vec(E. ). Since
ecr ~ CN(0,R. ), the following transformation is given

1

ek = R2 Ve, (4.13)

where v, ~ CN(0,I). Thus, the constraint (4.12) can be equivalently reformulated

as

1 1 1 _
Pr{ka [ - Ri,k(l ® Qs)Rj,k} Ve + 2R (ng[_Rj,k(I ® Qs)he,k])

Flon— BAIE QB 2 0) 2 1= W (410

4.3.3.1 Bernstein-Type Inequality

In order to make the outage probability constraint (4.14) more tractable, the Bernstein-

type inequality is applied and shown in the following lemma.

Lemma 4.1 [96]: For any (A,u,c), where A € CN*V s a complex hermitian
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4.3 Robust Outage Secrecy Rate Optimization

matriz, u € CN*1 x ~ CN(0,1Iy) and p € (0, 1], the following inequalities hold:

Pri{x Ax + 2R[x"u] + ¢ > 0} > 1 — p, (4.15)

(
Tr(A)—\/—an Jw~+In(p)y+c¢ >0
H ve

oA H (4.16)

\ yIn+A >0

where w and y are slack variables. The equalities (4.16) are jointly convex in terms

of A, w and y.

Based on Lemma 4.1, the constraint (4.14) can be reformulated as

1 1 0—2
TR (10 QRL] + V2l ~ (o — S b Q)

2Rg2
_ _ 1
+ hl{k(I®Qs)he S (2_R - 1) (417&)
H { vec(Rgl 1@ Qs)RZ,) ] <up, (4.17D)
V2(RZ,(I® Q)hey) 112
el — ng(I ® QS)Rik = 0,4, >0, Vk. (4.17¢)

According to (4.17), the robust power minimization (4.9) can be equivalently written

as
n(sin Tr(Qs), s.t. (4.17), Qs = 0. (4.18)

The problem (4.18) is convex and can be solved efficiently by using the interior-
point method [90]. In order to guarantee the optimal solution Qg to problem (4.18)
is also optimal to problem (4.9), the following theorem is provided to characterize

the rank-one property of the solution Q.

Theorem 4.2 Provided that the problem in (4.9) is feasible, the problem (4.18)

returns a rank-one solution based on a restricted (4.17b).

Proof Please refer to Section 4.6.3. [ |
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4.3.3.2 S-Procedure

In this subsection, another conservative reformulation based on S-Procedure is con-
sidered to handle the outage probability secrecy rate constraint. First, the following

lemma is considered to set the channel uncertainty regions for (4.14).

Lemma 4.2 [83]: Provided a set § C CN*' with Pr{v € 8} > 1 — p such that
Vv e 8§, vEIAv + 2R{vFu} + ¢ > 0, then

PriviAv + 2R{vfu} +c>0}>1—-p (4.19)
From Lemma 4.2, given the following deterministic quadratic constraint

1 1 1 _
ng[_ReQ,k(I ® QS>R62,I€]V€J€ + 2§R{ng[_R§,k<I ® Qs)he ]}
+ (e —h,(I® Q,)h.y) > 0, VE, (4.20)

such that v, belongs to the following set

S = {Ve7k|Pr(kave7k < 'yfk) >1—p},VEk. (4.21)

Since Ve, ~ CN(0, Iy,  ny), it can be easily shown that ||v.||* is a Chi-square random
variable with degrees of freedom (DoF) 2Npg;Nr. The probability of the event
(4.20) with the channel uncertainty regions in (4.21) is 1 — p, thus, the channel
uncertainty regions always hold for v, ; = \/W, where F~!(a) represents the
inverse cumulative distribution function (CDF) of the Chi-square random variable
at a. Thus, the outage probability secrecy rate constraint (4.14) is equivalently

modified as

(

1 1 1 —
Verl "R I ® Qo)RZ Jver + 2R{VIL[-RZ (I ® Q,)he ]}

—|—(Ck — Egk(I ® QS)E&k) Z 0, (422)

H 2
\_Ve,kvﬁk + r)/e,k > 0.

In order to handle (4.22), the following lemma is given

Lemma 4.3 (S-Procedure) [97]: Let fi(x),k = 1,2, be defined as

fr(x) = x"Apx + 2R {bx} + ¢, (4.23)
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4.3 Robust Outage Secrecy Rate Optimization

where Ay, = Al € C", by, € C™! and ¢, € R. The implication fi(x) > 0 =
fa(x) > 0 holds if and only if there exists pu > 0 such that
A, by A, by

— =0, (4.24)
bg Co b{{ C1

provided there ezists a point X with fi (X) > 0.

By exploiting S-Procedure in Lemma 4.3, the problem (4.9) can be reformulated as

M- [RZ,(1® QRZ,] —RZ,(1®Q,)h,
min Tr(Qs) s.t. k [ e,k( Q) e,k] e,k( Qs) e

_ 1 =0
Qe ~h7 (12 Q,)R?, th— Mok

Y

Qs = 0, A\, >0, Vk, (4.25)

0.2
where t, = (3r — 1)o2, + sahfQ.h, — WY, (I ® Q,)h. ). The relaxed problem
(4.25) is a standard SDP, and is solved efficiently by using convex optimization
software [90]. Besides, it can be shown that the optimal solution to (4.25) is also

optimal to (4.9) by using the following theorem:

Theorem 4.3 Provided that the problem (4.9) is feasible, the relaxed problem (4.25)

always yield a rank-one solution.

Proof Please refer to Section 4.6.4. [ |

4.3.4 Robust Power Minimization Based on Full Channel
Uncertainty Model

In the previous section, the robust power minimization problem based on the partial
statistical channel uncertainty model has been investigated. Now, a more challeng-
ing channel uncertainty model is studied with the imperfect CSI of the legitimate
receiver as well as the eavesdroppers. Comparing with the previous channel uncer-
tainty model, it is more difficult to handle the outage probability constraint, since

the channel estimation errors of both the legitimate receiver and the eavesdroppers

44



4.3 Robust Outage Secrecy Rate Optimization

are considered. Accordingly, the problem (4.8a) is written as

min Tr(Q;), s.t. Pr{ log (1 + %(}_18 +e,)7Q,(h, + es))

Q.0 2
1 - _
— log [T + O_T(He,k +Eer)"Qs(Hep + Eo )| > R} >1—p,
e,k
e; ~ CN(0,Ry), vec(E. ;) ~ CN(0,R.x), Vk. (4.26)

Based on the full channel uncertainty model, (4.26) will be also solved by exploiting
Bernstein-type inequality and S-Procedure to make the outage probability secrecy

rate constraint tractable.

4.3.4.1 Bernstein-Type Inequality

In this subsection, the Bernstein-Type inequality is employed to tackle the out-
age probability secrecy rate constraint in (4.26), which is written by exploiting the
matrix inequalities (4.3) and (4.11) as

1 — — — 2R
Pr{—2 {estes + 2R{e’Q,h,} + thshs] - = [efk(l ® Qs)eck
02 o ’

ek

+2R{ef,(I1® Qoh.,} + hl (I® QS)BE,J > 2f 1} >1—p, Yk (4.27)

The above constraint is rewritten in terms of matrix form as

9. o
Pr{[eH o J[ A% }[ef,ekaH
o ~Zasay |

1
+ 2?]?{[ef, egk] [ o3

Tl A% 0 | Ji

0 -2-(12Q.
In order to handle the above outage probability constraint by the Bernstein-type
inequality as described in Section 4.3.3.1, the CSI errors of the legitimate receiver

1 1
and the eavesdropper are written as e, = Riv;, and e, = R?, v, respectively,

where v, ~ CN(0,Iy,) and v ~ CN(0,In,n,, ), and set v = [vf,vfk]H, VE.
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4.3 Robust Outage Secrecy Rate Optimization

Thus, this outage probability constraint can be reformulated as

Pr{vfjAkV;~C + 2R {viiu} + ¢ > O} >1—p, Vk, (4.29)
where
1RIQ.R? 0
Ap =] R o1
1RIQ 0
o2 VS s — —
u=|° R 1 [hf hf,k]H7
0 ~ZRLI2Q)
_ [ =Qs 0 o
o = B[ 7 RTATRSES

0

~2-(10Q)

By applying Lemma 4.1, the constraint (4.29) is expressed as

Tr(Ag) — v —2In(p)wy, + In(p)yr + cx > 0, (4.30a)
vec(Ayg)
{ ] < wy, (4.30b)
\/_uk 2
ul + Ag = 0,y > 0,VE. (4.30¢)

Thus, replacing the constraints (4.27) with (4.30), the problem (4.26) is reformulated

as

min  Tr(Q,), s.t. (4.30), Vk. (4.31)

Qs>0

The problem (4.31) is convex, which can be solved by using interior-point methods.
With more complex structure of the problem (4.31), it is more challenging to directly
prove a rank-one solution of Q,. However, the following theorem is provided to

guarantee a rank-one solution to (4.31).

Theorem 4.4 Provided that the problem in (4.26) is feasible, the reformulated prob-
lem (4.31) yields a rank-one solution subject to a restricted (4.30b).

Proof Please refer to Section 4.6.5. [ |
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4.3 Robust Outage Secrecy Rate Optimization

4.3.4.2 S-Procedure

In this subsection, S-Procedure based reformulation is considered, where the problem

(4.26) is expressed as

min - Tr(Q.)
1 - _ _ ofr _ _
s.t. Pr{;(thshs + 2%{esths} + estes) - O_T[hgk(I & Qs>he,k
s e,k

+2R{ecs(I1® Qo)he s} + el (I® Q,)e. ] > 2" — 1} >1—p, Vk. (4.32)

1
In order to tackle the outage probability constraint (4.32), e, = Riv, and e, =
1
RZ . ve are considered, respectively, where v ~ CN(0,In,) and vy ~ EN(O, Inyny ),

and thus (4.32) is reformulated as

min Tr(Q,)
1 1 1 1 _ _ oR 1 1
s.t. Pr{—Q(vf R2Q.R2v,+2R{vIR2Q,h,}+h!Q,h,)— ——[v/ R, (I®Q,)R2, V.
05 Ue,k 7 7 7
1 — — _
+2R{vI R 10Q,)h i} + b, (I® Q)h, ;] >2" — 1} >1—p, Vk. (4.33)

From [98], the channel uncertainty regions are equivalently defined as follows:
=R, = {v,:viv, <’} Ry = {ver: vfkv&k < fyik}, (4.34)

]
where v, = /£ (21_p) and e =

Fo'(1-p). Ja

5—; F7' and F ! are the inverse cumula-

tive density function (CDF) of the Chi-squared distributed variables with DoF 2Ny

and 2NpNg i, respectively. Thus, the following problem is given

oin Tr(Qs)
L hnt 3 Hp3A i CHA T 2% gt 3
s.t. ;(Vs R:zQ:R2v,+2R{v,/R2Qsh,}+h, Qshs)_O_T[VQkReZ’k(I@QS)R;kVe,k
s e,k

1 — — —
+ 2R{vIiR? 10 Q,)h. s } +h!, I©Q,)h. ;] > 2" -1,

vilv, <42 kave,k <Zp Yk (4.35)
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4.4 Simulation Results

Here, a worst-case optimization framework is considered to reformulate (4.35), which

can be developed as

min Tr st te—t.,.>20_1
Qs>0,ts>0,t >0 (QS)’ s ek = ,

1 1 1 1 _ _
— (ViRIQ,RIv, + 2R{v'R:Q,h,} + h]Q,h,) > 1,
O-S
of 1 1 1 _ _ _
UT[kaRik(I ® QIRZVer + 2R{VIRZ,(1® Qo)he i} + I (T® Qb ] < te,
ek

VHVS < fyga ngVng < 762,k7 vk, (436)

s

where ¢, > 0 and ., > 0 are slack variables for the achieved rate of the legiti-
mate receiver and the k-th eavesdropper, respectively. By exploiting S-Procedure in

Lemma 4.3, the problem (4.36) is reformulated as

win Tr(Q,)
sty —tep >20 -1, (4.37a)
1 1 1 —
J+ LRZQR2 +RZQ;h,
L= H _Ug Q; B Ug_ Q - 0, (437b)
%thng #hEQshs - ts - ,us%?,
oR 1 1 oR 1 _
NkI_UTReQ,k<I ® Qs)Rék _JTReQ,k(I ® Qs)he
Ter= o ok >0, (4.37c)

_ 1 o _
—ﬁ%héfk(l ® QIR ter— fTRhfk(I ® Qo) he ik —per V2 s

k

s >0, pe, >0, Vk. (4.37d)

The problem (4.37) is a SDP, which can be solved efficiently by interior-point
method, and the following theorem is given to confirm that (4.37) returns a rank-one

solution

Theorem 4.5 The optimal solution to problem (4.37) can be proven to be rank-one

provided that problem (4.26) is feasible.

Proof Please refer to Section 4.6.6.

4.4 Simulation Results

Simulation results are provided to validate the theoretical results to the proposed

schemes in this section. To evaluate the performance of the proposed schemes, the

48



4.4 Simulation Results

system consists of one multi-antenna legitimate transmitter, one single-antenna legit-
imate receiver and three multi-antenna eavesdroppers. Additionally, the legitimate
transmitter is equipped with five antennas (i.e., Ny = 5), whereas each eavesdropper
consists of three antennas (i.e., Ngjy = 3, Vk). The maximum available transmit
power is assumed to be 10 dB unless specified. All channel coefficients are generated
using zero-mean circularly symmetric independent and identically distributed (i.i.d)
complex Gaussian random variables, and the noise powers at the legitimate user and
the eavesdroppers are set to be one (i.e., 02 = O'z’k = 1). The outage probability is

set to be p = 0.05.

4.4.1 Power Minimization

First, simulation results are given to confirm the closed-form solution derived in
(4.6), where the power minimization problem is formulated as a SOCP. The transmit
power is achieved by solving the SOCP, the SDP and closed-form expression for five
different random channels as shown in Table 4.1, where the target secrecy rate is set
to be 2 bps/Hz. From this table, it can be observed that the results of these three

schemes are the same, which confirms the closed-form solution and the SOCP.

Convex optimization
SOCP | SDP in [19]
Channel 1 1.8081 1.8081 1.8081
Channel 2 1.4943 1.4943 1.4943
Channel 3 1.1292 1.1292 1.1292
Channel 4 0.6896 0.6896 0.6896
Channel 5 1.6659 1.6659 1.6659

Channels | Closed-form

Table 4.1: The transmit power for three schemes.

4.4.2 Robust Outage Secrecy Rate Optimization with Par-

tial Channel Uncertainties

In this subsection, the performance of the proposed robust outage secrecy rate opti-
mization is evaluated by exploiting channel uncertainty of the eavesdroppers. Here,
the k-th eavesdropper’s CSI error covariance matrix is assumed to be R, = Eg,kI,
where €2, denotes the channel error variance of the k-th eavesdropper. The channel
error variance is set to be €2, = 0.01 or 0.04 unless specified.

Fig. 4.1 shows the CDF versus the achieved secrecy rate, where the target secrecy
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4.4 Simulation Results

rate is set to be 1 bps/Hz. It is observed from this result that the Bernstein-type in-
equality scheme can satisfy the outage probability secrecy rate constraint within the
required probability, whereas the S-Procedure scheme has a small proportion of the
achieved secrecy rates that cannot satisfy the outage constraint within the required
probability, since approximately 10 % of the achieved secrecy rates are below the

predefined secrecy rate. Fig. 4.2 represents the achieved secrecy rate with different

0.9

0.8

0.7t

0.6

0.5

CDF

0.4r

0.3

0.2

o1l y g Bernstein—type inequality |/
~ — — — S-Procedure

0 1 2 3 4 5 6
Secrecy rate

Figure 4.1: The CDF of secrecy rate with partial channel uncertainties.
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—&— Bernstein—type inequality
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Transmit power (dB)

Figure 4.2: The secrecy rate with different transmit powers based on partial channel
uncertainties.

transmit powers, where the achieved secrecy rate increases with the transmit power,
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and the Bernstein-type inequality scheme outperforms S-Procedure scheme in terms

of the achieved secrecy rate. The achieved secrecy rate with different error variances

—O— Bernstein-type inequality |
—HB— S-Procedure
—&— Worst-case scheme

Secrecy rate
[

0.8

0.6

0.4

0.05 0.1 0.15 0.2

Figure 4.3: The secrecy rate with different error variances based on partial channel
uncertainties.

(i.e., €2,) is shown in Fig. 4.3. As seen in this result, the achieved secrecy rates of
both robust proposed schemes and the worst-case scheme decrease with increasing
error variance. Additionally, compared with the worst-case scheme shown in [19],
both robust proposed scheme outperform the worst-case scheme, and Bernstein-type

inequality scheme outperforms S-Procedure scheme.

4.4.3 Robust Outage Secrecy Rate Optimization with Full

Channel Uncertainties

Next, simulation results are provided to evaluate the achieved secrecy rate perfor-
mance based on the full channel uncertainty model, where the imperfect CSI of both
the legitimate user and the eavesdroppers is available at the legitimate transmitter.
The CSI error covariance matrices of the legitimate user and the eavesdropper are
assumed to be Ry = €21, Re = €2 I, where €2 and €2, represent the channel error
variances of the legitimate user and the k-th eavesdropper, respectively. Here, it is
assumed that the channel error variances as €7 = €2, = 0.01, 0.04 or 0.1.

The CDF versus the achieved secrecy rate is shown in Fig. 4.4, where the target

secrecy rate is assumed to be 1 bps/Hz, and the Bernstein-type inequality scheme

51



4.4 Simulation Results
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Figure 4.4: The CDF of secrecy rate with full channel uncertainties.

can satisfy the outage probability secrecy rate constraint since the approximately 5
% of the achieved secrecy rates are below the target secrecy rate. However, the S-
Procedure scheme has approximately 10 % of the achieved secrecy rates that cannot
satisfy the outage probability secrecy rate constraint, which is under the prede-

fined secrecy rate. Fig. 4.5 shows the achieved secrecy rate with different transmit

2 —o— Bernstein-type inequality
—HB— S-Procedure A o
N4 AN

= =]

o © D
s
>
(8]
o
2

n = H1

© S)

= Hl
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Transmit power (dB)

Figure 4.5: The secrecy rate with different transmit powers based on full channel
uncertainties.

powers, where the achieved secrecy rate increases with transmit power, and the
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4.5 Summary

Bernstein-type inequality scheme outperforms S-Procedure scheme. The achieved
secrecy rate with different error variances is shown in Fig. 4.6. As seen in this re-
sult, the achieved secrecy rate of both proposed schemes and the worst-case scheme
decrease with error variance. In addition, the Bernstein-type inequality scheme out-

performs the S-Procedure scheme and the worst-case scheme. Besides, the achieved

2 —O&— Bernstein—type inequaltiy P = 10dB
—H&— S-Procedure P = 10dB
14 —&— Worst-case scheme P = 10dB
—¥— Bernstein-tyep inequality P = 0dB
161 —A— S—Procedure P = 0dB
% —<— Worst-case scheme P = 0dB
1.4

Secrecy rate
P A

0.8

0.6

0.4r

001 002 003 004 005 006 007 008 009 0.1
Error variances (sz & 82 k)

Figure 4.6: The secrecy rate with different error variances based on full channel
uncertainties.

secrecy rate versus the number of the eavesdroppers (i.e., K) is plotted in Fig. 4.7.
From this result, the achieved secrecy rate gets decreased as more eavesdroppers
are present. Also, Bernstein-type inequality scheme outperforms the S-Procedure

scheme in terms of the achieved secrecy rate.

4.5 Summary

In this chapter, different transmit optimization techniques for MISO secrecy chan-
nel has been studied. First, the power minimization was formulated into a SOCP
framework for the case of a single legitimate user and multiple eavesdroppers, and
a closed-form solution was derived for the case of only single eavesdropper. Addi-
tionally, robust outage secrecy rate optimization problems with outage probability
secrecy rate constraint have been presented incorporating two statistical channel

uncertainty models. The robust outage secrecy rate optimization problems were
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—O— Bernstein—type inequality sz & ei = 0.01

—B— S-Procedure ei & si = 0.01

—y— Bernstein—type inequality si & 82 = 0.04
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Figure 4.7: The secrecy rate with different numbers of the eavesdropper based on
full channel uncertainties.

not convex in terms of the outage probability constraint. In order to make it
tractable, a two-step algorithm with both conservative approximation approaches
(i.e., Bernstein-type inequality and S-Procedure) was proposed to handle the out-
age probability constraint. An initial proof shows the solution to each reformulated
problem returns rank-one, which, therefore, guarantees that its solution is also op-
timal to the original problem. Simulation results have been provided to confirm the

performance of the proposed schemes.

4.6 Appendix

4.6.1 Proof of Theorem 4.1

First, due to the rank-one solution of the problem (4.4), it can be written with

Q, = ww as

min ||w||§
w
1+ Swihhfw
S

: 1
1+ = wHH, ;HY w
e,k ’

s.t > 28 v, (4.38)
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Then, the above problem can be written as

min [[w]3
ﬁ H |2 R _ RN AT

s.t. ——|[H w4+ (27 — 1) < — |h w|*, Vk. (4.39)
Ue,k 7 Os

From the following inequality relation

=1 0, iyl < (1.40)
y

The problem (4.2) is reformulated as a SOCP as defined in (4.5). This completes
the proof of Theorem 4.1. [ |

4.6.2 Proof of Proposition 4.1

First, let w = ,/pv, the problem (4.38) for only one eavesdropper can be written as

' . vI(I+ Lhhihv s
min pv'v, s.t. VAT + LHE A >2" viv=1p>0. (4.41)
In order to solve the above problem, the Lagrange dual function to (4.38) is consid-

ered, which can be written as,

1 1
L(w,\) = wiw + 2281 + —2WHH6H£W> — M1+ Swh,hfw)

2
O¢ Os

1 1
=wh (1 + 5 2"H H] - —2)\h5hf> w+A(2F—1), (4.42)
o

08 S

where A > 0 is dual multiplier with the secrecy rate constraint. The corresponding

dual problem is defined as follows:

max A (2% — 1), st 22T+ L

1
MPH HY — = h,h =0, A >0, (4.43)
2 0_2 e 0_2 S

S

In order to show the strong duality between the problem (4.38) and its dual problem,

its Hessian matrix is derived as

1 1
Vawr =1+ = 2"HH! — — Ah,h!. (4.44)
o

Ue S
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The strong duality holds between the primal problem and its dual problem provided
the Hessian is a PSD matrix [99]. This will be satisfied provided that the problem
(4.38) is feasible, which implies that the strong duality holds between (4.38) and
(4.43). Thus, the optimal A\* is derived as

1
A= . 4.45
)\mam(U_Ithhg] - i_SHer) ( )

Note that the above equality can be obtained based on the fact Tr(A) > Apax(A).

Thus, the minimum power can be derived as
pr =\ (2% —1). (4.46)

In addition, the optimal w lies in the null space of Z, thus

(Lh.n 2'n HY) Vi (4.47)
Vi = Umaz\ 751 R 4 y V= ) ’

' CF N [vill2

This completes the proof of Proposition 4.1. [ |

4.6.3 Proof of Theorem 4.2

In order to show the rank-one solution to the problem (4.18), the SOCP constraint

(4.17b) can be restrictedly given by

VIR ® QIR 2 + 2R (T ® Qe ]2 </ [RZ(T® Qu[Z(IRE 2 + 2[R sl]?)
< VIHIT® Q)(T® Qo] T (Res) + 2Tr(Rep) [ Besll? < wi.
= Tr[1® Q,)(I® Q)" < wj, (4.48)

where [}, = \/Tr2(Re,k) + 2Tr(R.1)||he |2, By exploiting Tr[(A ® B)(C ® D)] =
Tr(AB ® CD), Tr(A ® B) = Tr(A)Tr(B) and (A @ B)T = AT @ BT the following
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relations hold:

2
BNgaTHQQY) < wf, = Anae(QQT) < TH(Q.QM) < 5y,
lkNE'Jg
I Qs
L QQf <L =8 = | Yo (4.49)
QI #l
where t; = lgx’i . Thus, the constraint (4.49) can be rewritten as the following
kVEk

linear matrix inequality (LMI)

(

tI O 1 0 .
- QS{O—I}Jr S[Io],
q | 0 I 0 . | (4.50)
1Qull < .

In order to further reformulate the above LMI, the following lemma is considered:

Lemma 4.4 (Nemirovski lemma) [100]: For a given set of matrices A = A" B
and C, the following LMI is satisfied:

A > BXC + CX"B, |X|| < t, (4.51)

if and only if there exists non-negative real numbers a such that

A —aCHC —tBH

= 0. (4.52)
—tB al
By applying Lemma 4.4 to the LMI in (4.50),
telI O 0 I
- [ 0 I ] —l
S, = 0 #lI 1 ol |=o. (4.53)
—lg [ I 0 } a1l

From (4.53), it is claimed that constraint (4.49) can be equivalently rewritten with-

out Q. In order to prove rank-one of the power minimization problem, the La-
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grangian dual function of (4.18) is given in (4.54),

K
L(Q57 Z; )\ka Ck) = Tr(Qs) - Tr(ZQs) + Z >\k |:Tr[(Re,k + Ee,kﬁgk)<1 ® Qs)]

k=1

Ug,k " , 1
~ g Tr(hhy' Qo) + V/=2I(p)wr — n(p)ys — 02455 — 1)

K
— Z Tr {Ck (ykI - Rf,k(l ® QS)Rj,k)]
k=1

K Npk K /\k02
n,n e,k
= Tr(Q)-Tr(ZQ,)+Y_ > MTe(H{"Q,) - s (b Q)
k=1 n=1 k=1 s
K Negk
+3 3 Tl Q. (4.54)
k=1 n=1

where Z, \; and Cj are dual variables associated with Q,, (4.17a) and (4.17¢),
respectively. In addition, H,i"’") c Y™ and Tgl,;n) € HY™NT are block subma-

_ 1 1
trices of R 1, +he’khgk and RZ, C RZ,, respectively, which are expressed specifically

as follows:
1,1 (1L,Ng.x)
1S RO © P
R, + h bl = : - : (4.55)
H](€NE,1¢71) L HIE;NE,kyNE,k)
and
1,1 (1L,Ng.x)
T(,k ) Te,k or
1 1
R:,CiRe) = E : (4.56)
Ti{\kiE,kHl) TSXE,k,NE,k)

The following KKT conditions related to the proof are considered

oL

= 4.
9. 0, (4.57a)
7Q. = 0, (4.57b)
Q.=0,Z=0, )\ >0, Cp0,Vk. (4.57c)
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According to the KKT condition in (4.57a),

K Nexk K Ngg
1-Z+> > NHM —thh + >y 1 <o, (4.58)
k=1 n=1 k=1 n=1

0_2
where t = szl )\;R—;z’“ Postmultiplying the two sides of (4.58) by Qs, and based on

(4.57b), the following equality holds

K Ngg K Neg
(I+ZZA H(””)JrZZT(””)) Q. = th,h”Q,, (4.59)
=1 n=1 =1 n=1

From (4.59), it is claimed that there is at least one A\, Vk such that Ay > 0,
which is shown by contradiction. If all Ay = 0 for Vk, then t = 0 = (I +

S ST ”>) Q. = 0 (c.f. (4.59)) such that Q, = 0 due to I+ Y f | S5 T -
0, which implies that the legitimate transmitter does not send any information to
the legitimate receiver. Thus, there exists at least one A\; > 0 such that ¢ > 0 holds.

According to (4.59), the following relation of rank holds:

K Ngk K Ngk
rank(QS)—rank[(I+ZZ)\ Hnn)+ZZTnn)) ]

k=1 n=1 k=1 n=1
= rank(th,h’Q,) < min{rank(th,h?) rank(Q,)} < 1. (4.60)
This completes the proof of Theorem 4.2. [ |

4.6.4 Proof of Theorem 4.3

In order to show the rank-one solution to (4.25), the first step is to write the dual

function of (4.25) as follows:

L(Qs, Z,Yy) = Tr(Qs) — Tr(ZQ,) — D Tr(YiAy), (4.61)

where

1 1 1 _
Al + [_R;kz(I ® QS)ReZ,k] _ReQ,k(I ® QS)he k
_Egk(I ® Qs)Rzk b — Aw?,k
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in addition, Z and Y}, are the dual variables associated with Qs and Ay, respectively.

Then, Ay is rewritten for the convenience of notations.

A1 0 0'2 H
A = 1 2 2 +2R2[0h] QS[OhS}
0 (Q_R - 1)0'e,k - )\k%,k g

- R, B ]H T©Q) | R, B (462

From (4.62), the Lagrangian dual function can be rewritten as (4.63),

L(Q,. 2, Y,) =Tr(Q,) - Tr(ZQ,) +2Tr(Yk R, B] @eQ)[RE, hk])

k=1
K K
Al 0
—ZTr(Yk " ) ) Z Tr(Yk [0 h } Q. [o h])
k=1 0 (g_R— )Ug,k_)\ﬂg,k k=
K Ngg K I 0
—TH(Q,)-Tr(ZQ)+ > S Tr<slgn,n>Q ) ZTT( 1 2 2
k=1 n=1 =1 0 (2_R - 1)Ue,k_)\krye,k

(4.63)

Ay H
S gm(vefon]elon])

H
where S,(gn’n) € HfT is a submatrix of [Re%k Ee’k} Y, [Rék ﬁe’k] similar to Ap-
pendix III. Next, the following KKT conditions is employed,

oL & o)

aQs:I—Z—[O h, [T o ] +;RZIS =0,

:I—z+i%s§j’”’_[o hS}T[o hs}H, (4.64)
k=1 n=1

where T:Zszl ;g—o’ng Multiplying Qs by the two sides of (4.64),

NEg K

<I+ZZS"")QS—[O hS}T[O hs]HQs, (4.65)

k=1 n=1

From the above equality, it is shown that T # 0 by contradiction. If T = 0, then
T+ S ek g nn))Qs = 0. such that Q, = 0 due to I+, SNE S(n "0,
which violates Qs # 0 due to R > 0. Thus, it is claimed that T > 0, and the rank-
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one relations hold:

Ng.k

rank(Q,) :rank((ni s ) >=rank([o h, |T| o hS]HQs)

=1 n=1
< rank( [ 0 h, } ) <1 (4.66)
This completes the proof of Theorem 4.3. [ |

4.6.5 Proof of Theorem 4.4

In order to prove the rank-one solution to (4.31), first, transform this problem into

the following form

Tr(Qs
min Tr(Q,)
1 I 2f S
s.t. ;[Tr(hshs Q,)+Tr(R,Qs)] — —Tr[(he khy ), +Re ) (I ® Qq)]+az >0,
s e,k
=0, yln, + 5RIQ:RI =0, (4.67a)
flfl Wi gy
2R 1 1
ykINTNE,k - O_TR‘ék(I ® QS)R;k = 0, (467b)
e,k

where a;, = 1 — 2% — \/—21n pw;, + In py,, and

[ LRIQ.R? 0 ]
fk = ) 1 U.f,k e,k s ek ' (468)
LRIQ, 0 _
va | 7 - |G B, |
0 ) ReQ,k (I ® QS> ’

L ek .

The first constraints in (4.67a) can also be restrictedly modified by using the similar
approach as shown in the proof of Theorem 4.2, whilst the Hermitian matrix in the

second constraint is evidently positive definite as a result of its structure. Then, the
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Lagrange dual function to (4.67) is written

=

£(Qs, Z, A, By, Cr) = Tr(Q,) — Tr(ZQ,) Z M( (h,07Q,) + Tr(R,Q.)]
25 _ =
_ _Tr[(he,khgk +Rep)(I® Q)] + ak) — Tr |:Ck (ykINTNEyk
Ok k=1
R 1 1
- =R, (I® QS)RS,k)} : (4.69)
e,k
According to the relevant KKT condition,
K K K Ngk K Ngk
L M- = A ’
e I L S 9) SE-C TS 9 D VAU B
Q. =1 7s =1 s k=1 n=1 k=1 n=1 61
(4.70)

where H{™™ € H)7 is a block submatrix of heh!, + R, and R € HY is a
1 1
block submatrix of R, C,RZ,. Then, setting

the following equality holds:

Z:T—(Zig)h h!. (4.72)

k=1 %

From (4.71), it is easily verified that T > 0 when \; = 0. Thus, only the case of
Ar > 0 is considered. By setting v = Zk 1 “k > (), one can easily observe that T > 0
and rank(vhh) = 1 from (4.72). Let rank(T) = rr, the following assumption is
considered:

if T > 0, then this implies 7t = Np, according to [101, Lemma 5], rank(Z) > Np—1.
It is claimed that rank(Z) # Np due to Qs # 0. Thus, rank(Z) = Ny — 1 only when
rank(Q) = 1 due to the KKT condition ZQ, = 0. Therefore, the remaining part is
to show that T > 0. By exploiting [101, Appendix D], it is concluded that T > 0
such that rank(Q;) = 1.

This completes the proof of Theorem 4.4. [ |
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4.6.6 Proof of Theorem 4.5

In order to show the rank-one solution of the problem in (4.37), T and T, can be

modified as follows:

T, =E,+VIQ,V,, (4.73a)
Te,k - Ee,k - ng(]: ® Qs)Ve,k, (473b)
where
s1 0 1 _
B, = : 7Vs:_|:R,2 hs]a
0 —t.— psys, Os
—_ el 0 2% 1
Dok = Ver="—|RZ, T |
0 te,k - Me,k%ik Tek ,

Then, the Lagrange dual function to problem (4.37) is written by replacing (4.37b)
and (4.37c) with (4.73a) and (4.73b), respectively,

=

L(Qsa Z7 Asa Ae,ka Vi, >\s> )\e,k) :Tr(Qs) _Tr(QsZ) - Tr(TsAs) - Z Tr(Te,kAe,k)

k=1

K
k=

K
Vk<t5 — Zfng - 2R + 1) - )\Sus - Z )\ngue’k, (474)
1 k=1

where Z, A, A, vk, As and A, are dual variables associated with Qg, Ts, T,
s, tek, and (4.37a), respectively. The relevant KKT conditions are considered as

follows:

oL
=0 4.75
0. 472
QsZ =0, (4.75b)
T,A, =0, (4.75¢)
A, = 0,A.,=0,Q, =0\ >0 (4.75d)
From (4.75a),
oL K Nexk
o, 1%~ VANV £33 sl =, (4.76)
s k=1 n=1

63



4.6 Appendix

where S{%" € H™ is a block submatrix of V, A, V.

S
VerAex V= : : . (4.77)
(Ng,k,1) (Ng 1, NE k)
Se7kE k . Se7kE k E,k

By premultiplying Qs by both sides of (4.76),
K Ngex
Q. (I +>3 > Sg’f,;")> = Q,V,A, VY (4.78)
k=1 n=1
From the above equality, one can observe the following rank relations,
K Neg
rank(Q;) = rank {Qs <1 +y > ng;;"))} = rank (QSVsAsz ) (4.79)
k=1 n=1

In order to prove rank(Q) < 1, it will be shown that rank(Q,V,A,VH#) <1 holds.
Due to (4.75¢), we postmultiply VZ by the two sides of this KKT condition,

EAVI+VIQ VA VI=0. (4.80)

As a result of the following equalities,

1 1 1 _
_|:RS2 0:| Es:,us(vs__[o hs:|>a
Og Os

1 1
— [Ré o]Vf:—2RS.
g

Og s

By premultiplying both sides of (4.80) by glg [ RS% 0 ],

1 _ 1
pe <Vs -—lo & | )Asvf + SRQV,AVE =0,
O-S

S

1 T
= (MSH —QRSQS)VSASVE _— [ 0 hs] ANV, (4.81)
o o

Now, the following two scenarios for the equality (4.81) are provided. First, the

scenario when s = 0 is discussed. From (4.73a),

0 0 u
T, = +ViIQV,. (4.82)
0 —t,
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Assuming that rank(VZQ,V,) = r,, it thus straightforwardly follows from (4.82)

that
0
rank(T,) > rank(VZQ,V,) — rank =rs—1,
ts
= rank(null(Ts)) < Np+1—(rs—1). (4.83)

Assuming that there exists at least one ¢ that lies in the null space of VEQ,V such
that QS% V. = 0. This assumption holds true, since null(VZQ,V,) is non-empty,
due to rank(VZQ,V,) < (Ny + 1). Pre-multiply £ and postmultiply ¢ on both
sides of (4.82),

e = 00 £>0. (4.84)
0 —t,

It is easily verified that é7T,¢ = 0 due to t, > 0 and therefore,

Ve e null(VEQ,V,) = ¢ € null(T,),
= null(VZQ,V,) C null(T,). (4.85)

According to (4.85),

rank(null(VZQ,V,)) < rank(null(T,)),
= rank(null(Ty)) > Ny + 1 —r. (4.86)

Combining (4.83) with (4.86),
Nr+1—rg <rank(null(Ty)) < Np+1—(rs —1). (4.87)
Since T,A, =0,

Npr+1—rg, <rank(A;) < Np+1— (rs—1). (4.88)
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Accordingly, A, is of the following structure:

Nr+1-rs
Ac= > a&gl +pm", (> 0,Vi, B>0). (4.89)
i=1
If 5 =0, then
1 1 NT+1—TS 1 NT+1—7'S 1
QVAVI-QIQiV.( Y s )VE=ai Y a(Qivedv)-o
i1 i=1
(4.90)

Together with (4.79), rank(Qs) = 0 holds, which contradicts to the optimality of
the problem (4.8a). Therefore, 5 > 0 and
NT—‘rl—T'S

1 1 1 1
Q.V.A VI =Q:QivF ( S el +57777H) V, = Qi <0+ﬁQ§Vs7777HVf )

i=1

= BQ, V" V. (4.91)

One can easily observe from (4.91) that rank(Q,V,A, V) < rank(nn?) = 1.
Moreover, the case of ps > 0 is provided, since p I+ %RSQS is of full-rank, according

to (4.81),

. 1 -t _
rank(VsASVf) = rank {Z— (,usI + ?RSQS) [ 0 h, } VSASVfl

S s

< rank( [ 0 . } ) < 1,= rank(Q,V,A,VH) < 1, (4.92)

which completes the proof of Theorem 4.5. |
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Chapter 5

Transmit Optimization for MIMO
Secure Communications with

Cooperative Jammer

In this chapter, transmit optimization for multiple-input multiple-output (MIMO)
secrecy channel is investigated to solve the secrecy rate optimization problems (i.e.,
power minimization and secrecy rate maximization), where a multi-antenna coop-
erative jammer (CJ) is employed to enhance secret communication in the presence
of a multi-antenna eavesdropper. For this secrecy network, the main contributions

are presented as follows:

1. Secrecy rate optimization: First, two secrecy optimization problems, namely,
power minimization and secrecy rate maximization are considered based on
the assumption that the legitimate transmitter perfectly knows the channel
state information (CSI) of the legitimate receiver and the eavesdropper. Both
optimization problems are not jointly convex due to the transmit covariance
matrices of the transmitter and the CJ. To circumvent the non-convexity is-
sues, the transmit covariance matrices of the legitimate transmitter and the CJ
are designed alternatively. For a given transmit covariance matrix at the CJ,
the secrecy rate optimization problems are reformulated into convex ones by
a first-order Taylor approximation. Then, an iterative algorithm to solve both
approximated problems is proposed based on dual problem and subgradient

method.

2. Robust secrecy rate optimization: In the previous optimization problems, it is
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assumed that the transmitters have the perfect CSI of the eavesdropper chan-
nel. However, it is generally difficult that the perfect CSI is available at the
transmitter due to lack of cooperation between the legitimate transmitters and
the eavesdropper as well as the channel estimation errors. In order to incor-
porate the imperfect eavesdropper CSI, robust optimization techniques based
on the worst-case secrecy rates is considered. An alternative optimization
algorithm is proposed, where the transmit covariance matrices of the legiti-
mate transmitter and the CJ are optimally designed, alternatively. It is shown
that the robust secrecy rate maximization problem can be reformulated into

a semidefinite programming (SDP) by exploiting the S-Procedure.

. Secrecy Rate Mazximization based on Game Theory: Finally, the secrecy rate
maximization problem is considered based on game theory, where the jammer
is considered as a private CJ who introduces charges for its jamming service
based on the amount of the interference caused to the eavesdropper. More-
over, the legitimate transmitter ‘pays’ for this jamming service to improve the
achieved secrecy rate. This secrecy rate maximization problem is formulated
as a Stackelberg game, where the private CJ and the transmitter are modelled
as the leader and follower of the game, respectively, both of them try to max-
imize their own revenues. For the proposed game, a Stakelberg equilibrium
is analytically derived where both the transmitter and the private CJ come
to an agreement on the interference requirement at the eavesdropper and the

interference price.

5.1 System Model

In this chapter, a MIMO wiretap channel is considered as shown in Fig. 5.1, where

a multi-antenna transmitter establishes secure communication with a multi-antenna

receiver in the presence of a multi-antenna eavesdropper, and a multi-antenna CJ

assists the secured communication between the legitimate terminals by providing its

jamming service to interfere the eavesdropper. It is assumed that the transmitter

and the CJ consist of with Ny and N; transmit antennas, respectively, whereas

the legitimate receiver and the eavesdropper is equipped with Mz and Mg receive

antennas, respectively. The channel coefficients between the legitimate transmitter
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Legitimate Receiver

H 5 H ]
| g
Legitimate H H. Cooperative
Transmitter € e Jammer

Y .Y

Eavesdropper

Figure 5.1: A MIMO secrecy channel with a CJ in the presence of a multi-antenna
eavesdropper

and the legitimate receiver as well as the eavesdropper are denoted by H, € CMrxNr
and H, € CMeXN7 | regpectively. On the other hand, H; € CM#*Ns and Hj, €
CM=xNJ represent the channel coefficients between the CJ and the legitimate receiver
as well as the eavesdropper, respectively. The received signals at the legitimate

receiver and the eavesdropper are written as
Yr = HSX1 + HjXQ —+ n,, Y= Hexl + HjEXQ + N, (51)

where x; € CN7*! is the signal vector intended for the legitimate user, whereas
xy € CN7X1 represents the jamming signal vector. n, € CM#*! and n, € CM=*1 are
the noise vectors at the legitimate receiver and the eavesdropper, and assumed to be
zero-mean circularly symmetric Gaussian random variables with covariance matrices
0T and 0?1, respectively. The transmit covariance matrices of the transmitter and
the CJ are defined as Q; = E {xlel} and Q; = E {xzxg}. Thus, the achieved

secrecy rate is written as [18]:

T4 SH,QHY + LH,QH!

Ry =[0,—-1]" = {log
‘I + LH,Q.H/

T+ LHQEY + L H;QH

1+ LH, QH]

log T, (5.2)
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where J, and J. are the mutual information of the legitimate receiver and the eaves-
dropper, whereas Q; (> 0) and Qa(>= 0) are the transmit covariance matrices of the

legitimate user and the CJ, respectively.

5.2 Secrecy Rate Optimizations

In this section, two secrecy rate optimization problems, namely, power minimization
and secrecy rate maximization are formulated. The power minimization problem can

be written as

énlél Tr(Ql) + Tr(QQ)) s.t. Rsr Z Rsra Ql i 07 Q2 t 07 (53)
1,Q2

where Ry, is the required secrecy rate. Assume that the legitimate transmitter and
the CJ have perfect CSI (i.e., H, and Hj.) of the eavesdropper, which can be es-
timated through local oscillator power leakage from the eavesdropper receiver’s RF
frontend [102]. The power minimization problem (5.3) requires a certain amount of
power to satisfy the predefined secrecy rate, however, it might turn out to be infeasi-
ble due to insufficient transmit power. To overcome this infeasibility issue, transmit
optimization is developed to maximize the achieved secrecy rate with the transmit

power constraint. Thus, this secrecy rate maximization problem is expressed as

glaéi Ry, st.Tr(Q1) < P,Q1 = 0,Tr(Q2) < P, Q2 = 0, (5.4)
1,22

where P, and P, are the maximum available transmit power at the legitimate trans-
mitter and the CJ, respectively. Unfortunately, both optimization problems are not
jointly convex in terms of transmit covariance matrices Q; and Qs, and cannot
be solved directly. Therefore, each original problem can be divided into two sub-
problems and design the transmit covariance matrix of the legitimate transmitter
(i.e., Q) for a fixed jammer transmit covariance matrix (i.e., Qz). The legitimate
transmit covariance matrix can be optimally designed by a first-order Taylor ap-
proximation, which will be discussed in the following section. On the other hand,
the transmit covariance matrix of the CJ (i.e., Qz) can be optimally designed based
on a null space scheme and CJ maximization method, which will be shown in the

following.
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5.2.1 Null Space Method

In this subsection, a null space scheme is considered, where the CJ transmit covari-
ance matrix is designed to ensure that it lies in the null space of the channel between
the CJ and the legitimate receiver (i.e., H;). Here, it is assumed that the number
of antennas at the CJ is greater than that of the eavesdropper. Thus the null space

vectors are expressed such that satisfy H;U = 0 as
U = (I-Hj(H;H])""H;) H;.D,, (5.5)

where D, is a diagonal matrix, which controls the power allocation, satisfying the
total transmit power constraint at the CJ. Thus, the rate maximization between the

CJ and the eavesdropper is written as

max log I+ V], st Tr(PH/IDH;P") <P, D=0, (5.6)
where D = D?, V = (}zHjePHﬁDHjePHH;.Lf’,i and P=1-— Hf(Hij)_lHj. The
problem in (5.6) is convex and easily solved by using interior-point methods [87].

Thus, the CJ transmit covariance matrix can be obtained Q, = UU¥.

5.2.2 Maximizing Cooperative Jammer Rate

In order to introduce more interference to interfere the eavesdropper, the rate be-
tween the CJ and the eavesdropper is maximized while minimizing the interference
to the legitimate receiver. Hence, the jammer transmit covariance matrix Qs is
optimally designed by maximizing the difference between the jammer-eavesdropper
rate and the jammer-legitimate user rate with the CJ transmit power constraint.
Thus, the optimization problem is formulated as

— log

Y

1
A H
&a;é R; = log |1+ O__gHjeQQHje

s.t. TI'(QQ) S PQ, Q2 i 0. (57)

1
I+ EHjQQHf

The problem defined in (5.7) is not convex due to the non-convex objective function.

Hence, the objective function is linearized by the first-order Taylor approximation
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[48] at a given Q. as

— log

~ 1 1 -
A H H
max R;j = log |1+ a—gHjeQzﬂje I+ a_ijQij

1 1 = - 5
- Tr |5 (I + ;HjQzﬂjH) H;(Q2 - Qz)HgH]

g

s.t. Tr (QQ) S PQ, Q2 t 0. (58)

The problem (5.8) is easily shown to be convex and hence Qg can be obtained it-
eratively by solving (5.8). The proposed iterative algorithm for optimizing the CJ
transmit covariance matrix Qy is summarized in Table 5.1.

The approximated transmit covariance matrix Qs can be updated at each itera-

Table 5.1: Cooperative jammer rate maximization algorithm

1. Initialize: Q, = 0.

2. Repeat
(a) Solve (5.8) to obtain Q3 for a given Q.
(b) Update Qs + Q.

3. Until the required accuracy.

tion by Qj, which is obtained from the previous iteration. It is noted that Qs is
equal to Q35 at the convergence of the proposed algorithm, which confirms that the

approximated rate éj is equal to the actual rate R;.

5.2.3 Power Minimization with Secrecy Rate Constraint

In the previous subsections, the CJ transmit covariance matrix Q3 has been designed
by employing the null space method and the CJ rate maximization. Here, the
transmit covariance matrix of the legitimate transmitter Q; is optimally designed

to minimize the transmit power such that it satisfies the achieved secrecy rate. This
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power minimization problem is formulated as

1+ LHQEY + L H;QpH”

in Tr(Qq), s.t. Ry.=log

’I + LH,QH!

1+ LHQH! + LH.QHY

— log > R,,.

1 <Py H (59)
‘I + LH, Q;H

The problem (5.9) is not convex due to the non-convex secrecy rate constraint. As
discussed before, this constraint can be linearized by the first-order Taylor approxi-

mation as

1 1
Ry, ~ log ’1 + 5 H.QH! + H;Q;HJ | +log
o o

1 *
I+ ;HjeQQHji

1 * 1 *
I+ ;HJQQHJH gﬂjeQQijg

T

1 ~
I+ H.QH! +
g

e

— log — log

~Tr |
0—6

1

52
0—6

+ Tr

1 1. =~ 1 -1
(I + SH.QH! + ;HjeQéHﬁ) H.Q,H”

O¢

1
(”a_z

- 1 -t
HeQ1H§+§H]‘eQ;H§{a) HEQIHE

The proof is similar to the proof to the problem (5.8). (5.10) is a concave function
in terms of Qq, since the first log term is a concave function and other terms are

either linear function or constant. Thus, the approximated problem is modified as

min Tr(Qi), s.t. Qi = 0, Ry > Ry,

min (5.11)

One can observe that (5.11) is a convex problem, and can be solved by using interior-
point methods. Now, the Lagrange dual problem to (5.11) is considered, which is

written as

max min L(Qq, \) = Tr(Qy) + A

A>0 Q10

(R = Br)

where A is the dual multiplier associated with the secrecy rate constraint. Since the

(5.12)

problem (5.11) is convex, which satisfies Slater’s condition, the duality gap between
(5.11) and (5.12) is zero, and the optimal solution to this power minimization prob-
lem can be determined by updating the dual multiplier A by using the subgradient
method [78]. The solution to (5.11) is dependent on Q;, and two initializations are
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Table 5.2: Power minimization algorithm

1. Initialize: A and Q; = 0 or Q; = Qwr.
2. Iteration loop begin

(a) Solve the problem in (5.12) to obtain Q7 for a given A.
(b) Update A based on the sub-gradient method.

3. Until the required accuracy.
4. Iteration loop end
5. Update Q; < Q.

6. Until required accuracy.

considered: a) an all zero element matrix (i.e., Q; = 0) and b) a water-filling solu-
tion (i.e., Ql = QWF) Thus, an iterative algorithm is proposed to find the solution
to (5.9), as shown in Table 5.2.

A question may arise with regard to the problem (5.11) on whether the predefined
secrecy rate can be satisfied at the convergence of the algorithm. If Q; and Q; are
equal, then the approximated rate (Rsr) at Ql will be equal to the actual secrecy
rate (R, ), since the fifth and the sixth terms in the right hand side (RHS) of (5.10)
cancel each other, as seen from Fig. 5.2 and Fig. 5.3. Hence, the predefined secrecy

rate is satisfied when the algorithm converges.

5.2.4 Secrecy Rate Maximization with Transmit Power Con-

straint

In the previous section, transmit optimization was performed to minimize the trans-
mit power with the secrecy rate constraint. However, the maximum available trans-
mit power is generally limited such that the power minimization problem might
be infeasible due to insufficient transmit power. In this section, the secrecy rate
maximization problem is considered to avoid the infeasible issue, where Q; can be

optimally designed for a given Q3. This optimization problem is written as

max R, s.t. Tr(Q) < P, Qi =0. (5.13)

Q1>0

74



5.3 Robust Secrecy Rate Optimization

The problem (5.13) is not convex due to non-convexity of the objective function.

Hence, the problem (5.13) is modified with the approximated rate (5.10) as

max Ry, st.Tr(Qy) <P, Qi>0. (5.14)

The problem (5.14) is convex and can be solved directly. Now, the Lagrange dual
method is considered to find the solution to (5.14). First, the dual function to (5.14)

is written, similar to Section 5.2.3, as follows:

L (Ql, )\, Z) - _Rsr + A [Tl"(Ql) — Pl] — TI'(ZQl) (515)
and the corresponding Lagrange dual problem is expressed as

min max [f%sr — ATr(Qq) — Pl]] , (5.16)

where A is the dual multiplier associated with the transmission power constraint.
The dual problem (5.16) can be solved and the dual variable will be updated based
on the subgradient method. The proposed iterative algorithm is similar to Table 5.2.
It should be noted that Ql is equal to Qq when the iterative algorithm converges,
which confirms that both the approximated secrecy rate and the achieved secrecy

rate are the same.

5.3 Robust Secrecy Rate Optimization

In this section, robust secrecy rate optimization problems are considered for the same
secrecy network incorporating channel uncertainty. It is assumed that imperfect
CSI of the eavesdropper is available at legitimate transmitter. In the following
subsections, the channel uncertainty will be modelled and the associated robust
schemes will be presented incorporating the channel errors between the legitimate

transmitter and the eavesdropper as well as the CJ and the eavesdropper.

5.3.1 Channel Uncertainty

The imperfect CSI can be modelled based on the deterministic channel model, where

it is assumed that the true channels are centered at the mean of the channels [79].
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Hence, the actual channels can be modelled as
H.=H.+E, H,=H, +E,, (5.17)

where H, and Hj, represent the channel mean of the corresponding channels, and
E., and Ej. are the corresponding channel errors. It is assumed that the channel
means can be obtained at the transmitter by channel estimations. These errors are

given by defining the bounds through ellipsoid model as [70]:
e1 = {E.: Te(E.P'El') <e?}, ey = {Ej. : Te(E; P 'El) < &7},

where P, and P, are known positive definite matrices, which are assumed to be
identity matrices such that the channel errors are considered to be bounded by
Fronbenius norms (||E¢||r < e, and ||Ej¢||r < €jc). €. and €. denote the channel

error bounds.

5.3.2 Robust Power Minimization

In this subsection, the robust power minimization problem is proposed optimally
design transmit covariance matrices of the legitimate transmitter (i.e., Q;) and the
CJ (i.e., Q2) incorporating the channel uncertainty shown in Section 5.3.1. This

robust power minimization problem can be written as

Q23,0 (W) I

T+ LH,QH! + LH,QH!

s.t.log
‘I + LH,QH

T4 LAQUY + LT, Quf!

—log > R,

‘I + 5H; Q.HI!

H.=H, +E, H.=H; +E;, [|E|lr <co, ||Ejellr <cje. (5.18)

The problem (5.18) is not convex in terms of the secrecy rate constraint. In order
to solve this problem, two sub-problems with Q; (or Q) only are considered, and
an alternative optimization algorithm is presented to design Q; (Q2) for a given

Q2 (Qq), respectively, each of which is reformulated into a SDP by exploiting linear
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5.3 Robust Secrecy Rate Optimization

Table 5.3: Alternative optimization algorithm

1. Initialize: Qo = 0 or Q2 = Qwr; Ql = Qwr for approximation.

2. Iteration loop begin

(a) Solve the robust power minimization problem in (5.19) to obtain Q} for
a given Q.

(b) Qi+ QT-

(c) Solve the robust power minimization problem in (5.22) to obtain Qj for
a given Q.

(d) Q2 « Q§
3. Until the required accuracy.

4. Tteration loop end

5. Update QF «+ Ql, and Q QQ.

matrix transformations.
First, Qs is assumed to be given to optimally design Q; by solving the robust power
minimization problem (5.18). By exploiting the first-order Taylor approximation,

(5.18) can be written by linearizing the nonconvex secrecy rate constraint as

Qlllzll}f}tzTr(Ql)
I+H,QH!+H;QH/

s.t.log —t; — log

1
I+ ;HjQQHJH

1 _
+ log [T + ;HjeQQHji > R,
pnI—By —(Qf ®D)'a <0
—a"(QI @I)* —pe —ar+ i+t —hiBih, |
Qi =0, >0,t >0, (5.19)
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5.3 Robust Secrecy Rate Optimization

where

a; = log [T+ H.QH + H; Q.H |,

—~ _1 o~
/81 = Trl(I + HteHE =+ HjeQ2Hjh£) HteHf:| )
_ 1

Sl - (I + HteHf + HjeQQHj}i) 3

B, =(QIoeD)"1®8S,),h, = vec(H,), a = vec(S;H,).
Proof Please refer to Section 5.7.1. [ |

Similarly, Qs is optimized for a given Q; by solving (5.18), which can be expressed

as
in T
letlsr,ltz; r(Q2>
H H 2 H
s.t. log I + HSQIHS + HjQQHj - lOg F -+ HngHj
5 -1 5 5 -1
+Tr KI + HjQQH]H) HjQQHJH} —Tr [(I + HjQQHf> HjQQHﬂ
+ lOg(tg) - 253 2 Rsra (520&)
log [T + H;,Q.H| > log(t,), (5.20b)
ay — fPo +Tr |:SZI:IjeQQI:I§£:| < ts, (5.20¢)
Q:=0, >0, ¢32>0, (5.20d)
where

as =log |I+ H.QH! + HjeéijZ ;

—1
By = Tr KI +H.QH” + HjngHjHe) HjeQzﬂfi} )

-1
S, = (I +H.QHY + HjeQQHjZ) .
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The constraints (5.20b) and (5.20c) can be converted into semidefinite constraints

similar to (5.19) as

M+ QeI I'2I)h,,
1I+(Qy ®1) (Qz ® Dh; ~ 0. (5.21a)
h(Qf ®I) —X\e?, —ta+hil(Q] ®)hj. +1
MNI—B —(QT @ 1DTa
o Q@D = 0, (5.21b)

—afl(Q] ®I)* —Xse?, —az + B2 +t3 — hilBshy,

where hje = vec(Hj.), a1 = vec(SoH;.) and By = (Q @ )T (I® S,).
Proof Please refer to Section 5.7.2. [ |

Hence, the problem (5.20) can be reformulated as

min  Tr(Q2), s.t. (5.20a), (5.21a), (5.21b), Qg = 0,

Q2,A1,\2,t2,t3

A > 0,00 > 0,8 > 0,85 > 0. (5.22)

Both (5.19) and (5.22) are convex problems, each of which can be solved to optimize
Q; (or Q) by the proposed alternative optimization algorithm as shown in Table
5.3. The same alternative optimization approach can also be applied in the robust
secrecy rate maximization problem, where the same linear matrix transformations

can also be employed to reformulate this nonconvex problem.

5.4 Secrecy Rate Optimization Based on Game
Theory

In the previous sections, secrecy rate optimization problems have been solved with
the help of a multi-antenna CJ. However, it is not always possible to have our own
CJ to improve the secure communications. Another option is to employ the private
CJ by paying some charges for the jamming service. The private CJ charges for this
jamming service with the amount of interference caused to the eavesdropper. Here,
the main focus is to seek optimal power allocation at the private CJ which determines
the cost needed to be paid by the legitimate transmitter. In this section, the private

CJ is considered to have single antenna for convenience. In the case of multi-antenna
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5.4 Secrecy Rate Optimization Based on Game Theory

at the CJ, the corresponding beamformer will be designed independently so that the
multiple antennas scenario with a fixed beamformer can be formulated into the same

problem as with single antenna.

5.4.1 Stackelberg Game

The achieved secrecy rate at the legitimate receiver is written with single antenna

private CJ as

I+ é(Hteﬂf + p1ggf)

1
R, =log I+ —H,QH| —log : (5.23)
UT‘

I+ 5pigg”|
where g is the channel between the private CJ and the eavesdropper and p; is the
power allocation at the private CJ. The private CJ aims to maximize its revenue
by selling the interference to the legitimate transmitter. This private CJ revenue

function is written as

Ui(p1, o) = poprlgll2, (5.24)

where fio is the unit interference price charged by the private CJ to cause the inter-
ference to the eavesdropper. According to the interference requirement at the eaves-
dropper, the interference price should be decided by the private CJ to maximize its

revenue. The optimal price can be achieved by solving the following problem:

Problem (A):
max Uj;(p1, po), s.t. po > 0. (5.25)
1o

In order to compensate for the interference charge from the private CJ, the legit-
imate transmitter pays the CJ service for maintaining secured communication. In
addition, the legitimate transmitter should maximize its revenue by introducing the

interference to improve the achieved secrecy rate at the legitimate user. Thus, the
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revenue function of the legitimate transmitter can be defined as

UL(Qlapl) = MR — MOPng”g

— (1o )

1
+ Ao log [T + ;plggH| — 1op1gll3, (5.26)

1
—log [T+ ;(HteHf +p1ggH)

1
I+ —SH,QH
OT’

e

where )\ is the unit price for the secrecy rate. Hence, the legitimate transmitter
should design the transmit covariance matrix and decide the interference requirement
to maximize its revenue. This optimization problem is formulated as

Problem (B):

max Ur(Qi,p1), s.t. Qi = 0,p; > 0. (5.27)

Q1,p1

Problem (A) and Problem (B) can form a Stackelberg game, where the private CJ
(leader) announces the interference price, then the legitimate transmitter (follower)
decides the amount of interference required at the eavesdropper. The solution of
this game can be achieved by exploiting the Stackelberg equilibrium, where both the
legitimate transmitter and the private CJ come to an agreement on the interference
requirement and the interference price. The deviation of either the legitimate trans-
mitter or the private CJ from the Stackelberg equilibrium will introduce a loss in

their revenues.

5.4.2 Stackelberg Equilibrium

The Stackelberg equilibrium for the proposed game is defined as follows:

Stackelberg equilibrium: Let Qf and pj be the optimal solution for Problem (B),
whereas puf is the best price for Problem (A). The solutions Qj, pj and pg can be
defined as the Stackelberg equilibrium if the following conditions hold for any set of

Q1 p1 and py:

UL(QLPEMS) Z UL(leplquk))v U](Qiﬁp;ué) Z UJ(Q;meuO)
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5.4 Secrecy Rate Optimization Based on Game Theory

5.4.3 Solution of Proposed Stackelberg Game

According to the definition of Stackelberg equilibrium shown in Section 5.4.2, the
best responses of the follower (the legitimate transmitter) and the leader (the jam-
mer) can be achieved by solving Problem (B) and Problem (A), respectively. Since,
the leader (private CJ) obtains the optimal interference requirement from the le-
gitimate transmitter, the best response of the follower (the legitimate transmitter)
should be derived first in terms of the interference price. For the proposed game,
Stackelberg equilibrium can be derived by solving Problem (B) to obtain pj for a
given Qq, then the best interference price y can be achieved by solving Problem
(A).

First, the interference requirement p; can be obtained for a given Q; by solving

Problem (B), where the following lemma holds

Lemma 5.1 The problem (5.27) for a given Qq is a convex problem in terms of p;.
Proof Please refer to Section 5.7.3. [ |

From Lemma 5.1, the optimal solution pj satisfy the following Karush-Kuhn-Tucker
(KKT) condition:

aUL(QhM)

o 0, MTr[AT'gg"” — A 'gg"] — wollgll3 = 0, (5.28)

where

1
A1=(I+ —88 ) Ay =T+ —(H.QH! + pigg™).

6

From the KKT conditions in (5.28), the closed form solution of p; can be easily

derived as follows:

cl—i-cz +\/(C1 c2)? 4>\00102(C12—02)
MOHg” ’ (529)

cica
203

where ¢; = gllg, co =gl A-'gand A =1+ %HteHf, and the proof is provided
in Section 5.7.4. Then, the best response of the private CJ can be obtained for a

given interference requirement (i.e., p;) by solving the following problem:
max Uj;(py, po), s.t. po > 0. (5.30)
1o
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Substituting (5.30) with (5.29), the optimal solution of py can be derived by the

following Lemma:

Lemma 5.2 The problem (5.30) for a fized Qy is a convex problem in terms of po,

and the optimal solution of ug can be expressed as

e
= —— (5.31)
" aflgl?

where

4
lel? | blsl? [ 02-d)lg]t
d|lg|® 0 ' 2a da?

2a llell?
T = — 2a
el
4a
= —2(d — b* — bVb? — d)
=2V — d(Vb? — d + b), (5.32)

2
where a = ¢, b = Clg#, d= % and e=4\gc1c2(c1 —ca).
e

e e

Proof Please refer to Section 5.7.4. [ |

Hence, both revenue functions of the legitimate transmitter and the private CJ
are concave in terms of p; and pg, respectively. This confirms that there exists a
Stackelberg equilibrium (pf, p8) for the proposed Stackelberg game. To achieve this
Stackelberg equilibrium, first, the private CJ announces a relatively low interference
price g, for which the legitimate transmitter determines the optimal interference
requirement at the eavesdropper. Then, the private CJ increases the interference
price by a small amount provided its revenue function increases with the interference
price. Otherwise, it will reduce the interference price by a small amount. This pro-
cedure will be carried out until the maximum private CJ revenue is achieved which
is a Stackelberg equilibrium. It is noted that the deviation from this equilibrium will

result in a loss to either the legitimate transmitter or the private CJ.

5.5 Simulation Results

Simulation results are provided to validate the proposed algorithms for the secrecy
network as shown in Section 5.1. It is assumed that the legitimate transmitter and

the CJ consist of four (Ny = N; = 4) antennas whereas the legitimate receiver
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5.5 Simulation Results

and the eavesdropper are equipped with three (Mg = Mg = 3) antennas. The
maximum available transmit power at both the legitimate transmitter and the CJ
is set to be 5 W. In the first set of simulations, the channel coefficients (i.e., Hy,
H;, H, and H;.) are assumed to be perfectly known at the transmitter. The noise
covariance matrices at the legitimate receiver and the eavesdropper are set to be

identity matrices.
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Figure 5.2: Convergence of the transmit power for power minimization.
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Figure 5.3: Convergence of the secrecy rate for power minimization.
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Figure 5.6: The secrecy rate with different transmit powers.

5.5.1 Secrecy Rate Optimizations with Perfect CSI

First, the convergence of the power minimization problem is evaluated, where the
target secrecy rate is set to 1 bps/Hz. Fig. 5.2 and Fig. 5.3 show the convergence of
the transmit power and secrecy rate for the power minimization problem based on
the null space scheme and the CJ rate maximization with two initializations of Ql
(i.e., zero-element and water-filling). From both results, one can observe that both
the transmit power and the secrecy rate decrease monotonically with every iteration,
and the target secrecy rate can be satisfied when the proposed iterative algorithm
converges. Next, the convergence of the secrecy rate maximization algorithm is
shown in Fig. 5.4, where the result shows that the achieved secrecy rate and the
approximated secrecy rate increase monotonically and are equal at the convergence
of the proposed algorithm. In order to compare the performance of these two sub-
problems (i.e., null space scheme and CJ rate maximization), Fig. 5.5 shows the
variation of the transmit power with different target secrecy rates. From this result,
the CJ rate maximization scheme consumes less power than the null space scheme
for the same target secrecy rate. The difference between both schemes increases
with the target secrecy rate. Additionally, Fig. 5.6 shows the achieved secrecy rates
with different transmit powers for both schemes. As seen in Fig. 5.6, the CJ rate

maximization scheme outperforms the null space scheme.
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5.5.2 Robust Secrecy Rate Optimizations

In this subsection, the performance of the robust scheme is evaluated. The error
bounds are assumed to be |E.||*> = 0.1 and ||E;|> = 0.1. First, Table 5.4 shows
that the achieved secrecy rate of the robust power minimization, where the non-
robust scheme can be achieved by solving the power minimization problem with
perfect CSI. It is observed from Table 5.4 that the robust scheme outperforms the
non-robust scheme, implying the non-robust secrecy rate does not satisfy the target
secrecy rate, whereas the robust secrecy rate always satisfies the target rate. Also,
the robust secrecy rate maximization problem with different channels is shown in
Table 5.5, where the robust scheme outperforms the non-robust scheme in terms
of the achieved secrecy rate. Fig. 5.7 and Fig. 5.8 show the achieved secrecy
rates of the robust and non-robust schemes versus transmit power and error bound,
respectively. From both results, it is observed that the performance of the robust
secrecy rate maximization algorithm outperforms the non-robust scheme in terms

of the achieved secrecy rate.

Random channels | Robust scheme | Non-robust scheme
Channel 1 1.1695 0.9848
Channel 2 1.1445 0.9753
Channel 3 1.1096 0.9966
Channel 4 1.1006 0.9875
Channel 5 1.1131 0.9682

Table 5.4: The comparison of achieved secrecy rates of robust and non-robust power
minimization scheme with target rate R; = 1 bps/Hz.

Random channels | Robust scheme | Non-robust scheme
Channel 1 2.4121 1.8112
Channel 2 3.8684 3.6255
Channel 3 2.3065 1.7519
Channel 4 3.0274 2.9007
Channel 5 1.3999 1.1407

Table 5.5: The comparison of achieved secrecy rates of robust and non-robust secrecy
rate maximization scheme.

5.5.3 Secrecy Rate Optimization based on Game Theory

Finally, the Stackelberg equilibrium to the proposed Stackelberg game is evaluated.

Fig. 5.9 depicts the revenue function of the legitimate transmitter with the inter-
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5.6 Summary

ference requirement of p;. From this result, it confirms that this revenue function is
concave in terms of p;, which validates the convexity of the legitimate transmitter
revenue function. The closed-form solution of pj in (5.29) is also verified by this
result. Fig. 5.10 shows the revenue function of the private CJ with different inter-
ference prices (i.e., po). As seen from Fig. 5.10, the private CJ revenue function
is concave in terms of g, which supports the convexity of the private CJ revenue
function. The optimal po derived in (5.31) is validated by this result. Fig. 5.11
shows the optimal revenue function of the legitimate transmitter for a given ), and
then a corresponding optimal value pj can be achieved, hence, (pi, ) defines the

Stackelberg equilibrium as indicated in Fig. 5.11.
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Figure 5.9: Revenue function of the legitimate transmitter.

5.6 Summary

In this chapter, transmit optimization for a MIMO secure channel with a multi-
antenna CJ in the presence of a multi-antenna eavesdropper. Both secrecy rate
optimization problems (power minimization and secrecy rate maximization) have
been formulated. These original problems are not jointly convex due to the transmit
covariance matrices of the transmitter and the CJ. To circumvent this issue, these
original problems was divided into two sub-problems, where both transmit covari-
ance matrices are optimally designed by the Taylor approximation, separately. In

addition, an iterative algorithm to solve the reformulated problem is proposed based
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on dual problem and the subgradient method. Next, the robust secrecy rate opti-
mizations have been studied incorporating the channel uncertainty associated with
the eavesdropper. The robust optimization problem was developed by exploiting
linear matrix transformation. Finally, secrecy rate maximization based on Stackel-
ber game was proposed. This optimization problem was modelled as a Stackelberg
game, and the corresponding equilibrium has been derived. Simulation results have

been provided to demonstrate the benefits of the proposed algorithms.

5.7 Appendix

5.7.1 Proof of Problem (5.19)

Here, the proof for the problem (5.19) is provided, which can be represented using

standard epigraph form as

in T
min r(Q1),

1
s.it. log |1+ H,QH + H;Q.HY| —t; —log |I+ ;HjQQHJH

T

+ log > Ry,

Je

1
I+ —H; QH
Je

o — B + Tr[S(He + Ee)Q1<He + Ee)H] S tla

Q: =0, >0, ||E.||% < €2, (5.33)
where

1+H.QHY +H, Q:H

Jje

—1
, B= TrKI+HeQ1Hf +HjeQ2HjHe) Heélﬂﬁf} ,

a =log

—1
S, = (1 +H.QHY + HjeQQHji) .

The above problem is not convex and it is difficult to derive the worst-case secrecy

rate in terms of E.. The constraint (5.33) can be equivalently modified as

a— 4+ Tr[Si(H. + E.)Q,(H. + E,)] < t; =

o — ﬁ + thlhe + 2%[&H(Q1 ® I)ee] + efBlee S tl, (534)

91



5.7 Appendix

where
h, = vec(H,), e, =vec(E,), a=vec(S;H,), B, =(QI o)"I1®8S)).

In addition, the constraint effe, < &2 holds. In order to incorporate the channel
uncertainties in the robust optimization framework (5.33), the following lemma is

considered:

Lemma 5.3 (S-Procedure) [97]: Let fr(x),k = 1,2, be defined as
fr(x) = x"Apx + 2R {b'x} + ¢, (5.35)

where Ay, = A € C™" by € C" and ¢, € R. The implication f1(x) > 0 =

fa(x) > 0 holds if and only if there exists u > 0 such that

A b A b
T e ) (5.36)

bgj Co b{{ C1 B
provided there exists a point X with f (X) > 0.

By exploiting S-Procedure shown in Lemma 5.3, the constraint in (5.34) can be

written as
I-B —(Qf ®ID)Ta
H1 1 (Qi ) ~ 0. (5.37)
-a(QT @ 1)* —pe? —a+ B+t —hiBjh,
This completes the proof. [ |

5.7.2 Proof of Constraint (5.21)

Here, the proof for the reformulation of (5.20b) and (5.20c) is provided, first, the

constraints (5.20b) and (5.20c) are written as follows:

log I + H;.Q.H| > log(t,), (5.38a)

ay — P+ Tr |:S2ﬁjeQ2ﬂj}£:| < t3. (5.38b)
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For (5.38a), the following matrix inequality is required
I+ A|>1+Tr(A), (5.39)

Thus by employing the above inequality, the lower bound of the left hand side (LHS)

of the constraint in (5.38a) can be obtained, and this constraint can be modified as

log I + H;.Q:H| > log(t2) = log[1 + Tr(H;.QoHL)| > log(ts),

= Tr(IszeQQIjIjh;) >ty — 1. (540)
Besides, from the following matrix identities:

Vec(AXB) = (B” ® A)Vec(X), Tr(A'B) = Vec(A)" Vec(B),
(AeB)! = AT B”.

The constraint in (5.40) can be expressed as,

ejbéAeje + 2% {afIAeje] + hjhéAhj6 —ty+12>0,

eJHeje <e¢? (5.41)

e je’

where A = QI ® I, h;. = vec(H,.), and e;e = vec(E;.). Similarly, by exploiting
Lemma 5.3, the constraint (5.38a) is reformulated into the following linear matrix

inequality (LMI):

M+ (QT 1) (QZ ® Dhy,

> 0. (5.42)
h(Qf ®I) —\e?, —ta+hil(Q] ® Dhye + 1
Also, the constraint (5.38b) is reformulated into the following LMI:

Aol — By —(QF @)"ay

=0,  (543)
—af(Q] @ I)* —Xye3, — az + B2 +t5 — hilBshy,

where s, B2, Sa, hje, a; and By are defined in (5.20) and (5.21). This completes
the proof. [ |
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5.7.3 Proof of Lemma 5.1

The revenue function of the legitimate transmitter is

UL(Q17P1)—>\0(10g|A0| log [T+ — (H Q.H” + p,gg )|)

6

1
+ Ao log [T + ;plggH’ - uopll\gH%, (5.44)

where Ag = I+ SH,QHY. In order to show that the function (5.44) is convex

with respect to pq, its first derivative is considered as follows:

aUL(thl) 0
— = ) log [T + H H +
s Of)p( g| e( Q1 Pgg )|)
0
+/\oa (log [T+ 2gng—uopﬂIgH%)- (5.45)

In order to find the derivative of (5.45), the following matrix identities are required:

Oln(det X) = Tr[X'0X],0In(det AZ™ ") = Tr[Z ' AZ '0Z).

For the term log \T 4 Zgg|:
First derivative:
Olog |1+ Bgg” o\ eg?
=T I1+-— . 5.46
e G- I (546
Second derivative:
0% log |I + g—éggH - -
i - -1 -1
P =—Tr {A1 2 Aj 2 ] (5.47)

Similarly, for the term log \I + = (H QHY + pgeh)|:

First derivative:

8(log

I+ (H Q. HY + p,ggh)

om

) o

6

(H.QHY + pigg ))
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Second derivative:

0” (log I+ 5 (HQHY + piggh) ) H H
i = Tr|A;1BE AZ1BE | (549
0?py o? o?

Thus

U 2 ! r 3
2(2?11,171) Ty |:A2_1g1g21 A2—1g10g21 } Ty {Aflgf; A1—1g1g21 } (5.50)

€ € €

where

1
; (HteHf + p1ggH) .

1
A=1+ —2p1ggH, Ap=1+
0—6
Since the eigenvalues of A;' are smaller than that of A;', the following holds:

AT — AT <0, gf(AyT - AThg<O,
g"As'gg" A lg<g"Al'gg"Al'g,

H H H H
Ty A;188 2188 }STr{Al_lgg A8 |

2 2 2 2
O¢ O¢ O¢ O¢

Hence, ng—zl’m <0, which proves that U (Qq,p;) is a concave function in terms
of p; for a fixed Q;. This completes the proof. [ |

5.7.4 Proof of Lemma 5.2

The KKT condition in (5.28) is rewritten as
AoTr(A;'gg" — Ay gg™] — mollgll; =0, (5.51)

where A; and A, have been defined after (5.28). From the following matrix identity,

A~'bcTA!

A bT*lefl_—
(A +bc’) 1+ cTA- b

(5.52)
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A;' and A' in (5.51) can expressed as follows:

P1 H

-1 _ 5288
Al =1- m, (5533)
%A_lggHA_l

-1 __ -1

(5.53b)

where A =T+ S H.QH/. Based on (5.53), the KKT condition in (5.51) can be

equivalently modified as

p1
Ao Tr(gg™) — AOHZ_WTr(ggHggH) — ATr(A™'gg™)
p_;e

+ Ao Tr(A 'gg” A 'gg™) — uollg||”> = 0. (5.54)

1+ 5glA-'g
Setting ¢; = glflg, ¢y = g A~ !g,

)\(]Cl )\002

2
— — =0 5.55
1"’%01 1+%C2 /’LOHg“ Y ( )
Ci1Ca o9  C1+C < Xo(c1 — 02))
P+ pr+|1————| =0, (5.56)
ot o7 tollg |l

It is easy to show that \/(%)2 — 4% {1 — %] > 0 by showing ¢; — ¢y > 0,

which holds if g#(I — A=')g > 0. Thus, I — A~! = 0 can be shown as follows:
I-A'=0,<I=A"<Tr(D) > Tr(A™), (5.57)

Since Tr(A) = Zf\fl A; and A is positive definite matrix, and A\; > 1 represents the
i-th eigenvalue of the matrix A, the i-th eigenvalue of A~! is /\i < 1 holds if \; # 0
in terms of \; > 1, which implies Tr(A~!) < Tr(I) = Mg. Thus, ¢; > ¢, holds.

From p; > 0, the optimal solution of p; can be derived as

_a+tc + \/(Cl+02)2 + 4/\06102(01702)
. _ o? od nollgll?
1 — .

p (5.58)

cico
203
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The revenue function of the jammer can be written in terms of py by substituting

p] as
1
b ||g||2 4)\00102(01—02) 2
Ui (P}, o) = —5—pollgl® + o | d + , 5.59
J( 1 0) %2, OH H %2, 0 :U’OHgH2 ( )
where ¢ = 22 ph = 242 and d = M In order to prove the concavity of

4
Oe Oe Oe

the jammer revenue function in terms of interference price, the second derivative of

(5.59) is written with respect to g as follows:

1
; _ _ing“z " Igll? (d—i— 4Xocica(cr — CQ)) 2
o 2a 2a follgl?
1

Igll® d\ocrea(cr — o)\ 2 A\gcrea(cr — ¢3)

+ d+ - , 5.60
a Holl8 Hollg
' ik [k 250

20 ) ] (- e ()
o _ _lelt) L, _ <0, 5.61
o~ da |\ el el ) el (5.61)

where e = 4\gcica(c1 — ¢2). Since, the second derivative is negative, Problem (A)

is a convex problem in terms of . The optimal solution of g can be derived as

follows:
an (&
— =0,= g = ——, 5.62
O ' ilgl? 062
where
dgl? bi\;gznﬂbu?gaw (2—d)jg*
2a [Pk
T =— T =2V02 — d(Vb® — d +b). (5.63)
4da
This completes the proof. |
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Chapter 6

Transmit Optimization for Secure

MISO SWIPT System

This chapter investigates transmit optimization for a multiple-input single-output
(MISO) secure simultaneous wireless information and power transfer (SWIPT) sys-
tem, where transmit beamformer is designed to maximize the achieved secrecy rate
while satisfying the transmit power budget and the energy harvesting (EH) con-
straint. In addition, artificial noise (AN) is employed to play two roles: intercept to
the eavesdroppers and harvest power to the EH receivers. In this chapter, the main

contributions are listed as follows:

1. Transmit optimization for secrecy rate mazimization: First, transmit beam-
former is designed for the secrecy rate maximization problem subject to the
transmit power and energy harvesting (EH) constraints, where this optimiza-
tion problem is not convex and cannot be solved directly. In order to circum-
vent this issue, a two-step method is considered, where the secrecy rate max-
imization problem is first decomposed into a sequence of power minimization
problems for a given target secrecy rate, each of which can be reformulated as
a convex optimization framework by using conic matrix transformations and
first-order Taylor approximation. Then, this target secrecy rate is updated via
bisection search. In addition, the associated robust schemes are investigated
by incorporating channel uncertainty. The robust problem can be solved by

exploiting conic matrix transformations.

2. AN-aided transmit optimization for secrecy rate mazximization: Transmit beam-

former and AN are jointly designed to maximize the achieved secrecy rate with
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the transmit power and EH constraints. Due to nonconvex problem, first,
the two-level approach is considered, where the inner level problem can be
relaxed by semidefinite programming (SDP) relaxation, the outer level prob-
lem is a single-variable optimization problem, which is solved by using a one-
dimensional (1D) search algorithm. Then, a successive convex approximation
(SCA) based secrecy rate maximization problem is proposed. Moreover, the
associated robust scheme incorporating channel uncertainty is solved by ex-
ploiting linear matrix transformation. Tightness analysis for each relaxation

is provided to show the relaxed problem yields a rank-one solution.

6.1 System Model

In this section, a MISO secured SWIPT channel is considered, where it consists one
multi-antenna legitimate transmitter, one legitimate user, K eavesdroppers and L
energy harvesting (EH) receivers. It is assumed that the transmitter is equipped
with Np transmit antennas, whereas the legitimate user, the eavesdroppers and the
EH receivers each have a single receive antenna. The channel coefficients between
the legitimate transmitter and the legitimate user, the k-th eavesdropper as well as
the I-th EH receiver are denoted by hy, € CNt*! h,, € CM*! and h; € CNr*1
respectively. The noise power at the legitimate user and the eavesdroppers are

2 and o2

S e’

assumed to be o The received signal at the legitimate user and the k-th

eavesdropper can be written as
H H
ys=hlws+ng yer =hws+ne,, k=1,.,K,

where s and w € CV7*! are the desired signal for the legitimate user (E{s*} = 1) and
the transmit beamformer at the legitimate transmitter, respectively. In addition,
ns ~ €N(0,02) and n.x ~ CN(0,0?) represent the noise of the legitimate user and

the k-th eavesdropper, respectively. Thus, the achieved secrecy rate at the legitimate

user is expressed as follows:

+
hf w2 hf, wi?
log (1 + |‘;—ZV|) — ml?xlog (1 + %)] ,Vk. (6.1)

S

Ry =
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6.2 Transmit Optimization for Secrecy Rate Maximization

The harvested energy at the [-th EH receiver is written as
E = &|h'w|*, Vi, (6.2)

where & € (0, 1] is the energy conversion efficiency of the energy transducers at the
[-th EH receiver that accounts for the loss in the energy transducers for converting
the harvested energy to electrical energy to be stored [101]. For convenience, it is

assumed that & =1, V.

Remark This system model consists of L EH receivers, which harvest power car-
ried by the RF signal without AN or with AN based on a reliable transmission

bM

scenario. These EH receivers sometimes play a “ helper ” role by employing the
harvested power to introduce a jamming signal to confuse the eavesdroppers [103].
However, the efficiency of this harvest-and-jamming policy is dependant on the net-
work topology [104]. In this chapter, the transmit beamformer without or with AN

will be focused to maximize the achieved secrecy rate, satisfying the transmit power

and the EH constraints.

6.2 Transmit Optimization for Secrecy Rate Max-
imization

In this section, secure transmit beamformer is designed for the secrecy rate maxi-
mization subject to the transmit power and the EH constraints. This optimization

problem is written as follows:
max R,, s.t. |[w]? < P, mlinEl > FE, Vk,l, (6.3)

where P is the maximum available transmit power at the legitimate transmitter,
and F denotes the target harvested energy of the EH receivers. The secrecy rate
maximization problem (6.3) is not convex in terms of the nonconvex secrecy rate
objective function and EH constraint, and cannot be solved directly. Unlike the
existing work [60], where the SDP relaxation is considered to reformulate the secrecy
rate maximization problem, however, it is challenging to yield a rank-one solution
for the relaxed problem. In this section, a conic reformulation for the secrecy rate

maximization problem is proposed to circumvent this issue. First, the problem (6.3)
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6.2 Transmit Optimization for Secrecy Rate Maximization

Table 6.1: Bisection methods

1. Given lower and upper bound of the targeted secrecy rate Ry, and Ry, and
a desired solution accuracy 7 (very small value).

2. Setting R = (Ruin + Rmax)/2-

3. Iteration loop begin

(a) Solve the corresponding power minimization problem in (6.4) using the
relaxation method to obtain the beamformer w.

(b) Compute the transmit power P = ||w||2.
(c) If P < P, then Ry, = R; otherwise, Ryax = R.
(d) Until R — Ruin < 7, break.

4. Tteration loop end

5. R is the achieved secrecy rate of the secrecy rate maximization problem, and
w is the corresponding optimal solution.

is decomposed into a sequence of power minimization problems for a target rate

R > 0, each of which can be written as
min ||w|? st R,> R, mlinEl > FE, Vk,l. (6.4)

The optimal solution to (6.3) can be obtained by solving the corresponding power
minimization problem (6.4) with different R, which is reformulated as a convex
optimization framework by using conic matrix transformations. Then, bisection
search is employed to update this target rate R by checking the feasibility of the
power minimization problem [95]. Thus, this algorithm can be summarized in Table
6.1 to solve the secrecy rate maximization problem. In the following, the power

minimization problem (6.4) will be solved.

6.2.1 Power Minimization

Now, the power minimization problem is considered based on the assumption that

the transmitter has perfect channel state information (CSI) of the legitimate user,
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6.2 Transmit Optimization for Secrecy Rate Maximization

the eavesdroppers and the EH receivers. Thus, the problem (6.4) can be relaxed as

hZ w2 he wl?
min ||wl|]?, s.t. log (1 + @) —log (1 + LJ) > R, Vk,
w o2 o

hf'w|*> > E, V. (6.5)

The above problem is not convex in terms of the non-convex secrecy rate and EH

constraints. In order to circumvent the issue, the following lemma is required:

Lemma 6.1 The problem in (6.5) is reformulated into the following form:

. S1
min sy, S.t. ~r 0,
w,S1 W
_ ﬁth k _
ainhSI e e’l
(2F —1)2
Sk = R H i 07 Vk7
22 _H
=w"h k
e e’l Lw'h,
(27 — 1)} :

Ty = 8%{V"thh Y = \S{Wth}, w; = [z Y1),

2
i) + 2" w™ () [w (i) — u ()] > B, Vi. (6.6)
i=1
Proof Please refer to Section 6.6.1. [ |

In problem (6.6), the secrecy rate constraint is reformulated into linear matrix in-

equality (LMI), whereas the EH constraint is approximated by a first-order Taylor

approximation, thus (6.6) is a convex problem for a given u;. An initialization value

of the vector w; is randomly generated and can be updated at each iteration. The
(n+1)

algorithm converges when u, = ul(") holds, and it is guaranteed to converge to a

locally optimal solution (quite close to the globally optimal solution) [105, 106].

6.2.2 Robust Power Minimization

In the previous section, the power minimization problem has been solved based on
the assumption that the legitimate transmitter has perfect CSI. However, it is not
always possible to have perfect CSI due to the lack of cooperation as well as channel
estimation and quantization errors. In this section, the robust power minimization

problem is considered by incorporating norm-bounded channel uncertainty.
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6.2 Transmit Optimization for Secrecy Rate Maximization

6.2.2.1 Channel Uncertainty

In this subsection, it is assumed that the CSI is not available at the legitimate

transmitter. The channel uncertainty are modelled as

hs - }_ls + e,

he,k - he,k + €ec.ks Vk>

h; =h; + e, Vi,

where h,, 1_167,{ and h; denote the estimated channels of the legitimate user, the k-th
eavesdropper and the [-th EH receiver, and e, e, ; and e; represent the correspond-

ing channel errors, which are assumed to be bounded as

lesllz = |Ihy — b2 < e, for e,>0,,
lleckll2 = [her — Ee,kHz < eéeep,for ., >0, VE,

ledla = [Ihy — hyl|; < &, for & >0, VI,
where €5, €. and ¢; represent the norm bound of the channel errors.

6.2.2.2 Robust Power Minimization

Now, the robust power minimization problem is written by incorporating the channel

uncertainty as

min ||wlf?,
h, +e) 7w b, o) w2
s.t. minlog | 1 + [(hs +e,)7w] —maxlog | 1+ [(heys + €c)"w] > R, VE,
€s O‘? €e k 0‘3
(6.7a)
min |(h; + &))" w|*> E, V. (6.7b)
e
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6.2 Transmit Optimization for Secrecy Rate Maximization

The problem (6.7) is not convex due to (6.7a) and (6.7b), and cannot be solved

directly. Thus, the following reformulation of the secrecy rate constraint (6.7a) as
(

- <WHES — &?s||wH) > \/ta,

R _
[ 22 (hop +ecp)w (28—1)2 } < ty,

Oe

\

The first constraint in (6.8) is modified based on a first-order Taylor approximation

1 — €s n
—R{wh} — = |lw[| > f®(ts), (6.9)
s s

where f(M(ty) = /t§" + ——(t — t). The following lemma is considered to

reformulate the second constraint in (6.8) ,

Lemma 6.2 The second constraint in (6.8) can be reformulated as

_ P
U—W
0 e
_ Sk — i [ 0 —1 ] —Ee 0
Sk = —1 = 0,Vk. (6.10)
0
R
—€ek[202WH 0 0] pYA |
where
_ 8 - .
w e
f(”)(tg)I oe ’lk
(2R —1)2
Sk,1 = R _ AH . (6.11)
Z(T—TWHhevk
‘ i F (ts)
[ @F=1): |
Proof Please refer to Section 6.6.2. [ |
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6.3 AN-aided Transmit Optimization for Secrecy Rate Maximization

Thus, the robust power minimization problem can be written as

S2
min So, S.t. =i 0,
82,W, A W

Sk, f™(t2)) = 0, VE,

1 = Es "
—wi'h, = = w2 f)(t)
o Os

S

R{hFw} > E2 + ¢/||wls, S{hfw} =0, V. (6.12)

)

The above problem is convex for a given tgn at each iteration. Thus, an initialization

of ty is given to solve the problem in (6.12) by using interior-point method, which
is updated iteratively. It is easily observed that ¢, is updated when ténﬂ) = té"),

which confirms that the algorithm converges.

6.3 AN-aided Transmit Optimization for Secrecy
Rate Maximization

In the previous section, the secrecy rate maximization problem has been solved
to optimize the secure transmit beamformer. In this section, AN-aided transmit
optimization for secrecy rate maximization problem is investigated, where transmit
beamformer and AN are jointly designed to maximize the achieved secrecy rate with

the transmit power and the EH constraints.

6.3.1 Problem Formulation

The secrecy rate maximization problem is formulated subject to the transmit power
and the minimum EH constraints, where the transmit signal can be written as x =
ws + v, and the secure transmit beamformer (i.e., w) and AN (i.e., v ~ CN(0,V))

are jointly designed. This optimization problem can be formulated as

max min R, — R,
WV i s e,k

st [l + Te(V) < P fww") + [V < i Vi,

min Ih/'w|*> + h{’Vh; > E;, VI, V =0, (6.13)
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6.3 AN-aided Transmit Optimization for Secrecy Rate Maximization

where [ww!! lai) + [Vlas (¢ = 1,..., Np) represents each antenna transmit power
constraint, and the mutual information at the legitimate user and k-th eavesdropper

can be written as

hfwwth thWWHhe k
Ro—log (14— W s ) p o og 14+ —o * ) vk
°g ( T hEvh, 1 ag) k=108 ( "B Vh,, + ag>

The optimization problem (6.13) is not convex and cannot be solved directly. Thus,
two reformulations are proposed to make this problem tractable. Unlike [61], where
it has shown that the relaxed problem returns rank-two. In this section, a novel
SDP relaxation for the secrecy rate maximization is investigated, which shows that
the optimal solution returns rank-one to guarantee the optimal condition. First, the

optimization problem (6.13) is written by defining Q, = ww!! as

h!Q,h, By Quhe
R (e B (B b, Vi + 7)

ER)

st. Tr(Qs+ V) <P, Tr[A;(Qs + V)] < p;, Vi, (6.14a)
W (Q, + V)h, > E;, VI, (6.14b)
Q. =0,V >0, (6.14c)
rank(Q;) = 1,

where A; = a;af is the given antenna design parameters to adjust each antenna
power budget, and a; is a unit i-th vector (i.e., [a;]; = 1 for i = j and [a;]; = 0
for i # j). The specific applications of each antenna power constraint have already

been described in [29,101].

6.3.2 Secrecy Rate Maximization

For the secrecy rate maximization problem (6.13), two reformulations to jointly
optimize the transmit beamformer and AN, namely, two-level optimization and SCA
are provided.

6.3.2.1 Two-Level Optimization

In this section, two-level optimization is considered to handle the secrecy rate max-

imization problem (6.14). First, this optimization can be written by introducing a
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6.3 AN-aided Transmit Optimization for Secrecy Rate Maximization

slack variable ¢ as

R, + log(t),
g, B o)

t. lo 7] > ogl — V . a
’ he,k v he,k O'e ’ 7
(6143), (614b), (614(}), rank(Qs) - 1 (61=)b)

The problem (6.15) is still not convex in terms of the constraint (6.15a), and cannot
be solved directly. Then, this optimization problem can be formulated as a two-level
optimization problem. The outer problem is a single-variable optimization problem

of t, which can be written as
max log(1+4 f(t)) + log(t), s.t. tmn <t <1, (6.16)

where the lower bound ¢,,;, can be determined as
hQ.,h, 7' hfQ,h,\ ™'
> 14+ " > (1 5
t—( +h§Vhs+<f§> —( T )
2\ 1 2\ -1
> (14 Al QURIY ™ (), THQIB)

2 2
o; o

S

P|h, |2\ !

2
05

which can be handled by using 1D search method. The inner problem can be recast

for a given t as follows:
h{Q;h,
) = 0 L, + o2
s.t. (6.15a), (6.14a), (6.14b), (6.14c), (6.18)

rank(Qg) = 1.

It is easily verified that the constraint in (6.15) can be reformulated as

e

[ Qu - G = DV < G - o2 (6.19)
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Then, (6.18) can be recast for a given ¢ as
hQ,h,
= m —_—m
Qv hiVh, + o2’

s.t. (6.19), (6.14a), (6.14b), (6.14c), rank(Q,) =1.

f(t)

(6.20)

The problem (6.20) is a quasi-convex problem without the nonconvex rank-one con-

straint, thus the Charnes-Cooper transformation is employed to convert it into a

convex problem by introducing ¢ so that the following relations hold:

V =

_Q
Qs_Ta

| <

Thus, the problem (6.20) is relaxed as

f(t) = max h”Q;h,,
Qs,V,6

s.t. h"Vh, + 60} =1,
[ Q - G = DV | < G - a0
Tr(Q, + V) <P, Tr[Ai(Q, + V)] < dp;, Vi,
h(Q, + V)h, > 6E, VI, Q, = 0, V= 0.

(6.21)

(6.22)

The problem (6.22) is a convex problem, and can be solved efficiently by using

interior-point method [70]. Thus, the optimal solution to (6.20) can be obtained

through (6.21), once (6.22) has been solved.

6.3.2.2 Optimality Conditions for SDP Relaxation

In this subsection, the tightness of the SDP relaxation to (6.20) is investigated. It is

assumed that f(t) is the optimal value to (6.20), which can be achieved by solving

(6.22), resulting in the following inequality,

hl’Q,h,

BVh. 5 o2 2 /() = BQs = f(OVIh, = f(t)or,

108
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Thus, the following power minimization problem is considered

min Tr(Q.)
s.t. (6.23), (6.19), (6.14a), (6.14b), (6.14c). (6.24)
It is easily verified that the feasible solution to (6.24) is the optimal solution of (6.20)

due to the constraints (6.23), (6.14a), (6.14b), and (6.14c). Thus, the following

theorem is provided to show that the problem (6.24) yields a rank-one solution.

Theorem 6.1 Suppose the problem (6.24) is feasible, there always exists an optimal
solution (Qs, V) to (6.24) such that rank(Qs) = 1.

Proof Please refer to Section 6.6.3. [ |

From Theorem 6.1, a tightness analysis has been provided such that the problem

(6.20) yields a rank-one solution for all feasible ¢.

6.3.2.3 Successive Convex Approximation

In this section, SCA is proposed to jointly design secure transmit beamformer and

AN. First, the problem (6.13) can be modified as

o2 + Tr[h, xh?, (Q, + V)]) (ag + Tr(h,h# V))

min max
Qs V k&

<0§ + Tr[hsh 7 (Q, + V)]> (02 + Tr(heﬁkhka)>

st.Tr(Qs + V) < P, Tr[A;(Qs + V)] < pi, Vi, (6.25a)
h/(Q, + V)h, > E, VI, (6.25b)
Q; =0, V=0, rank(Q;) = 1. (6.25¢)

Due to nonconvexity of the problem (6.25), the following exponential variables is

introduced to equivalently convert the objective function

e’ = 0'3 + Tr[hshg(Qs + V)]? et = O-z + Tr(he,khgkv>7

e = o7 + Trlhe;h (Qs + V)], € =02 + Tr(h,h'V). (6.26)
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Thus, (6.25) can be written by introducing a slack variable 7 as

min T (6.27a)

Qs,V,20,90,Tk,Yk

s.t. eVoTTOTURT TR < (6.27b

)

o? + Tr(h,h? (Q, + V)] > €™, 02 + Tr(h.sh, V) > e, (6.27¢)
o+ Tr[hevkhgk(QS + V)] < e, 02 + Tr(h,hV) < e, ( )
)

(6.25a), (6.25b), (6.25¢), Vk,1,i. (6.27e

The above problem is not still convex in terms of the constraint (6.27d). Thus, the
Taylor approximation (i.e., a® +a® Ina(z — ) < a®) is employed to linearise (6.27d)

as follows:

o2 + Trfhe;h! (Qu + V)] < €% (e — Gr + 1), (6.28a)

o2 + Tr(h,h2V) <e%(yo — 9o + 1), (6.28b)

where 79 and g are approximated values such that yo = 9y and y, = ¥, when
the approximations are tight. Thus, the secrecy rate maximization problem can be

relaxed as

min T
Qs,V,20,Y0,Tk Yk, T

s.t. (6.25a), (6.25b), (6.27b), (6.27¢), (6.28), Vk, 1,4,
Q; =0, V>0, rank(Q,) = 1. (6.29)

The problem (6.29) is convex without the nonconvex rank-one constraint for a given
(Yo, Ux), and can be solved by using an interior-point method. From SCA, the current
optimal solution can be updated iteratively until the constraints (6.27c) and (6.27d)
hold with equality, which implies (6.25) is optimally solved. This SCA algorithm
is outlined in Table 6.2. The optimal solution obtained by the SCA algorithm at
the n-th iteration is assumed to be (Q%(n), V*(n),zi(n), y5(n), zi(n),yi(n), 7*(n)),
which can achieve a stable point when the SCA algorithm converges [107].

Now, the tightness analysis to (6.27) is considered. It is assumed that (QZf, V*)
are the optimal solutions to (6.25) that are obtained by solving (6.29) with the

SCA algorithm, and the corresponding slack variables (i.e., x§, y5, 3, yi, %) can be
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Table 6.2: SCA algorithm for the robust secrecy rate maximization problem (6.27).

1. Initialize (Q;[0], V[0]) so that (6.27) is feasible, and given x as the tolerance
factor for stopping criterion.

2. Iteration loop begin:

(a) Updating (zo[n], zx[n], yo[n], yx[n]) by (6.26).
(b) Solving (6.29) with (zo[n|, zx[k], yo[n], yx[n]) to obtain (Qs[n], V[n]).

3. Iteration loop end until stopping criterion |7(n+ 1) — 7(n)| < k.

obtained by (6.26) and (6.27b), respectively. Thus, the following power minimization

problem is required:

min Tr(Q.)
s.t. (6.25a), (6.25b), Q, = 0, V =0,
o + Tr[h,h (Q, + V)] > e, o2 + Tr(h,;hf, V) > ek,
02 + Tr[h. ;h? (Q, + V)] < e%, 02 + Tr(h,h! V) < ¥,

Yk, 1,i. (6.30)

It is assumed that the optimal solutions to (6.30) can be denoted as (Qsa V), which
are the feasible solutions to (6.25) with the objective value 7 obtained by substituting
(Q., V) into (6.25), and 7 < 7* holds, which implies (Q,, V) is at least the same
optimal solution (Q¥, V*) to (6.25). Thus, provided that the problem (6.30) is
feasible for positive secrecy rates, (6.30) always yield a rank-one solution, and the

proof is similar to that of Theorem 6.1.

6.3.3 Robust Secrecy Rate Maximization

In the previous subsection, the secrecy rate maximization problem has been solved
based on global CSI, however, it is not always possible that the legitimate trans-
mitter has perfect CSI due to lack of cooperation as well as the channel estimation
and quantization errors. In this subsection, the robust secrecy rate maximization
is considered to jointly optimize the transmit beamformer and AN by incorporat-
ing norm-bounded channel uncertainty shown in Section 6.2.2.1. In addition, per-

antenna power constraints is considered, where the Hermitian positive semidefinite
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6.3 AN-aided Transmit Optimization for Secrecy Rate Maximization

(PSD) matrix A; is not available at the legitimate transmitter, thus the true PSD

matrix can be written as
A=A +A ||AF<e, Vi, (6.31)

where A; € HfT is the estimated Hermitian PSD matrix, and A; is estimated error
of the matrix A;, which can be modelled as a spherical uncertainty with a norm

bound ¢; [57].

6.3.3.1 Two-Level Optimization

In this subsection, two-level optimization shown in 6.3.2.1 is considered to solve
the robust secrecy rate maximization, jointly designing secure transmit beamformer
and AN by incorporating the channel uncertainty. Since the outer problem does not
involve the channel uncertainty similar to Section 6.3.2.1, thus, in this subsection,

the inner problem is the main work, which can be written as

B (hs + e.)"Q.(h; + ey)
) = eV (b, 1 o) £ 0

s.t. (Ee,k + ee,k)H |:QS - (% - 1)V:| (hek + e k) (% - 1)
Tr(Q. + V) < P, max Tr[(A; + A:)(Q, + V)] < py,

(h; +e)?(Q, + V)(hy +¢) > E), VI,
Q; =0,V >~ 0, rank(Q,) = 1. (6.32)

Due to the nonconvexity of the problem (6.32), this robust secrecy rate maximization

problem can be modified by exploiting S-Procedure as

(hy + e,)7Q,(hy + ;)

f(t> - Qs,\r;l,i),ik,az (h + es)HV(hs + eS) + 027
s.t. TY(QS+V) <P, Tl“[ (Q5+V)] +61HQ5‘|‘VHF < pi, Vi, (6.33&)
] L I _
Aefl = [Qs = (5 = DV] —=[Qs — (5 = 1)V]hey =0, Vk, (6.33b)
_hgk[QS - (% — V] *
ol +(Q+V) Qo+ V)b =0, Y, (6.33¢)
b(Q.+V) B(Q,+ V)h — B — ae?

Q; = 0,V = 0, rank(Q;) = 1. (6.33d)
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where ¢, = —hf [(Q,—1—1)V]he .+ (3 —1)02—Acxe?,. Then, a slack variable 7 is
introduced to relax the objective function in (6.33). By exploiting S-Procedure and

Charnes-Cooper transformation, this robust problem can be expressed as

ft)=_ _ max T,
Qszvy)‘S:,LLSaAe,k7al»57T
S‘t. ASI + QS QSI_]'S >_0

h7Q, hIQh, —7-M\e2 |

psl —V —Vh,
~h'V  —hfVh, - 602 +1 — p,e?

ekI [Qs (% 1>V] _[QS - (% - 1)\_[]h€,l€

=~ 0,
i —hfk[Q ( Vv } Ck
[ al+(Q.+V) (Q. + V), o
| B(Q.+ V) B(Qu+ V)b - 0B -t |
Tr[A:(Qs + V)] + 6|Qs + V| r < dps, Vi,
Tr(Qs + V) <6P,Q, = 0,V = 0,¢ > 0. (6.34)

where ¢, = —l_lfk[Qs —(3-1)V]h.x+0(2 —1)0?— Ae k€l Without the nonconvex
rank constraint, (6.34) is convex, and can be solved by using interior-point method.
By solving the problem (6.34), the optimal value f(¢)* can be written as
(hy + e,)"Qq(h, + ey)
(hs + €,)7V(hs + e;) + 02
= (b, +e)"[Q, — f(1)"V](hs +e) > f(t) 0r. (6.35)

> f(t)",

Thus, the associated power minimization problem is considered as

Qs,vglzi,gs,xe,k Q).
s.t. (6.33a) — (6.33c), (6.36a)
ﬁs_I +1Qs — f(O)"V] [Qs— f(t)"V]h, -0, (6.36b)

where d, = h¥[Q,— f(t)*"V]h, — f(t)*0? — B,c2. (6.36b) is achieved by employing
S-Procedure. 1t is easily verified that the feasible solution to (6.36) is optimal for
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(6.33), which is derived from (6.36a) and (6.36b). Thus, the following theorem holds

to show that the optimal solution to (6.33) is rank-one:

Theorem 6.2 Provided that (6.36) is feasible, there always exists an optimal solu-

tion to (6.36) such that rank(Qs) < 1.

Proof Please refer to Section 6.6.4. [ |

6.3.3.2 Successive Convex Approximation

Now, the SCA reformulation is considered to solve the robust secrecy rate maxi-
mization problem to jointly optimize secure transmit beamformer and AN by in-

corporating channel uncertainty. This robust optimization problem is written as

min max i:rk (6.37a)
st Te(Q, + V) < P, Tr[(A, + A)(Qq + V)] < pi, Vi, (6.37b)
(b +e)"(Qs+ V) (hy + &) > E}, VI, (6.37c)
Q, =0, V=0, rank(Q,) = 1. (6.37d)

where t.p = 02+ (he g +ecx)? (Qs+ V) (hep+ecr), 7o = 02+ (hy+e,)fV(h, +e,),
ts =024 (hy + €)% (Q, + V)(h, +e,) and 7oy = 02 + (he g + €)'V (h. ) + e.p).
The above problem is convex in terms of (6.37a) and (6.37c). Firs, the exponential

variables are introduced to modified (6.37a) as

e™ <o+ Héin(f_ls +e.)"(Qs + V)(h, +ey), (6.38a)
e < o’ 4 rgil?(l_l&k + ee,k)HV(fle,k +ecr), (6.38b)
eVt > g2 + rga:c(l_le,k + e&k)H(QS + V) (hey + ecr), (6.38¢)
ev > o2 + II}%&X(}_IS +e,)'V(h, +e,), (6.38d)
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By employing the slack variables (i.e., 7, us, Ue g, vs, and v, y) for (6.37a), (6.38a),
(6.38b), (6.38¢), and (6.38d), respectively, (6.37) can be reformulated as

min 7,
Q

s.t. eWotVETTom T < 7 (6.37b), (6.37c), (6.37d),

e™ < o2 + uy, Iréin(}_ls +e,)7[Q, + V](h, + e,) > u,, (6.39a)
e < 02 + U, Iéliil(}_le’k + ee,k)HV(ﬁe,k +ecr) > Uek, (6.39b)
eV > o2 + Ve ks rgakx(ﬁe,k + eak)H(Qs + V)(flgk +€ecr) < Vep, (6.39¢)
e > o2 + v, Irégx(l_ls +e,)"V(h, +e,) <, (6.39d)
{Qs, V. es, €k, To, Yo, Thy Yy Us, Ue ki, Us, Ve i } € O, VE, 1 1. (6.39)

By exploiting S-Procedure and the first-order Taylor approximation, the problem

(6.39a) is written as

min 7,
Q
s.t. eUOTUETTOTIR <m0 < g2 gy e < 0P Uy, (6.40a)
e (yr — o+ 1) = 07 + Ve, €°(yo — o+ 1) > 02 + v, (6.40D)
AI+(Qs +V s + V)h
_ Q ) _ @ _ ) =0, (6.40c)
hf(QS + V) hSH<QS + V>hs — Us — )\553
Aerl +V Vh,
* o * -0, (6.40d)
hng hnghe’k — ue,k — )‘e,k‘gg,k
e I - S + V - S + V Ee
B k_ (Q ) ) (Q - )he S0, (6400
_hgk(QS + V) _hgk(Qs + V)he,k + Ve k — 5e,k5?k
BsI—V —Vh,
_ _ =0, (6.40f)
—h#V  —hfVh, + v, — B,?
al+(Q,+V <+ V)h
THQEY) QY o 100
th(Qs + V) th(Qs + V)hl — b — 041512

Tr(Qs + V) < P, Tr[A(Qs + V)] +6Qs + Vr < pi,
{QS >_— 07V i 07xO?y07xk7yk7usvue,k7US7Ue,k7

Ag > 0, >\e,k > O,ﬂs > O,ﬁ&k > 0,0él > O} < Q, Vk',l,l (640h)
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The above problem is convex for a given ¥, and g, at each iteration, and can be solved
by using the interior-point method to update the solution for the next iteration until
the algorithm converges. Thus the SCA based robust scheme is similar to Table 6.2.
On the other hand, there exists a rank-onel solution to (6.40), and the proof is

similar to that of Theorem 6.2.

6.4 Simulation Results

Simulation results are provided to validate the proposed algorithms. A MISO secrecy
system is considered in the presence of three eavesdroppers and two EH receivers.
The legitimate transmitter is equipped with four transmit antennas (i.e., Ny = 4),
whereas the other receivers (i.e., legitimate user, eavesdroppers and EH receivers)
are equipped with a single antenna. It is assumed that the channel coefficients are
modelled as both large-scale fading and small-scale fading. The simplified large-scale

fading model is given by

d —
D= A, (d—) for d > d,, (6.41)

r

where Ag = 1, d represents the distance between the transmitter and all receivers
(i.e., legitimate user dg, passive eavesdroppers d., and the energy receivers d;), d,
denotes a reference distance set to be 20 meters, and o = 3 is the path loss expo-
nent. The small scale fading channel coefficients are assumed to be Rician fading
with Rician factor 5 dB. Note that for the involved line-of-sight (LOS) component
is modelled as the far-field uniform linear antenna array [108]. In addition, it is
assumed that 02 = 02 = —40 dBm, and the distances between the transmitter and
the legitimate user, the passive eavesdroppers, as well as the energy receivers are set
to be 100, 50, 25 meters unless specified. The target transmit power is assumed to
be 30 dBm (1w), and the target harvested power is set to be lmw. All error bounds
(i.e., €5, € and g;) are set to be 0.1 or 0.2 unless specified.

First, the secure transmit beamformer for secrecy rate maximization is evalu-
ated. Fig. 6.1 shows the achieved secrecy rate with different transmit powers, where
it is easily observed that the achieved secrecy rate increases with transmit power,

and the proposed scheme achieves the same performance with the SDP relaxation

based scheme in terms of achieved secrecy rate. In order to improve the security in
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Figure 6.1: Achieved secrecy rate with different transmit powers.
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Figure 6.2: AN assisted achieved secrecy rate with different transmit powers.
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SWIPT system, AN-aided secrecy rate versus transmit power is plotted in Fig. 6.2
based on both reformulations: two-level optimization and SCA. From this result,
one can observe that the secrecy rate of the two proposed schemes increase with
transmit power, and both schemes have a similar performance in terms of secrecy
rate. In addition, the SCA based scheme outperforms two-level optimization scheme
in lower transmit power regime.

Then, the security performance with EH performance is evaluated in Fig. 6.3,

—+— 1D Benchmark
| —8— SCA

——2D
| —— 1D GR

—&— NO AN

Secrecy rate (bps/Hz)
D

Perfect
csl

1t Imperfec
CsSli
0 i L =01 i i
30 35 40 45 50 55 60

Harvested power (mw)

Figure 6.3: Achieved secrecy rate with target harvested power.

which shows that the achieved secrecy rate versus the target harvested power. One
can be observed from this result that the secrecy rate decreases with the target
harvested power based on perfect and imperfect CSI. Also, we compare our pro-
posed schemes (‘1D’ and ‘SCA’) with the robust schemes (‘1D Benchmark’), 1D
based scheme with Gaussian randomization (‘1D GR’), and two-dimensional search
based scheme (‘2D’) shown in [61], as well as the case without AN (‘NO AN’), in
which the proposed SCA based scheme outperforms our proposed 1D scheme, 1D
Benchmark scheme, 1D GR scheme, and NO AN scheme. The SCA based scheme
has a similar performance to 2D based scheme in terms of secrecy rate. Fig. 6.4
shows the percentage of AN power consumption in the total transmit power P ver-
sus transmit power, which shows that the proportion of AN power consumed to

interfere the eavesdroppers or energy harvesting. It is observed that this proportion
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Figure 6.4: The proportion of AN power consumption versus transmit power.

increases and then declines with the increase in transmit power at lower transmit
power regime, the percentage of consumed AN power should increase which ensures
secure communications and satisfies the EH constraint. When transmit power is high
enough, in order to further increase the secrecy rate required, more power should be
allocated to the message-bearing signals so that the AN power may get decreased.
The scheme without EH receivers has a lower proportion than the scheme with EH
receivers, since the AN is introduced to interfere with the passive eavesdropper only
in the system without EH receiver.

Finally, the achieved secrecy rate and the harvested power versus the distances
between the transmitter and the legitimate user (i.e., dy), as well as the EH receivers
(i.e., d;) are evaluated, respectively. Fig. 6.5 shows the secrecy rate versus ds, where
the achieved secrecy rate decreases with dy. In addition, the SCA based scheme out-
performs the 1D based scheme in terms of the achieved secrecy rate. Fig. 6.6 shows
the EH performance versus d;. From this result, the harvested power decreases with

d;, approaching zero after dy = 40 m.

6.5 Summary

In this chapter, the secrecy rate maximization problem has been investigated for

a MISO SWIPT secure channel in the presence of multiple eavesdroppers and EH
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Figure 6.5: Achieved secrecy rate versus distance between the transmitter and the
legitimate user.

al
o

40

—O— 1D based scheme
—HB— SCA based scheme

w
o

Harvested power (mw)

N
o
T

10

0 Il Il Il Il Il
5 10 15 20 25 30 35 40 45
Distance between transmitter and EH receivers d'D (m)

Figure 6.6: Harvested power versus distance between the transmitter and the energy
recelivers.

120



6.6 Appendix

receivers. Transmit beamformer was designed to maximize the achieved secrecy rate
while satisfying the transmit power and the EH constraints. A two-step approach
with SOCP approximation was considered to design secure transmit optimization
for the secrecy rate maximization problem. While AN-aided transmit optimization
was developed to solve this secrecy rate maximization problem by exploiting two-
level optimization and SCA. Furthermore, tightness analyses have been provided to

guarantee the optimal condition for the SDP relaxation.

6.6 Appendix

6.6.1 Proof of Lemma 6.1

In order to prove Lemma 6.1, the secrecy rate constraint in (6.5) is written as

1 ﬁWHh k ! 2% wih k
—Iwih P> | e T e (6.42)
Ts (2% — 1)z (28 — 1)z

Then, the following lemma is required to convert (6.42) as a linear matrix inequality

(LMI)

Lemma 6.3 (Schur complement) [70]: Let X be a complex hermitian matriz,

wn | A B
X =X"= (6.43)
BY C

Thus, S = C — BEA™'B is the Schur complement of A in X, and the following

statements hold:
e X =0, if and only if A >0 and S > 0.
e if A >0 then X > 0 if and only if S > 0.

By exploiting the Schur complement, (6.42) can be reformulated as

_ n -
22 whh,
oinhsI e ’f
| (2% —1)2
B H =0, (6.44)
== w'h,
N 2 w!'h
| eron A
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In addition, the reformulation of the EH constraint (6.5) is considered. In order to
express this constraint clearly, two variables (i.e., z; € R and y; € R) are introduced

such that this constraint can be equivalently modified as

x} +yi > F, (6.45a)

z; = R{w'h;}, v = S{wh;}, Vi (6.45b)

The constraint (6.45b) is convex (linear), whereas (6.45a) is not convex, thus, a

first-order Taylor approximation is considered to obtain the desired upper bound.

Setting w; = [z 17, gives, 22 + 2 = ulu;. u™ is the n-th iteration of the vector

;. Thus, (6.45a) can be approximated as

2
w2 [P+ 2 e () i) — 0 (0) (6.46)

i=1
where 7 denotes the i-th element of the vector u;. This completes Lemma 6.1. |

6.6.2 Proof of Lemma 6.2

The second constraint (6.8) can be written by exploiting the Schur complement as

_ B -
EWHa_le k + € k:)
f(n) (ta)I oe ) 1 )
, (27 -1)2
Sk’ — 2E "o H t O7 (647)
Zw(hey + ecr)
e ) f(n) (tz)
i (2% = 1) ]

where f(™(t,) has been defined in (6.9). The the following lemma is given to remove

the impact of the channel uncertainty

Lemma 6.4 [100, 109]: For a given set of matrices A = A, B and C, the

following linear matrix inequality is satisfied:

A = BXC + CX"B, |IX]|| < t, (6.48)
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if and only if there exist non-negative real numbers a such that

A —aCHC —tBH
—tB al

> 0.

By exploiting Lemma 6.4, the constraint (6.47) is written as

R
28 H
’ 0 | ,1.n
Sk = 0 ee,k[o —1}%— 867;{[20—7“700]7
-1 e
0
where
- B -
f(”)(tg)l oe 17’“
(27-1)z
=T 1"
—Ww he,k
Oe s f(n)(tg)
[ ern _
Thus, (6.47) can be reformulated as
_ %T_%WH -
O e
_ Sk — Ak [ 0 —1 ] —Eek 0
Sk = -1 = 0,VEk.
0
R
—Eek [ Zwh 0 0 ] Axl

This completes Lemma 6.2.
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6.6.3 Proof of Theorem 6.1

In order to show Theorem 6.1, first, the Lagrange dual function to (6.24) can be

written as

C(Qu V.Y Z A p s v ) = Te(QU) — A [Tr[hshf Q. — FHV)] - aif(t)}
i {Tr(czs V) - P} +Ym [Tr[AAQS V) - pz] Y [Tr[hlh{f (Qu+ V)]
_ El} + ZTk {Tr[he,khgk(Qs —(t-=1DV)]—(t— 1)03} ~Tr(YQ,) — Tr(ZV),

1

(6.53)

where Y e HY", Z c HY", A€ Ry, p € Ry, ; € R, 1y € Ry, 7, € R, denote the
dual variables of Qs, V, (6.23), (6.14a), (6.14b), and (6.19), respectively. Then, the

related KKT conditions is considered as follows:

8L Nt L K
q = 0= Y =T-Ahhf +ul+> nA; =Y uvhh +)  7hehl
s i=1 I=1 k=1
(6.54a)
oL Nt L K
oy = 0= Z= M (OhhT +pl+ Y A=) b = 7t = Dheghl,
=1 =1 k=1
(6.54b)
Q.Y=0,Z>0, \>0, Vi I,k (6.54c)
By subtracting (6.54b) from (6.54a), we have
K
Y —Z=T1- A1+ f(t)h;h +) " nth, ;hl,
k=1
=Y =A - \1+ f(t)hh?, (6.55)

where A =1+7Z + Zszl Tkthe,khgk- From (6.55), one can easily observe that A is
positive definite, and rank(A) = Np, whereas rank(Y) = Ny or Ny — 1. However,
if rank(Y) = Ny, then it violates Qs # 0. Thus, rank(Y) = Ny — 1 always holds,
which implies Qg lies in the null space of Y from (6.54c), thus rank(Q,) = 1. This
completes Theorem 6.1. [ |
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6.6.4 Proof of Theorem 6.2

The dual function to (6.36) is written as follows:

L(Qs, V.Y, Z )\, 7y, T, Te i, T)) = Tr(Qs) — Tr(YQg) — Tr(ZV) + A\[Tr(Qs + V)

+ Z% |:TI' Qs "‘V)] + Ez”Qs + V”F —p{| TI‘ T Al)

— T[T, HY(Q, — f(t)V)H,] = ) Tr(T;By) + > Tr [ G HE[Q, — (71 = ) VIH,,
. 5 k=1 k=1
—) Tx(T,C)) Z r[TH?(Q, + V)H|], (6.56)

where Y € HY7, Z € HY", A € Ry, 3 € Ry, T, € HI™, T, € HY™ and
T, € HfTH are dual variables of Qg, V, (6.33a), (6.33c) and (6.33b), respectively.
In addition,

Bl 0
A= H,=| 1Ly, B |
OH —f(t)O'g - 5553
Aol 0 _
Bk = 5 He,k’ = [ INT he,k ] )
07 (t7' = 1)o? — Aepely
OélI 0 —
Ci - CH= |1y, By

OH —El — 055612

The related KKT conditions are considered as follows:

N
0L ~ 3 1 H
50, = 0= Y =T+AL+ ;%[Ai +6[Qs + W' - H,T,H;
K
+Y H, T, HY, Z H,T,H", (6.57a)
k=1 =
oL v
_ 1 H
oy =0 =Z= AI+;% (A +€l|Qu + WIIE'T] + f(H)H, T.H]
K L
=) (7 = DH, T HY - Y HTH/, (6.57b)
k=1 =
Q.Y =0,Z >0, Vi, kI, (6.57¢)
[Al + Hf(Qs - f(t)V)Hs]Ts =0. (657d)
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By subtracting (6.57b) from (6.57a), the following equality holds:

K
Y - Z=1-[1+f)HTH+> ¢ "H, T, H,

k=1
K
=Y+ [1+ f(O)HTH! =T+Z+) t'H., T HY,. (6.58)
k=1
Premultiply (6.58) by Qs
K
Q. <I +Z+ ) t—lHe,kTe,kH£k> = [1+ f(t)QH,TH. (6.59)
k=1

The following rank relation holds:

K
rank(Q,) = rank le (I +Z+> t—lﬂe,kTe,kakﬂ

k=1

= rank(Q,H,T,HY) < min{rank(H,T,H?), rank(Q,)}. (6.60)

Based on the above rank relation, it is necessary to show rank(H,T,HX) < 1 if we

claim rank(Qs) < 1, thus, the two facts is considered as

|:INT O]HEIIN:N

[INT O]Alzﬁs(Hs—[oNT ED

Premultiply [ Iy, O ] and postmultiply H by (6.57d), respectively, and applying

the above two equalities, the following relations hold:

s (H ~| oy B )TSHE +[Q, - f()VIHTHI =0,

= <ﬂSI+ Qs — f(t)V])HSTSHf = 05| Oy, h, ] T ,HY. (6.61)

. P, P .

Lemma 6.5 If a block hermitian matriz P = > 0, then the main
P; Py

diagonal matrices Py and Py are always PSD matrices [93].

Now, it can be shown that BI + [Qs — f(¢)V] = 0 and is nonsingular, thus

pre(post)multiply by a nonsingular matrix will not change the matrix rank. Thus,
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the following rank relation holds:
rank(H,T,HY) = rank( [ Oy, h, } TSH£{> < rank( [ Oy, h, ] ) <1. (6.62)

This completes Theorem 6.2. [ |
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Chapter 7

Conclusions and Future Work

7.1 Conclusions

This thesis has investigated various transmit optimization techniques of secrecy
rate optimization problems (power minimization and secrecy rate maximization)
for physical layer security using convex optimization techniques and game theory.
Transmit beamformer has been developed to obtain the optimal power allocation.
The proposed optimization problems were reformulated into convex ones, and associ-
ated robust schemes have been proposed by incorporating different forms of channel
uncertainty models.

In Chapter 4, transmit optimization for a multiple-input single-output (MISO)
secrecy channel has been investigated. Power minimization was first considered
to design the secure transmit beamformer and a second-order cone programming
(SOCP) based reformulation was proposed to solve this problem. In addition, a
closed-form solution of transmit beamformer for the scenario of an eavesdropper was
derived by employing Karush-Kuhn-Tucker (KKT) conditions. Second, the robust
schemes were investigated subject to outage probability secrecy rate constraint by
incorporating two statistical channel uncertainty models. A two-step algorithm with
both conservative reformulations (i.e., Bernstein-type inequality and S-Procedure)
was presented to handle this nonconvex optimization problem. Furthermore, an ini-
tial proof has been proposed to show that the optimal solution to the reformulated
problem was rank-one to guarantee its solution is also optimal to the original prob-
lem.

In Chapter 5, transmit optimization for a multiple-input multiple-output (MIMO)
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wiretap channel has been studied, where a multi-antenna cooperative jammer (CJ)
was employed to provide the jamming service to improve secure communication.
Power minimization and secrecy rate maximization have also been considered. To
solve these two non-convex problems, the transmit covariance matrices of the le-
gitimate transmitter and the CJ were designed, alternatively. For a given transmit
covariance matrix at the CJ, both problems were handled with a first-order Taylor
approximation. In addition, the robust scheme incorporating channel uncertainty
has been solved by exploiting S-Procedure, which can be formulated into a SDP.
Moreover, game theory based secure transmit optimization has been designed when
a private CJ is employed to introduce charges for its jamming service in terms of
interference and caused to the eavesdropper. This scheme was formulated as a Stack-
elberg game, where the private CJ and the transmitter have been modelled as the
leader and the follower, respectively, and both were to maximize their own revenue
function. For this proposed game, Stackelberg equilibrium has been analytically de-
rived with closed-form solutions.

In Chapter 6, transmit optimization for a MISO secure simultaneous wireless
information power transfer (SWIPT) system has been investigated, where secure
transmit beamformer was developed to maximize the achieved secrecy rate while
satisfying the transmit power budget and the EH constraint. A two-step algorithm
with SOCP reformulation was proposed to handle the nonconvex secrecy rate con-
striant, and first-order Taylor approximation was considered to linearize the EH
constraint. In addition, Secure transmit beamformer and AN were jointly designed,
where a two-level optimization and SCA have been proposed to relax this secrecy
rate maximization problem. Besides, it has been shown that the relaxed problem
yields a rank-one solution, which guarantees that its solution is optimal to the orig-

inal problem.

7.2 Future Work

The potential areas of future research stem from fifth generation (5G) wireless com-
munication networks, which has attracted more and more attention in recent years.
5G denotes the next major phase of mobile telecommunications standards beyond
the current 4G/IMT-Advanced standards, which provide much more than just fast

data speeds on mobile devices, envisioned as the key to providing seamless commu-
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nications. Spectral efficiency (SE), energy efficiency (EE), and security have been
considered for the evolutions of 5G wireless communication networks and can be
achieved by taking full advantage of limited radio spectrum effectively. Therefore,
SE and EE, together with security in 5G wireless communication networks will be
an important and promising topic for future research.

There are a series of key techniques in 5G wireless communications, including:

1. Non-orthogonal multiple access (NOMA) - a shift from conventional telecom-

munication systems relying on interference free assumptions.

2. Massive multiple input and multiple output (MIMO) system - offering excess
degrees of freedom due to the use of hundreds of antennas at a single base
station, an important breakthrough due to recent advances in semiconductor

technologies.

3. Cooperative communications, and full duplex (FD) communication - impor-
tant physical layer solutions for spectrum crunch, a global phenomenon where

mobile communications are always hungry for more bandwidth resource.

4. Millimetre wave communications - a promising enabling technology for future
cellular networks since it operates in the 10-300GHz band, in which more

spectrum can be used for telecommunications

5. Device-to-device (D2D) communications and cognitive radio (CR) - impor-
tant for merging telecommunication networks with mobile internet, internet

of things, etc.

The key techniques of 5G, coupled with existing interests (i.e., physical layer
security and SWIPT), will become more and more attractive in the research of the
future wireless communications. Due to the issue of spectrum scarcity, the system
can be designed for realizing spectral and energy efficient with secure transmission.
Resource allocation algorithms is developed optimally to achieve these requirements.

First, FD system with security and SWIPT can be considered as a promising
area, where the FD base station (BS) employs the PS scheme to harvest power and
decode information from the uplink channel and self-interference (SI) channel with
self-energy recycling. At the same time, the FD BS broadcast their own information

to the user by utilizing the harvested power. The eavesdropper is considered to
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overhear the uplink and downlink transmission simultaneously. Thus, the FD BS
will guarantee the uplink and downlink secrecy rates to satisfy the reliability criteria,
and EH target to the FD BS for uplink transmission and self-energy recycling.

Second, secure energy efficiency (SEE) with SWIPT is another interesting area
that considers the ratio of the secure spectral efficiency (SSE) with the difference
between the total transmit power and the harvested power. The formulated prob-
lem involves a fractional programming, which can be typically solved by employ-
ing Dinkelbach’s algorithm. In addition, according to the property of fractional
programming, the novel reformulation can be proposed based on Charnes-Cooper
transformation and one-dimensional (1D) search. Also, the trade-off between SEE
and SSE can be analysed theoretically and numerically.

Third, CR (or D2D) system with security, where the primary system will share
their spectrum with the CR (or D2D) transceivers, also guarantees secure commu-
nications in the presence of passive eavesdroppers, or even when CR transceivers (or
D2D nodes) are untrusted that overhear the information from the primary system.
In this system, two schemes can be modelled, underlay and cooperative schemes.
The underlay scheme is that the primary transmitter and the secondary transmitter
send information to their dedicated receivers in a spectrum-sharing manner, whereas
for the cooperative scheme, the second user is willing to assist the primary transmis-
sion by employing amplify-and-forward (AF) or decode-and-forward (DF) relaying
to access the channel.

Based on the aforementioned analyses, the key techniques of 5G with the research
works in this thesis are promising to realize the optimal resource allocation for secure

wireless networks.
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