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Abstract

Public Infrastructureasa-Service (laaS) cloud promises significant efficiency to businesses and
organisations. This efficiency is possible by allowing-@sidencyO where Virtual Machines
(VMs) that belong to multiple users share the same physicasinicaure. With caesidency
being inevitable in public laaS cloudsalicious users can leveragdgormation leakageia side
channeldo launchseveral powerful attacks on honestresident VMs.

Becauseo-residencyis a necessary first step to launapiside chanel attacksthis motivates

this thesigo look intounderstandinghe coresidency probability (i.e. the probability that a given
VM receives a caesident VM).This thesis aims tanalyse and quantify the influence of cloud
parametergsuch &thenumber of hosts and users) the ceresidency probabilityn four
commonly usedPlacement AlgorithmsRAs). ThesePAs areFirst Fit, Next Fit, Power Save and
Random This analysighenhelpsto identify the cloud parametefsettingsthatreducethe co
residency probabilityn four PAs. Becausehere are many cloud parametarsl paramete€s
settingsto considerthis forms the nain challenge in this thesik order to overcoméhis
challengefractional factoriabdesignis used to reduce the number of required experiments to
analyse and quantifne paramete€3nfluencein varioussettings.

This thesidakesa quantitative experimental simulation and analytical predictigproactto
achieve its aimUsing a purposéuilt VM Co-residency simulator, (i) the most influential cloud
parameters affecting e@sidency probability in fouPAs have been identifietdentifying the

most influential parametetsshelped to (ii) explore the best settings of these parameters that
reducethe caoresidency probability undehe fourPAs. Finally, analytical estimation, with the
coexistence of different populations of attackers, has been derived tmdiithe probability that

a new ceresiding VM belongs to an attacker.

This thesisdentifiesthe number of hosts to be the most influential cloud parameters on-the co
residency probability inthefour PAs. Also, this thesigresent®vidence that VMs hosted in laaS
clouds that use Next Fit ®#andom are more resilient againsteivingco-resident VMs

compared to when First Fit ®ower Savare used. Further, VMs in laaS clouds with a higher
number of hosts are less likely to exhibitresidency.

This thesis generates new insights into the potential-oésidencyreductionto reduce the

attack surface for side channel attackse outcome of this thesis a plausible blueprint for laaS
cloud providers to considéne influence on theo-residencyprobabilityas an important

selection factor for cloud settings aRés.
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Chapter 1

Introduction

This chapter presents thentext andnotivationfor this thesis. Then, the research approach,
guestions and statement are staf@dally, the main contributions of the research and an
overview of the thesis structuaeepresented

1.1 Context and Motivations

Recent advances in cloud computergrouragédusinesses armrganisation$o hostservices
and applications ithird-party public clouds A recent study on the cloud usd§&] showed
thatapproximately380% of IT organizations use pubtitoudssuch as MicrosoftOs Azy&]
and AmazonOs EQ4. These cloudprovide Infrastructur@sa-Service (laaS) allowing
individuals andbrganiations tohost seviceson-demand and payingustfor what they have
consumedBusinesseand governmental bodi@say evenuse applicatioshosted in the
cloud toaccessighly sensitive internalecords However this rapid increase ithe adoption
rateof public laaScloudhas resulted itheneed for increased security.

To achieve maximum utilization of their physical infrastructi@@Scloud provides allow
multi-tenancyending withco-residencyMulti-tenancy isvhere virtualizations usedo
enable multiple users (tenants) to share the same phigegtaCo-residency isnultiple co-
residingVirtual Machines (VMs)elonging to different usetseing hosted by the same
physicalhost

Enablingco-residencycanbe costeffectivefor 1aaS cloud providersiowever co-residency
has been shown to lome ofthe effectiveavenus for launching severaasyto-implement
but powerfulattacks orhonest (i.e. nomttacker)o-residentvM s usingside channels

1.1.1 Co-residency and Side Channel

A side channel is a form of information leakage that arises as a result of sharing physical
resources with other usefsor examplethe sharing of th€PU andnemorycachesthat has
been shown bj13], [79] and many other® be a vulnerability that can be compromised to
bypass VMs isolatiorSide channel attacka multi-tenant environmentsave been
demonstrated by many reseans{see Section 2.3.20 threaten the sadty of VMSs,
particularlyin public laaSclouds.
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Researchers have introduced an increasing number afdstaside channel attacks that can
be launched after achievirg-residencyUsing Amazon EC2 as a case studistenparet
al0$79] pioneer researoflemonstratethat side channektackstargeting specific VMare
possible They proved thiafterthey successfully placadalicious VMsto become co
resident withup to40% of target VMsSuch actiorcan have huge negative consequences for
thehonest ceresidentVMs that belong tdousinesses amarganizatios. An attacker may be
able tomeasurehe hostCPU cache usag® determine, for instance, how busy toe
residentvVM is, but thismight bea smaller concerof theco-residentvM Owner More
seriously, a attacker camise side channels to degrameresident VMsO performaniog

more than 80%92]. Alternatively, worseby runningDenial of Serviceon co-residingVMs

to block the cloud customerdrom accessing the compromised cloud serjs8s

Even more serioug) a ceresidentattacker may be able to stelcryptionand secrekeys,
such a€lGamal decryption kes{103], RSA[75] and AES[70] secret keysThenexecuting
malicious code in the host operating sysféd]. Such actiorcan result in breaches of
privacyof the VMs running in public laaS cloudslowing coeresident attackers to
eavesdropon communications argtealsensitive data and makepublic.
Theaforementionedecurity threat brought about bigle channel attacks amplified by the
fact that attackersan runtheir malicious VMsn the cloud legitimately as long as they have
access tohe Internetand apayment methadNorse anincreasingamountof researchn
recent yearsasintroducel new side channe[401]. Consequentlyanyonewho hasaccess

to the Internetfrom any locationcanattempt toco-reside andittackhonestVMs, using any
side channethey choose.

1.1.2 Side Channel Attacks Countermeasures

A public laaS cloud uses\dV Placement Algorithn{PA) thatcontrolswhere each newM
is placed, possibly to become-oesident with other VMs sharing the same h@stmmon
practices to secure such shared environments usually inellyd®y on virtualisation to
ensurestrongisolationbetween caesidentVMs so that they become unelib intefere with
each othe[9]. However,virtualizedisolation thatompletelyprevents sidehanneldas
been proven to be difficult to achievihe followingcountermeasuresddress sie channel
attacksat thecloud provider sidgthe cloud user side anle hardware/softwareendorOs

siderespectively
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(1) Physical isolation enforcement: it can be argued thahepragmaticsolutionto
mitigateside channel attacks is to disalde-residency completehRistenparet al

[79] suggestdthat doud customers (businesses or governmental bodies) may
considerunning their VMs in physical isolation from other VM=llowing this
suggestionthe Amazon EC2 cloud allowssers to run dedicated VM2&8], ensuring
that VMs belonging to each user do not share the same physical hardware with any
other cloud usersO VMs. Although this service can effectively mitigate various side
channels that exist in the shared hardware, sigmifiprice premiumare requiredor
cloud users to use this servitigls estimated that it is 6.12 times more costlyuo
dedicated/Ms compared to using regul&iMs in Amazon ECZ97]. This significant
extra cost of the dedicated VMs diminishes itsaattveness, coupled with the fact
thatenablingco-residency is a definite choice of laaS cloud providers due to its
economic efficiency.

One of the optionkeft for protectingVMs from side channel attacksto allowonly
otherQrusted® VMs to becomeo-resident If untrusted VMs become esident

then relocate the userOs VM to another[hi@tTrustedVMs, in this casemay

include VMs that are setiwned or other trustworthy VM$iowever this requires
enabling cloud users to audit and verify theud providerOs adherence to this pglicy
where he work 0f[102] has introduced a promisirtgol to help withthis issue

2) Allowing the cloud user to specify where to place his VMs: Although this
countermeasuns relativelystraightforwardit does not solve the problem
completely In fact, it only shifts the liability to the user instead loé tloud provider

without trying toeliminatethe side channedr the side channel attacks

3) Preventing side channel vulnerabilities: This can be achieved waduang the
information that can be leaked by new cabbhedware designs or applying various
blinding techniquesFor exampleusing nordeterministic caches and cryptographic
implementation of timingesistant caclsfsee Section 2.3.3.3jlowever,[79]
concluded that countermeasures that relyrengnting side chanrseVulnerabilities
suffer from twomajordrawlacks.First, they areypically (a) impractical, for
instanceincurring high overheabr requiringnonstandard hardwaoe they are (b)

applicationspecificor hardwarespecific.Secondthese countermeasures do not,
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ultimately, guarantee that all possible sutb@nnels havbeen anticipated and
disabledespecially irthelight of theincreasing number of researichrecent years
that introduce newide channels.

Despite the efforts g paidto VMs safeguarding against existing side chagriaere
remairs a continuougpotential risk of data leakage by new side channels that are yet to be
discoveredThereforethis opensaninteresting research aréafind an alternativeapproach

to reduce the attack surface for side channel attgzicularly one thadoes not rely ovWMs

physicalisolation orside channelprevention.

1.2 Thesis Aim and Approach
Because coesidency is necessary first step to launapside channel attackgis motivates
this thesigo lookinto understandinghe co-residencyprobability. The co-residency
probabilityis defined as the probability thatgiven VMreceives a coesidentVM (i.e.
honest or malicious VM) durinigs lifetime.
The main ainof this thesis igo quantify andanalyse the influence of cloud parametstgh
asthenumber of hostandusers)onthe ®-residencyprobabilityunder four commonly used
PAs. ThesePAs areFirst Fit, Next Fit, PoweBSaveand RandomThis actionthenleads to
identifying the influentialparameter@settingsthatreducethe co-residency probabilityn
eachPA. Reducingthe attack surface for side channel attaskseoutcome ofeducingthe co-
residencyprobability.
This thesisachievests aimthrough quantitative experimental simulation and analytical
prediction.This approaclconsists of four main steps:
(1) Characterizing the coresidency occurrence behavior in 1aaS clouds using co
residency metrics, followed by
(2) Identifying the most influential cloud parametessa¢h aghe number of hosts,
clusters andisers)affectingco-residency probabilityn four PAs. To do so, the
influence ofall relevantcloud parametens quantified.
(3) Simulation experimentation téind the best settingsf the most influential
parametershatreducethe coresidency probabilityinder eacliPA.
(4) Analytical estimationwith the coexistence of differepppulations ohttacker VMs
to find the probability that a new e@siding VM belongs to an attackdhese
estimates helm identifying the besPAs thatreducethe probability above
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Each of the above steps is addressed in a separate ¢haptitails howhe step will be
executed

The scope of thithesisis limited topublic laaSclouds onlybecauséhe higher risk ofside
channelss usuallyassociated witlpublicly accessibléaaSclouds where an attacker is able
to fully controlmalicious VMs to attacko-resident VM{79].

1.3 Research Hypotheses and Questions
The followingtwo hypotheses are proposed:
1. For a giverPA, cloud parametersuch aghenumberof hostsandusersdo nothave
the same influencen the o-residency probability in laaS clouds
2. For a given VM, there is a nexero probabilitythata new ceresidingVM belongs to

an attackefor any of the fouPAs considered

Based on thaim aboveand research hypothesés followingresearch questiorsse
explored
1- How to characterise the co-residency occurrence behaviour in IaaS clouds?
To experiment oro-residency in this thesifhe coeresidency occurrence behaviour is
characterisedsing fourquantitativemetrics (referred to as the-cesidency metrics).
Some of these characteristics include how likely a givenull be coresided by
anothe®VM v, as well as how lonthis caresidency taketo occur. These metrics play a
significantrole in answering theemaining research questions, and should alscékilu
to further research aro-residency in laaS clouds.

2- For a given PA, what are the most influential cloud parameters affecting co-
residency probability?
Modelling largescale and dynamic environments, such as laaS clmwidyes several
parameterssome of thentouldexercisehigherinfluence on theo-residency probability
than othersFor simplicity, this thesidocuses on thecloud parameterghat have the most
influenceon theco-residencymetrics An InfluenceEvaluationStrategyis proposedo
guantifythe influence on the exesidency metrics across a variety of likely cloud
parameterGsettingsunder fourPAs. ThesePAs areFirst Fit, Next Fit, PoweBaveand
Random(described in detail in Appendix AJhe strategwses fractionaldctorial

designd15] to design the experiments aappliesAnalysis Of Variance (ANOVA)tess
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to identify the most influential parameters and parameters interaotidihg ce

residency metrics.

3- For a given PA, which parameter settings reduce the co-residency probability?
The most influential parameters argedin controlled experiment® estimate the co
residency metricasinga wide range of settingsderfour PAs toallow:
(i) ldentifying the bestparameteiGsettings where a givePA canreducethe co-
residency probability.
(i) Identifying any situations wherselecting parametedsettingsin a givenPA
would not beableto reducethe co-residency probability
(iii) Identifyingthe besPAs, regardéss of the parametésettingsthatreducethe

co-residency probability.

4- For a given VM, what is the probability that a new co-residing VM belongs to an
attacker?

Therisk of side channel attacks is magnifEtbrmouslyif an honest VMis coresided
by anattacke®vVM. Thereforethis research questionvestigateseducing thanalicious
co-residency probabilityi.e. the probability that the next eaesidingVM belongs to an
attackey. Two approximate analytical estimatase derivedo estimatethe maliciousco-
residency probabilityvith the coexistence of differepbpulations ohttackersThese
estimates also helpaS cloud providers tiind the besPAs thatcan hinder attackers

from easily achieving malicious gesidency.

Each of the above researchegtions is addressed in a separate chapter that describes the
approach used to answer the questioifowed by a discussion of the important findings.
Thepreviousresearch questions can be summarized in the following thesis statement.

1.4 Thesis Statement

Coresidency is a necessary first step to launching several side channel attacks that have be
shown to threaten the security of usersO VMs in public laaS cldwasfore, his thesis

looks intounderstandinghe co-residencyprobability. Thisthesisaims to analyse and quantify

the influence of cloud parametdmich aghenumber of hosts and uses) the ceresidency

probabilityin four commonly use®As. ThesePAs areFirst Fit, Next Fit, Power Savend
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Random This analysis helps to identithe appropriate cloud paramet@ssttings thateducethe
co-residency probabilityn four PAs. Quantitative experimental simulation and analytical
predictionapproachareusedto achieve the airof thisthesis

1.5 Challenges
Studyirg co-residency occurrencéghavionn the large, notransparent and diverse laaS
clouds can become a very challenging task that requireSieient testing nethodology(i.e.
testbed) Suchatestbed mustupportexperimentation under different scenarios and settings
and most importantlya number oPAs. There is no single or betgstbedhat suppog
experimenting withmanyparametershat describéaaScloud architecture, functional and
nonfunctionalrequirementsBased on the discussionAppendixF, thereare thredestbed
that can be useor this thesisOs experiments

1- Public IaaS clouds

2- Private IaaS clouds

3- Simulators
The above testbeds aealuatedn Appendix Ffor their suitability toconduct the thesis
experimentshighlighting the limitations and advantagesath testbed’ he choice of the
testbedollows fromthe research aim that requsexploring thenfluenceof various
parameters on the gesidency meics using different settings of laaS clouds under four
PAs. This evaluation nominates simulatiom be a flexible and costffective testbeftl].
Therefore, simulation experimentation is adoptedtae®¥M Co-residency simulatovMC
wasimplemented andsed as a testbéul this thesisTheVMC simulates thé¢hesisOsystem
and attacknodek (Chapter 3and uses # coresidency metrics testimatedifferent
probabilities related too-residency.
Another challenge is that there are many cloud parameters and tEsbnsitigs tobe
included inlimited resources experimesin this thesisThereforefractionalfactorial design
is applied that helks toconstruct a reduceshd balancedxperiment. Factionalfactorial
experimentsare usually used tmeasuresimultaneouslyhe effects of manparameters oa
product or process a costeffective wayusing minimal experimental rufi33].
Also, estimating themaliciousco-residencyprobabilityunder variousattackersatios (i.e. the
proportion of attackeyYMs to total VMs) introduces another challendgexploring all likely

attackers ratios, using simulatiosan attempthatresourceand timelimitations did not
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allow. To overcome this challenganalyticalestimates are derivadat take into account the
attackerratio (see Chapter 6).

1.6 Contributions
In the course of responding to the research questions, each chapter makes contributions to
field of VMs securityin laaScloud. The main aatributions of this thesis aies follows:

First, definingfour quantitativemetricsto statistically characterise the probabilityco-
residencyoccurrence Some of these characteristics include how likely a givenuwiill be
co-resided by another VM, as well as how long does this-asidency take to occVhile
there has &en work done in the areaadresidency, to the best of dBe&nowledgehis
thesisis the first to characterism-residencyprobability usingquantitativemetrics. These
co-residency metrics proved to be very usdafuthnsweringhe research questions in this
thesis, and should also be usdtrlfuture research related ¢o-residency in laaS clouds.

Second, quantifyingthe influence of cloud parameters on theesidacy probabilityunder
four PAs (First Fit, Next Fit, Power Save and Randoffs actionleads tadentifying the
most influentialparameters angarametemteractionson VM co-residencyA novel
Influence Evaluation Strategy proposedor assistingesearchers to identithe most
influential parametersn the ceresidency metrics largescale, dynamitaaS cloudsThis
strategycan beapplied toassesshe effectof varyingmultiple cloud parameters otheco-
resicencymetricssuch as wying the rate at whickM requests are generatagsinga
different number of hos@nd othersTheInfluence Evaluation Strateggentified the
number of hosts to be the most influential cloud parameter on {fesicizncy probability in
four PAs.

Third, identifying the appropriate cloud settings in f6WAs thatreducethe coresidency
probability. Reducingthe ceresidency probability aims t@ducethe attack surface fade
channel attacksn order toidentify the appropriateloud settingssimulationexperiments
exploredhow themost influential paramersO sétigs in fourPAs could positively and
negativelyaffectthe co-residencymetrics The simulation gperiments were conducteeder
awide range of likely settings fqublicly accessible laaS cloudBhe experimentpresent
evidence that VMs hosted in laaS clouds that use Next Fit or Random are more resilient against
receivingco-resident VMs compared to when First FitRower Savare used. Further, VMs in
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laaSclouds with a higher number of hosts are less likely to exhibiesmencyThe outcome of
this thesis is a plausible blueprint for laaS cloud providers to cortbel@nfluence on theo-
residency probability as an important selection factor for ctmitings andPAs.

While an increasing number of literatures have compRisdin several aspects such as cost
reduction[37], [48], [49] andperformance and energpnsumption$40], [55], [58], [99]

this thesis ighe first to compar@As in terms of how they affect tloe-residency

probability.

Thefourth contribution isderiving analytical estimates of the-mesidency probabilityhat
takeinto account the number aftacker VMsan the laaS cloudlhese estimagranbe used
by anyone taletermineanalytically, with the coexistence @ given number of attacking
VMs, the besPAs thatreducethe malicious ceresidency probabilityThat is to sayhata
new coresiding VM belongs to an attack€omparingFirst Fit, Next Fit, Power Save and
RandomPAs, the analytical estimation shows that thalicious ceresidency probability
varies widelyfrom onePAto anotherThe analytical estimatioshowsthat the right choice
of PAs canreducethe likelihood ofbeing ceresided by attackef¥Ms. In addition, hese
estimatesreprovedto compare well with the experimental estingies. using the/MC
simulator). hereforgethederived analytical estimatefiouldbecome very useful foaaS
cloud providers and users for estimating iicious ceresidency probabilityn various
laaS cloudGsettingsPAs and number of attacker VMs

Fifth, introducing a newM Co-residency(VMC) simulatorthat allows modellingf co-
residency behaviour using various cloud parans® sétigs andPAs. The VMC can be used
as an experimentation tolmr assessing thiafluenceof cloud parameters on tloe-
residencyprobability. TheVMC simulatoralsoallowsthe exploration otheappropriate
parameter settings thegducethe co-residencyprobability in a givenPA. TheVMC has been
used successfully as a testbed in this thesishodldalsobe usefulin advancing future
researchelated to VMs caesidency in laaS clouds.

1.7 Thesis Structure
Theremairderof thisthesis consists dghe following chapters
o Chapter 2rovidesa background on cloud computing and related literature. Further, the
chapterconsiders the key issues of side channels in public laaS daddterexplores
common sidehannel attackthat can be launched againstresident VMs Available
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countermeasures agaissle channels, including physical isolation and side channel
vulnerabilities preventiorgreshown tohavesome drawbackd hereforethis thesis
looks into un@rstandinghe co-residencyprobabilityso thathe bestcloud parametersO
settingsthatreducethe coresidency probability are identified in foBAs. Coresidency
reductioncancontribute to reducinthe attack surface f@ide channel attacks

Chapter 3 begins by describing how the l1aaS cloud is modelled in this thesighBext,
co-residency metrics are defined to address the first research qué&sigoceresidency
metrics areuantitative measuregntsthatcharacterise different probabilities related to
co-residencyoccurrences in laaS cloudBhese caesidency metricareused to dentify
the most influential parameters oorresidency(i.e. the second research question), as
well as to find the bstparameter settinga eachPAthatreducethe ceresidency
probability (i.e. the third research questiom) addition, the caesidency metrics are
used to derivanalytical estimates of probabilities relateanalicious ceresidency(i.e.
the fourth researclyuestion).

Using theVMC simulator as a testbe@Ghapter 4lefines the Influence Evaluation
Strategy and applies it amswer the second research question on elbatl parameters
influencethe caresidency metrics the mostnder FirstFit, Next Fit, Power Save and
RandomPAs, the strategyuantifiesthe influence of cloud parameters on the co
residencymetricsthenidentifiesthe most influential parameters angp@ameter
interactions. In addition, the strategsovides useful insighthat are used tcompare the
PAs in terms otheir impact on theo-residencymetrics Further, the resulisresented in
this chapteexaminethefirst hypothesis put forwarth Section 1.3

Chapter Janswerghe third research question of Othe paransetéings in a giveRA
thatreducethe coeresidency probabilityO. Th&VIC simulator is used to estimate the co
residency metrics under foBAs using different settings of the most influential
parameterPearsof@s correlation analy$ist] is appliedto study the correlation between
parameters and the-tesidency metricsThen,the best parameter settingdaur PAs

that effectivelyreducethe coresidency probabilityare identified
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o Chapter &consides the probabilitythat for a given VM the next ceresiding VM
belongsto anattacker(i.e. the fourth research questjoiiwo analytical estimates of the
malicious ceresidency probabilitare derived and calculated. Theswlytical estimates
are used to findyith the coexistence dfifferent populations of attacking VMthe
probability thata new ceresiding VM belongs to an attackdhe VMC simulator is used
to validate thesanaltical approximationsisingthe fourPAs. The outcome of this
validation shows aagreement betwedheanalyticalestimatesandthe simulation

estimatescross the foulPAs.

o Chapter7 draws conclusions as &malysing and quantifying the influence of cloud
parameters on the gesidency probability in public clouds. In addition, this chapter
summarizes how the aesidency probability has beesducel throughidentifying the
appropriate parantersO sétigs in eacPA. Finally, possible future work is discussed.
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Chapter 2
Background and Related Work

2.1 Introduction

This chapterbeginsby looking into cloud services and models; highlightingdheialrole
thatvirtualization plays in making the cloud a cestective solution for businesses and
organisations

In Section 2, virtualisation is shown to have brought a security threatuti-tenantpublic
laaSclouds, where VMs belonging to different users shifwe same physicélost(i.e. co-
residency.

Section 23 surveys the related work @o-residency presenting different methods for
achieving ceresidencywith a target VMand the techniquassedto detect successfab-
residency.

Section 23.2lo0ks atco-residency as an attack aven8everal easyo implementyet
harmful sidechannel attackthat can be launched againstresident VMsare discussed and
shown to bringa significant threato VMs security in the cloud

Available countermeasures agstiside channels, including physical isolation and side
channel vulnerabilities prevention, are shown to have some drawbag&stion 23.3.
Because coesidency is a necessary first step to laumghide channel attacks
understandinghe co-residencyprobability (defined in Section 1.2% identified asan
interestingresearch gap in Sectior823.4 Consequentlthis thesis exploregdudng the
co-residencyprobability through the right choice dhe cloud parameter@settingsin four
PAs. Redudng the ceresidency probability cacontribute to reducinthe attack surface for
side channel attacks.

2.2 Cloud Computing
Recent advances in cloud computergrouragéusinesses armrganisation$o hostservices
and applications in thirgarty public clouds. Since 2007, the tesioud hasbecome an
overused buzzworth thelT industry.Many definitions of cloud computing have been
suggestedrom different application aspectdowever there isno agreedonsensus
definitionfor cloud computingThe U.S. National Institute of Standards and Technglogy
NIST, [56] provides an interesting definitidhat specifies essential characteristics of cloud
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computing and delivery and deployment models as well. This definitgqumoiged as follows
OCloud computing is a model for enabling ubiquitous, conveniedemand network

accessd a shared pool of configurable computing resources (e.g., networks, servers, storag:
applications, and services) that can be rapidly provisioned and released with minimal
management effortrservice provider interactiod.

The following sectionsutlinethree service models, four deploymemdelsas suggested in

[56] andthen look into technical aspects of cloud computelgted to this thesis

2.2.1 Cloud Service Models
Based on the delivery mechanism, cloud services are categottaéar@e major models:

software, platform and infrastructure.

2.2.1.1 Software as a Service (SaaS)

In this modelthecloud user is given the ability to use certain applicatimsted n a
cloud infrastructure. Tteeapplications areormallyaccessible through a web
browserWhat is unique about this mdds that cloud users atsmableto control or
managehe application configuratiore the underlying cloughhysicalinfrastructure

includingnetwork, servers and operating systems

2.2.1.2 Platform as a Service (PaaS)

Unlike the SaaS model, the users in this medealdeploy applications, services and
tools onto the cloud infrastructure given ttia provider supports therlthough

the usersisuallyhave control over the deployed applicationOs configurations and
settingsthey arestill unable tananage or aatrol theunderlying cloud infrastructure

includingnetwork, serverandoperating systems

2.2.1.3 Infrastructure as a Service (IaaS)

In this model, more capabilities are given to the cloud users. Among these capabilitie
is theprovisionng of essentl computing resources includipgocessing, networks,

and storagelhecloud usercandeploy and ruranyoperating systems and
applicationausing dedicated and salbntrolled VMsthat are allocated into

virtualised hosts usingM Placement Algorithmg¢PAs).

Based oracomparison between the previous cloud service mpdelsud services
assumed tbecomeamore vulnerable as more capabilities are given to the.users
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2.2.2 Cloud Deployment Models
Based on the usage scopes, cloud infrastructure caepbeyed in different fashions. The

following are the four primary cloud deployment models

2.2.2.1 Private Cloud

The cloud infrasticture in this model can be usextlusively by a single
organizationThe entire infrastructure may be selflned andnanaged by the
organization or outsourced to a third partgspective of whether the cloud
infrastructure is bsted on or offthe premises

2.2.2.2 Community Cloud

The cloud infrastructure in this meldcan be uskexclusively bya specific

community ofusers from organizations that share specific concerns such as security

and compliance requiremenihe entire infrastructure may be owned and managed

by one or more of the communitrganizatios or outsourced to a third party
irrespective of whether theoud infrastructure isdsted on or ofeiny of the
organisationsfiremises

2.2.2.3 Public Cloud
The cloud infrastructure in theeploymenimodel is open fopublic use The entire

infrastructurds owned and managed llyird-party providess and losted ortheir

premisesWhat is unique about this deployment model is that it is publicly accessible

and any user withccess tthe Internetand apayment methodan legitimately use
the cloud.

2.2.2.4 Hybrid Cloud
The cloud infrastructurm thisdeploymenmocdel isa combination of two or more
cloud deployment models (private, community, or public).

2.2.3 Technical Aspects

The following areessential technical characteristics that are used in the cloud to support

specific functional and economical requirements.
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2.2.3.1 Virtualization

Virtualization is & essential characteristic of cloud computing and helps to deliver
the value of clad computing. Virtualization is a technolothatseparates physical
infrastructures to create various OvirtualO dedicated resources. Virtualization allows
therunningof multiple operating systems and applions, usinyMs, on the same
physical host concurrent[$3].

2.2.3.2 Multi-tenancy

Virtualization can effectively maximize the ligation of physical resources if multi
tenancyis enabledwhich is sharing gbhysicalresources between multiple usérs.
co-residency. Moreover, nulti-tenancybringsan important economic benefit to
cloudprovidersthroughsharing operating expersbetweensersn order to provide
costeffective cloudservices.

2.2.3.3 Security

Although cloud computing has its advantages, it also comes with new threats. Before
the cloud era had begun, data and applications were only deployed in the usersO ow
infrastructure inside their premises, atitereforethe usersO datauld beunder

their controland supervision and physicagcured. On the other hand, exporting
applications and data a thirdparty cloud brings several threats to ftd@ntiality,

integrity and availabilityf78].

Among all the possible threats in the cloud environment, this thesis focuses on a threat
brought by multitenancy(i.e. co-residency. Although enablingnulti-tenancycanbe cost
effectivefor publiclaaS cloud providers, the following sections show toatesidencyis
onesuccessfuvenueor launching severaasyto-implementandpowerfulattacks on
honest caesidentvM s usingside channels

2.3 Related Literature

As mentioned in Section 1.2e scope of thithesisis limited topubliclaaSclouds only
This is becausthe higher risk ofside channels usuallyassociated witlpublicly accessible
laaScloudswhere an attacker is able to fully contnolicious VMs to attacko-resident
VMs.
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Public cloud sergesprovidelaaSallowing individuals anerganizationsto run and control
VMs, and payingnly for what they have consumeixamples of public cloud seces

include MicrosoftOs Azufg7] and AmazonOs EQ4. In order to achieve maximum
utilization of their physical infrastructure, cloud provislatlowmulti-tenancy{84], ending

with manyco-resident VMssharing the same underlying physical infrastructarg.fiost

CPUs and memojyCommon practices to secure such shared environments usually include
ensuring strongsolationbetween caesidentVMs so that they become unalib interfere

with each othern addition, each VM should be unaware of other VMs running in the same
physical hosf9]. However, o-residencycanlead to a risky situation where attacke’vVM

ends up residing on the same physizstwith victim VM(s). An attackerOs-residency

with a victim VM gives an opportunity t@alinch several possiblatmful attacksusing side
channelg103]. Thenext section discuss related literatuoa co-residencyfollowed by a list

of various types of sidehannelattacks andhe availableeountermeasureteading to
identifying the research gagddressed bthis thesis

2.3.1 Co-residency
A number of research publicatiodscusdifferent aspects afo-residencywhere
preliminary work on identifyingo-residencyas an existing threat public 1aaS clouds was
undertaken by79]. Their workdemonstratethatthe co-residencyimposes a riskn
sensitive services and dadtasted inthird-party public laaSclouds. Their study was
conductd in order to answer the following concrete questions:
1- Is it possible to determine where in the cloud a VM is hosted (located)?
2- Is it possible to determine whether two VMs areesident on the same physical
hos®
3- Is it possible tgplacea malicious VM to be coesident witha victimVM?
4- Is it possible foan attacker to launditacksthat use side channels against co
resident VM@
Using Amazon EC2 as a case stuggearchers have shotat the answer to these four
questionss eD They demonstratetthis by magping AmazonEC20mternal cloud
infrastrudure in order to locate whespecific targeted VIdarelikely to reside. Then,
maliciousVMs are launched until one or more of these VMs becomesident with the
targetedvMs. In addition, several scenarjaghereanattacker cataunch variant side
channel attack® collect sensitive information from e@sident VM, weredemonstrated
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The authorglaim that thanethodthattheyappliedto achieveco-residency helped tooe
reside withup to40%of the target VN\§.
Themethod to achieve caesidencydiscussecdhextare related to the work done in the
Amazon EC2 by79]. Theirmethodconsiss of the followingthreesteps:
- Locatingvictim VMs (cloud cartography)
- MaliciousVMs Placement,
- Coresidency detection and thiErunching side channel attacks againstesident
VMs.

2.3.1.1 Locating Victim VMs (Cloud Cartography)

In order to locate a specifiargetVM, the EC2cloudOs internal physical
infrastructuras mapped using the DNS servicegésgolvepublic DNS nameto
public IPs.Then,available network tooJsuch as nmap, hping and wgah be used
to map each public IP to its private IP equivalent insidé&etb2cloud. This mapping
processcan providea better understanding of how the cloud infrastructure is

congructed.

2.3.1.2 Co-residing Techniques

Achieving co-residencywith aparticularvictim in AmazonOs EQ2quires a good
understanding of the cloud infrastructure, how the network addresses are assigned tc
each VM and theisedPA The followingco-residingtechniques have been applied to
achieve targetedo-residencyusing the Amazon EC20s clocattographythatwas
constructed in the previous step:

¥ Brute-force

Using the cloudtartographyit is possible taletermineoughlyin whichzone in
Amazon EC2the targeted VMare, allowinghe attacker to create as many VMs
as possiblén the same zond&he authors claim that they achieved an average of
8.4% successful eresidenciesvith a set otargetVMs using bruteforce.

¥ Placement Locality Abuse
Using AmazonOs EChe authors prove th&iMs created with small timgags

are more likely tde placed in the same hoghe placement locality abuse
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technique involves detecting whtre victim VMs are launchedhen
immediately creatingnalicious VMs with the hope th#te PAwill place themn
the same host as therge(s). Abusing the placement localigllowed the

malicious VMs to cereside with40% of thetargetVMs.

2.3.1.3 Detecting Co-residency

Co-residency detection tbugh side channels was fiestposed by79]. After placing
manymaliciousVMs in different hosts, the attacker must check whethetattyet
victim VM s andany ofthe attackerOs \&\éreco-residenior not. This can be
achievedusing one of the followingo-residency detectioohecks:

¥ Matching Dom0 IP (Xen-specific)

DomoO is a specigbrivileged process createdhosts that run Xen virtualization
[21]. One ofthe DomOmain jobs is to manageaffic routingbetween the co
residentVMs. This coresidency detection check uske network command
(trace route) totrace network packets that are sent to a victim, VM

comparing if the:

First hop = attackerOs VMOs Domadéress
Last hop =victim VMOs Dom0 IRddress

The victimVM and the attackerOs VM are in the shost (i.e. ceresident)f the
victim VMOs Dom0 IP adéss matches the attacker VNDIDsnO IP address.
However, this métod is specific tdhosts that run Xewirtualization. Alsq it
assumes that the DomO processpond to traceéoute command®Bateset al[13]
statethatthis caresidency detection check is no longer applicabkenrazon
EC2

¥ Network Packet Round Trip Times

One of the simplestral easiest ways to detextresidencyis by measuring the

travel time ofmetworkpackes sent fromanattacker VM toavictim VM and then

to compare it with the time the same packet takes to reach other VMs that reside
in otherhosts Ristenparet aldemonstrated that waspossible to predict the €0
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residency otwo VMs if the packet round tripme is lower when sent to a-co
resident victim VM[79].

¥ Non-network Based Co-residency Checks
It is possible for théaaScloudprovidersto disable the use of all network tools
offered to the cloud user this case, thher nonngwork basedco-residency
checkshat use side channedse presented ia number opapersFor instance,
[79] demonstrated that attackercan send heavy load (e.g. HTTP requests) to
the target VM ad canobserve th&€PU loadof theattacke?/MOshost If the
CPU load has increased, then this a $ingth theattacker VM shares the same host
with the target VM Otherside channeto-residencydetection checks include
usingcachebased side channetacks[100] andusing Active Traf#c Analysis
[13].
Once an attacker succeeds in achieving and detectingesidency with a victim VM,
various possible side channel attacks can be launched to collect sensitive information about
the victim VM as shown nex

2.3.2 Side Channel Attacks

A side channel is a weknown security threat in multenant systemaVith a history that
goes back td972[47], the threats odidechannels ar&requentlypresent in systemshere
users share physicasources, such asemory networkbandwidthandCPU caches

A side channel is a form of information leakage that aases result of sharing phygal
resources with other users. For examglgring of the CPU and memasichedhas been
shown by{13], [79] and many other® be a vulnerability that can be compromised to bypass
VMs isolation.

Side channel attacka multi-tenant environmentsave been demonstrated by many
researches to threaten the seaty of VMs, particularly in public laaS cloudg].
Researchers and hackers alike have introduceacageaising number of lowost side
channel attacks that céwe launched after achievig-residency[16], [23], [24], [25] Using
Amazon EC2 as a case stuiystenparet alOpioneeing research demonstrated that side
channel attacks are possibRistenparet al provedthis possibilityafter they successfully
placed malicious VMs to become-oesident with up to 40% of target VNI&9]. Such
actionscan have huge negative consequences fdrdhest ceresident VMs.
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Examples of thesside channel attacks include

¥ Key leakage such asextracing RSA[75] and AES[33] secret keys.
In addition,the researcheis [103] have been able &xtractElGamal decryption
keys form a coeresident VM Theydemonstrated this attack using the classic
Prime+Probe techniquaesented ifi70]. The first step othis technique involves
priming the CPU cache (data or instruction) by accessing a certain range of addresse
that cause the cache to become full. The attacker then yields the CPU, which in turns
allows the victim VM to evict some of the attackerOs datestructions from the
cache. Immediately, the attacker preempts the victim and starts probing the cache
againby accessing a certain range of addresses that cause the cache to become full.
At this stage, the attacker can measure the time taken for @eloh &ccess in order
to determine which cache lines were replaced by the victim. This action allows the
attacker to learn some information about the addresses that have been accessed by
victim. By studying low standard libraries implemetite private Esamal decryption
key, the researchers show that monitoring the victimOs repeated exponentiations for
few hours allows the attacker to reconstruct theldibprivate exponent of a 4094t
modulus.
Secret keys leakagman result in brezhes of privacy of the VMs running in public
laaS clouds, allowing ecesident attackers to eavesdrop on communicationstaatl
sensitive data and make it public.

¥ Running Denial of Service (DOS) onaco-residentvM, blockingthecompromised
VMOs owners and usérsm accessThe researchers [63] have introduce@ new
form of DOS attack in laaSauds where they map the cloud network topology to
identify and starvanuplink bottleneclof a victim VM. The attack requires €0
residing with a victim VM as wehs allocating other attackerOs VMs into enough
hosts within the same subnet. Then the attacking VMs are used to flood the uplink to
the victim VM with high UDP traffic. The immediate side effect of this attack is
starving other important TCP sessionghaf victim VM as a result of thECP
congestion avoidance mechanisms.

¥ Exploiting a heap buffer overflow to executenalicious code in the host operating
system[94].

¥ Determining web traffic rates. Side channeload measuremenan be used to

estimatehe number of web visitors to a-cesident VM, or even thmostfrequently
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visited pagesThis information might be damaging if, for example, theesident
VM belongs to a corporate competitor. The researchdi®jrwere able to estimate
the HTTP traffic rates to a e@sident VM using loacheasurement technique. This
techniqguanvolvesperforning cache load measurements whaendingdifferent rates
of HTTP requestto the victim VM. This action will allow the attacker to correlate
between traffic rateto the victim VM and load sampeAlthough this type of
information may sountlarmlessit can be used to work out targeted ghslctivity
patternsaandpeak trading thes for maximunbDenialof Service effect.
Performance-Degrading attacks such as the Swiper attaf20] and theResource
freeing attackhatwas demonstrated ttegradeco-residentvMsO performandsy
more than 80%92].
Gathering sensitive information via side channels as demonstrated in Amazon EC2
by [79] and included

b Non-network basedo-residencydetection(seeSection2.3.1.3).

b Measuringhe CPUcache usage of the targeted Vidsletermine, for

instance, how busy the VMs are.
D Exploiting the memory bus as a high-bandwidth side channel for data
transmission [97].
Keystroke timing: stealingSSH passwoslfromco-residentvMs as shown by87]
and[36].
Several application-specific side channels that have been reported to allow
attacking VMs to exploit coesident VMs isolationFor instance, attackers were able
to steal and leathe VMware ESX hypervisagource cod§l6]. Becausehe
hypervisor is responsibfer controlling the traffic betweeco-resident VMs, this
source codéeakage potentially allows the attackers to find waysawesdrop ono-
resident VMs. Anotherwnerabilityin Xen-based auds has been reported that
allows a guest VM texecute arbitrary commandsthre hypervisof23]. Moreover, a
number of integer overflow vulnerabilitibsive been reported to affebe e2fsprogs
packages (these packages contain a number of utilities for ext2 and ext3 file systems
in Linux). An attacker can target a VM Hyemotely tricking the VMOs owner into
opening a malicious file in order &xecute arbitrary code with the same permissions
as the victimWorse, an attacker can gain access to ofiheialized hostdoy
exploiting thisvulnerability as shown irj24] and[25].
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Theaforementionedecurity threabroughtabout byside channel attacks amplified by the
fact that attackersan runtheir malicious VMsn the cloud legitimately as long as they have
access tohe Internetand apayment methadn addition anincreasingamountof researclhin
recent yearsmtroduces new side channe[401]. Thereforeanyonewho has access to the
Internet,from any locationis ableto attempt toco-reside andittackhonestVMs, using any
side channel they choose.

2.3.3 Inhibiting Side Channel Attacks

Public 1aaS cloud usea PA thatcontrolswhereeach newM is placed, possibly to become
co-resident with other VMs sharing the same hGsimmon practices to secure such shared
environments usually includelying on virtualisationVirtualisationensures strongisolation
between caesidentVMs so that they become unalib interfere with each othfg].

However, virtualized isolation that completely prevents side chattaelkhas been pren

to be difficult to achieve. The following countermeasures address side channel attduks,
cloud prarider side; the cloud user sidbe hardwarésoftware vendosideand cloud

provider sideespectively

2.3.3.1 Physical Isolation Enforcement

As mentioned in Section 1.1.2,dan be argued that one pragmatic solution to
mitigate side bannel attacks is to disalde-residency completehRistenparet al
suggested that clougsersmay consider running their VMs in physical isolation from
other VMs[79]. Following this suggestiothe Amazon EC2 cloud allows users to
run dedicated VM§28], ensuring that VMs belonging to each user do not share the
same phgical hardware with any other cloud usersO VMs.

Although this service can effectively mitigate various side channels that exist in the
shared hardware, a significant price premiamequired in order for cloud users to
benefit fromthis servicelt is edimated that it is 6.12 times more costly to run
dedicated VMs compared to using regular VMs in Amazon [PCR

One of theoptionsleft for protectingVMs from side channel attacks onlyto allow
other @usted®d VMs to become e@sident If untrusted VMs becomeo-resident

then relocate the userOs VM to another[i@tTrustedVMs, in this casemay

include VMs that are setiwned or other trustworthy VM3 his countermeasure to

side channel attacks hiasenappliedin the case dNASA and AmazonTheir
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agreement over a cloud service contract gave NASA the right to run its cloud service:
in physically isolated, tenaispecific hardwar@89]. This countermeasunequires
enabling the cloud users to audit and verify the cloud providerOs adhertiece to
policy. The researchers [h02] haveintroduced a promising tool called HomeAlone
thatusessidechannel analysit verify that cloudoroviderskeep their promise and
disable ceresidency

However thesignificant extra cost of thghysical isolation oVMs diminishes its
attractiveness, coupled with the fact that enaltmgesidency is a definite choice of
laaS cloud providers due to its economic efficiency.

2.3.3.2 User Controlled VM Placement

The research dRistenparet alconcluded that the best recommendation is to give the
cloud usersull responsibility and control to specify wheteir VM s should be
placed[79]. Although this countermeasuierelatively simple, it doesat solve the
problem completelyln fact, it only shifts the liability to the user instead of the cloud

provider without trying tceeliminatethe side channedr the side channel attacks

2.3.3.3 Preventing Side Channel Vulnerabilities

Researchers have introduced a number of countermeasures that rely on side channe
prevention.This can be achieved viadudng the information that can be leaked by
newhardware designs or @applying various blinding techniqu§6], [41].

For instance, group of researchers at M[46] have recently designed a hardware
chip that can hide how CPUs request information in cloud serl/Bischip makes a
side channel attadkat uses the shared CPUs very difficult to achieve

Apart from this hardwareountemeasureseverapapergliscusse@ number of non
hardware countermeasures that focapreventing cache side channélsr instance,
one countermeasure againatheside channel attacks that use prime and probe
method (see Section 2.3.2) is to injaotse to the CPU cache timifts0], [104]
When an attacker primes the CPU cache, aiagpesche cleansing process is
invoked. This cache cleansing process simply primes the CPUipamiuer to evict
the entire ache entries, @ahtherefore preventing thétacker from gaining any useful

cache timing and loasheasurement$iowever this approach reduces the CPatlke
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usefulnessince it flushes the entirache entriesAnother countermeasure applies
cache partitioningwhere eaclvM is assigned a gerate partitionof the cabe [71].
Such action ensures gachenterferenceamongco-resident VMsIn addition a
considerable amount of literature has bdewoted to introducsimilar
countermeasuresich asadjusting each VMOs perception of tinamdom delay
insertion,using nordeterministic caches and cryptographic implementaifon
timing-resistant cactsd31], [42], [52], [70], [72], [73], [75], [76], [91], [9]3]
However,[79] concluded that thig/pe ofcountermeasurdakat rely on peventing
side channelulnerabilitessuffer from two drawacks:
First, they are typicallyeither

(a) Impractical, for instance incurring high overhgadnonstandard

hardware is requiresuch a431], [41], [42], [52], [70], [71], [72], [73], [75],

[91], or

(b) Applicationspecific[36], [50], [76], [93]or hardwarespecific[46], [104].
Second, these countermeasures do not, ultimately, guarantee that all possible side
channels havbeen anticipated and disabledpecially irthelight of theincreasing

number of researdhn recent yearthat introduce newside channels.

Despite the efforts being paid on VMs safeguarding against existing side chémerel
remairs a continuougpotential risk of dta leakage by new side channdheuabilitiesthat
are yet to be discoveretherefore, thimpensaninteresting research argafind an
alternative approad the reduction ofhe attack surface for side channel attagesticularly

one thatoes not rely oMs physicalisolation orside channels prevention.

2.3.3.4 Reducing Co-residency (The Research Motivation)

This problematic coexistence of-cesidency and sidehannel threats suggests that
VMs hosted inapubliclaaS cloucareexposed to side emnel attacks deng as

there is a noizeroco-residency probabilityThus this particular issue motivated this
thesisto look intounderstandinghe coresidency probabilityn order toreduceit.

The main aim in this thesis is to analyse and quantify the influence of cloud
parameters (such #senumber of host and users) on theresidency probability
under four commonly use@lAs. By doing so, this thesis identifitge combination of
parameterGsettings in eacRA thatreduce the coresidency probability.
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Unlike VMs physicalisolation and side channel prevention countermeasures,
reductionof theco-residency probabilitgloes not prevent side channel. Instead, it
aims to reduce the attack surface for side channel attackslbgng the chance of
co-residency (i.e. the attack avenue).
The previous sectionn this chapteshow thatesearclon different aspects @b-residency
has been carried ouExamples of gchresearch includbeow to place/Ms and detect co
resident VMs, how to exploit side channels to attackesident \Ms and how to protect
against such attacks using VMs physisalation and side chaningrevention. kbwever the
fundamental questi@of whatcould effectandreducethe likelihood of ceresidency
occurrencef laaS clouds and how teduceco-residencyare still not fullyansweed
In a recent workf3] highlighted the pssibility of designingPAs thatreducethe probability
of coresidencyln anothewvery recent investigation into gesidencythe focus of10] was
to formalise a neWwAthatbalance between resource optimization and preventing attack
VMs from coresiding wit a target set of honest VMs. The propoB&dvas shown to work
best in a specific attack scenarldis scenario assumes thia¢ attacker is computationally
bounded anthatthe user computatiais cryptographically split among a set of VMs
Therefore this requireghe attacketo co-residewith all the userOs VMs in order to steal
meaningful information.
Based on the thesm andapproactdefined in Section 1.2hére are a number ohportant
differences between the work in this thesis and the wdiQ]. First, the researchers aim to
minimize coeresidency by formalizing a secuPé. Unlike their work this thesis looks into
analysing and quantifying the influence of cloud parameters on tresicency probability
in four PAs. Then, the appropriate settings of the most influential parametersdbatthe
co-residency probability are identified in ed@A. Therefore, their study would have been
more relevant to the work in this thesis if the authors had includedoiné paramiersO
setings as another factor teducethe coresidency probability. In additiotheir study has
assumed an attack scenario where a specific tenantOs VMs are targeted by atthck VMs.
contrast this thesis extends the attack sm@mto captur@ worstcase scenariof a hostile or
threatening cloud environment, where all VMs are targets for attadkersover,the work
in this thesis takethings a step furtheFor instance, this thesis derives two analytical
estimates of therpbability that the next ceesiding VM belongs to an attacker.
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2.4 Summary

This chapteprovidesa background on cloud computing and related literature. Further, the
chapterconsiders the key issues of side channels in public laaS clouds, and toeasexp
common side channel attacks that can be launched agairestident VMs. Available
countermeasures against side channels, including physical isolation and side channel
vulnerabilities prevention, are shown to have some drawbahisproblematic cexistence
of coresidency and side channel threats suggests that VMs hostpdbiic l1aaS cloud are
exposed to side channel attacks as long as there iszermuoeresidency probabilityThis
particular issue motivated this thesis to look mtalerstanding the e@sidency probability.
Therefore, this thesguantifiesthe influence of cloud parameters on theesidency
probabilitythendetermineshe most influential parameters. This action then helpdentify
the combination of parantersO setigs thatreducethe ceresidency probabilityn four
commonly usedPAs.

Unlike VMs physicalisolation and side channel prevention countermeaswwasctionof

the coresidency probability does not prevent side chaattatks Instead, it aims to reduce
the attack surface for side channel attackeellyieng the chance of ecesidency (i.e. the
attack avenue).
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Chapter 3

Models and Co-residency Behavioral Metrics

3.1 Introduction

This chaptebegins by describingow the laaScloudis modelled in this thesias well as the
attack modelNext, the first research question is addressed by charactehsimghaviourof
co-residencyin laaS clouds using the gesidency metricsThe coresidency ratrics are
guantitativemeasurementhat assess the characteristics ef&sidency occurrence
behaviour Some of these characteristics include how likely a gnasrestvM u will be co
residedby anotherVM v, as well as how long thiso-residency takgto occur.These ce
resicency metricareusedin Chapter 40 identify the most influential parameters the co-
residencyprobability (i.e. the secondesearclguestion. Moreover, these metrics are used
Chapter o find the besparameter settinga eachPA thatreducethe co-residency
probability (i.e. thethird research questionin addition, the caesidency metricarealso
used in Chapter ® deriveanalytical estimateof probabilities relatetb malicious ce
residency.

The remaiderof this chapters organized as followsI'he next setion defines the system
and attacknodek followed by Section3.3 thatoutlines important nations and definitions

In Secion 3.4, theco-residency ratricsaredefined

3.2 System and Attack Models

This thesis considers a publicly accessible ikda8dwherein thePA allows multrtenancy
(i.e. the same physical hosts can be shared between multiple VMs) and that laaS cloud
insiders (e.g. server administrators) are trustworthy. It also assumesrthdéentiality
requiring VMsof regular user§i.e. honest VMstanreceive newco-reside VMs. On the
other handthe coresiding VMv (either honest or attacker VNdelongs to a thirdparty user
who can run andontrol a limited number of VMsimultaneoushandlegitimately in the

cloud. This thesis considers an attacker with the following objective:
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¥ To launch side channel attackgainstarbitraryVMs. In order todo so, thigequires
placing a VMv that the attacker controls (i.e. a malicious VM) in the same host
where a victim VMu is residing.
Before defining the system model componeisattack model can be described from two
perspectives
¥ From an Honest VM’s Perspective
Whenever a new VM is placedin a given hosk, theneveryhonestvM u thathas
been alreadyunningandresidingat x will experience a ceesidencyhit by v.
Two types of ceresidencyhits are considered in thtbesis:arbitraryco-residency
hits (from malicious and honest VMs&)nd malicious caesidencyhits (from
malicious VMs only) While Chapter 4 and &reconcerned witlto-residencyhits,
Chapter ®gocus is ormalicious ceresidencyhits.

¥ From an Attacker’s Perspective
Thisthesisconsidersaanattack model where new honest VMs are always placed to
hosts that contain either @hhonest VMs or no VMs at allh€reforg theonly co-
residingtechnique(seeSection 2.31.2) for an attackers to place &M v to become
co-residentwith a victim VM u during the latterOs lifetim&notherco-residing
techniguecanbe achievedby placingv in a random hoswith the hopeof u being
placed in the same hostowever, helatterco-residingtechniques excluded from
the scope of this thesiExcluding thisco-residingtechniquds based on the
assumption that attackers are interested in targeting spaaifiexisting VMs in
public laaS clouds
Theattackmodelalsoassumeshat an attacketries toco-reside withvictim VM u
without the knowledge oihereu is locatedn the cloud (i.ebrute-force placement,
see SectioR.3.1.2). The latter assumption introduces a challenge to attackers, as an
attacker will have to keep requesting malicious VMs whthhope that thBA places
one of the attackerOs malicious VMs to becorresident withu. In addition, he PA
that isusedin the modelledaaScloud isassumed to bpublic knowledge and
thereforeit is knownby the cloud users and the attacké&iisdly, oncevis co
resident withu, it is assumed that an attacker is capable of detecting hiaatce
resided with thes (see Section 2.3.1.3)
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The system model in this thesignsists othe following main componen{see Figure 3.1)

¥

Clusters: an laaXloudhas &least one clustemhich isa pool ofhoss). The total
number of clusters themodelis specifiedusingthe [Number of Clusters]
parameter.
Hosts: A host isa physical server thaan be shared among mamsersto runVMs
(i.e. multitenancy). Each host assigned to a single cluster, where the total number
of hosts in thenodelis specified using the [Number of Hosts] parametegivin
host is considered toe availablewhen it has a free space to allocate Vs,
whereas the host beconfefi when it has ndree space to allocate new VMEach
host can be &lcated anaximumnumber of VMs specified using the1fx Host
Utilization] parameter
Users: A user can be a normal user who runs confidentiadigguiring VMs or an
attacker who aims to exploit siddnannel leakage in a host (s&ection2.3.1.9
through placing VMs to become -tesident with victim VMs.
Users’ Arrival Rate: New usersarive in thismodel according to theJsasO Aival
Rate] parameter. ThesersO aval ratespecifies the aerage number of new useio
arrivein every time unitThetotd number of created users in an arbitrary duration of
timeis specified using thiNumber of Users] parameter.
VMs: Each user can request, run and cordraiited number of VMs
simultaneously. This number is specified in the model byMex [Parallel VMs per
Usell parameterEach VMterminates after a certain amount of tispecified by the
[VM Average Life Timg parameterln this system mode¥/Ms that belong to
attackes will be referred to amalicious VIVe.
VM Placement Algorithm (PA): A PA controlswhenandwhere(i.e. in which
cluste then in which host) each ne¥M is placed[62]. When a VM requedrrives,
thePAselects a clustéhathasat least on@available hosthen selects an available
host within that cluster tplacethe newVM. In case all hosts are full, no placement
takes place.The system modetonsiders fouPAs that are used popuhrlaaS cloud
platforms including Eucalypty$], OpenNebuld60], Nimbus[85] and OpenStack
[98]. ThesePAsare

1- First Fit

2- Next Fit

3- Power Save
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4- Random
More detailon the abov@Asis provided inAppendix A
The following Figure3.1) shows alaaS cloudnodelthat hagwo clusters, two hosts in

eachcluster and thre¥Ms placedin Hostl and Host2.

o1 |

IaaS Computing Cloud

Figure 3.1 An IaaS cloud model with two clusters, two hosts in each cluster and three
VMs

¥ VM Request: Whenanewuser arrivesn the laaS cloudhe useissuesaVM
request tgplaceone or morenewVMs. In this system model, ¢h[VMs per Requekt
parameter specifies tmeimber of VMsn a singleVM requestwhere this number is
either[VMs per Requestdr 1{VMs per Request] Foreach VMrequest, théA
places the requested VMsparatelyi.e. one by onelmmediately after it receives
request from the uses @here is no queuing of the VidquestsAs a result,lie PA
might be able to place all, part or none of the \ftsa given VM request depending
on the availability of hosts. Forstance, if thd®?Areceives a VMequest when all
hosts are full, then tHeA will not be able to place any of the requested VMs.

¥ VM Requests Arrival Rate (y): The VMrequests arrival rate, denoted'as
representshenumber ofVM requestgper time unitFor the convenience of the
experimerd, each useonly issues a single VM request upon arrivaladdition
Ymalicious d€Noteghe maliciousVM requests arrivalate

¥ Attackers VM Requests Ratio !
Theattackers VMrequests ratio shows theatio of malicious VMsto all VMs. The

attackers VMrequests ratio tan be defined as:
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attackers VM "#3"%&%!"#$%! !
¥ Co-residency Conditions: The following notations are used in the system model
when describing coesidency behaviours:
o xdenotes a givehost.
o vdenotes a new VM that is placedxifi.e. the ceresiding VM).
o udenotes a given VM that residexatherev is placed
There are two conditions that need to be met in ordelattev in x to become co
resident withu:
o X must have an available space to accommodateenthe PAreceives the
request to place.
o Vvmust berequested for placemedtiring the window of time at which tH®A
Is going to select for the next placement.
¥ Co-residency Hit: Whenevew is placedin a given hosk, every victim VMu that
resides ak will experience a coesidency hit withv. Co-residency hits include any
hit that is received from either malicioustmnestvM s duringuQs lifetimeOn the
othea hand, a malicious eresidency hit is a special case of theesidency hit. A
malicious hit occurs wheais coresided by a maliciougM v that belongs to an
attacker
¥ Total Number of Hits (k): For a given VMu, the total number of hits thatreceives
Is denoted ak,,, where! | is a discrete random variablith possible values 0,.1,.
When thecontext is clearthe subscriptiis droppedor convenience
¥ Total VMs in the Cloud: During an arbitraryamount ottime, the notatiom
represents the total numberpdacedVMs; whereas the,, ,;icious 1S the total
number ofplacedmalicious VMs.Similarly, thenotationn, ;; is the total number of
VMs that experienced at least one hit; whereasithg,,ius0se( 1S the total
number of VMs that experienced at least one malicious hit.
¥ Time Unit: The unit for measuring time periods in gimulation of the system
modelis denoted as the time unit. Examples of possible time units ins&abad,

minutes and hoursin thismodel the used time unit @minute.

45



3.3 Notations and Definitions

The following notations and definitions will be used throughout this thesis:

¥ VM Lifetime (LT): The lifetime ofa VM u (i.e. LT, ) represents the time between the
momentat whichu is placedin a given hosand the momernt is terminated.
¥ Ratio (L) of a VM’s Lifetime: For a given VMu that experienceat least one hit
(k>0), the entirdifetime of u (I" | ) can bedivided intok+1 ratios! ;, !, ! 11, 1,
based on the followin{fFigure3.2):
I 1, is the time at whichu is placed
| h, isthe time at whichu experiences th&™ hit (0$ K ! K).
I 1,,,Iis the time at whiclu terminates
With I, as the ratio of lifetime duration between tKe1)™ hit and thek™ hit, the! , ™ ratio
of I" | Ican be calculated as follows:

The following Figure3.2) shows an example of the, , whereu receivek co-residency

hits frommultiple VMs (! v, 1.1, e 11y ) at time @, ! 511 Thy 1) respectively.

Lifetime of U LTu

U starts V1 V2 ... Vk2 Vk-1 Vk U ends
0\ 4 4 4 4 "
ho hi1 h = hk2 hi-1 h hk+

Figure 3.2 The lifetime of a VM u that receives k co-residency hits
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3.4 Co-residency Metrics
Metricsdefinedin this sectiorare estimatedsingsimulationin Chapter 4 and .5This thesis
uses theseco-residencymetrics to:

1- Quantify the influence of multiple cloud parameters on theesaency probability.
This action helps tadentify the mosinfluential parameters Chapter 4i.e.the
secondresearclguestion).

2- Find the besparameter settingbatreducethe coresidency probabilityn four PAs
in Chapter Hi.e. thethird research question).

3- Deriveanalytical estimateof probabilities related tmaliciousco-residencyin
Chapter §i.e. thefourthresearclguestion.

The nextsubsectiors definethe co-residencymetricsin detail.
3.4.1 Co-residency Coverage Probability (CCP)
For agivenVM u, this metricshowsthe probabilitythatu experiences ao-residencyhit
with any arbitrary VM(either malicious ohones} at least once during , (i.e. P&>0)). The
Co-residency ©verageProbability CCP can beestimatedusing simulatioras follows

! I"#

Fora given VMu, higherCCPindicates a higherprobability of being vulnerable tat least
one arbitraryco-residencyhits.

3.4.2 Hit-free Lifetime Ratio (HFL)
For a giverVM u thatexperiences at least one-residencyhit, the!"# | Irepresentgheratio
of the timeuntil thefirst co-residencyhit (either a malicious or Bonestit) to the!" , .

Figure3.3 shows how to obta I"# , !of u.
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Lifetime of 1/ LTu

Time until first co-residency hit
“v

u starts First hit by v u ends
A 4 v
ho hi i+ 1

Figure 3.3 Obtaining Hit-free Lifetime Ratio !"# | !for a given VM u.

TheHFL for agiven laaSloud can beestimated using simulatidyy averaging th&'# | lof

everyVM u that experienced at least one hit

Piie

! I ] _” 1]
HFL! ! z — — g 1
|

3.4.3 Co-residency Vacancy (CV)
Figure3.4 shows three availability windows duritiy, where hosk is available to allocate
new VMs. For a given VM atx, Co-residency Vacancy , is simply the ratio of the

duration of these availability windows and the . In casexis full during the entiré¢" , then

", isequaltozer@ ! ", ! ).
Lifetime of 1/ LTu
r A 1
Availability Window Availability Window Availability Window
A f A |
u starts u ends
ho D+ 1

Figure 3.4 Obtaining Co-residency Vacancy !" | of a given VM u.
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The!" | representsheratio of thetime duringwhichVM u is vulnerable to coesidencyand
the!" ,,. Therefore, the longer tHg, the higher the chance that tRé will selectuOs host to
place new caesiding VMs.On the other hand, it is impossible tereside withu when!"

is equal to zero.

TheCVin the clouds estimated using simulatidsy averaginghe!" , lof everyVM u:

" =!:—!:Z! TS S A

From an attackguerspectivethe existence of ati , during!", (i.e.!", % 0) is a necessary
condition to cereside withu, however it is not sufficient tguaranteehatthe PA will select
uOs host to platiee attacker@s-residing VMs Therefore]" , % Qrepresents the first
condition to cereside withu (see the conditions of a-¢esidency hit irSection 3.2 of this
chapter), while the second condition is represented by the next metric.

3.4.4 Co-residency Activity (CA)

Considering the entire laaS cloud, an irgEzcementvindow can bedefined aghe time
elapsed between amyo consecutivelacements of VMsKigure3.5). For a given VMu at
hostx, Co-residency Activity!" | is the raticbetweertheinter-placementvindows (that
precedes each gesidency hitand the" ,!In casexis full during the entiré" , then!" | is

equalto zerg! ! ", 1 11,

Lifetime of 1/ LTu

Availability Window Availability Window
r . . | A
inter-placement window inter-placement window that
that precedes vl precedes v2
A
u starts hit by v1 hit by 12 1 ends
ho hic+1

Figure 3.5 Obtaining Co-residency Activity ! | | lof a given VM u.
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From an attackguerspectiveit is impossible to coeside withu whenthe! !, is equal to
zero.Unlike the!" | , theexistence of &! , during!", (i.e.!" | % 0)s sufficient to
guarantee that will receive a ceresidency hit. Thereforé,! , representshe second
condition to cereside withu (seeSection 3.2).

Similar to theCV in the cloud, th&CA is estimated using simulatidyy averaginghe!" , lof

each VMu:
|
I 'I—Z' LTI A N R A
T

3.5 Summary

This chapter describdtbw the laaS cloud modelledas well as defining the attacker model.
Then, hebehaviourof co-residencyin the modelvascharacterized usinigpur coresidency
metrics. Some of these characteristics include how likely a givern WM be coresided by
anotheVM v (i.e. theCCP), as well as how long this @esidency takgto occur(i.e. the
HFL). These caesidency metrics are used in Chapter 4lémiify the most influential
parameters ono-residency(i.e. thesecondesearch question). In additiddhapter Suses
these metrics to identifthe bessettingsof the most influential parametarsfour PAs that
reducethe probabilitythat a given VMU experiences ao-residency(i.e. thethird research
guestion) Next, the ceresidency metricare used in Chapter ® deriveanalytical estimates
of probabilitiesrelatedto malicious ceresidencyThese probabilities includée probability
thata given VMu will be coresided by a malicious VMand for how long it remains free
from malicious hitgi.e. thefourth researclguestion.
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Chapter 4

Quantifying Influence of Cloud Parameters on Co-residency

4.1 Introduction

This chapters dedicated tansweringhe secondesearch questiomn the most influential
cloud parametersnthe coresidency metricsA parameterOs influeneeeasuredn this
chapteras the parameter@&eet, is an estimateof how muchvarying a parameténfluences
theco-resicencymetrics(i.e. CCP, HFL,CV andCA).

Perhaps the main challenge faced in this chapter is that there are many cloud parameters al
parameersO satigs tobeincluded inlimited resources experimenin order to overcome
this challengean Influence Evaluation Strategy proposed to simplifthe process of
designing experiments that have a large number of parametesstiings The use of
fractional factorial desigis one step (omultiple step$ thatthe strategy applies to construct
areduced and balanced experimdiactionalfactorialexperimentsare usually used to
measuresimultaneouslyhe effects of manparameters oa product or process a cost
effective wayusing minimal experimental rufi33].

Further, the Influence Evaluation Stratgggposes a statistical approaclyt@ntifythe
effectof varyingmultiple parameters athe co-resicencymetricssuch as varying the rate at
which VM s arerequestedusingdifferent numbes of hostsand othersThe strategyalso
extends the influencevaluationto include how two parameters, together, affect the co
residency metrics (i.e. parameters interaction effect).

This chapteapplies the Influence Evaluation Strategmgthe VMC simulatoras a testbed
(seeAppendix Ffor more details on th#MC simulato). The strategyquantifies the
influence of cloud parameters on theresidency metrics then identifies the most influential
parameters andRarameter interactions four PAs. ThesePAs areFirst Fit, Next Fit, Power
Save and RandanThe identified parameteese therused in @apter 5 taleterminghe best
parameersO satigs thatreducethe probability ofco-residencyin four PAs.

The remaining of thisl@apteris organized as followd he next section outlingseliminary
definitions that are used in this chapter.Skction4.3the four-phasdnfluence Evaluation
Strategyis defined and theapplied. &ction4.4 describes the experiments settingse T
findingsare presented in Section 4.5 and discusseéddtidh4.6.
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4.2 Preliminary Definitions
The following definitions will be used throughout tlisapter

¥ Experiment Design: In this chapteychanges are made éoe or more independent
variables (i.etheparameters) in order to observe the significant effeathbages
have orthe caresidency metricdDesign of experiment®oE) theory[34] provides
different ways to observe these effettsparticular, helnfluence Evaluation
Strategyin this chaptemusedractionalfactorialexperiment desig(see AppendixB)
to construct reduced and balanced experiments. Next, these experiments are used to
guantifyeasilythe influence of cloud parameters on theesidency metricandthen
to identify the most influential parameters ang&ameter interactions four PAs.
The following are the main componentsaofexperimentdesign dependent
variables, independent variablésyelsand experimerat runs

¥ Dependent Variables: In this chapter, théenfluence Evaluation Strategyses
simulationto measure the parameters and interactions effecte coresidency
metrics CCP,HFL, CVandCA). Therefore, the coesidency metriceepresent the
experiment&dependent variables

¥ Independent Variables (Parameters): The independent variables represent the
experimentGaput. Sincethe VMC simulator is used astastbed, the simulator@
parameter§Table A.] representhe experimensOndependenvariables More detail
on theVMC simulatoris provided inAppendix A

¥ Levels: Levels refer to thparameter@ettings/values in a given experimeFie
Influence Evaluation Strategyses2-level experimentghatassign twahumerical
levelsto each parameter:law leveland ahighlevd.

¥ Experimental runs: In each experiment in this chapter, an experimental run consists
of a unique combination of leveds parameters.

¥ Fractional Factorial Experiment Design: When there are too many parameters
be included in a limitedesaurces experiment, fractional factora@dsignhelps to
construct a reduced experiment deskgnactional factorial experiments are usually
used tomeasuresimultaneouslyhe effects of many parameters on a product or
process in a cosffective wayusing minimal experimental rufi83]. The Influence
Evaluation Strategy usesvizay fractional factorial experiment designs thssign
two levels for each parameter. As a result, this allmessuringhe effects on the co
residency metrics of each parameteisolation and in combination with another
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parameter (known as2arameter interaction)able 4.1shows in (apn examplef a
2-way experiment design that has the following:
o TheCCPmetricasthe dependent variable
o Two parameters X1 and X2
o 2levek:(!!4y and!'!y)and (! and!!, ., ) for X1 and X2
respectively.

o Four experimental runs.

In addition, fractional factoriadesignensures balanced experiment. A balanced experiment
designguaranteethat all parametef3evels are equally tested fiown in (b) and (c) in
Table 4.1 More detail on how to constructay fractional factoriatlesigns is provided in

Appendix B
Run | X1 X2 CCP
1 L g X! | 0.55
2 L g 'y, |0.53
3 ypy | !1ey | 0.34
4 ypy | M1y, | 0.39
(a) Fractional &ctorialexperimentuns
Run | X1 CCP Run | X1 CCP Run | X2 CCP Run | X2 CCP
1 1y | 0.55 3 'l | 0.34 1 1wy | 0.55 2 'lyp, |0.53
2 XI I"# 053 4 thigh 039 3 ' I I"# 034 4 ' I 1 039
(b) In the lefttable:Runs that tesK1 (c) In the lefttable:Runs that tesK2 on
on Lowlevelandon Highlevelin Low levelandon Highlevelin the
the right table right table

Table 4.1 Testing each parameter’s level in a two-way fractional factorial experiment
design

¥ Range: A range measures tmemericaldistance between a parameter@s &
values(i.e. thelow and high values)Two types ofrangesaredefinedfor each

parameterthe narrow rangeandthe broadrange where he narrow range nested
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within thebroadrange.Table4.2 showshow the Number of Clusters] parameter, for

instancejs tested usingarrow range androad range.

Narrow Range Broad Range
Range Low Level | High level | Low Level | High level
Number of Clusterg 15 30 10 50

Table 4.2 Example of the narrow and broad ranges.

¥ Narrow-experiment and Broad-experiment: The Influence Evaluation Strategy
uses two fractional factorial experime(ite. narrowexperiment androad
experimenk that will be conducted using foBAs. The narrowexperiment refers to
the experiment that assigns two levels to the parameters from the narrow range,
whereas the broaeixperiment assigns two levels from thedmt rangeEach
experiment consists a6 experimental runs that are conducted using simulation.

¥ Parameter Effect: A parameterO$fect is an assessment of the parameter influence.
The parameterQOs effentasures the size tifechange on the eresidencymetric
that occurs when the parameter level is valiethe Influence Evaluation Strategy
ANOVA test calculates theffectsusingthe simulatiorestimates of the emesidency
metrics(seeSection4.3.4.).

¥ 2-Parameter Interaction’s Effect: In addition to the parametersO effeitis, effect
of every2-parametemteractionis evaluatedTwo parameteriteract if the effect of
one of thgparametersliffers depending on the level of the otparameterFor
instancethe effect ofusersO aval rateon the ceresidency metriceould differ
depending on how many VMs each user requéstsnteractionOs effect measures
the size othechange on the eresidency metric that occurs when the levels of two
parameters (combined) are variéa interaction of two parameters X1 and X2 is
denoted as X1*X2.

¥ Effect’s Level of Significance: The significancéevel of an &fect canbe reported in

thefollowing three waydased orthe p-valueas suggested H22]:

¥ “significant’: 0.01 < p-value< 0.05
¥ “highly significant": 0.01 < p-value< 0.01; and
¥ “very highly significant'p-value< 0.001
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This Influence Evaluatiorstrategyreportsan dfect to be significant ithe effecthas

a value that is less than 0.08nly statistically significant effects are considered

when quantifying the parameters influerfsee Sectiod.3.4.2).

¥ Experimental Runs Repetitions: A repetition of an experimealtrunis usedo

increase the confidence on the resattd toreduce the possibility of errors or

anomalous resul{d4]. In thischaptereachexperimenrdl runis simulatedn ten

repetitions.

¥ Design Resolution: Theresolution of a fractional factoriakperimentesign

specifies the degree to which the effect of each parameter confounds witlectse e

of other parameters and interactigese Appendix B for more detail®) fractional

factorial desig@®sesolutioncan be ofiny of the followingypes

¥ Il: A parameterOs efféstconfounded witranoherparameterGsfect

¥ l1I: A parameterOs effaofy confoundvith a 2parameter interaction&ect

¥ IV: A parameterOs effadies not confound with any othesirameted®ffect
nor with any 2parameteinteraction§ effect

¥ V: A parameterOs effattes not confound witany 3parametemteraction®
effect, and a parameteinteraction® effectioes not confound witany 2
parametemteraction® effect

¥ VI: A parameterQOs effaies not confound withny 4parameteinteraction®
effect, and a parameteinteraction® effectioes not confound witany 3

parametemteraction§ effect.

A resolutionlV fractional factorial desigis usedhroughouthis chapter

4.3 Influence Evaluation Strategy
Usingthe VMC simulator thelnfluence Evaluation Strategyuantifies the influence of cloud
parameters on the gesidency metrics) four PAs (First Fit, Next Fit, Powe8aveand
Random).Then the strategydentifies the most influential parameters arga2ameter
interactiongn the fourPAs. The VMC simulator requires 36 different parameters to be
defined in order to simulatéelaaS cloudnodel in Chapter.Examining each parameter
effect under many levetuldincreasdhereliability of theresults as well as increasing the
experiment sizeHowever, measuring the effegbf all the36 parameters usirgyery
possibldevelis impracticaldue to the limited time and resources available to this thidses
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Influence Evaluation Strategywercomes this challenge by simplifying the process of
conducting experiments that haaéarge numbeof parameters anévels
This simplificationtries toobtain a reducedize experimenby reducing the number of
parameters, leveland experimentOsns as much as possible withsetiouslyaffecting the
experimentOs outcomdore precisely, thetrategycomprisesan effectivereduction of
parameters ithefirst phaseanda parametertevelsreductionin the seconghasdeading to
thedesignof two reduceeésize experimesstusingfractional factoriadesignin the third
phase Finally, thefourth phaseusesthe VMC simulatorto conduct thexperiments
Ultimately, the Analysis Of \ariancetestANOVA is appliedto quantifythe parametei®
effects orthe co-resicencymetricsboth in isolatior(i.e. parametef&ffects)and
combination(i.e. 2-paraméer interactions effec}s
The first thregphase®f the strategy are extended fr¢Bd] with slight differences that are
indicated throughouthis chapter.
This Influence Evaluation Strategynsists of four phases that ation
1- Simplify the process adesigningexperimens that have a large number of
parameters and levelas shown in the following sectiondi$ simplificationtendsto
reducethe number of parameteasdlevelsand therefore the experimensizeas
much as possible withoaffectingthe experimer@s outcome
2- Identify the parameterand interactionghatinfluencethe co-residencymetrics the
mostin laaScloudsundereachPA In order to do so, the strateguantifies the
influence of multiple cloud parameters and interactions on thiestdency metrics.
The most influential parameters and interactions on thresidency metrics will be used in
Chapter 5 tadentify the best paranersO sétigs in fourPAs thatreducethe ceresidency
probability.
The following sections outline the four phases oflttilience Evaluation Strategnd how
they have been applied designand conductwo reducedsizeexperimentsthe narrow-

experiment and the broagkperiment
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4.3.1 Phase 1: Parameters Reduction Using Composed Parameters
Phase input: 36 parameters used by t#&C simulator.
Phase Output: eightcomposegarameters.

Theparameters reductiarsingthe parameter composingethodwasoriginally presented in
[59] asone ofthe multiple stepstowards designing reduced size experiméntgdentifying
the most significant parameters influenclagye scalemodelbehaviour Using the
parameters of thiKoala simulatartheydemonstrated the efficiency cdbmposingsimilar
parameterand reduced the KoalaOs paramétens 82 toonly 23.

This parameters reductionethodwasappliedto the VMC simulato®s input parameters. The
parameters reduction methodmposeparametershat describe similacharacteristic$o
form asingleparameterreferred to as eomposegarameterTable4.3 shows the VMC
simulato©garameters after thgarameterGreduction.

For examplethe Number of Hosts parameter X2Table4.3 composesive similar
parametersThat isNumber of Hosts of Type HNumber of Hosts of Type HANumber of
Hosts of Type H3Number of Hosts of Type HandNumber of Hosts ofype H5
respectively. Bchof the previous individual paramesapecifies the numbeaf hosts for a
single host typewherasthe composegaramete X2 specifies the total numbéostsof all
types combinedAnother example is the Maxim Host Utilization parameter X3Again,

X3 composesimilar parameterghat individually specifthe maximum utilization limit for
eachhost typein theVMC simulator The parameters reduction phase was applied to the
VMC simulator parameters and successfully reduceduhebar of parameters that will be
usedin the experiments from 36 &parametersgOut of thesesightparameterdNumber of
ClustersX1 is the only norcomposegarameter as thereno simila parameteto be
composed with

On the other handi59] continual the parameterseduction and reduced another 12
parametersf the Koala simulatonsing domain knowledge &iminatethe parameters that
appear to be insignificant to the intended experiment. While thisstspgo further reduce
thenumber ofparameters, it is not appli@d this thesis. This is becauses steprequires
prior knowledge of the parameters that influence thees@ency metrics, and such
knowledge is what this thesis is trying to discover
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Composed ID Description Composed Parameter Consists of these
Parameters Parameters
Number of X1 | How manyclusters to bereated in the simulated modal N/A
Clusters cloud has at least one cluster that contains a pool od. host
Number of Hosts of Typ#/1
A clusterhas at least one host. A hostaighysical serve
that runsVMs. Each host is assigned to a single clus Number of Hosts of Typ#2
where the total number of hosts in 1aaS clouds specified | Number of Hosts of Typ&3
Number of X2 using the [Number of Hosts] paramet&ach host can bg Number of Hosts of Typsi
Hosts allocated a limited number of VMs specified using the [M
Host Utilization] parameter.Hosts will be distributed Number of Hosts of Typ#5
randomlyinto clusterswith equal probability
Max Utilization for Host Typd 1
A Host is Full when the hosted VMs usage of the host's Max Utilization for Host TypeH2
Max Host X3 | resources (CPU, memory and storage) reaches the Max
Utilization Utilization percentage. Max Utilization for Host TypeH3
Max Utilization for Host TypeH4
Max Utilization for Host TypeH5
UseasO Aival RateOf Type Ul
UseasO Aival RateOf Type U2
Users’ Arrival X4 | New users arrivénto thelaaS cloudaccording to the [Users{ UsasO Aival RateOf Type U3
Rate Arrival Rate] parameter that representsakieragenumber UsasO Aival RateOf Type U4
of new users to be created every time.unit Usas® Aival RateOf TypeUs
Max Number of Users of Typ&1
Max Number of Users of Typ&2
Max Number of | X5 | The maximum number of use(af all types)to be created Max Number of Users of Typ&3
Users during the simulation Max Number of Users of Typ&4
Max Number of Users of Typ¥&5
Max Parallel VMs olUserType Ul
Max Parallel VMs oUserType U2
Max Parallel X6 | The maximum number of concurrently runnivifls (of all Max Parallel VMs oUserType U3
VMs per User types)a single user can have Max Parallel VMs oUserType U4
Max Parallel VMs oUserType U5
X SMALL VM Average Lifdime
How longa user ¢naverage) holds his running Viéf any | SMALL VM Average Lifgime
VM Average X7 | type)before terminating it (in time units) MEDIUM VM Average Lifdime
Life Time LARGE VM Average Lifdime
X_LARGE VM Average Lifdime
VMs perRequest Rate for User Tygd
VMs perRequest Rate for User Ty
VMs per X8 Thenumber ofVMsto be created in each ne¥Ms request VMs perRequest Rate for User Typ&
Request The number of VMs per request must be less than or eqy VMs perRequest Rate for User Typdl

X6.

VMs perRequest Rate for User Tyii&

Table 4.3 The VMC parameters after reduction
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4.3.2 Phase 2: Levels Reduction Using Ranges
Phase inputs: eightparameters from the first phase.
Phase Outputs: Per parameter:  two levels for thenarrowrangeand

two levels for thebroadrange

Having reducd the number of parametets eightin the first phase, thighaseof the
Influence Evaluation Strateggduce thenumber ofthe parametei@evels To highlight the
challengdacedin this phase, an assumptican bemade thatachparametecantake upto
2" levels(i.e. the maximum value for a 3t unsigned integ@r Moreover.gach parameter
needs to béestedn each possible level to measure its eff€onsequently his would restt
in agiganticexperimentlesignthat consists of! " 18 experimentatuns which exceedthe
time and resources available for this theAgain, [59] suggested aolution to this
challenge one that assigrwo levels for each parameteo@ and high valuesYhensimply
measureshe effect betweethesetwo levelsand verifesthe effectOs statistical significance
Therearea number ohdvantages aisingtwo levelsto measure the effedtirstly, it
requiredessexperimendl runsto testall parametes combinationswhichallowsmore
repetitions of the experimental ruthet cancontribute significantly to the experiment's
robustnessin addition,usingtwo levels per parametéits naturally towards the next phase
of thisInfluence Evaluation Stratedlatuses2-way fractonal factorial designso reduce
the experimensizein a structured anbalancedashion

However,usingtwo levelsto measure theffectscomes with itdimitations Firstly, thetwo
levelsthat will be used to testach parametés effecbbviously,do not coveeverypossible
level. Secondly measuringhe effectof a parameter that is varied betwéen levels does
notguarantee that the parameter héineareffectonthe testdtwo levels To illustrate the
effectOs linearity issueigure4.1 representthe datafrom Table 4.1.Figure (a) suggesthat
varying the two levels gharameteX2 does not change ti&CP metric as much as X1 daes
However, testing X1 and X2 at more levels between the original lovmighdevels can
reveal a contradicting result as (b) demonstratesdhdias in fact,a largernnfluence
changing th&€€CP more than Xidoes.
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(a) X1 and X2 tested at twevels low and high (b) X1 and X2 tested &ixtratwo levels between low
suggesting that X2 does not changeGi@P metric and highrevealing that Xhas more influence as i
betweerits two levels as much as X1 does. changes th€CP more than X1.

Figure 4.1 Limitation of using two levels to test the parameters’ effects.

Theprevious twdimitations are addressed in the Influence Evaluation Stratgggcifically,
the strategyteststhe effect of each parametan the ceresidency metricgvice usingtwo
ranges (1) thenarrowrangeand(2) thebroadrange(see range definition in Section 4.2)
Eachparametewill be tested aivo levels per rangesuch thathe narrowrangeis a subset of
the broadange Such actiorhelpsthe exploration o wider range of parametelesvels
Anotherworkaroundto addresghe secondimitation is carried out in Bapter SFirstly, the
most influential parameters on the-@sidency metricaretestedattenlevels. Secondly,
PearsonQs correlatiamalysig14] is usedo ensure thathe most influential parametenave
significantlinear effectswith the ceresidency metricdt is worthwhile to mention that this
linearity checkis not present ithe Mills method This linearity check wilklsoevaluatehe
accuracy of the proposédfluence Evaluation Stratedgee Section.3.5 for more details).
For each parameteFable4.4 outlinesthe selectedwo levelsfor each rangéNVhere
possible, the broad range extends the distance between each parametev®s compared
to the narrow range. For instance, the Number of hosts X2 in the broad range examines
extremes in termef cloudinfrastructuresize (100 hosts in low level to @00 hosts in high
level) compared to the narrow rang@®@ hosts to 1000 hosts). Similarlythe same is

applicable to the rest of the parameters.
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It is important to notéhatpubliclaaS cloud providersuch as Amazon EC2 and Windows
Azure, usually obscure the details of their cloud infrastructure, networks andPég4n9].
For this reasomnd based on the available literat[i®@], [58], [59], the tworangedor each
parametewere selected in such a way thay represendifferent variationf possible

laaS settingsn the real world

Parameter ID | Narrow Range Broad Range

Low level | High level | Low level | High level
Number of Clusters X1 |15 30 10 50
Number of Hosts X2 | 1000 10000 100 30000
Max Host Utilization X3 | 80% 90% 50% 100%
Users’ Arrival Rate X4 |2 3 1 5
Number of Users X5 | 35000 50000 10000 75000
Parallel VMs per User X6 |12 18 5 20
VM Average Lifetime X7 | 2000 2500 1600 3600
VMs per Request X8 | 2 3 1 4

Table 4.4 The selected two levels per range for each parameter

4.3.3 Phase 3: Experiment Reduction Using Fractional Factorial Design
Phase inputs: from the first phase : eightcomposegarameters, and
from the second phase: twevels for the narrow range per parameter
and
two levels for the broad range per parameter
Phase Output: two fractional factorial experimestnarrowexperiment and

broadexperinent

This phase of thinfluence Evaluation Strategyses theeightcomposegarametersnd their
two levelsrangedo design the experimesthat will be used tguantifytheinfluence of
cloudparametersntheco-residency metricEachexperiment is designed so thiatestsall
necessarparametecombinations, includingarametemteractionswvhile trying to reduce
thenumber ofexperimental runsdHowever testingeveryparametecombinationrmakesthe

number of experimental ruggow very quickly. 2-way fractional fctorialdesign(defined in
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detail in Appendix Bwill be used taconstructbalanced experimestith minimum
experimenal runsin order to overcome this challengebalanced experimenedignensures
that all parametdevels are equally testgelike the exampleshown in (b) and (c) ifable

4.1 The basic concepf fractional factorial designs toinclude asubset (fractiondf the
original experimerdl runssuchthatonly theimportantparameter combinations and
interactionsarecovered This is in contrast tthe traditional on@arametent atime
experimentabpproachefO0]. A resolutionlV fractional factorial design is usetiroughat
this chapterA resolutionlV designensursthat the &ect of a given parameteioes not
confound with otheparametes and2-parametemteractionseffects The following sections
describe how fractional factorial is used to design the expetsnn this chapter

4.3.3.1 Factorial Experimental Designs

One of the main objectives of experimamesign is taconstructanexperimenthatis

capable of generatingccurateesultsto support or reject the reseh hypothesigs9]. A

good experirantal design must include all the necessary parameters combinations in order to
allow balanced experimentations. Howevelgiag moreparametersnakes the experimentOs
design grow very quickly. For instandbe experimenin this chapterincludes eight
parametersvhere eaclparametetakes twgpossibleevelsper rangeyielding a total of @'

= 256)experimental runé.e. parameter combinationsih Design of Experimen(DoE)
theory,thistype ofexperimerdl designwhereall parametecombinatios aretesteds

known adull factorial design However one of the challenges asingfull factorial design

is that it can be difficult to test every possible parameter combinatiotoaegeathe
experimentat the same timeForinstanceincludingeightparametersvith two levelsin a

full factorial experimentvith tenrepetitiors dramatically increases timeimber of the
experimendl runsto 2560 One practical solution to overcome this limitation ispply
fractional fctorialto designreduced sizexperimens. AppendixB provides &ull

descriptionof factorial and fractional factorial experimenti&sign SectionB.2 shows the

steps to design the maactional factorial experimerm this chaptethat useal!—! fraction

of the!'! full factorialexperimentreducing the experimental runs from 256 to 16 runs.only
This design, of resolution I\is denoted a&y*.
Using the fractioal factorial design in Table.B, levels fromthe narow and broad ranges

(Table4.4) are assiged tothefractional factorialdesigntable This results irthe narrow
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experimenthatuseshe 2level values of th@arrowrange(Table4.5) and thebroad

experimenthatuseshe 2level values of théroadrange(Table4.6).

Run | X1 X2 X3 X4 XS5 X6 X7 X8

1 15.0 1000 80 2.0 35000 12 2000 2.0
2 30.0 1000 80 2.0 35000 18 2500 3.0
3 15.0 10000 80 2.0 50000 12 2500 3.0
4 30.0 10000 80 2.0 50000 18 2000 2.0
5 15.0 1000 90 2.0 50000 18 2500 2.0
6 30.0 1000 90 2.0 50000 12 2000 3.0
7 15.0 10000 90 2.0 35000 18 2000 3.0
8 30.0 10000 90 2.0 35000 12 2500 2.0
9 15.0 1000 80 3.0 50000 18 2000 3.0
10 |30.0 1000 80 3.0 50000 12 2500 2.0
11 | 15.0 10000 80 3.0 35000 18 2500 2.0
12 | 30.0 10000 80 3.0 35000 12 2000 3.0
13 | 15.0 1000 90 3.0 35000 12 2500 3.0
14 |30.0 1000 90 3.0 35000 18 2000 2.0
15 |15.0 10000 90 3.0 50000 12 2000 2.0
16 |30.0 10000 90 3.0 50000 18 2500 3.0

Table 4.5 The narrow-experiment design
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Run | X1 X2 X3 X4 XS5 X6 X7 X8

1 10 100 50 1 10000 5.0 1600 1.0
2 50 100 50 1 10000 20.0 3600 4.0
3 10 30000 50 1 75000 5.0 3600 4.0
4 50 30000 50 1 75000 20.0 1600 1.0
5 10 100 100 1 75000 20.0 3600 1.0
6 50 100 100 1 75000 5.0 1600 4.0
7 10 30000 100 1 10000 20.0 1600 4.0
8 50 30000 100 1 10000 5.0 3600 1.0
9 10 100 50 5 75000 20.0 1600 4.0
10 |50 100 50 5 75000 5.0 3600 1.0
11 |10 30000 50 5 10000 20.0 3600 1.0
12 | 50 30000 50 5 10000 5.0 1600 4.0
13 |10 100 100 5 10000 5.0 3600 4.0
14 |50 100 100 5 10000 20.0 1600 1.0
15 |10 30000 100 5 75000 5.0 1600 1.0
16 | 50 30000 100 5 75000 20.0 3600 4.0

Table 4.6 The broad-experiment design

As pointedout atthe beginning of this chapter, tbatcomeof the Influence Evaluation

Strategy igo quantifythe influence of cloud parameters on theesidency metrics four

PAs. Then, the strategy will be able to identtg most influential parameters and 2

pamameter interactiong herefore, he next phase uses & C simulator to estimate the €o
residency metrics using tipeeviousnarrowexperimen{Table4.5) and the bvad
experimen{Table4.6) underthefour PAs. In addition, each experimental run is simulated

tentimes to increase the confidence in the findifidgss results in 320 simulations peA
and 1280 simulations in totldr the fourPAs.
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4.3.4 Phase 4: Quantifying the Parameters Influence on the Co-residency Metrics
Phase inputs: From phase 3: twiactional faictorial experiments:
narrowexperiment and
broadexperiment
Phase Output: Most influential parameterand interactionsn
theco-residencymetricsundereachPA

Using theVMC simulator, his phasejuantifies the influence of cloud parameters on the co
residency metrics then identifies the most influential parameters-pachfheterriteractions
in four PAs. This action aims tanswer lhe researdBsecondjuestionon what influences
co-residencythe mostParametersnd interactiongfluenceis quantifiedundereachPA
separatelyn orderto make the identification pcess mor@accuratesince thePAis
responsibldor controlling where and when each VMpkcedin the cloud.This separation
is essential in this thesis to examine whet#reinfluential parameter under a givieA would
have the same, less, more or no influenadlainder anothelPA. Therefore the narrow
experiment antbroadexperimenwill be simulatedn this phaseisingfour PAs (i.e. Frst

Fit, Next Fit, Power Saveand Random).Before describindgpow the simulatioexperiments
in thisphasewere carried out, thimllowing sectionsexplainhow tomeasureand quantify
theeffectand how to determinhe effectsignificance.

4.3.4.1 Effect Definition

As defined at the beginning of this chaptdranginga parameterOsvel can yieldachange
ona givenco-residency metriovhere the size of this chge represents the parameterOs
effect on that metricThe effectof a parameter or an interacti®non a given caesidency
metricM is calculated as follows:

EstimatecEffectof X = | jug ! 11y |

where:

" s | = MetricOs &erage wheiX is on its high level

e = MetricOs @erage wheiX is on its bw level

An effect also tells the direction of the change. For instancegative effect implies that

changng the parameterOs level from higtoie yields a decrement in the-cesidency

metricvalue However this chapter focuses a@uantifyingthe parameters and interactions
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effects, regardless of the direction of the effects. Therefewantignitude athe effect value
is used tayuantifythe paramters and interactionsfluence on the coesidency metricsA
higher effect value impliethata larger change takes place on theesdency metric and
vice versa.

The dfect for each parametend interactiortan be easilyneasuredisingAnalysis G
Variance(ANOVA). ANOVA is a collection of statistical moddlsat can beised to
measureghe effectof a single parameter as well as the effect ofpaZameter interaction
UsingMinitab statistical softwarg7], an ANOVA testwas applied on the simulation
estimates of the eresdency metricsThese estimates weobtained fronthe narrow
experimentand the broa@xperimenfor each of the fouPAs (First Fit, Next Fit, Power
Save and Random)he ANOVA testshows the effectof each parametand interaction
relatingto each ceresidencymetric. Using Minitab, hefollowing Table4.7 displaysa
example of ANOVA test outpudf the effecton theCCP metricfor two parameters X1 and

X2 and their2-parametemteraction

H%& () Yot H%68)$(%o+" - (I*"

0.'(1%'-2"033-&'."%*2"3)$"445"6&)2-2"7*(".8

9-gqrmm 033-&™ " 5"

ymm— P<=<>m " " <=<<<
ettt P<=<>m " " <=@x"
SAT@MMM™ <=<B?;"™ ™ <=Cx"

Table 4.7 Minitab statistical software output example

Havingdefined how to calculate théfects, it is moe important to verify that thealculated
effect is significant enougto reproduce the same chamgethe ceresidency metricslhe
effectsignificancecan be verified using thevalueof eacheffect. The fdlowing section
defineswhen to considethe effect to be significant.

4.3.4.2 Effect Significance
In order toaccept that @arameteor an interactiomas a significandgffect on a given metric

a null hypothesi$, and an alternative hypothesis!aredefinedas follows:
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H, : effect =!
H, : effect! !

The above nulhypothesid , impliesthatthere isno effect In orderto calculate thepalue
for ! , testing StucentOstest is usel4]. The effectQsvaluegivesthe pobability that!
is held truewhenthe experiment isonducted againin this thesis, a dfect is consideretb
be statisticaly significant when there is less than 5% chance of acceptinghereverthe
experimenis repeatedTherefore, itthe effectOg-value is belowd.05then! | is rejected
(andtherefore! | is acceptedland the #ectis considered to hawestatistical significance.
In the previous example ifable4.7, parameter Xhasa significant &ect sinceits pvalue
is less than 0.0%0n the other han2 and the X1*X2 inteaction do not have significant
effects as their yvalues are greater than 0.05.

In order toquantifythe paramete@@nfluenceunder a giverPA, the statisticaly significant
effectson each metriareused to calculate theverallWeighted EffectTheoverall
Weighted Effecjuantifiesthe overall influence of each parameter and interaction on the

four co-residency metriceombinedas shown in the next section.

4.3.4.3 Overall Weighted Effect WE

ForeachPA, the previous stegefines how to measutke parameterand interactions
effects and more importantly how to verify the effects significafbe
parameterhteractionoverall Weighted Effector overallWEfor short,consiss of the
parameter/interactiowEson the fourco-residency metrie A parameterQ§Eon a given
co-residencymetric quantifiesthe parameterQsfectrelative toother parametefisteractions
effectson the same metridMore precisely, th&VE measureaneffect with respecto the
maximumobserved significantfiect on the same metrids eachPAis testedisinga
narrowexperiment and Broadexperimentthe parameter/interactiowEon agivenco-
residencymetric M is calculatedrom both experimentasfollows:

For a given parameter or interactinlete be a variable that takes the following values
(where the pralue corresponds to tiparameter or interaction effect
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ThenXO$VEon a given metric M
ein the narrowexperiment
+
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For eachX undera givenPA, the sum ofWEs onall four coresidencymetrics represent$Os
overallWEon the ceresidencymetrics
X’s Overall WE = Y'! X’s WE on each M), 0<Overall WE<S8

ThemaximumWEa parameter/interaction cachieve on a given metric is twohi§is only
possible when the parameter/interaction has the highest significant effect on that metric in tr
narrowexperiment and the broakperiment together. Accordingly, theaximum overall
WE a parameter/interaction can achieve uradgivenPAis eight given that the
parameter/interaction achieves maximw (i.e. twg on the four ceresidency metrics
Therefore, the overaWEfor eachparameter/interactioguantifiesits overall influence on
the caresidency metrics compared to other parametersra@ichctions.

Under eaclPA, the parameters and interactions with the highest owsialire selected as
the most influential parameterBhe selected parameteaval be used inChapter5 to answer
thethird researchyuestion on the best parat@esO satigs thatreducethe co-residency
probabilityin four PAs.

4.4 Experimental Setup

TheVMC simulatorhas beemised tcestimate the coesidency metrics the narrow
experiment and the broakperimen{(Table4.5 andTable4.6) under fourPAs: Frst Fit,
Next Fit, PowerSaveand Random Each experiment consisteti16 experimental runs that
tesedeach parameter eigtines per level. In additiomachexperimentatun wasrepeated
in tensimulaton repetitions pePA. Suchanapproachallowedobtaining 160 test
observations pgrarametetevel perPA, and thereforgincreasedhe confidencén the

simulation results.
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All experimental runs were simulatéal a period 03800 minutesandthe simulationresults
were collectedhfter a 200ninutes warrrup period.This warmup periodallowedan
opportunity for VMplacement activitie® take placdefore recording theesults

Moreover, he VMC simulator depends on JavaOs random furictisimulate theo-
residencybehaviour This function accepts a numbkardreturns a pseudorandom, uniformly
distributed value between 0 (inclusive) and the speafiedber(exclusive) The sequence

of the returned random numisetepends on the functich€eed numbefheseed number
setsthe initial value of the internal state of the pseudorandom number genkravor
simulation runs arasingthe same random seed, they will generate identical sequences of
numberslin order to enhance the robustnekthe random numbers generated using JavaOs
random functionthe systentlockis usedas a seed numbeach time the random functias
used Such an approacdhcreased the confidence tlegtch simulation run willeceivea
differentsequence ahe generatechndom numbersgn addition the simulationrunswere
conductedht different times of the daysing multiple PCs that have different configurations
(Table4.8). Suchanactionensureghatthe time at which the simulation is carried,ard

the PCzonfiguration€impact on the simulation resulis minimal.

Configurations Type 1 Type 2 Type 3

Processor Spec. Intel(R) Core i7 CPU  Intel(R) Corei7-3770 CPU Intel(R) Core i5 CPU
No. of Cores 8 CPUsX 2.93GHz 8 CPUsX 3.4GHz 2 CPUsX 2.4GHz
Memory Size 4096MB RAM 8192MB RAM 8192MB RAM
Operating System Windows 7 (64 bit) Windows 7 (64 bit) 0S X10.9.4

Table 4.8 PC configurations used to run the VMC simulator

TheVMC simulator generates the results in Micfvgxcel format and text formésee
Appendix A) Once the simulation is done, the resultsaarerednto the Minitab statistical
software to carry the ANOVAestin orderto measure the parameters and interactions
effects.

4.5 Findings

Theinfluence of clougarameters and interactions on theesidency metricaere

guantifiedunder eaclirA as follows:
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1 For each parameter and interaction: the effect and its significance on each ef the co
residency metricSGCP,HFL, CVandCA) were calculated
2 Then,the overalWE of eachparameter and interactiovas calculatetb quantify the

parametes and interactions influence on theresidency metrics

Under eaclPA, four parameters and interactions with the highest ové/&vereidentified
as the most influential parameters on theesidency metrics.

The next twosulsectiors presentheresultsin an orderly sequenaesingthe abovetwo
stepsThe presented resultenfirmthe thesisOs first hypothdsysquantifyingthe
parametei@and interaction@nfluenceon the ceresidency metricsThe following
observations were made as a restiftimulatingall experimental runs frorthe narrow
experiment and the broakperimen{(Table4.5 andTable4.6). Each runwastested inten

simulation repetitionsinderfour PAs: First Fit, Next Fif Power Savand Random

4.5.1 Significant Effects Results

For the narrowexperiment and the broakperimentTable4.9 shows the ralues (i.e. the
level of significance) ofhe parametes and2-parametemteractiors effectson thefour co
residencymetricsundereachPA.

Under eaclPA, eachlevel of every parametewas testedh 80 simulationrepetitionsin both
the narrowexperimentndthe broadexperimentand therefore each effectOsvaluewas
calculated with 7@legress of freedom Wherevera parameter@8ect is significant (i.ehas a
p-value < 0.0%thenthe effect will beconsidered in thparameter@werall WE calculations.
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Effects’ p-values on the co-residency metrics per Placement Algorithm

PAW | Metrics & cce HFL
Experiment =
Broad Narrow Broad Narrow Broad Narrow Broad Narrow
Parameters WV
X1 0 0.897 0.014 0.681 0 0.532 0 0.698
X2 0 0.108 0.01 0 0 0 0 0
X3 0 0 0.074 0.549 0.035 0 0 0.87
X4 0 0 0 0.001 0.511 0.278 0 0
-E X5 0 0.565 0 0.811 0 0.442 0.004 0.643
- X6 0.113 0.789 0.029 0.686 0.482 0.485 0.017 0.021
4 X7 0 0 0 0.226 0 0.409 0 0
= X8 0 0 0.251 0.226 0.002 0.984 0 0.16
X1*X2 0 0.187 0.046 0.687 0.209 0.704 0 0.823
X1*X3 0 0.036 0.027 0.119 0 0.934 0 0
X1*X4 0.16 0.863 0.05 0.88 0 0.406 0 0.012
X1*X5 0.126 0.508 0.061 0.619 0.004 0.588 0.131 0.004
X1*X6 0.111 0.978 0.826 0.743 0.04 0.32 0.001 0.716
X1*X7 0 0.594 0.006 0.663 0 0 0 0.773
X1*X8 0 0.699 0.271 0.469 0.027 0.528 0 0
X1 0 0.147 0 0.824 0.632 0.9 0 0.323
X2 0 0 0 0 0 0 0 0
X3 0 0.252 0.255 0.831 0.352 0.323 0 0.45
X4 0 0 0 0 0 0.52 0 0.925
X5 0.327 0.623 0.703 0.883 0.905 0.993 0.671 0.469
= X6 0.455 0.38 0.675 0.683 0.439 0.97 0.004 0.341
= X7 0 0.904 0.036 0.759 0.728 0.781 0 0.88
= X8 0 0 0 0.026 0 0.735 0 0.185
2 X1*X2 0 0.027 0 0.815 0.799 0.912 0 0.558
X1*X3 0 0.023 0.175 0.085 0.895 0.978 0 0.697
X1*X4 0 0 0 0.13 0 0.834 0 0.754
X1*X5 0.001 0.978 0.74 0.978 0.718 0.986 0.004 0.34
X1*X6 0.001 0.948 0.711 0.923 0.996 0.952 0.691 0.325
X1*X7 0 0.608 0.699 0.855 0.759 0.912 0 0.404
X1*X8 0 0 0 0.02 0 0.937 0 0.006
X1 0 0.887 0.04 0.764 0 0.322 0 0.885
X2 0 0 0.007 0 0 0 0 0
X3 0 0 0.148 0.918 0.003 0 0 0.472
X4 0 0 0 0.002 0.619 0.731 0.001 0
° X5 0 0.926 0.023 0.868 0 0.169 0.022 0.803
; X6 0 0.576 0.085 0.876 0.033 0.968 0.53 0.001
n X7 0 0 0 0.149 0 0.652 0 0
5 X8 0 0 0.024 0.214 0.096 0.281 0.191 0.085
z X1*X2 0 0.374 0 0.69 0.525 0.775 0 0.819
5 X1*X3 0 0.065 0.302 0.142 0 0.966 0 0
X1*X4 0.576 0.755 0.029 0.685 0 0.845 0.244 0.009
X1*X5 0 0.084 0.03 0.766 0.535 0.168 0.08 0
X1*X6 0.017 0.834 0.589 0.601 0.05 0.467 0.32 0.927
X1*X7 0 0.519 0.33 0.994 0 0 0 0.504
X1*X8 0 0.512 0.633 0.538 0.001 0.138 0.001 0
X1 0.035 0.889 0.468 0.893 0.887 0.756 0 0.214
X2 0 0 0 0 0 0 0 0
X3 0 0.291 0.764 0.768 0.202 0.239 0 0.519
X4 0 0 0.046 0.029 0 0.971 0 0.724
X5 0.53 0.549 0.242 0.99 0.736 0.957 0.374 0.479
£ X6 0.055 0.418 0.698 0.875 0.83 0.982 0 0.276
5} X7 0 0.345 0.011 0.57 0.474 0.835 0 0.993
g X8 0 0 0.514 0.191 0.008 0.977 0 0.232
S X1*X2 0 0.427 0.332 0.873 0.697 0.89 0 0.42
~ X1*X3 0 0 0.049 0.17 0.778 0.957 0 0.919
X1*X4 0 0 0.795 0.76 0.001 0.621 0 0.401
X1*X5 0.353 0.385 0.689 0.769 0.768 0.982 0 0.76
X1*X6 0.039 0.94 0.412 0.988 0.652 0.98 0.556 0.474
X1*X7 0 0.449 0.028 0.741 0.58 0.819 0 0.533
X1*X8 0 0 0.034 0.599 0 0.427 0 0

Table 4.9 Examining the effects significance using p-value
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It would be of interesbefore proceeding to calculate the overalE of the parameters and
interactionsto examinaunder whichPAthe parameters and interactiawhieved more
significant effects on the eesidency metricsThere aré&12 effect observation$or the four
PAsin Table4.9, of which 225nerestatistically signifiant Seethe highlighted cells)Out

of thesesignificant effects28.88% were observednderFirst Fit, 23.5%6 underNext Fit,

26.66% undePower Savend 20.88% under Random

In addition, it wouldalsobe of interest to see whether using two level ranges (i.e. used in the
narrowexperiment and the broakperimenthasshownany difference with regard the

effects significanceOut of all significant effectsy Table4.9, 72.88% were observed under

the broagexperimentompared to 27.11%nder the narrovexperiment.

4.5.2 Identifying the Most Influential Parameters on the Co-residency Metrics
UndereachPA, theoverall WE of eachparameter/interactiowerecalculatedasdescribedn
Section4.3.4.3 As mentioned earliethemaximum overalWEa parameter/interactiocan
achieve under eadPA s eight given that tk parameter/interaction has achiewaakimum
WE (i.e. two on the four ceresidency metrics

Table4.10 outlines theoverall WE of theparametes and interactioaunderFirst Fit, Next
Fit, Power Save and RanddpAs. In general, the -parameter interactions scored lower
overallWEunderthe fourPAs (average overaWE of 0.92) compared to the parameters

(average overalVE of 1.99).
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Overall Weighted Effect WE

Parameter/ Under Under Under Under
P Interaction First Fit Next Fit | Power Save | Random
X1 Number of Clusters | 1.064 1.216 0.990 0.245
X2 Number of Hosts 4.574 7.602 5.165 8.000
X3 Max Host Utilization | 2.364 0.594 2.614 0.636
X4 UsesO Aiival Rate 4.295 1.969 4.197 1.101
X5 Number ofUsers 0.967 0.000 0.802 0.000
X6 Parallel VMs per Use| 0.511 0.135 0.510 0.180
X7 VM Average Lifetime| 3.665 0.609 3.563 0.565
X8 VMs per Request 1.816 1.682 1.435 0.618
X1*X2 0.715 1.376 0.839 0.239
X1*X3 2.142 0.456 1.716 0.656
X1*X4 1.109 1.689 0.801 0.742
X1*X5 0.476 0.150 0.501 0.175
Two-parameter
X1*X6 interactions 0.442 0.017 0.017 0.013
X1*X7 2.000 0.580 1.851 0.721
X1*X8 1.209 2.160 1.492 1.517

Table 4.10 Overall WE of the parameters and interactions
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The top four parameters and interactions with the highest oVéEalinder eaclirA are
highlighted inTable4.10. Onemajor observatiors that First Fiand Power Save share the
same top four parameters and interactiansl the same observation applies for Next Fit and
Random Appendix Ccontains the parameters and interactdfisson each of the co
residency metrics under ealA\. Moreover, Appendix D @sentghe interaction plots dhe
significant 2parameter interactions on the-@sidency metrics

Table4.11 shows the parametershatscored the highest overdlE UnderFirst Fit and

Power Save

Parameters | Overall WE under First Fit | Overall WE under Power Save
X2 4.573 5.165
X4 4.294 4.197
X7 3.664 3.563
X3 2.363 2.613

Table 4.11 The four parameters/interactions with the highest overall WE under First
Fit and Power Save

For Next Fit and RandojiTable4.12 shows the parameterand interactions thaicored the

highest overalWE
Parametery Overall WEunderNextFit | Overall WEunderRandom
X2 7.601 8
X1*X8 2.160 1.516
X4 1.969 1.101
X1*X4 1.689 0.741

Table 4.12 The four parameters/interactions with the highest overall WE under Next
Fit and Random

The Number of Hostparamete(X2) repeatedly achieved the highest ovevélt underthe
four PAs, achieving the maximum over®lE (i.e. 8) under Random. However, the
parametersO overdEswere notsimilar under differenPAs. For instance, The Number of
Hosts (X2) achieved a higheverall WEunderNext Fit and Random (7.602 and 8.00)
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compared to a relatively lower oversME First Fit and Power Save (4.574 and 5.165). In
contrast, The User Arrival Rate (Xgarameter hatigher overalWE on First FitandPower
Save(4.295 andt.197) compared thext FitandRandom(1.969 and 1.101).

In the following figures, the overaWEresults from Table 4.10 are illustrated to compare the
parameters and interactions influence on theesaency metrics under First Fit in (Figure
4.2), Next Fit in (Figure 4.3), Power Save in (Figure 4.4) and Random in (Figure 4.5).

The X-axis shows the parameters and thgPameter interactions and theaXis showtheir

overallWEson the ceresidency metrics.

Overall WE Under First Fit
8

7

6

X1
X2
X3
X4
X5
X6
X7
X8
X1*X2
X1*X3
X1*X4
X1*X5
X1*X6
X1*X7
X1*X8

Figure 4.2 The overall Weighted Effect WE of the parameters/interactions under First
Fit
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Overall WE Under Next Fit
8
7
6
5
4
3
2
1_
0 -
— N [9p] <t Te] [(o] N~ o]
X X X X X X x x € 2 ¥ 8g8 L x @
3 * E3 X *x E3 X
— — — — — | —
XX X X X ¥ %

Figure 4.3 The overall Weighted Effect WE of the parameters/interactions under Next

Fit
Overall WE Under Power Save
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Figure 4.4 The overall Weighted Effect WE of the parameters/interactions under
Power Save
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Overall WE Under Random

8
7
6
5
4
3
2
: - u
— N ™ < L0 <o) N~ o]
X X X X X X X X Q Q § Q g ; Q
* * * * * * *
— — — — — — —
X X X X X X X

Figure 4.5 The overall Weighted Effect WE of the parameters/interactions under
Random

4.6 Discussion

Themain outcomesf this chapter are:

¥ The four most influential parameters and interactions on the co-residency
metrics are the same for First Fit and Power Save on one hand, and for Next Fit
and Random, on the other hand.
This observation was the motivation for identifyitige top fouparameters and
interactions that achieved the highest ovai#lundera givenPA as the most
influential parameters and interactions on theesadency metricslhis finding
revealgthat similarities exist betwed?As in terms of what influences the-
residencybehaviouiin laaS cloud¢Table4.11 andTable4.12). The most likéy
cause fothesimilarity betweerFirst Fit and Powe$aveis that they sare one
common feature, that is, theyioritisethe clusters and hosts with smaller i0s
newVMs placemerd (seeAppendixA). On the other hanane possiblexplanation
of why Next Fit and Random have similar influethtparameters and interactioiss
related to howelusters and hosts are seledi@dplacement. In particular, clusters and

hosts are selected Next Fit in a cyclic fashioandin Random as &air random
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selection For instance, for a given laaS that Badusters Next Fitselects a given
cluster with a probability o'gl Similarly, the same clustewill be selected for a new

VM placement in Randorwith the samegorobability. Appendix A describes in detail
howthe fourPAs select clusters and hosts for VMs placement.

It is important to mention th&As have been frequently compared for various
applicationssuch ag37], performance and energgnsumption$40], [55], [58],

[99]. However this thesisis the first tocomparePAs in terms otheirimpact onco-
residencybehaviour In addition, this thesis is the firstidertify thata similarity
exists between First Fit and Pov&ave as well as between Next Fit and Random.

The four most influential parameters and interactions on the co-residency

metrics are identified under First Fit, Next Fit, Power Save and Random.

This finding answers th&econdesearch questigie. For a giverPA, what are the
most influential cloud parameteaffectingco-residency probability)? Table4.10
shows that the quantified influence on theresidency metrics varies between these
parameters and interactions. This variatonfirms thefirst research hypothesis that
Jor a givenPA, cloud parameters such the number of hostandusersdo not have
the same influence on the-tesidency probability in laaS clouds.O

Out of many parameters that defthe laaS cloud environmentne ofthe most
significantfindings in this chapter is that the number afsks is the most influeiad
paramegr underfour PAs. In addition, user arrival rateas identified among thfeur
most influential parameteunderfour PAs.

The following shows th&ur most influential parameters and tparaneter

interactions under eadhA:

- Under First Fit and Power Save:
Thefour most influential parameters on the-@sidency metricare(in
order):Number of Hosts (X2), User Arrival Rate (X4nd VM Average
Lifetime (X7) and Max Host Utilization (X3)

- Under Next Fit and Random:
Thefour most influential parameters on the-pesidency metrics arn

order): Number of HostsX@), interaction of the Number of Clusters and the
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VMs per Requegptarameters (X1*X8)User Arrival Rate X4) andinteraction
of the Number of Clusters and tbsesO Aival Rateparameters (X1*X4)
Unlike First Fit and Power Save;garameter interactions were identified to
be influentialunder Next Fit and Random

Thisfinding is particularlyuseful in this thesis toonduct furtheexperimentsn Chapter
5 onfewer, yethighinfluential, parameter hese experiments should provigdduable
insights on what settings enable thBuential parameters toeducethe probability ofco-
residencyand under whaPA.

¥ When a 2-level experiment is used to quantify the parameters and interactions
effects, the wider range between the two levels allows more significant effects
compared to a narrower range to be observed.
Theresults inTable4.9 suggesthat the parameters are more likely to have
significant effect®on the ceresidency metricahen they are varied between distant
levels.This finding suggests thatdding/renoving a few clustergor examplejs less
likely to cau® a significant effect on the g¢esidency behaviour compared to a
relatively larger change.
In addition, this findingalsosuggests that using two different level ranges (narrow
range and broacthnge) in the Influence Evaluation Strategy was ugefglantify
the parameters influence on the-msidency metricsThe results show théte ratio
of significant effects between the narroange and broathnge was approximately
1:3.

4.7 Summary

Perhaps the main challenge faced in this chapter is that there were many cloud parameters
and paramersO sétigs tobeincluded inlimited resources experimentln order to

overcome this challenganinfluence Evaluation Stratedyas been proposed somplify the
process of designing experiments that have a large number of parametetiagd The

use offractional factorial desigwas me step (omultiple step$ that the strategy appligd
construct aeduced and balanced experimessing thevMC simulator as a testbed, this
chapter has applied the Influence Evaluation Strategy to answer the second research questi

on what parameters influence theresidency metrics the most.
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Under each of the usd&tAs in this thesis, thegrategy was able tquantify the influence of
eight cloud parameters and their interactions on thesidency metrics. This quantification
led toidentifying the four most influential parameters @igarametemteractionsonthe co
residency metricéTable4.11 andTable4.12). One of he most importantridings in this
chapte is that the number ofdsts is the most influential pararaetinder fouPAs. Under
First Fit and Power Save, the four most influential parametetbe ceresidencymetrics
were number of hosts, user arrival rate, VM average lifetime and maximum tilasttion.

On the other handhé four most influential parametaraderNext Fit and Random were the
number of hosts, the interaction of the number of clusters and VMs per request parameters,
user arrival rate and the interaction of the number of clusied usersO arrival rate
parameters.

In addition, this thesis thefirst to compare thge fourPAs in terms otheirimpact onthe
co-residencymetrics The findingsshowthata similarity exists between First Fit and Power
Save as well as between Next Fit and Random.

Further, be resultpresented iMable4.10 supportthefirst hypothesis put forward iGection
1.3. The firsthypothesis tatesdor a givenPA, cloud parameters suchthg number of hosts
andusersdo not have the same influence on theesidency probability in l1aaS clouds.O
The next chapteiGhapter %is dedicated tansweringhethird research question drow the
most influential parametersO settiogs be used teeducethe coresidencyprobabilityin

four PAs.
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Chapter 5
Reducing Co-residency Probability

5.1 Introduction
This chapter aims to answer tiiérd research question @ivhat arethe parameter settings
thatreducethe coeresidency probabilityn a givenPA.OThe coresidency probability
determines the chantieat a VM experiences an arbitrary@sidency hi{seeSection 1.2)
Chapter4 identifiedthe most influential parameteasad 2paremeter interactions on the-
residencymetrics(Table4.11andTable4.12). Under First Fit, Next Fit, Power Save and
Random, his chapteemploysthe VMC simulatorto estimate the ccesidency metrics using
controlled experimeni§hese estimates are obtained by examiningnihgential parameter
at more levelsinder fourPAs.
This approaclserves two importarftinctions First,these estimates are usedédst the
influential parameters at more levédsnvestigatethe relationship betweerach parameter
and the ceesidency metrics, in order to determine the pasaimeter settings thagducethe
co-residency probabilityFor instance, aes the increase in the numbehostsreflect a
linearincreaseor decreasen theco-residency probability? Second, comparig in terms
of redudng the ceresidency probability
Since that the coesidency metriceharacterizgrobabilities elated toco-residencyan
assumption is made in this chapter tiatco-residency probability iseducel when:

¥ The Coresidency Coverage ProbabilBCPis reduced.

¥ The HitFree LifetimeHFL is increased.

¥ TheCoresidency VacancgV is reduced.

¥ TheCo-residencyActivity CAis reduced.

Theremaindeiof this dhapteris organized as follow3 he next section describes timethod

and theexperimensettingsthat were used to estimate theresidency metricsThemain

conclusionsare presented iSection5.3and discussed iSection5.4.
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5.2 Method

TheVMC simulatorwas used to estimate the-gsidency metrics undéour PAs (i.e. First
Fit, Next Fit, Power Save and Randomhis section defines how controllexperiments
were conductetb examinefurtherthe influeriial parameters (identified inf@pter 4)using
tenlevelslistedin Table5.1. A controlled experiment is one in whiell parameterareheld
constant except for orj@4]. This sectioralsoexplans how the results were analyzed
answer thehird research question on whiparameersO setigsreducethe coresidency

probabilityin four PAs.

5.2.1 Experimental Setup

Chapter 4 identifiedhe four most influential parameters undeur PAs (Table4.11and
Table4.12). Thereforepne controlled xperimentper influential parameter wasnducted
under @achPA. In each experimenthe sameightparameters from ChaptéTable5.2)
wereseparatedhto two groupsan experimental group and a control grolipe

experimental group containedeinfluential parametethat wadested atenlevels while

the control grougonsistedf theremaining 7parameters thaterekept constant

With tennewparameter levels defined Trable5.1, eat controlled experiment consistetl
tenexperimental runs. These new levels were selected such thataresvenly distributed
between the low level and the high level of the bnaadye(Table4.4). Thisactionensure
more levelscovered especially the levels that were not testgdhelnfluence Evaluation
Strategyin Chapter 4.

In addition, Chapter 4 identified two-@arameters interactions (i.e. X1*X4 and X1*X8) that
had an influence under Next Fit and Random. The use of controlled experiments allowed
testingeach ofthe interacting parametarglividually attenlevels while keepinghe other
controlparameters (including the interacting parameter) at a constant level.

There were many possible levels that cdadéssigned to theontrol parameterg&ppendix

D illustrates the significant two-@arameters interactions (i.e. X1*X4 and X1*X8) and
reveals that nearly 63.6% of these interactions were abéeltmethe coresidency
probability when both X4 and X8 were in low levels. This finding was onkeoirtotivations

for assigning the low levels from the narroange Table4.4) to the control parameters.
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New levels of the most Influential Parameters

Number of Number of Max Host Users’ Arrival VM Average VMs per
Clusters (X1) Hosts (X2) Utilization (X3) Rate (X4) Lifetime (X7) Request (X8)
15 1000 80% 2 2000 2
19 4000 82% 2.33 2150 2.2
23 7000 84% 2.66 2350 2.4
29 10000 85% 2.99 2550 2.6
33 13000 88% 3.33 2700 2.8
37 16000 91% 3.66 2850 3
41 19000 94% 3.99 3050 3.2
44 22000 96% 4.33 3250 3.5
47 25000 98% 4.66 3450 3.8
50 30000 100% 5 3600 4

Table 5.1 New levels for testing the most influential parameters.

For eachinfluential parameteander a giverPA, a controlled experiment was conducted

using thefollowing steps:

1. The remainingparametergi.e. the control groupyere kept constantable5.2 lists

the levels that were used to fix the control parameters
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Parameter Control level
Number of Cluster§X1) 15

Number of Host$X2) 1000

Max Host Utilization(X3) 80%

UsasO Aiival Rate(X4) 2
Number of UsergX5) 35000
Parallel VMs per UsefX6) | 12
VM Average Lifetime (X7) | 2000
VMs per Requegix8) 2

Table 5.2 Control level for parameters

2. The influential parameterOs levels frbable5.1 wereused inthe VMC simulator
while holdingthe control grougparametergsonstant

3. To increasehe reliability of theexperimen® results each otheteninfluential
parametersil®velswastested intensimulation repetitionsThis provided 100

observations per parameter ek

5.2.2 Analysis Approach
With four influential parameters p&A andtenlevels per paramete(tested irten
simulation repetitions eachPAwasexaminedn 400 simulation rungielding a total of
1600 simulation runanderfour PAs. These simulatiosOresultsshowedthe followingunder
eachPA:
1. Simulation stimates of the coesidency metricfused to comparAs in terms
of reduang the ceresidency probability).
2. The correlation between the influential parameters and tnesidency metrics
(used to identify the best parameter settingsré@uicethe coeresidency

probability).

The coresidencymetricsestimates were used identify the besparameersO sétigsthat
reducel the ceresidency probabilityn four PAs. Eachof the ceresidency metricaas
estimated with 99 degrees of freedom under &akto increase the estimates accuracy

Confidence Intervalaith 95% confidence levelere usedo enhancehe precision of these
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estimates. These intervalsscribehe likely range of a sampéstimaterom the true
population Confidence intervalare reportedh tablesas(Mean+ margin of erroy.

However, it is important to note that outliers (bbservation poirgtthataredistant from

other observationsan have aimpact on the confidence interj&83]. The samplé*earson
correlation oefficient was used tdescribe thdinear correlation betwegmarameterand
metricsto obtain reliable estimates thfe coresidency metricand reduce the effect of these
outliers Pearsorcoefficients are sensitive to outliers, ahd strongestorrelationsi(e. 1.0
and -1.0) occur when data points fall exactly on a straight linghis thesisthe stronger the
PearsonGwrrelation coefficientghe better the estimate.

More importantly calculating thePearso®<orrelationcoefficientsbetween the influential
parameters and the-tesidency metrics revealed valuable insights that helped to identify the
best parantersO sétigs thatreducel the ceresidency probabilitynder eachPA.

Themethod in which the correlations weaybtained and interpretesl described in the
following section (Section 5.2\.3

5.2.3 Influential Parameters Correlations with the Co-residency Metrics

The sampldearson correlatioroefficient, or the-valuefor short, was used to examitie
influential parameters linear correlations with theresidency metricsThe rvaluecan be
any value between +1 and &1, wheleirdicates a total positive correlatighindicates no
correlation, and &1 indicates a total negative correl§tidj As pointedout in the previous
section, thestrongest correlations€. 1.0 and1.0) occur when data points fall exactly an
straight line Ther-valueis also useful to indicate the slope of the correlation, where a
positiver-valueindicates that an increase theinfluential parametédsevel results in an
increase on theorresponding coesidency metriandvice versa.

Dancey and Reidguggested the following categsationof the strength of correlation as
shownin Table5.3 [26]:
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[r-value| | Strength of Correlation
1 Perfect
0.7-0.9 Strong
0.4-0.6 Moderate
0.1-0.3 Weak
0 Zero

Table 5.3 Categorisation of the strength of correlation

In this chapter, an influential parameteasconsidered to havestronglinear correlation

with a given ceresidency metridf the corresponding-falues| is between 0.4 tolRigure

5.1 illustratesthreeexampls of amoderateositive correlation atvalue= 0.5, no

correlation at4value= 0 and a strong negative correlation-aatue=-1.0.

r-value = 0.5

r-value =0

r-value = -1.0

Positive Correlation

v

v

No Correlation

v

Strong Negative Correlation

Figure 5.1 Examples of correlation r-values.

Given thatn is the number of an influential parameterOs observations in a controlled

experimen(i.e. 100in this chaptex, 4 is the average of thearameterQevels and™ is the

co-residency metriOs estimatéhe sampléearson correlatioroefficient, rvalue,was

calculated as follows:

"#$% ! !

Lo r

\/ZEH!!!! !_!!!\/ZEH!M!—M!!!
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Finding the rvalue between the influential parameters and theesmlency metricserved
two important purposes:

1. To verify whetherthe limitationidentified in Section 4.3.Bad any effectsnthe
Influence Evaluation StrategyutcomesThis limitation was present becaube
strategymeasuregach paramet@effecs betweertwo levelsonly. Thereforethere
iIs no guarantee that tiparametehelda stronglinear effect between thesgo levels
that is no outlierwaspresentln contrastthe controlled experiments in this chapter
tested mordevels Thereforea weakr-value (i.e|r-value| < 0.4 seeTable5.3)
betweeran influential parametemnd the ceresidency metriceanindicatethe
presence of outliers thaterenot detected by thimfluence Evaluation Strategy

2. Ther-valueindicates e slope of the correlation between an influential parameter and
the coresidency metrics. Therefoiewas used tédentify the best paranersO
setings thatreducel the ceresidency probabilityunder eacPA. For instance, aes
the increase in the numberladstsreflect alinearincreaseor decreasen theco-
residencyprobability?

Having defined the method that was used in this chapfpllowing section highlightkey
findings from thecontrolled experiments.

5.3 Findings
This sectioroutlinestheimportant findingsoncerninghe best parameterséttings at which
the coresidency probabilityvasreducel in four PAs. Since the caesidency metrics
estimate probabilities related ¢o-residencyan assumjn was made thdhe coresidenyg
probability can beeducel by:

¥ Reducing the Coresidency Coverage ProbabilBCP,

¥ Increasing the HitFree LifetimeHFL,

¥ Reducing the Co-residencyacancyCV and

¥ Reducing the Co-residencyActivity CA.

The findings in the followingectiors can best be treated undke previousour headings
The following(Table5.4, Table5.5, Table5.6 andTable5.7) summarizéhe maximum and
minimum observed valuex the ceresidency metrg under First FitNext Fit, Power Save
and Randomin addition, the tables shawe rvaluesof the correlatia betweerthe metric
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and each of thnfluential parameter. The empty cells under eaéfAindicate that the

correspondingparameter was not identified as an influential paramatéerthatparticular

PA
§ First Fit Next Fit Power Save Random
g
8 Min | Max | r-value | Min | Max | r-value | Min | Max | r-value | Min | Max | r-value
=
A
X1 0.929 | 0.939 | 0.057 0.925| 0.937 | 0.074
X2 0.834 | 0.891 | -0.396 0.000 | 0.937 | -0.975 0.822| 0.882 | -0.175 0.240 | 0.935 | -0.954
2]
E X3 0.819| 0.915 | 0.428 0.820 | 0.913 | -0.026
=
E.:) X4 0.749 | 0.891 | -0.575 0.923 | 0.936 | -0.492 0.762 | 0.890 | -0.677 0.919 | 0.936 | -0.784
&}
X7 0.734| 0.885 | -0.891 0.732| 0.882 | -0.889
X8 0.930 | 0.940 | 0.444 0.929 | 0.937 | 0.136
Table 5.4 The r-values, minimum and maximum CCP observed under each PA
5 First Fit Next Fit Power Save Random
kot
g
= Min | Max | r-value | Min | Max | r-value | Min | Max | r-value | Min | Max | r-value
A
X1 0.142 | 0.161 | -0.159 0.132| 0.148 | -0.281
o X2 0.099 | 0.137 | -0.589 0.148 | 1.00 0.883 0.097 | 0.130 | -0.354 0.136 | 0.500 | 0.801
=
° X3 0.104 | 0.156 | -0.434 0.102 | 0.151 | -0.315
=
ﬁ X4 0.097 | 0.216 | 0.523 0.095| 0.157 | -0.877 0.099 | 0.235 | 0.630 0.098 | 0.150 | -0.806
= X7 0.033 | 0.149 | -0.870 0.030 | 0.143 | -0.891
X8 0.106 | 0.158 | -0.900 0.101 | 0.147 | -0.901

Table 5.5 The r-values, minimum and maximum HFL observed under each PA
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wn
& | First Fit Next Fit Power Save Random
>
g
E Min | Max | r-value | Min | Max | r-value Min | Max | r-value | Min | Max | r-value
X1 0.1096 | 0.1547 | -0.288 0.0766 | 0.1098 | -0.152
X2 | 0.0005| 0.0071 | -0.690 0421 | 0983 | 0538 0.0003 | 0.0057 | -0.727 0242 | 0977 | 0548
(2]
- -
E X3 | 0.0008| 0.2202 | 0.549 0.0009 | 0.2126 | -0.087
E X4 | 0.0003| 0.0038 | -0.281 0.0425 | 0.1472 | -0.869 0.0003 | 0.0048 | -0.274 0.0339 | 0.1137 | -0.898
8]
X7 | 0.0003| 0.0049 | -0.264 0.0003 | 0.0054 | -0.362
X8 0.0776 | 0.1530 | -0.857 0.0578 | 0.0992 | -0.877

Table 5.6 The r-values, minimum and maximum CV observed under each PA

v
E First Fit Next Fit Power Save Random
%)
g
= Min | Max | r-value | Min | Max | r-value | Min | Max | r-value | Min | Max | r-value
A
X1 0.0027 | 0.0034 | 0.192 0.0024 | 0.0033 | 0.163
X2 | 0.0001| 0.0006 | -0.868 0.0000 | 0.0032 | -0.732 0.0001 | 0.0006 | -0.880 0.0001 | 0.0030 | -0.792
2]
- -
E X3 | 0.0004| 0.0017 | 0.695 0.0005 | 0.0018 | 0.749
E X4 | 0.0001| 0.0006 | -0.870 0.0018 | 0.0032 | -0.810 0.0001 | 0.0006 | -0.844 0.0016 | 0.0031 | -0.848
&}
X7 | 0.0001| 0.0015| -0.504 0.0001 | 0.0020 | -0.494
X8 0.0026 | 0.0031 | -0.573 0.0022 | 0.0029 | -0.666

Table 5.7 The r-values, minimum and maximum CA observed under each PA

5.3.1 Reducing the Co-residency Coverage Probability (CCP)

This section descriés the findings concerning tk®-residency Coverage ProbabilBCP.
The aim is to identify theestparameteiGsettings at which thECP estimatevaslow in
four PAs.
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cce

+ 95.0% confidence

r-value

Estimate interval of the estimate
First Fit 0.845 0.0018 -0.396
Next Fit 0.379 0.065 -0.975
Power Save 0.840 0.0019 -0.175
Random 0.501 0.043 -0.954

Table 5.8 The CCP estimate with Number of Hosts (X2) varying between 1000-30000

Table5.8 shows a relatively higahmount ofvariability in theCCP estmates This variation
suggested thathanging thewumberof hostscausedyreater variabilityn the CCP, and the
degree of this variability is different between ##s and higher in Next Fit and Random.
Figure5.2 reveals thathere has beensteep decline in the CPwhenthe Number oHosts
(X2) has been increased usiNgxt Fit For instance, the figure shows tktiaé CCPreached
zerofor laaS clouds witlanumber of hosts larger than@®. Similarly, the use oRandom
reducel the CCPto 0.240with a very strong negativeorrebtion The sameifurealso
shows that the Number of Hosts (X2) had negative correlationgive@CP under allPAs.
This negative correlation indicattsat increasing the number of hosts in an laaSdclou
contributedto redudgng theprobability of ceresidency However, the negative correlation is
higher in Next Fit and Randonas seen itthesharp drop othe CCP compared to the slight

decreasef the CCPunderFirst Fit and Pwer Save.
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e=g=>First Fit === Next Fit “==Power Save "= Random
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Figure 5.2 The CCP metric at different Number of Hosts (X2)

5.3.2 Increasing the Hit-Free Lifetime (HFL)
This section describes the findings concerningHite-ree LifetimeHFL metric. The aim is
to identify the besparameterGsettings at which thEIFL estimatewvashighin four PAs.

HFL *+ 95.0% confidence Fvalue

Estimate interval of the estimate
First Fit 0.108 0.0012 -0.589
Next Fit 0.771 0.054 0.883
Power Save 0.108 0.0011 -0.354
Random 0.414 0.020 0.801

Table 5.9 The HFL estimates under different Number of Hosts (X2) ranging between
1000-30000
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This variation in theHFL estimatedbetweerPAs (Table5.9) suggested thathanging the
number of hostsausedyreater variabilityn theHFL, and the degree of this variability is
different between thBAs and higher in Next Fit and Random.

Figure5.3 revealghat there has beergaadualincrease in théfetime ratio at which a VM is
safe from ceresidency hits (i.edFL) when the Number of Hosts (X@jasincreased using
Next Fit. The figure shows th#te HFL reached @eak value ol.00(i.e. the entirdifetime
of a given VMwashit-free) In addition the use of Randoprolongedthe HFL to 0.414
Similar tothe Co-residencyCoverage Probability (Section 5.3.Next FitandRandom
showedo have strongositivecorrelationghat can be seen thegradual rise otheHFL. In
contrast,the same figurehows that the number ob$ts hadelatively weakenegative
correlationghat can be seen in teeady decline aheHFL under First Fiand Pwer Save

espmoirst Fit === Next Fit Power Save === Random
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Figure 5.3 The HFL metric at different Number of Hosts (X2)

In addition,as the UarsO Aiival Rate (X4) increasethelifetime ratio at which a VM is
safe from ceresidency hits (i.eHFL) has increased, showirgpositive correlation using
First FitandPowerSave TheHit-Free LifetimeHFL estimates under differe®As and

differentusesCarrival rate ranging between-3 are shown irrable5.10:
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+ 95.0% confidence
HFL ’ r-value
Estimate interval of the estimate
First Fit 0.146 0.0056 0.523
Next Fit 0.120 0.0035 -0.877
Power Save 0.139 0.0045 0.630
Random 0.116 0.0027 -0.806

Table 5.10 The HFL estimates with Users’ Arrival Rates (X4) varying between 2-5

Table5.10 showshigh variations in théiFL estimatesThese variationmdicated that
varying theusersO aval rate caused a smaller amount of change orlFiecomparedo
varying the number of hosts on tHEL (Table5.9).

Figure5.4 reveals thathere has beenslight increase in theFL when theusersO aval rate
has been increaseaderFirst Fit. The figure shows th#te HFL reached a peak value of
0.216 (i.e. approximately 21.6% of a given VM lifetime wasfi@e) with a moderate
positive correlation. Similarly, the use of Povgaveextended thélFL to 0.235 with a
strong positive correlation. In contratte same figure shows that theersO aval ratehad
relatively strongenegative correlations with theFL under Next FiendRandom

93



esg==First Fit === Next Fit =pPower Save *===Random

0.3

0.25

2 2.5 3 3.5 4 4.5 5 55

Users Arrival Rate

Figure 5.4 The HFL metric at different Users’ Arrival Rates (X4)

5.3.3 Reducing the Co-residency Vacancy (CV)

This section describes the findings concerningdbeesidency VacancgV. The aim is to
identify the best paranersO satigs at which th&€V estimatevaslow in four PAs.

The CV estimates under differeMAs, and differennhumber of lestsranging betweea000
30000are shown imable5.11:

cv + 95.0% confidence
r-value
Estimate interval of the estimate
First Fit 0.0018 0.0002 -0.690
Next Fit 0.922 0.125 0.538
Power Save 0.0014 0.0002 -0.727
Random 0.892 0.163 -0.690

Table 5.11 The CV estimates with Number of Hosts (X2) varying between 1000-30000
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Table5.11revealsa relatively high variation in th€V estimatedbetweerPAs. Figure5.5
reveals thatricreasing the Number of Hosts (X2) fro®0D to 000 hosts under Next Fit and
Random caused a sharp rise of@\é For instance, th€V reachedhe maximum observed
values of 0.9667 and 0.9095 respectivehhvmtoderate positive correlation. As the number
of hosts exceeds0D0,the observed valued the CV underNext Fit and Random were
clustered toward themaximumpossible value of 1 (see Secti®4.3). In contrastFigure5.5
shows thathere has beensamnallerchangdn the CV when thenumber of hosthas been
increased usingothFirst FitandPowerSave For examplethe CVreached dow value of
0.0005(i.e. a given VMOs host has been available for VMs placement @B of the

VM lifetime) with astrongnegativecorrelation

espmoirst Fit === Next Fit Power Save === Random
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Figure 5.5 The CV metric at different Number of Hosts (X2)

In addition, as the WssO Aival Rate (X4) increasethe CV has dereasedinder allPAs
(i.e. negativecorrelatiors). The Co-residency Vacancg€V estimates under differe®As and
differentuser€arrival rates ranging between-3 are shown irrable5.12:
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+ 95.0% confidence
v interval of the r-value
Estimate estimates
First Fit 0.0013 0.0001 -0.281
Next Fit 0.0845 0.0052 -0.869
Power Save 0.0011 0.0001 -0.274
Random 0.0602 0.0042 -0.898

Table 5.12 The CV estimates with Users’ Arrival Rates (X4) varying between 2-5

One interesting observation frofable5.12 is that varying the usefarrival rate caused a
smaller amount of change on tG¥ estimates compared to varying the number of hosts
(Table5.11).

Figure5.6 reveals that th€V reached dow value of 0.0003ising First Fit and Pow&ave
In contrastthe same figure shows that tissers@rrival ratehadfar strongenegative
correlations with th€V under Next FiandRandom However,redugng theCV was better
achieved under First Fit and Power Satren theusersO aval rate varies

espmoirst Fit === Next Fit “==Power Save == Random
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Figure 5.6 The CV metric at different Users’ Arrival Rates (X4)
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In addition, Table5.13 showsthe Co-residency Vacanc@V estimates undatifferentVMsO
average lifetimeanging betwee2000-3600in First Fit and Powe$ave The VMs average
lifetime paramete(X7) was identified to be among the most influential parameters on the co
residency metricander First Fit and Power Save. Furtifégure5.7 shows that th€V was

kept at lower values that reached 0.0003 under different VMs aveifetgadi values.

cv + 95.0% confidence
r-value
Estimate interval of the estimate
First Fit 0.0019 0.0001 -0.264
Power Save 0.0019 0.0001 -0.362

Table 5.13 The CV estimates with VMs Average Lifetime (X7) varying between 2000-

3600
e=g==First Fit Power Save
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Figure 5.7 The CV metric at different VMs Average Lifetime (X7)

5.3.4 Reducing the Co-residency Activity (CA)

This section describes the findings concerningdb&esidency ActivityCA The aim is to
identify the best paranersO satigs at which the€€A estimatewaslow in four PAs.

The Co-residency ActivityCA estimates under differeRAs and differenhumber of losts
ranging betweet000-30000are shown imable5.14:
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cA + 95.0% confidence
r-value
Estimate interval of the estimate
First Fit 0.0002 3xm -0.868
Next Fit 0.0005 0.0001 -0.732
Power Save 0.0002 3xim ! -0.880
Random 0.0006 0.0001 -0.792

Table 5.14 The CA estimates with Number of Hosts (X2) varying between 1000-30000

As the Number of Hosts (X2) increasete Co-residency ActivityCA has decreased under
all PAs with strong egative correlationszigure5.8 reveals that th€ Awasminuscule
regardless of the number of hostshePA, and reached tHewest value (i.e. zero) using
Next Fit, and 0.0001 in the remainiRgs.

e=g=>rirst Fit === Next Fit “=Power Save "= Random
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Figure 5.8 The CA metric at different Number of Hosts (X2)
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In addition, as the 8isO Ailval Rate (X4) increasethe CA has decreased under Bis.
The Co-residency ActivityCA estimates under differe®As and differenusersO awval rate

ranging betweeB-5 are shown irmmable5.15:

CA + 95.0% confidence
r-value
Estimate | interval of the estimate
First Fit 0.0003 2x10'! -0.870
Next Fit 0.0024 6xi" ! -0.810
Power Save 0.0002 axim ! -0.844
Random 0.0021 7 -0.848

Table 5.15 The CA estimates with Users’ Arrival Rates (X4) varying between 2-5

Increasinghe users@rrival rate hac negative correlation with th@o-residency Activity
CAandtheCo-residency Vacancg€V (Section 5.3.3underall PAs. Figure5.9 reveals that
the CAreached a low value of 0.0001 using First Fit and P&ase

espmoirst Fit === Next Fit Power Save === Random
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Figure 5.9 The CA metric at different Users’ Arrival Rate (X4)
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With respect to the VMs average lifetime (XF)gure5.10 shows that th€ Awas kept at
lower values as the VMs average lifetime increasede First Fit as well as Pow8ave
reaching a low value of 0.0001.

Further the Co-residency ActivityCA estimates undetifferentVMsCaverage lifetime
ranging betwee@000-3600in First Fit and PoweBaveare shown ifmable5.16:

cA + 95.0% confidence
r-value
Estimate interval of the estimate
First Fit 0.0007 6xi" ! -0.504
Power Save 0.0007 7 -0.494

Table 5.16 The CA estimates with VMs Average Lifetime (X7) varying between 2000-
3600

e irst Fit Power Save
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Figure 5.10 The CA metric at different VMs Average Lifetime (X7)
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Before proceeding to discus®e previous findingand their practical uses redudng the
co-residency probabilityn 1aaS cloudsthe next sectiorprovides a summary of the
influential parameters linearity check resulibeseresultswill be usedn Section 5.40
evaluatehe effectivenesandefficiency of thelnfluence Evaluation Strategy identifying

the most influential parameteon the caesidency metrics

5.3.5 Efficiency of the Influence Evaluation Strategy

With four PAs, four influential parameters pB¥A and four ceresidency metrics, a totaf 64
r-values were calculate8inceeach parametavastested atenlevels withtensimulation
repetitions, thereforghe Pearson®srrelationr-values (Section 5.2)2vere calculated with
98 degrees of freedonthe degrees of freedofar each fvalueis equal to twdess than the
number ofobservations per parameféd]. The influential parameters®alueswere
included in the findings in the previous sections.

According to thecategorizatn of the strengttof correlation inTable5.3, the|r-value$
frequency dtribution Figure5.11) shows that only Z% of the calculated-valuesbelong to
parameters that hadlatively weak correlatiwith the ceresidency metrics fralue| <
0.40) On the other hand@5% of the rvaluesrepresentedtrongercorrelatiors (|r-value| '
0.40).

14
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o

Frequency

0 0.5 1

[r-value|

Figure 5.11 A frequency distribution of the influential parameters’ |r-values|
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5.4 Discussion

The findings in this chapt@mswered the third research quesbarhowthe choice ofthe
influential parametesGsettingscanreducethe co-residency probabilityn four PAs.

However, it is important temphasize that the following discussion andatusions are only
valid within the range of data collectadder the followindAs: First Fit,Next Fit, Power
Save andRandom

Thekey resultof this chapter are:

¥ Co-residency probability can be effectively reduced by the right choice of
parameters’ settings in the four PAs.
The resultsn this chapteshow that the settings of the number o$tsand usersO
arrival ratecanpositively and negatively affect tloe-residency probability. The
findingsthereforesuggest some answersthethird researclguestion depending on
the cloud infrastructure size (i.e. the numberasdt and the cloughopulation
density(i.e. usersO aval rate)in the fourPAs.
The fdlowing comparison matrixXTiable5.17) summarizesiow theco-residency
probabilityhas beemeducel in different laaS cloud sizes apdpulationdensitiesn
four PAs. However, one major observation is that there is no oveeatl parameter
settings oiPAfor redugng coresidency probability.
This particular finding is relevant particularly to laaS cloud providgms.finding
demonstrates that the impact onresidency probability should become an important
factor inthe choice of the paraneesO sétigs andPAs for laaS cloudsin aspect that
was not previously present in theailable literature
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Cloud Size

Cloud Population Density

Reducing the Co-
residency Small Large Low High
Probability (<5000 (55000 hosts) (user arrival | (user arrival
hosts) rate <3) rate >3)
First Fit,
Reducing the Power Save NextFit, First Fit, Power Save
ccp (marginally Random
bette)

Increasing the
HFL

Next Fit, Random(preference
to Next Fit amumber of hosts

increase)

Next Fit, First Fit,

Random PowerSave

Reducing the CV

First Fit, PowerSave

(consistently at zero)

First Fit, Power Save

(consistently at zero)

Reducing the CA

Next Fit,
First Fit, Random
PowerSave | (convergeo
(consistently | First Fit and

low at Power Save ag

<0.001) number of

hosts increase

First Fit, Power Save(nearly
zerobut marginally lower than
Next Fit and Randorhy less

than 0003).

Table 5.17 The best parameters’ settings in four PAs to reduce the co-residency

probability

¥ In general, Next Fit and Random have a better tendency to hinder co-

residency in IaaS clouds.

By comparing thd®As at differenhumber of hosts, the probabilitywith 95%

confidence intervalghat a given VM experiences at least anlgitraryco-residency

hit is betweer0.314to 0.444in Next Fit. This iscompared t®.458 t00.544in

Random{0.843 to 0.846n First Fit andd.838to 0.841in PowerSave One possible

explanation of why Next Fit and Random are betteedticng the ceresidery

probability isassociated with how they place VMs into hosts. That is, Next Fit and
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Randomtend todistributeVMs evenlyto asmanyhostsas possibleather than
packing them tightly otthe first available hosts as First Fit and Power Save do.
Therefore, VMs are less vulnerabletihe reception ofmany ceresiding VMs in Next
Fit and Random, as opposed to First Fit and Power Saation 4.Gliscusses in
detail the similarity between Next Fit and Randonterms of how they place VMs.
One can argue thatsing aPAthat hinders attackers from achievingresidency can
be acleveractionthat laaS cloud provider magketo reducethe avenue foside
channel attackd his finding corroborates the ideas[@9], whorecommendethat
securing againgtide channehttackscan be achieved via disabling-residencythat
is eachVM runs in its dedicated host.

¥ For larger IaaS clouds, co-residency probability can be effectively reduced,

and even eliminated, by using Next Fit.
The findings in Section 5.3 showed thatthe number of hosexceed25000 hosts,
the use ofNext Fit as @A eliminatal the Coresidency Coverage ProbabilBCP
andCo-residency ActivityCA. The most likely cause of this that the frequency, at
which a given VMu receives a coesidency hitvhen Next Fit is used, is proportional
to the number of hosts. That is, oncis placed in a host, Next Fit selects for the
next placement aftedgcing a VM inall hosts. Therefore, this findirguggestshat
using Next Fit in largelaaS cloudgwith alarger numbeof hosts)can be useful for

reducing, aneven eliminating, the probabilityf co-residency

¥ VM co-residency probability is dependent on the number of hosts, where
IaaS clouds with a higher number of hosts are less likely to exhibit co-
residency.

This finding suggests thatMs hosted in laaS clouds that haargernumber of

hosts are likely to bsaferfrom co-residencycompared to laaS clouds witsmaller

number of hostsRegardless of theA, the disproportionateffect thatthe rumber of

hostshadonthe caresidency metricéseeFigure5.2, Figure5.5 andFigureb5.8)

provided convincing evidence to pport tis finding

One practical application of this finding is for cloud usersamparehe potential

co-residencyprobability at differentlaaSclouds, depending othe number of hosis

each cloudOn the basis of thereviousevidence, it seems fair to suggest thagting
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sensitive data and applicationd&aS clouds that have mdnestscan be an effective
practiceto reducethe probability of experiencing e@sidencyhits. Such actiortan
reduce the attack surfater side channel attacks. One exception to this
recommendation is th#tte Co-residency Vacancg€V was shown to increases the
number of hosts increases under Next Fit and RarkRisnHowever, the existence
of aCVduring a VMOs lifetime is considered to be a necessary, but not sufficient,
condition for an attacker to achieve-@sidency with a given VNsee Section 3.4.3)
In addition,laaS cloud providemnight consideradding more hosigs a measure to
hinderco-residencyHowever, his suggests the existenceadradeoff between
reducing costéi.e. not investing in new hostahdincreasing security (i.eeduagng
co-residencyprobability).

¥ The Influence Evaluation Strategy was efficient in identifying the most
influential parameters on the co-residency metrics.
With regards to théinfluence Evaluation Stratedfection 4.3.2), one of the
limitations of using Avay Fractional Famrial experimentationts thatthe effect of
each parametavas measuredt two levels only. Therefore, there was no guarantee
thatthere will be no outliers between these two leaslshe presence of such outliers
might impact the strategyOs evaluation of the parameters.€fféstamitation was
addressed in this chapter by examinimg most influential parameteat more levels.
The results in Section 5.3.5 shedthatthere were strong linear correlatidmstween
the influential parameteandthe ceresidency meics. This linea correlation
suggests that outliers did naotpacttheability of thelnfluence Evaluation Stratedy
identify the mostnfluential parameters.

5.5 Summary

Using theVMC simulator as a testbedhetfour most influential parameterdentified in

Chapter 4vereused in ontrolled experiments this chapterTheseexperimentaimed to

explorehow the most influential pararneesO sétigs in fourPAs could positively and

negatively affect theo-residency metricdn order to achievénis aim, these experiments

estimated the ceesidency metrice four PAs under awide range of likely settings for

publicly accessible laaS clouds (Section 5.2)

10t



Next, PearsoBs correlation analy$ist] has beemppliedto study the correlation between
these parameters and theresidency metricsThis analysis helpeith identifying the
paraméersO satigs that were able teducethe coresidency probability in eadPA (see
Table5.17).

Based on this finding, Section 5.4 presewslence tha¥Ms hostedm laaS clouds witla
higher number of hosts are less likely to exhsbitesidency. Furtheysing Next Fitn
larger laaS cloudsas been shown teduceeffectively, and even eliminat¢he coresidency
probability. In addition, the fouPAs have been compared in their abilityeducethe co
residency probability. For instandéMs in laaS clouds thatse Next Fit or Random are
found to bemoreresilient againsteceivingco-resident VMs compared to when First Fit or
Power Savare usedBy comparing thd®As at different number of hosts, the probability
(with 95% confidence intervalghat a given VM experiences at least one artyitca-
residency hit is betweeh314to 0.444in Next Fit. This is compared td.458 t00.544in
Random.843 to 0.846 in First Fit and 0.838 to 0.84 PowerSave

This chapter focuseoh redudng the ceresidency probabilityi.e. the chancéhat a VM
experiences an arbitracp-residency hit). In contrastChapter Gestimateshe malicious ce
residency probabilityi.e. the chancehat a VM experiences a maliciousi@sidency hit)
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Chapter 6

Analytical Estimation of Malicious Co-residency Probability

6.1 Introduction

Chapter 3lefines fourco-residencymetricsthatestimateprobabilities related too-residency
hits fromarbitrary VMs(i.e. hits frommalicious andhonestvMs). Chapter 4quantifiedthe
influence of cloud parameters on theresidency metricthenidentifiesthe most influential
parameters andRarameter interactior(ge. thesecondesearch questn). Next, Chapter 5
answeredhe third research question gmebvides simulation estimate$the coresidency
metrics These estimatdwelpedto find the besparameter settinghatreducethe probability
of receivinghonest and malicious aesidentvVMs in four PAs. On the other handhis
chapteris concerned witlestimating therobability that a new coesiding VMbelongs to an
attacker(i.e. malicious ceresidencyprobability) with the coexistence of ddrent
populations of attackers

Two malicious ceresidency metricare defined t@stimate probabilities related to malicious
co-residency(i.e. thefourthreseach question)Theseprobabilitiesarethe probability that a
VM ureceives a malicious hit and for how long it remains free from maliciousThis.
malicious ceresidency metrics take into accotim¢ Obiggest unknownO in &teackmodel:
the ratio of alackers VMs, noted to ds which can take any value between 0 arjgek
Section 3.2)Unlike the ceresidency metricshts very wide range of possibialues oft
presents a challenge using theVMC simulator to estimatthe malicious ceresidency
metrics (see Section 1.5)nsteadthis Chapterprovides approximate analytical estimatef
themalicious ceresidency metricthat take into accountThes estimatearederivedto
exploreall likely valuesof ! easily, an attempthatsimulationand timelimitations did not
allow. These estimateare therused to determinanalytically, with the coexistence of
attacking VMs, the befAs thatreducethe probability thad new ceresiding VM belongs to
an attacker

To validate thesanaltical approximatios, the VMC simulatoris used to estimate the
malicious ceresidency metricander a specifit valueusingFirst Fit, Next Fit, Power Save
and Random.



Theremaindeiof this dhapteris organized as follow3 he next sectioderivesapproximate
analytical estimateof two malicious ceresidency metricthattake! into accountSection

6.3 defineshow the proposed analytical approximation is validated using M@ simulator
Further, Section 6.describes thexperimen® settingsFinally, the findings are presented in
Section6.4 and discussed ineBtion6.5.

6.2 Malicious Co-residency Metrics

As pointed out in Chapter 1, the risk of side channel attacks is magnified by the occurrence
of malicious ceresidency hits only. Theecond hypothesis of this thestates for a given
VM, there is a notzero probability that a new aesiding VM belongs to an attacker for any
of the fourPAs considere@While the previousco-residencymetrics(i.e. CCP, HFL,CV
andCA) addreszo-residency hitgausedy arbitrary VMs theydo not distinguishetween
malicious hitoriginated byattackersandhonesthits. Thereforethis sectiordefinestwo
malicious ceresidency metrick estimate probabilities related to maliciousresidency

hits. Theseprobabilitiesare(1) the probability that a VM receives a malicious hit arfd)

for how much time it remains free from malicious hits.

Based on theystem andttack moded (seeSection 3.2)this section deriveapproximate
analytical estimatesf the malicious caesidency metricthat takel into account.

It will be necessary tnote thabefore proceeding tdefine the malicious ceesidency
metrics,analytical approximations in this chapter are mainly based dargibilitytheory.

In particular,P(x) is used as a notation for probability (IR€x) reads as the probabilityf ®).

In addition,the symbol "|'is used in conjunction witR(X) to denotea conditional

probability (e.gP(xly) means probability ofx givenconditiony"). Furtherthe notatiorP(A
and B)is interpreted aB(A)* P(B|A). In addition,the symbol (x) is used to refer ten
estimated value of variable

6.2.1 Preliminary Definitions
In addition to the definitions set forth @hapter 3,te following are important definitions
related to the malicious e@sidency metricestimations

Expected Number of Hits ['!1 11 | 11
For a given VMu thatreceives at least one hiQ), the!" ! I | 11 calculateghe total
number ofhonest and malicious hitsatu experiencedn addition,! (! ! K!|! ! !l isthe

10¢



probability thatu receiveK hits, gven that it receives at least one Fitirther,! | isthe
number of VMs that experiencé&dhits and! , - is thetotal number of VMgshat experienced
at least one hitAccordingly, theexpectechumber of its 11 11 I 11 can bederivedas

follows:

NIRTE RN Z! rr¢r oK

rap ot !Z! 'I'—'
Sy

FQ k! 1! '!—!Z! DL 1y

|

Expected K™ Lifetime Ratio ['! L, !

For a given VMu, the expected K" lifetime ratio!! | ,can be derived using texpected

number of hitd (! |! | 1) as follows (!, as the number of VMs that experienced K hits):

NI !—!Z | L, 1$KS T )

The above can be useddalculatethe expectedifetime ratios up to th& (! |1 1 1)™ hit

(Figure3.2). The! v 111y 1, lifetime ratio, which represents the portion of the lifetime

between thé (! |! ! 1)™ hit and the time at which a VM end=sn bederived as follows:

EQ)

T ey =111 Z Qo
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6.2.2 Analytical Estimation of the Malicious Co-residency Metrics

Having defined a, T (! |! 1 1) and I'!1, I, the next sections define the malicious co-
residency metrics and show how their estimates are derived using an analytical

approximation.

6.2.2.1 Malicious Co-residency Probability (MCP)

TheMalicious Caoresidency ProbabilitiMCP is the probabilitythat ax honestvM u
encounters analiciousco-residencyhit at least oncéuring its lifdime. The estimation of
MCP extends th€o-residency Coverage ProbabilBCP metric(see Section 3.4.1yUnlike
the CCP, the MCP focuses omalicious ceresidency hits (caused by malicious VMs only),
whereas the CCP considers both maliciss andhonestco-residency hits.

With the use of th€CP,! and! (! |! ! 1), Probability theoryis applied to derivan

estimateapproximatiorof the MCP for a given VMu:

I CCP! andT (11D Do <IL,o<! <UandT (1) 1)>1:
rrerg | = P(at least 1 hitAND at least 1 hit is malicious | number of hits>0)
=P (k>0) * P(at least 1 hit is maliciousK >0)

= CCP * (1DP (all hits arehonest k >0))

At this point, an approximation is introduced to MéP'estimatethat involves assuming
that every VM, that is hit at least once, is hit exatilk|! ! !) times(wherel (I |! ¥ 1)
will berounded down to the nearest intéger

"CCP* (1BP (all" (! |' > !)hits arehones))

"CCP*(AD(P (! ishonest*...*P (! e is hones} *
P ("rqpiryishonesy)
" CCP * (1-P (hit is nonmalicioug" ¢ I' 1)

" CCP * (1- (1-! |kl D)
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Therefoe, the Malicious Caresidency ProbabilitiICP estimate can be approximatasl

follows:

Tig 1= CCP*(1- (11" D)  g<Timg 1<

TheMCP can reach its maximum value whewvery VM in the cloud will certainly Isall of

its k co-residencyhits asmalicious In this particular cas¢éhe MCP becomes the same the
CCPvalue This scenariccan manifest itself when all other VMs in the cloud are malicious
VMs (i.e.the attackdB VM requests rati¢ equals onge However, this requires an attacker
to originate and contralll the VMs in the cloud in order to achieve@sidency hits with
target VMs. In contrast, th®ICP can reach its minimum value (i.e. zero) wismery VM in
the cloud will certainly have all of itsco-residencyhits ashonest This can be the case
whenthe attacke® VM requests rati¢ is zera Another scenario in which théCP can

reach zero is when each VM ends up running solely in its own physical host (i.e. in this case
CCPequalszerg. This scenario is suggested 9] to disablethe risk ofside channel

attacks However, this require$ie custometo pay for the opportunity cost of undetilizing
the hostsO resources due to not sharing them with other clougsesedsction 2.3.3.1)

6.2.2.2 Attacker-free Lifetime Ratio (4FL)

For a giverVM u, the Attackerfree Lifetime RatiocAFL is the sum of the lifetime ratios
(Figure3.2) whereu is free of malicious coesidency hits. Aifetime ratio! , is considered
to be attackefree when thek-1™ hit and all previous hits afgonest

Unlike theHit-free Lifetime RatidHFL metric(see Section 3.4.2he AFL calculates the
attackesfree lifetime ratio from the momeWM u is launched until iexperiences the first
malicious hit On the other hand, theFL calculateghe lifetimeratio from the momenti is
launched until it experiences the filst; regardless of whether the first hitmsaliciousor
honestThe!"# |, for aVM u that experiences at least oneresidency hitk>0) can be

estimatedusng simulation for exampleas follows:

The following is ampproximateanalyticalestimateof the AFL thatextends th&€ CP metric
fCCPIL, (L DandltH, ottt o 11, @t >)$ando Mo, 1i:
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"("# )= (AFL | no hit) + (AFL | at least 1 hit and all hits ah®nes}

(AFL when u receives no HitP( no hit) + (AFL| k>0 and all hits are hones}

1* (1-CCP) + (AFL |k>0 and allhits are hones}

(1-CCP) + Pk>0) * (AFL | all are honesthits)

= (1-CCP) + CCP * (AFL | all areéhonesthits)

At this point, approximations are introduced that involve assuming that ekénytkat is
hit at least onces hit exactlyE(! |! ! 1) timeswherel (! |! | 0) will alwaysberounded

down to the nearest integéys a resultu hasatotal of [ (I |! | 1)+1 lifetime ratios

CEON e oM M e pson

" (1-CCP) + CCP * (AFL |alll (! |! I !)lhitsare honest)

" (1-CCP) + CCP * ( (!, )+ E'L, ' I", Inon-malicious) +I I, 1 I"# .. , non-malicious) +
E+ U (eapon !y rq 1y nonmalicious))

" (1-CCP)+CCP*((!,)! "' () *P(!!", nonmalicious) +
Ty * PO ", nonmalicious)* P( ", Inon-malicious) +!"I"I4"'
CCorq o) *PO M 0o o 1) nonmalicious))

" (I-CCPY+CCP*((1)! raprurrrrrrayrmrrtt +. +

N T LR A B O | N (P R I I A N R R !

Therefor, the AFL estimate can be approximatasi follows:

[NGRIREDIN
r(!"# yr-¢orommoyromm Z [!A(!!)*(! ! !)!”]!!!!!!!! Il !r(!"# yrm

TheAFL can reach its maximum valwéhen there are no attackers in the laaS c(oadthe
attackers VMrequests ratio Is zerg. Thisactioncan result in a situation wheegery VM
in the cloud will have all of itk hitsashonestIn contrast, thé&FL can reach its minimum

value (i.e HFL or zerg when everynew VM request in the cloud is malicious (tlee
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attackers VMrequests ratio Is ong. As mentioned in the previous section, this requires the
attacker to originate and contl theVVMs in the cloud in order to achieve malicious co

hits with target VMs. Another possible scenario whereAtike can reach its minimum value

is possible. For instanceshen every sequence of newly created VMSs tends to be placed
the same physical host until thest becomes full (i.e. no space for new VMS)is scenario

is shownby [79] to be very dependent on tR& that is used by the cloud provider

6.3 Method

Section6.2 derivedapproximateanalyticalestimationof the malicious caesidencymetrics
in orderto easily examinall likely valuesof ! values (the ratios of attackers VMs requests).
A comparison was made widxperimental estimates obtained ussngulationto validate
theseanal/tical estimatesThe VMC simulatorwasused to estimate thdCP andAFL with #
set t00.10in a variety oflaaS clouds settings (i.e. differéxtimber ofHosts(X2) andUser$
Arrival Rates(X4)). Thesesimulationestimates can hetp determine how gooithe
malicious ceresidency metrics analytical approximatiamns.

Based on the description in@ens6.2.2.1 and 6.2.2, the analyticakstimate®f MCP and
AFL werecalculatedusingthe simulationestimategTable6.1 andTable6.2): (1) theCo-
residency Coverage Percentdgd!" ), (2) number of hitd (! [! | 1) and(3) life ratios

I"(1,). Theseestimates werealculatedduringthe simulatiorexperimentsn this chapter

Placement r(u-- ) r(l 1D r(u ) r(l ) r(l ) r(l ) r(u )
First Fit 0.851 4.796 0.113 | 0.241 | 0.137 |0.109 0.400
Next Fit 0.394 3.033 0.729 | 0.103 | 0.034 |0.134 --
Power

0.851 4.705 0.110 | 0.230 | 0.132 |0.108 0.420
Save
Random 0.537 3.090 0.363 [ 0.348 | 0.098 | 0.191

Table 6.1 Important estimates obtained by the VM C simulator with Number of Hosts
(X2) varying between 1000-30000
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Placement r(u-- ) r(l 1D r(u ) r(l ) r(l ) r(l ) r(u )
First Fit 0.815 4.098 0.127 | 0.293 | 0.126 | 0.093 0.361
Next Fit 0.848 3.363 0.327 | 0.257 | 0.153 | 0.263
Power

0.811 4.103 0.132 { 0.288 | 0.125 | 0.095 0.360
Save
Random 0.842 3.753 0.262 | 0.250 | 0.156 | 0.331

Table 6.2 Important estimates obtained by the VMC simulator with Users’ Arrival
Rate (X4) varying between 2-5

On the other handhe VMC simulator estimatethe malicious caesidency metricfor a
certain# as follows:

¥ Malicious Co-residency Probability MCP:
Let n be thetotal number of created VMs in the cloadd! | -y y4g0ese: IS thetotal
number of VMs that experienced at least one malicioyshieih theMCP wasestimated

using simulation as follows:

g wrasonse(

MCP'!

¥ Average Attacker-free Lifetime Ratio AFL:
Let! . be thetotal number of VMghat experienced at least one (ki#0), then theAFL

wasestimated using simulation as follows:

Wy

|
g | !"'—!!Z!"# ST RN

With ! of 0. 10, a total of 80 simulatioestimates of thiICP andAFL were obtained under
different numbes of hosts and thasersO aval rates Table6.3), while keeping the
remaining parameters constanable5.2). Then, the average of these esifieswas
compared with the metricsO analytical prediatinaer First Fit, Next Fit, Power Save and

Randomin Section 6.4.1
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Number of Hosts (X2) | Users’ Arrival Rates (X4)
1000 2
10000 3
15000 4
30000 5
Table 6.3 The parameters levels used in the VMC simulator to estimate the MCP and
AFL

6.3.1 Analytical Estimation Accuracy

In approximationtheory[80], the predicted valuesanoften be overestimatioor
underesmationof theactual measurementd his can result from the fatttatan
approximation cannot include all tbarametershatrepresenthe predctedrealty. Thus
this thesialculates thpercentagelifferenceto quantifythis amount of error between the
approximateanalyticalestimatesnd thesimulation estimated§ he percentagelifferencecan

be obtained as follows:

M#ES%&'# N"H#E%&H! | 1"#3%&™() N"#$%&H!
'II 0 1 ' I ' |IIII
Percentage "##3$%$&'$ ! ! HS%E" () T HIYEH] Il

Approximation theorgtateghatan acceptednalytical estimatdepends othe type of
applicationandthe sensitivityof the predicted valud80]. For the convenience of this
experimentananalytical estimateiill be considered acceptabldtifhas goercentage

differenceupto £15%

6.4 Findings
This section outlinethefindings concerning the analyticastimationvalidation as well as
an analysis of maliciouseresidencyprobabilities under different attackeegios !.

6.4.1 Analytical Estimation Validation

With an attacker ratio bf 0.10,and undedifferentnumber of hostandusersO aval rates
thefollowing (Table6.4, Table6.5, Table6.6 andTable6.7) show heanalyticalestimates
thesimulaton estimates ahthe correspondingercentagéelifferencefor both theMCP and
AFL in four PAs.
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Placement E("# ) T ) Percentage
Algorithms Analytical estimate Simulation estimate Difference
First Fit 0.3377 0.2554 32.22%
Next Fit 0.1077 0.1056 2.00%
Power Save 0.3328 0.2774 19.95%

Random 0.1492 0.1679 -11.13%

Table 6.4 Percentage differences of the MCP estimates with an a of 0.10 as Number of
Hosts (X2) varies between 1000-30000

Placement T ) NG Percentage
Algorithms Analytical estimate Simulation estimate Difference
First Fit 0.2857 0.2846 0.39%
Next Fit 0.2528 0.2828 -10.58%
Power Save 0.2845 0.2877 -1.12%

Random 0.2749 0.2895 -5.06%

Table 6.5 Percentage differences of the MCP estimates with an a of 0.10 as Users’
Arrival Rate (X4) varies between 2-5
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Placement " (AFL) E("# ) Percentage
Algorithms Analytical estimate Simulation estimate Difference
First Fit 0.797 0.826 -3.53%
Next Fit 0.979 0.945 3.51%
Power Save 0.795 0.824 -3.61%

Random 0.943 0.929 1.46%

Table 6.6 Percentage differences of the 4AFL estimates with an a of 0.10 as Number of
Hosts (X2) varies between 1000-30000

Placement T ) T ) Percentage
Algorithms Analytical estimate Simulation estimate Difference
First Fit 0.833 0.842 -1.10%
Next Fit 0.887 0.902 -1.74%
Power Save 0.834 0.841 -0.91%

Random 0.863 0.885 -2.58%

Table 6.7 Percentage differences of the AFL estimates with an a of 0.10 as Users’
Arrival Rate (X4) varies between 2-5

The previougables showdanagreemenbetweerthe analyticalestimatesandthe

simulation estimateacrossall PAswith an ! of 0.1Q About75% and 100%of theobtained

analyticalestimate®f theMCP andAFL, respectivelyhadpercentage differencésss than

15%.Moreover the meanpercentagelifferencesare10.31% and 2.31%or the MCP and

AFL, respectivelyOn the other handheMCP was overestimatei First Fit and Power

Saveas shown in thpercentagelifferencethatincreased to levels that were ftefined as

not being adequate (Section @)3Appendix Eoutlines, in detailthe VMC simulatorOs




estimates of the malicious tesidency retricsunder different numbsiof hosts andisersO
arrival rateswith ! set to 010in four PAs.

6.4.2 Malicious Co-residency Metrics as Attackers Ratio a Varies

This section presents the approximatalgticalestimationof theMCP andAFL under
different ! values where these analytical estimates were calculated usirsgnléation
estimategrom Table6.1 andTable6.2.

Table6.8 shows theanalyticalestimate®f theMCP under different values

As Figure®6.1 illustrates the relationship between tMCP andthe attackel®/M requests
ratio ! depends on thesedPA When0.1or less! is present in the laaS clopthe expected
MCP for First Fit, Next Fit, Power Save and Randare very closeHowever, when is
greater than 0,Next Fitand Randonsignificantly outperform(in reducing theViCP) the
rest of thePAs.

In addition,Next Fit outperforms (in reducing tiMCP) the rest of th&As for all amourd
of I. Surprisingly, everwith attackeréVM requests rati@f 0.99 Next Fit was able to limit

the probability of malicious coesidency tmnly 0.394.
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MCP estimate using analytical prediction

a First Fit Next Fit Power Save Random

0 0 0 0 0
0.000000001 | 4.08xx!" ' 1.195!" ' 4.004!" ! 1.65%!" '
0.0000001 4.08x!" ! 1.195!" ' 4.004!" ! 1.65%!" '
0.000001 4.08x!" ! 1.195!" ' 4.004!" ! 1.65%!"
0.00001 4.08x!" ! 1.195!" ' 4.004!" ! 1.65%!" '
0.0001 0.000408 0.000119 0.000400 0.000166
0.001 0.0041 0.00119 0.00400 0.00166
0.01 0.0400 0.01183 0.03930 0.01642
0.1 0.3376 0.10777 0.33263 0.14922
0.2 0.5592 0.19375 0.55317 0.26752
0.3 0.6972 0.26044 0.69210 0.35863
0.4 0.7776 0.31032 0.77406 0.42622
0.5 0.8204 0.34586 0.81837 0.47393
0.6 0.8405 0.36954 0.83958 0.50535
0.7 0.8484 0.38378 0.84805 0.52399
0.8 0.8506 0.39101 0.85056 0.53328
0.9 0.8510 0.39363 0.85098 0.53656
0.99 0.8510 0.39400 0.85100 0.53700

Table 6.8 MCP estimates using analytical prediction as a varies




MCP analytical estimate
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Figure 6.1 Variation of MCP with attackers’ VM requests ratio a

Moreover,Table6.9 shows theAnalytical estimate®f the AFL (theexpected AttackeFree
Lifetime ratio of a given VM)acrosdifferent! values

Similar to theMCP, Figure6.2 illustratesthatthe relationship between tiAd-L andthe
attackeréVM requests ratio Hepends on thesedPA. WhenO.1or less! is available, the
expectedAFL for First Fit, Next Fit, Power Save and Randara very closeHowever, when
I is greater than 0,INext Fitand Randonsignificantly outperform(in increasinghe AFL)
the rest othe PAs.

In addition,Next Fit outperforms (imcreasinghe AFL) the rest of th&As for all amourd
of I. Evenwith attackeréVM requests ratio of 0.99, Next Fit was ablgtolongthe

lifetime ratioat which a given VM isafefrom malicious hitdo 0.894
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AFL using analytical prediction

a First Fit Next Fit Power Save | Random
0 1.000 1.000 1.000 1.000
0.000000001 | 1.000 1.000 1.000 1.000
0.0000001 1.000 1.000 1.000 1.000
0.000001 1.000 1.000 1.000 1.000
0.00001 1.000 1.000 1.000 1.000
0.0001 1.000 1.000 1.000 1.000
0.001 0.998 1.000 0.998 0.999
0.01 0.977 0.998 0.977 0.994
0.1 0.797 0.979 0.794 0.943
0.2 0.648 0.961 0.643 0.893
0.3 0.539 0.946 0.533 0.849
0.4 0.460 0.934 0.453 0.810
0.5 0.401 0.923 0.394 0.777
0.6 0.356 0.915 0.350 0.747
0.7 0.321 0.908 0.315 0.721
0.8 0.292 0.902 0.287 0.698
0.9 0.267 0.897 0.263 0.677
0.99 0.247 0.894 0.245 0.660

Table 6.9 AFL estimates using analytical prediction as a varies
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AFL analytical estimate
<--¥» FIRST FIT Next Fit @= ==®Power Save Random
A#" Y% =
"#5"% X
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Figure 6.2 Variation of AFL with attackers’ VM requests ratio a

6.5 Discussion

Given that attackerare present in a given laaS cloud (V&1s requests ratib is greater
than zero)the findngs in this chaptefTable6.8 andTable6.9) validated the second
research hypothesi$his hypothesistatesdor a given VM, there is a nazero probability
that a new caesiding VM belongs to an attacker for any of the f@as considere@The
findings also providedseful insightdo answer théourth research queisin that statesfor a
given VM, what is the probability that a new-gesiding VM belongs to an attacker
Further, the results illustrabt®w themaliciousco-residencyprobability varies irvarious
populations of attacker VMs

It is important teemphasize that the following discussion andatusions are only valid
within the range of data collectedder the followingPAs: First Fit,Next Fit,Power Save
andRandom

The key findings in this chapter are:
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¥ The approximate analytical estimates of the malicious co-residency metrics are
acceptable over any given proportion of malicious users.
Theresults in(Table6.4, Table6.5, Table6.6 andTable6.7) show the analytical
estimates, the simulation estimates and the correspopeéingntagelifferences
About 75% and 100%of theobtained analytical estimate§theMCP andAFL,
respectivelyhadpercentage differencésss than 15%n the fourPAs. Moreover the
meanpercentagelifferencesare 10.31% and 2.31% ftre MCP andAFL,
respectivelyOn the other hand, thHdCP was overestimated ifirst Fit and Power
Saveas shown in thpercentagelifferencethatincreased to levels that were pre
defined as not being adequate (Section. &8)these results shovine aralytical
estimationof the malicious caesidency metricagreel with the experimental
estimate(i.e. using th&/MC simulator). Thusthis findingallows the conclusiorthat
theanalyticalestimation derived in this chaptesn become very useful festimating
the probability of amattacker successfully e@sidingwith a given VMunder anyx
value
There can be several useful applications of the proposed anabgiication For
laaS cloudoroviders the VMC simulatorcan be used tind the CCP metric and the
(1 ]k! 1) (Section 6.2) in order to obtaimanalyticalestimateof the malicious
co-residency metrics under amyvalue. Thisactioncan reveal valuable insights into
the laaS cloud under study and can be used to compare the malicresglency
occurrence mbabilities in different cloud setys, PAs and different attacker ratios.

¥ Under different proportion of malicious users, the right choice of PA can
hinder attackers from easily achieving malicious co-residency.
The findingsin Section 6.4.3uggesthat theusedPAis a primary factor in
determining the malicious e@sidency likelihood. However, the results showed that
there is no bed?Afor redueng the maliciousco-residency probabilityFor instance,
Next fit and Random were betternedudng thisprobabilitycompared to First Fit
and Power Sav&y comparing thd?As as! varies between 0 to 0.9%able6.8 and
Table6.9), the probabilitywith 95% confidence intervalshat an honest VM
encounters aaliciousco-residencyhit at least onceuring its lifedime (i.e. the MCP)
is betweerD.197 to 0.376n Next Fit, compared to 0.270 @514in Random0.490
to 0.862in First Fit and 0.487 t6.860in PowerSave One possible explanation of
12%



why Next Fit and Random are better@tudng the ceresidency probability was
presented in Section 5.4. The explanation suggests that Next Fit and Random tend tc
distribute VMsevenlyacrossas manyhosts as possiblather than packing them

tightly onthe first available hosts as First Fit and Power Save do. Therefore, VMs are
less vulnerable tthe reception omany ceresiding VMs in Next Fit and Random, as
opposed to First Fit and Power Save. Thus, this providderese that theight

choice ofPAs can hinder attackers from easily achieving maliciousesotdencyIn
addition, thisfinding correspondsvell with the conclusion made Bection5.4 that

the impact orco-residencyprobability should become an importdactor in the

choice ofPAsfor laaS clouds

Generating 40% of the VMs requests —by attackers- in a given IaaS cloud can
lead to a substantial increase in the chance of achieving malicious co-residency.
Thefindings in Section 6.4.2 suggektt attackers can effectively increase their
chance to achieve malicious-oesidency by originating no more than 40% of the
VMs requests in given laaS cloudThe resultsn (Table6.8) show that increasing
the attackeé® VMs request ratio from 0 to 0.4 caused a significant incieake
MCP. For instancethe MCP increasedrom O to reach about 0.77 in First Fit and
Power Save).31in Next Fit and 0.42 in Randorin addition,the analytical
estimationof the AFL provides valuable insights that can help the attacker to increase
the chance of achieving gesidency with a particular VM. For examplethe
attacker can timtéhe VM requests during a particular durationu®gifetime during
which u is expected not to be Hitee.

On the basis of the evidence currently available, it seems fair to suggest that
organized attackemsith plentiful resources (e.grganzation-sponsored att&ers)
can increase their chanceaafresidingwith victim VMs. This can be achieved
simply by requesting as many VMs as possibleer&fore it can be argued th#te
first line of defenceagainst malicious ceesidencyin laaScloudsis cloud provides
themselvesThis actionsupports the conclusions from Chapter 4 and 5 that laaS
cloud povidersmustconsiderselectinga PAthat hinders attackers from achieving
malicious ceresidencyln addition laaS cloud providers can use fireposed
analyticalegimationto experimentvith adifferent# in order to determine the range
of # ratios that is relatively acceptable to keepriadicious ceresidency pobability
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at its minimum.The provides can set the maximum number of VMs that a user can
createusingthis knowledgeAmazon EC2 limits the number of concurrent VMs a
user can create in a single individual account to 20 Y&8YIs

6.6 Summary

The rik of side channel attacks is magnifieormouslyif an honest VM is caesided by an
attacke®VM. Therefore, this chapter investigated estimating the probability that the next co
residing VMbelongs to an attackére. themalicious ceresidency probabtly). This
estimationwasanattemptto answer the fourth research question foea given VM, what

is the probability that a new gesiding VM belongs to an attackerhis chapterdefined

two metrics (i.e. théACP andAFL) that describ@robabilities related tmalicious ce
residencyandtake into account thattackers VMs requests ratio This thesis is the first to
derive twoanalytical estimates girobabilities related tmalicious ceresidencyin Section

6.2

Then, analytical estiates of th&éICP andAFL have been compared wigxperimental
estimats (i.e. using the&/MC simulator) in fourPAs underan ! value of 0.10. Tieresults in
(Table6.4, Table6.5, Table6.6 andTable6.7) show the analytical estimates, the simulation
estimates and the correspondpeycentagelifferencesin four PAs. About 75% and 100%of
theobtained analytical estimatestheMCP andAFL, respectivelyhadpercentage
differencedess than 15%n the fourPAs. Moreover the mearpercentagéelifferencesare
10.31% and 2.31% fahe MCP andAFL, respectivelyOn the other hand, thdCP was
overestimated ifrirst Fit and Power Sawas shown in thpercentagelifferencethat
increased to levels that were ftefined as not being adequate (Section. d.Bg¢reforethe
derived analytal estimatesvere shown to agreeith the experimental estimata the four
PAsin Section 6.4.1.

Further, Section 6.4.2 used tt@culatedanalytical estimates to compare First Fit, Next Fit,
Power Save and Randaywer a wide range af values By comparing thd°As as! varies
between 0 to 0.99Table6.8 andTable6.9), the probability(with 95% confidence intervals)
that an honest VNI encounters analiciousco-residencyhit at least oncéuring its lifdime
(i.e.theMCP) is betweerD.197 to 0.37@n Next Fit, compared t6.270 t00.514in Random,
0.490to 0.862in First Fit andd.487 t00.860in PowerSave These resultseento bein
favourof the secondesearchhypothesighat states Othere is a a0 probabilitythata

new ceresidingVM belongs to an attackén all PAs.O
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Thus,the aforementionefindingsdemonstratethat VMs hosted in laaS clouds that use
Next Fit or Random aress likely to receive coesident attacker VMsompared to when
First Fit orPower Savare usedThefindings alsosuggesthatthe right choice oPAs can
reducethe probability ofbeing ceresided by attackers VIMe/hich canreduce the attack
surface for side channel attacktbwever,an interesting findingn Section 6.4.2hows that a
sharp rise in the latter probability is possible if attackers maoageyinateno more than
40% of the VMs requests in a given laaS cloud.
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Chapter 7

Summary and Conclusions

Because coesidency is necessary first step to laumapside channel attackthis
motivatedthis thesigo look intounderstandinghe co-residencyprobability. As set forth in
Section 1.2thisthesisaimsto analyse and quantify the influence of cloud paramésech
asthenumber of host andsers)onthe ®-residencyprobabilityunder four commonly used
PAs. ThesePAs areFirst Fit, Next Fit, Powefaveand RandomByYy doing so, this thesisas
ableto identifythe influentialparameterGsettingsthatreducethe co-residency probabilityn
eachPA. Reducingthe attack surface for side channel attaskiherefore oneoutcome of
redudng theco-residency probability

This thesisachievedts aim through quantitative experimental simulation and analytical
prediction. Thisapproaclconsisted of four main steps:

(1) Characterizing the caoresidency occurrence behavior in 1aaS clouds using co
residency metric@Chapter 3)followed by

(2) Identifying the four most influential cloud parametessi¢h athe numberof hosts,
clusters and uséraffectingco-residencyprobabilityin four PAs. In order to do so,
Chapter 4 quantified the influence of multiple cloud parameters on trescency
probability. Then

(3) Simulation experimentation téind the best settingsf the most influential
parameterghatreducethe coresidency probabilityinderfour PAs (Chapter 5)
finishing with

(4) Analytical estimationwith the coexistence of differepbpulations ohttackersto
find the probability that a new a@siding VM belongs to an attack@haptero).
These estimates hegto identifythe besPAs thatreducethe aforementioned
probability.

The above stepsere posed as research questiarSection 1.3This chapterwill revisit the

research questionsummarizing the kefindingsandtheir implicationsgn Section7.1.



Section7.2 drawssome conclusions, followed by highlighting tiveitationsof this thesis in
Section?.3. Finally, Section7.4 proposs potentially fruitful avenues for future research.

7.1 Summary
There aréwo hypothesesetforwardin Section 1.3:
1. For a giverPA cloud parameters suchtage number of hostandusersdo not have
the same influence on the-oesidency probability in 1aaS clouds.
2. For a given VM, there is a nexero probabilitythata new ceresidingVM belongs to
an attackefor any of the fouPAs considered
An analysisof variance (ANOVA)testhas been applieih the simuléion estimates in
Section 4.3.4This allowsthe quantifyingof the influence of eight clougarameters and
parameters interactioms the ceresidency metrics under ealA (Section 4.5)This
guantification showed #t this influence variewith parameters, antherefore provided
evidence tsupportthe first hypothesis
Further, the findings in Chapter 6 are basedmanalytical estimation thaeems tdein
favour ofthe second hypothesiBheanalytical estimatiomn Section 6.4.2 compared the
probabilitythata new ceresidingVM belongs to an attacken four PAs over a wide range
of # (i.e. attacker®/Ms requests ratio)Given that attackers exist in the laaS cloud, the
analytical estimatiomesults show that there is a Rpero probabilitythata new ceresiding
VM belongs to an attackan all PAs.
The following is a briebummaryof thekey findingsunder each athe research questians

1. How to characterise the co-residency occurrence behavior in IaaS clouds?

Following the description of the system and attack models in SectiorGtZ;d
residency metrics characterizing theresidency ocauence behaviour in laaS clouds
have been successfully defined in Chapt&8d@ne of these characteristics include how
likely a given VMu will be coresided by another VM (i.e. theco-residency
probability), as well as how long does thisresidency take to occur.

These ceaesideny metrics were estimated using simulatiomt@ntifythe parametefs
influenceonthe coeresidency metrics. This quantification led dentifying the four most
influential parameterand interactionsn the co-residencymetrics(Chapter 4).

12¢



These estintas alsdelpedto find the besparameter settings thaducethe co
residency probabilityn four PAs (Chapter 5)

In addition, the caesidency metrics were used to der@ealytical estimates of
probabilities related to malicious-cesidencyChapter .

These metrics proved to be very usefuhinmswering the research questiocasd should
also be useful to further researchamrresidencyin laaS clouds.

2. For a given PA, what are the four most influential cloud parameters (such as the
number of hosts, clusters and users) affecting the co-residency probability?
Due tothe limited resourceand time this thesis focusesn thecloud parametershat
have the most influence on the-@sidency metricsTherefore, aInfluence Evaluation
Strategyhas beemtroduced(Section 4.3 This strategtatisticallyquantifiesthe
influence on the coesidency metrics across a variety of likely cloud patara® sétigs
in four commonly usedPAs. ThesePAs areFirst Fit, Next Fit, PoweBaveand Random
(Appendix A provides detailed description of thes®As). The strategias applied
Fractional Factoriadlesign(Appendix B)to obtain reducedizeexperimentgSection
4.3.3).Then thestrategyhas usedhe VMC simulator to run these experints to
estimatethe coresidency metrics across a variety of likely cloud patars® sétigsin
four PAs. Next,anAnalysis of variance (ANOVAjesthas been appliei the simulation
estimatesn Section 4.3.4As a resultthe strategypuccessfully identifiethe four most
influential parameters and parameters interacionthe ceresidency metrics under each
PA (Section 4.5).
One of he most importarfindingsin (Section 4.6) is thabut of many parameters that
definethelaaS clod environmentthe number of losts is the most influential pararaet
acrosghe fourPAs. The following are the four most influential parameters and two
parameter interactions on the-@sidency probability. Number of hosts, user arrival rate,
VM averagdifetime and maximum host utilization were the four most influential
parameters in First Fit and Power Save. The four most influential parameters in Next Fit
and Randomvere thenumber of hostgheinteraction of the nundy of clusters and VMs
per requesparameters, user arrival rate and the interaction of the numbleistdrs and
usersO arrival rate parameters
In addition, his thesis is thérst to compare fouPAs in terms of their impact on the-co
residencyprobabilityand toidentify that similaity exists between First Fit and Power
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Save as well as between Next Fit and Random.
Theproposednfluence Evaluation Strategy hoped tdelpresearchers to identitye
most influential parametem the ceresidencyprobability under differenPAs.

3. For a given PA, which parameter settings reduce the co-residency probability?

Using theVMC simulator as a testbedhetfour most influential parameterdentified in
Chapter 4vereused in ontrolled experiments Chapter 5. Theseamulation
experimentsreaimed to exploréow the most influential paraeesO setigs in four
PAs could positively and negatively affect the-residency metricdn order to achieve
this aim these experimentsstimatel the ceresidency metrics four PAsunder awide
range of likely settings fqoublicly accessible l1aaS clou(fSection 5.2)

Next, Pearso®s correlation analysias beemppliedto study the correlation between
theseparameters and the-tesidency metricsThis analysis helpeith identifying the
parameersO satigs that were able teducethe coresidency probabilityn eachPA (see
Table5.17). Based on this findingsection 5.4 presengvidence tha¥Ms hosted in laaS
clouds witha higher number of hosts are less likely to exhibiresidency.
Further,using Next Fitin largerlaaS cloud$ias been shown teduceeffectively, and
even eliminatethe coresidency probabilityin addition, the fouPAs have been
compared in their ability toeducethe coresidency probability. For instandéMs in
laaSclouds thatise Next Fit or Random are massilientto the reception ofo-resident

VMs compared to when First Fit ®ower Savare used

4. For a given VM, what is the probability that a new co-residing VM belongs to an
attacker?

The riskof side channel attacks is magnifieormouslyif an honest VM is coesided
by an attackerTherefore, this research question investigadellieng the probability that
the next ceresiding VMbelongs to an attackére. themalicious ceresidency
probability). Chapter 6 defined two metrics (i.e. P andAFL) that describe
probabilities related tmalicious ceresidencyand also taketo account thattacker®
VMs requests ratib. This thesis is the first to derive tvepproximate analytical
estimates oprobabilities related tmalicious ceresidencyin Section 6.2
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Then, aalytical estimatesf theMCP andAFL have been compared wigxperimental
estimats (i.e. using th&/MC simulator)in four PAs underan ! valueof 0.10. Theresults
in (Table6.4, Table6.5, Table6.6, andTable6.7) show the analytical estimates, the
simulation estimates and the correspondiegentagealifferencesAbout 75% and 100%
of theobtained analytical estimate§theMCP andAFL, respectivelyhadpercentage
differencedess than 15%n the fourPAs. Moreover the mearpercentagelifferencesare
10.31% and 2.31% fahe MCP andAFL, respectivelyOn the other hand, thdCP was
overestimated ifrirst Fit and Power Sawas shown in thpercentagelifferencethat
increased to levels that were ftefined as not being adequatedi®m 6.3) Therefore,
the derived analyticastimatesvere shown to agreeith the experimental estimat
Section 6.4.1.

Further,Section 6.4.2ised the derived analytical estimates to compast Fit, Next Fit,
Power Save and Randaywer a widerange 6 # values By comparing théAs as!

varies between 0 to 0.994ble6.8 andTable6.9), the probabilitywith 95% confidence
intervals)that an honest VM encounters analiciousco-residencyhit at least once
during its lifdime (i.e. the MCP) is betweer0.197 to 0.376n Next Fit, compared to
0.270 t00.514in Random.490to 0.862in First Fit and 0.487 t6.860in PowerSave
Thus, the aforementioned findingemonstratethat VMs hosted in 1aaS clouds that use
Next Fit or Random aress likely to receive coesident attacker VMsompared to when
First Fit orPower Savare usedThe findings alssuggesthat the right choice dPAs
canreducethe probability obeing ceresided by attacke@Ms, which carreduce the
attack surface for side channel atta¢kswever,an interesting findingn Section 6.4.2
shows that a sharp rise in the latprobabilityis possible if attackers manageanginate
no more than 40% of the VMs requests in a given laaS cloud.

7.2 Conclusion

With co-residencybeing inevitablen public laaSclouds, adverseconsequences side
channelsbroughtby co-residencyare shown to affect the VMs securitymulti-tenant
public laaSclouds. Because coesidencyis a necessary first step to laumghside channel
attacks this motivated thighesisto look into understandinghe coresidency probability
Based on the summary in the previous sectlun,thesisuccessfullyaccomplishedks aim
by analysingand quantifying the influence of clopérametersnthe o-residency
probabilityunder four commonlysedPAs. ThesePAs areFirst Fit, Next Fit, PoweBave
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and RandomOut of many parameters that defitieelaaS cloud environment, the number of
hostswasthe most influential paramatacross the folAs. In addition,the findings of this
thesisshed new lighon the conditions under which the-residencyprobability variesFor
instance, the coesidency probability has beshown todecrease as thmeumber of losts
increases imaaS clouds.

After identifying the most influential parametetisis thesis hademonstrate that
determiningand employing the appropriate paraensO sétigs in a giverPA can effectively
reducethe co-residencyprobabilityin public laaS cloudsTable5.17 lists the best
paraméersO sétigs in fourPAs thatreducel the co-residencyprobability.

Thework presented in this thesgsa plausible blueprintor l1aaS cloud provider® consider
co-residencyreductionas an important selection factor PAs andcloud settings (such as
the number of hostslReduang theresidencyprobability shouldcomplement the available
countermeasures to side channel attacks @e2tB.3)by reducing the attack surface for
side channel attacks.

The derived analyticastimatesnay also beiseful for laaS cloud providers and users for

estimating theo-residencyprobability in various laaS cloud settings dps.

7.3 Limitations

Since his work has been an exploratagnture into dittle-charterederritory, a number of
assumptions had to be madeanswer theesearclguestiors. Thereforethis thesis
inevitably has some limitations, the maginificantof which arediscussed in this section.
Analyzing and quantifying the influence of cloud parameters ondinesidencyprobability
has been based on an attack scenar&ection 3.2Theattack scenarimakes assumptions
about how an attaek places malicious VMsnd thereforg theanalysismay be invalidated
if these assumptions fail to hold. Given a victim \WWNMnd an attacker VM, one of the most
basic assumptions is thato-resides withu during the latterOs lifetime. This assumpi#o
supported byademonstratedo-residingtechnique(see Section 2.3.1.2that targespecific
and existing VMs in public laaS clouds, but may not hold for every typecbhique One
particulartype ofco-residingtechniquefor which it may not hold is when the attacker places
many replicas oYM vin random hosts hoping thetM u becomes coesident inalater

stage. Achieving coesidency using this technique might be possibl®rfganized attackers
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with plentiful resoures (e.g., orgamation-sponsored attackergjowever, thio-residing
technigudalls outside the scope tfis thesis Preventinghis techniquemay require the

laaS cloud provider to monitor and limit attackersO ability to reguast number of VMs.
Anotherfundamentahssumption made is thidie usedco-residingtechniquefollows an

attack model where an attacker relidimatelyon thePAOs decision when attempting te co
reside with victim VMs. Hencgehis thesisloesnot consider a situation wheae attacker is
an insider (e.g. a system administrator) who is capable of enforcing VM placement to co
reside with victim VMs. This type of attacwhich involves cloud insiders, is shown to be
feasible in the realvorld [81]. Therefore, the aforementioned limitations sugtiestithe
outcome of this thesis not applicable to all kinglof attacks.

It is important tae-emphasise the fact thed-residencyreductiondoes not prevent side

channels; it insteadimsto make ceresiding with VMs in publidaaS cloud more difficult.

7.4 Future Work

The possibility of employing the rigletoud paraméersO sétigsin four commonly use&®As
to reducethe coresidency probabilithhas been demonstrateuthis thesis Therefore,
severafuture directionsor research emergeor instanceanalysing and quantifying the
influenceof various cloud parameters on theresidency probability in moreAs.

In addition,the caresidency probability can be used as a useful benchmark for comparing
public 1aaS clouds based on how their cloud settamg® A reducethe co-residency
probability.

Anotherinteresting line ofesearclwould be to desigRAs thatreducethe co-residency
probabilityand also takento accounbther important aspects, such as performance and
energyconsumptionsThis kind ofPAs mightprove to be very useful in practio®.very
recent and promising attempt was made in this contejt@jyformalizing a securAthat
preventsa specific type oto-residency(see Section 3.3.4).

Moreover, an increasing numberpfblicationshavecomparedAs in several aspectSuch
aspects includeost reductionf37], [48], [49] andperformance and energpnsumptions
[40], [55], [58], [99] This thesis is thérst to compare fouPAs in terms of their impact on
the caresidency probability and identify thata similarity exists between First Fit and
PowerSave as well as between Next Fit and Randdimesefindingsopen an interesting

area for future research that involves comparing reéeein terms ohow much they are
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likely to reducethe coresidency probability.

Anotherinteresting line of resultsom the previou$As comparisorwould beto establish
lower and upper bounds on the traafebetween performance and resiliencedeaesidency
for eachPA Moreprecisely finding a lower bound on ea&?AOs performance and an upper
bound on the expectgutobability ofco-residency Thiswould be veryhelgiul, within the
context of this thesidp identify the cost of using eacRAto secure against sidhannel

attacls.
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Appendix A

VMC Simulator Implementation

A.1 Definition

This appendix describémw theVMC simulatorimplements the system modeid thefour
PAsused in thighesis (Section 3)2The following are important preliminadefinitions and
assumptions:

The rumberof clusters in the system modsldenoted as C

Each cluster is assigned a unique identifisuch thaD <i $ C

- Eachcluster has a number of hosts +
- Each host is assigned a unique identifisuch that 0 $$ +
- A host isavailableif it hasanavailabk space to accommodate a new VM
- A host isfull if it cannot accommodate a new VM
- A cluster isavailableif it contans at least one available host
- Acluster isfull if it does not contain any available host
- TheVMC simulator implements th&ystem modeds follows
o Clusters are ordered by their rdigiers from lowest to highest
o Hosts in cluster i are ordered by theirnd&ers from lowest to highest
o The lowest cluster/host refers to the cluster/host thie lowest identifier
number
In addition, the attackers VMs requests tatan be specified to théMC simulator in order
to estimate probabilities related to maliciousresidency (see Chapter 6).
Further, the/MC defines the following 36 input parameters to describe the systetal ino
this thesis (Tabl&.1):
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ID

Parameters

Description

1. Number of Clusters How many Clusters in the simulation

2. Number of Hosts of Typ#&1
How many Hosts of each type to be created |

3. | Number of Hosts of Typ#2 the simulation. Hosts will be distributed
randomly into clusters.

4. Number of Hosts of Typ#3

5. Number of Hosts of Typ#&4

6. Number of Hosts of Typ#&5

7. Max Utilization for Host TypeH 1
A Host is Full when the hosted VMs usage of

8. | Max Utilization for Host TypeH2 the host's resources (CPU, memory and storj
reaches the Max Host Utilization percentage.

9. Max Utilization for Host TypeH3

10. | Max Utilization for Host Typdi4

11. | Max Utilization for Host Typed5

12. | User€Arrival RateOf TypeUI

13. | User€Arrival RateOf Type U2 Average number of new users of each type t(
be created every time unit

14. | User€Arrival RateOf Type U3

15. | User€Arrival RateOf Type U4

16. | User€Arrival RateOf TypeUS

17. | Maximum Number of Users of Typel

18. | Maximum Number of Users of Typ&2 The maximum number of users that can run |
the simulated cloud simultaneously.

19. | Maximum Number of Users of Typ&3

20. | Maximum Number of Users of Typg4
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21. | Maximum Number of Users of Typg5s

22. | Max Parallel VMs olUserType Ul

23. | Max Parallel VMs olUserType U2 The maximum number of concurrent VMs a

single user can run.

24. | Max Parallel VMs olUserType U3

25. | Max Parallel VMs olUserType U4

26. | Max Parallel VMs olUserType U5

27. | X SMALL VM Average Lifdime How long a usergn average) holds his runninq

VM before terminating it (in time units)

28. | SMALL VM Average Lifdime

29. | MEDIUM VM Average Lifdime

30. | LARGE VM Average Lifdime

31. | X LARGE VM Average Lifdime

32. | VMs per User Request Rate for User TypE How many new VM(s) to be created in each

new VMs request (on average). The number

33. | VMs per User Request Rate for User Tyji2 VMs per request must be less than or equal 1

the Max Parallel VMs per User parameter.

34. | VMs per User Request Rate for User Typ®

35. | VMs per User Request Rate for User Type

36. | VMs per User Request Rate for User Tyj®e

Table A.1 The input parameters that define the VMC simulator.

In addition,the VMC produceghe simulation outputs imaVS Excel file that containfve
sheets in which each shows different statistical information. In addition, a log file is
generated which displays the details of all the simulations actions and ieveméextbased
format (Figure A.)L
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| (15) Clusters Created

(5000) Hosts Created: Types /

===>>> H1(265) H2(247) H3(504) H4(505) H5(3479)
(3600) Minutes Created

Simulator Started

In Minute (0):

Updating VMs Co-Location window time......uvuvsuun

Performing already scheduled actions on this minute

No scheduled actions found on this minute

E—

Created Users (3) - User Details:

User type: PU - User ID (@)

Action performed: ID (@) - User_ID (@) - Type (Create_VM) - VM Type: SMALL - VM_ID (@) Total of (2) VMs - Cluster ID (@) - Host ID (17)
Action performed: ID (@) - User_ID (@) - Type (Create_VM) - VM Type: SMALL - VM_ID (1) Total of (2) VMs - Cluster ID (1) - Host ID (27)
Action scheduled: ID (3) - User_ID (@) - Type (Create_VM) will be perfomed on Minute #(767)

User type: PU - User ID (1)

Action performed: ID (4) - User_ID (1) - Type (Create_VM) - VM Type: SMALL - VM_ID (2) Total of (1) VMs - Cluster ID (2) - Host ID (15)
Action scheduled: ID (6) - User_ID (1) - Type (Create_VM) will be perfomed on Minute #(767)

User type: PU - User ID (2)

Action performed: ID (7) - User_ID (2) - Type (Create_VM) - VM Type: SMALL - VM_ID (3) Total of (1) VMs - Cluster ID (3) - Host ID (12)
Action scheduled: ID (9) - User_ID (2) - Type (Create_VM) will be perfomed on Minute #(767)

Total of (3) new users created

In Minute (1):

Updating VMs Co-Location window time......vveuuuns

Performing already scheduled actions on this minute

No scheduled actions found on this minute

R

Created Users (3) - User Details:

User type: MS - User ID (3)

Action performed: ID (1@) - User_ID (3) - Type (Create_VM) - VM Type: LARGE - VM_ID (4) Total of (2) VMs - Cluster ID (4) - Host ID (1)
Action performed: ID (1@) - User_ID (3) - Type (Create_VM) - VM Type: LARGE - VM_ID (5) Total of (2) VMs - Cluster ID (5) - Host ID (4)
Action scheduled: ID (13) - User_ID (3) - Type (Create_VM) will be perfomed on Minute #(546)

User type: PS - User ID (4)

Action performed: ID (14) - User_ID (4) - Type (Create_VM) - VM Type: LARGE - VM_ID (6) Total of (2) VMs - Cluster ID (6) - Host ID (7)
Action performed: ID (14) - User_ID (4) - Type (Create_VM) — VM Type: LARGE - VM_ID (7) Total of (2) VMs - Cluster ID (7) - Host ID (20)
Action scheduled: ID (17) - User_ID (4) - Type (Create_VM) will be perfomed on Minute #(2572)

User type: PU - User ID (5)

Action performed: ID (18) - User_ID (5) - Type (Create_VM) - VM Type: SMALL - VM_ID (8) Total of (2) VMs - Cluster ID (8) - Host ID (5)
Action performed: ID (18) - User_ID (5) - Type (Create_VM) - VM Type: SMALL - VM_ID (9) Total of (2) VMs - Cluster ID (9) - Host ID (3)
Action scheduled: ID (21) - User_ID (5) - Type (Create_VM) will be perfomed on Minute #(2572)

Total of (3) new users created

In Minute (2):

Updating VMs Co-Location window time......:veuuuns
Performing already scheduled actions on this minute
No scheduled actions found on this minute

IR
Created Users (3) - User Details:
User ty User ID (6)

ST 1oy

Artinn Z WM Tunas CMAIT _ \M TR (10) Tatal af () UMe _ Fluctar TR (181 _ Hact TN ()

0 0.000736 0.278099 0.242987 0.091605 0.192428 0.250736 0.171538 0.180757 18098 0.958124 1.408886

32
ﬂ@_ﬁ@] R First Sheet , Second Sheet , Third Sheet | Forth Sheet / Fifth Sheet

Normal View Ready v ‘ ‘

Figure A.1 Examples of the results generated by the VMC

With regards ta@o-residencythe next section describes thas that aremplementedy the
VMC simulator.

A.2 Implemented VM Placement Algorithms

Given a poobf hostsin thelaa$S cloud (host, host?, ..., host+) thatare distributed in
different clusters (clustel, cluster2, E, cluster C) and a sequence ¥Ms requeststhe PAs
specify in whichcluster andhost a newly created VM should be pladedcase all hosts are
full, no placement takes placehe system modeconsiders fouPAs that are used popular
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laaS cloud platforms including Eucalyp{é$, OpenNebuld60], Nimbus[85] and
OpenStack98]. Based on the presus system model assumptioriss YMC simulator
implements the followindgAs.

A.2.1 First Fit
First Fit places a new VM as follows:
o Placement in clusters level:
o If all clusters ardull, then the new VM cannot be placed. Else
o Select the lowest availabbdusteri then go to Placement in hosts level.
o Placement in hosts level:

o Place the new VM in the lowest available hdsbm clusten.

A.2.2 Next Fit
Next Fit mainly focuses on distributing the VMs equally between clusters and hosts
with the helpof the following pointers:
o I"#$%&' : Initially points to the lowest cluster (i.e=1).
o I"#$%&' for each cluster i: Initially points to the lowest host that belongs to
clusteri.
Next fit places a new VM to hosts in a cyclic manner as follows:
o Placement in clusters level:
1. If all clusters ardull, then the new VM cannot be placed. Else
2. If the cluster indicated by#3$%¢&' is full:
a. Move !"#$%&'to point to the next clustérl, given that+1$ C.
Otherwise move ito point to the lowestlaster (=1).
b. Repeat the Placement in clusters level.
3. If the cluster indicated by#3$%¢&' is available
a. Selecftclusteri for placement.
b. Move!"#$%§&'to point to the next clustéfl, given that+1$ C.
Otherwise move ito point to thdowest clusteriE€l).
c. Goto Placement in hosts level.

o Placement in hosts level:
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Now that an available clusters selected:

1. If the host indicated bpointer; is full:

a. Move!"#$%&''to point to the next ho$t1, given thaj+1$ +.
Otherwise move ito point to the lowest hostH1).

b. Repeat the Placement in hosts level.

2. If the host indicated by#$%¢&' is available
a. Place the new VM in host
b. Move "#$%&'!'to point to the next hogtl, given thaj+1$ +.

Otherwise move ito point to the lowedtost (=1).

A.2.3 Power Save
PowerSaveis similar to First Fit but with a number of differences:
o PowerSaveputs ahost tosleepmode wherthehostcontainszero VM. A
sleepmode indicates that the host is unavailable for placing new VMs.
o PowerSavereawakens a host from sleep mode to place new VMs when all the
other nonrsleeping hosts are full.
o Initially: PowerSaveputs all hosts intsleepmode except host 1 in cluster 1.
o Upon receiving &M placementequestWhenever a VM request is received,
PowerSavechecks norsleeping hosts in all clustefsall of them arefull
then:
= Select the lowest cluster that has a sleeping host,
= Awaken the lowest sleeping host.

PowerSaveplaces a new VM as follows:
o Placement in clusters level:
1. If all clusters ardull, then the new VM cannot be placed. Else
2. Select the lowest available clusi¢hen go to Placement in hosts level.
o Placement in hosts level:

1. Placethe new VM in the lowest available hggtom clusten.

A.2.4 Random
Random places new VMs in a rather straightforward way compared to the other
algorithms
14¢



o Placement in clusters level:
1. If all clusters ardull, then the new VM cannot be placed. Else
2. Select a clusteruniformly at randomlf it is full, then keep selecting
random clusters until aavailableclusteri is found, then go to Placement

in hosts level.

o Placement in hosts level:
1. From the selected clusterselect a hostyniformly at randomlf it is full
then keep selecting random hosts untibaailablehostj is found

2. Place the new VM in
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Appendix B

Designing a Fractional Factorial Experiment

B.1 Fractional Factorial Definition
Fractional factoriatlesign is an effectivexperimental approadhat is widely ued in
industrial experimest{33]. When there are too many parameterd leveldo beincludedin
a limitedresources experimeritactional factorial hgds toconstruct a reduced and balanced
experiment design. Fractional factorial experiments areins€dapter 4to identify the top
influential parameterand interactions on the gesidency metrics ianeffective way.The
basic concepof fractional factoribdesignis toinclude asubset (fraction) athe
experimentatunsthatonly coverimportantparameter combinations amderactionsThis is
in contrast tdhe full factorialexperimental approaakhich includes all parameter
combinations.A 2-way fractonal factorial desigf an IV resolutions used in @apter 4
that ensurethat the effect of a given parametieres not confound witthe effects oany
otherparameter and-Barametemteractions.
Fractionalfactorialdesigns are expressexthis thesisusing thefollowing notation

[ I! 11
Where:

I Lis the number of levels used to examine each parametdr i§.always2 in
Chapter 4,

I ris the design resolution which spiges the degree to which th&ext of each
parameter confoursavith the other parameteamdinteractions (i.et is chosen to
be ofresolutionlV),

I pis the number of parameters underagigation (i.e. eighparameters in Rapter
4), and

I srepresents the size of the fraction that is selected from the origini@dalrial

design
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B.2 Designing a 2y Fractional Factorial Experiment

The aim in this section is ttesigna fractional factorial experiment to identify the most
influential parameters and interactions on theesadency metricgr Chapter 4 Using the
eightparameters withwo levelsfrom Table4.4, afull factorialexperimental desigtihat
covers all possible parameter combinatiaibresult in! ' experimental runs. In order to

reduce the experiment sizbe following steps are appligd designa 2,,®* fractional
factorial experiment that usa§!!— fraction of thel ' experimental runs in the full factorial

design
1. Starting withX1, X2, X3 and X4 as the design parameters, constriutk factorial
designof p-s parametergi.e. 8-4 = 4) that has“experimental runsThese runsover
all possible parameter combinatidiigbleB.1).

Run | X1 X2 X3 X4

1 Low | Low | Low | Low
2 Low | High | High | High
3 High | Low | High | Low
4 High | High | Low | Low
5 High | Low | Low | Low
6 High | Low | High | High
7 Low | High | Low | High
8 High | High | Low | High
9 Low | Low | High | Low
10 Low | High | High | Low
11 High | High | High | Low
12 Low | High | Low | Low
13 High | Low | Low | High
14 Low | Low | High | High
15 Low | Low | Low | High
16 High | High | High | High

Table B.1 Constructing a full factorial experiment using 4 parameters
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Thenall the possible interactioretweerthesefour parameterare addeah new
columns(TableB.2). The new columns are simply the multiplication between the
interaction parametetavels Multiplying the same level results in a High level, and

multiplying different level results in a Low level

N

e

en N N N en

e % e e e

()] en NA en NA NA (| ()| en en ()|

Run > > > > X > o [ [ » o

— () en N — — - (o] (o] e — — — o —

> > > > > > > > > > > > > > >
1 Low | Low | Low | Low | High | High | High | High | High | High | Low | Low | Low | Low | High
2 High | Low | Low | Low | Low | Low | Low | High | High | High | High | High | High | Low | Low
3 Low | High | Low | Low | Low | High | High | Low | Low | High | High | High | Low | High | Low
4 High | High | Low | Low | High | Low | Low | Low | Low | High | Low | Low | High | High | High
5 Low | Low | High | Low | High | Low | High | Low | High | Low | High | Low | High | High | Low
6 High | Low | High | Low | Low | High | Low | Low | High | Low | Low | High | Low | High | High
7 Low | High | High | Low | Low | Low | High | High | Low | Low | Low | High | High | Low | High
8 High | High | High | Low | High | High | Low | High | Low | Low | High | Low | Low | Low | Low
9 Low | Low | Low | High | High | High | Low | High | Low | Low | Low | High | High | High | Low
10 High | Low | Low | High | Low | Low | High | High | Low | Low | High | Low | Low | High | High
11 Low | High | Low | High | Low | High | Low | Low | High | Low | High | Low | High | Low | High
12 High | High | Low | High | High | Low | High | Low | High | Low | Low | High | Low | Low | Low
13 Low | Low | High | High | High | Low | Low | Low | Low | High | High | High | Low | Low | High
14 High | Low | High | High | Low | High | High | Low | Low | High | Low | Low | High | Low | Low
15 Low | High | High | High | Low | Low | Low | High | High | High | Low | Low | Low | High | Low
16 High | High | High | High | High | High | High | High | High | High | High | High | High | High | High

Table B.2 Adding all the possible interactions between the 4 parameters

The remaining parameters (X5, X6, X7 and X8 carefully substituted with
redundant higforder interactions of the first 4 parameters (i-paBameter
interactions)There are a number afamdardapproaches to substitute redundant
interactions with parameters in a resolution 1V fractional factorial design sedgast
[15]. Resolution IV fractional factorialesignsensure that parameterOs effect
confounds with at worst-Barameter interactions. Thereforep@&ameter and higher
interactions effects are not considered in identifying the influential paranoeténe
co-residency metrics inl@apter 4. The basic rule to choose athd-parameter
interactionsareto be replaced with which parameter is thatdfiects of the
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substitutedB-parameter interactiord not confound withthe effects of the

parameters andRarameter interaction¥ableB.3 shows that th&5, X6, X7 and

X8 parametersveresubstituted with théollowing 3-parameter interactions:

X5 =X2X3X4 X6 =X1X3X4 X7 =X1X2X3 X8 =X1X2X4
X7 X8 X6 X5
v v v v

<

e

en N N N en

R e > % % e

un (o)} [ag} < e N N (| ()] en en (|

[ [ [ » < [ [ [ [ » [

— (o) en < — — - (o) (o) e — — — o —

> > > > > > > > > > > > > > >
1 Low | Low | Low Low High | High | High | High | High | High | Low | Low | Low | Low | High
2 High | Low | Low Low Low | Low | Low | High | High | High | High | High | High | Low | Low
3 Low | High | Low Low Low | High | High | Low | Low | High | High | High | Low | High | Low
4 High | High | Low Low High | Low | Low | Low | Low | High | Low | Low | High | High | High
5 Low | Low | High Low High | Low | High | Low | High | Low | High | Low | High | High | Low
6 High | Low | High Low Low | High | Low | Low | High | Low | Low | High | Low | High | High
7 Low | High | High Low Low | Low | High | High | Low | Low | Low | High | High | Low | High
8 High | High | High Low High | High | Low | High | Low | Low | High | Low | Low | Low | Low
9 Low | Low | Low High High | High | Low | High | Low | Low | Low | High | High | High | Low
10 High | Low | Low High Low | Low | High | High | Low | Low | High | Low | Low | High | High
11 Low | High | Low High Low | High | Low | Low | High | Low | High | Low | High | Low | High
12 High | High | Low High High | Low | High | Low | High | Low | Low | High | Low | Low | Low
13 Low | Low | High High High | Low | Low | Low | Low | High | High | High | Low | Low | High
14 High | Low | High High Low | High | High | Low | Low | High | Low | Low | High | Low | Low
15 Low | High | High High Low | Low | Low | High | High | High | Low | Low | Low | High | Low
16 High | High | High High High | High | High | High | High | High | High | High | High | High | High

Table B.3 Replacing XS5, X6, X7 and X8 parameters with 3-parameter interactions.
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4. The final2,y* fractional factorial experiment consistsidf experimentatuns
covering eighparameters combinations a balanced fashion (TakiBe4). Each
paraneter is tested at each of its tlewels ineightrunsin order toincrease the
validity of the results.

Run X1 X2 X3 X4 X5 X6 X7 X8

1 Low Low Low Low Low Low Low Low
2 High Low Low Low Low High High High
3 Low High Low Low High Low High High
4 High High Low Low High High Low Low
5 Low Low High Low High High High Low
6 High Low High Low High Low Low High
7 Low High High Low Low High Low High
8 High High High Low Low Low High Low
9 Low Low Low High High High Low High
10 High Low Low High High Low High Low
11 Low High Low High Low High High Low
12 High High Low High Low Low Low High
13 Low Low High High Low Low High High
14 High Low High High Low High Low Low
15 Low High High High High Low Low Low
16 High High High High High High High High

Table B.4 Final design of the 2;y"* fractional factorial experiment
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Appendix C
Weighted Effects on the Co-residency Metrics

Theresults of thgarameters and-Rarameter interactions Weighted Effédi&son each of
the coresidency matrics are provided in thikppendix. Thes&VEsare calculatednder First
Fit, Next Fit, Power Save and Random. The following figures show the parameters and 2
parameter interactions in theaxis and the correspondiWgEsin the y-axis.As per the
definition of WEin Section 4.3.4.3the maximumWWEon a given caesidency metric that
parameters and-@aramegr interactions can achieve is two

When using First Fit ahie PA (Figure C1), the resultshowedhatUser Arrival Rate (X4)
achieved the higheS8VYE on theCCP metric followed by th&/Ms Request Rate (X8)n
addition,UsesQArrival Rate (X4) achieved the highéste on theHFL metric followed by
Number of Hosts (X2)However, Number of Hosts (X2) repeatedly scored the highest WE

ontheCV andCA metrics.

Weighted Effect (WE) on the co-residency metrics using First Fit

2.50
2.00
k]
= 1.50
—
[
>
N
1.00
0.50
X1 X2 X3 X4 X5 X6 X7 X8 | X1*X2 |X1*X3|X1*X4 | X1*X5 [X1*X6 | X1*X7 |X1*X8
®"WEonCCP| 0.12 | 0.04 | 0.70 | 2.00 | 0.05 | 0.00 | 0.46 | 1.26 | 0.25 | 0.21 | 0.00 | 0.00 | 0.00 | 0.03 | 0.10
®WEonHFL| 0.18 | 1.19 | 0.00 | 1.36 | 0.27 | 0.16 | 1.00 | 0.00 | 0.14 | 0.16 | 0.00 | 0.00 | 0.00 | 0.20 | 0.00
“WE on CV 053 134 | 1.17 | 0.00 | 0.47 | 0.00 | 1.00 | 0.25| 0.00 | 0.52 | 0.56 | 0.23 | 0.23 | 1.24 | 0.18
" WEonCA | 0.24 | 200 | 049 | 094 | 019 | 035 1.20 | 0.31| 0.32 | 1.25| 0.55| 0.25 | 0.22 | 0.52 | 0.93

Figure C.1 Weighted Effect WE on the co-residency metrics using First Fit
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The WEsof the parameters and interactions when using Next Fit were different frovEbe
when First Fit was used (Figu@2). The resultshowedthatNumber of Hosts (X2) scored
the highestWE on theCCP metric However the rest of the parameters and interactions
scored relatively small&VEs In addition, Number of Hosts (X2), User Arrival Rate (X4)
andVMs per Request (X8) scored the high@4tson the HFL metric. Again, Number of
Hosts (X2) repeatedly scored the maximi on theCV and CA metrics. In general,-2

parameter interactions scored m@v&son the metrics when using Next Fit compared to

First Fit.

Weighted Effect (WE) on the co-residency metrics using Next Fit

2.50

2.00

1.50

WE values

1.00

0.50

i - -

X1 X2 X3 X4 X5 X6 X7 X8 | X1*X2 |X1*X3|X1*X4 | X1*X5 | X1*X6 | X1*X7 | X1*X8
®WE on CCP| 0.07 | 2.00 | 0.05| 0.31| 0.00 | 0.00 | 0.06 | 0.25| 0.13| 0.11 | 0.23 | 0.02 | 0.02 | 0.04 | 0.37
®"WEonHFL| 0.89 | 1.60 | 0.00 | 1.13 | 0.00 | 0.00 | 0.21 | 1.02 | 1.00 | 0.00 | 1.00 | 0.00 | 0.00 | 0.00 | 1.09
“WEonCV | 0.00 | 2.00 | 0.00 | 0.34 | 0.00 | 0.00| 0.00 | 0.24 | 0.00 | 0.00 | 0.27 | 0.00 | 0.00 | 0.00 | 0.35
" WEonCA | 0.26 | 200 | 054 | 0.19 | 0.00 | 0.14 | 0.35| 0.18 | 0.24 | 0.35| 0.19 | 0.13 | 0.00 | 0.54 | 0.34

0.00

Figure C.2 Weighted Effect WE on the co-residency metrics using Next Fit

When using Power Save 4@ PA (Figure C3), UsesCArrival Rate (X4) achieved the
highestWE on theCCP metric followed by th&/Ms perRequest (X8)These two parameters
scored the highe®WEson theCCP metric when using the First Flh addition,UsesO

Arrival Rate (X4) and Number of Hosts (X2) scored approximately similason theHFL
metric Again, these two parameters scored the high#ston theHFL metric under First

Fit. Moreover, Number of Bists (X2) scored the highéstE on theCV metricalong with the
interaction of Number of Clusters (X1) and VMs Average Lifetime (X7). Finally, Number of
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Hosts (X2) repeatedly scored the maximWa on theCA metric.Further, VM Average

Lifetime (X7) isanimportant drivingparameter oCA.

Weighted Effect (WE) on the co-residency metrics using Power Save

2.50

2.00

1.50

WE values

1.00

0.50

X1

X2

X3

X4

X5

A

X6

X7

X8

il

X1*X2

al

X1*X3|X1*X4

al

X1*X5

X1*X6

X1*X7 | X1*X8

®WE on CCP

0.10

0.51

0.79

2.00

0.03

0.03

0.47

1.28

0.27

0.08

0.00

0.02

0.02

0.03

0.15

®WE on HFL

0.14

1.19

0.00

1.24

0.16

0.00

1.00

0.16

0.25

0.00

0.15

0.15

0.00

0.00

0.00

“WE on CV

0.46

1.47

1.27

0.00

0.42

0.20

1.00

0.00

0.00

0.53

0.42

0.00

0.00

1.28

0.32

= WE on CA

0.29

2.00

0.55

0.96

0.19

0.28

1.09

0.00

0.32

1.10

0.23

0.33

0.00

0.54

1.02

Figure C.3 Weighted Effect WE on the co-residency metrics using Power Save

With regards tahe WEswhen usng Random (Figure @), the resultsveresimilarto Next
Fit, but not quite to the same extelmt general, Number of Hosts (X2) candeen as a

parametewith a stronginfluenceon the metrics when Random is used asPthe~or

example, Number of Hosts (X2) scored the maxinwiBaon all metrics.
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Weighted Effect (WE) on the co-residency metrics using Random

2.50
2.00
kA 1.50
g .
—
<
>
I
N 1.00
0.50
X1 | X2 | X3 | x4 | x5 | X6 | X7 | X8 |X1*x2|X1*X3|X1*X4 |X1*X5 |X1*X6 |X1*X7 |X1*X8
= WE on CCP| 0.01 | 2.00 | 0.06 | 0.32 | 0.00 | 0.00 | 0.06 | 0.22 | 0.03| 0.18 | 0.28 | 0.00 | 0.01 | 0.05 | 0.57
®WE on HFL| 0.00 | 2.00 | 0.00 | 0.25 | 0.00 | 0.00 | 0.13 | 0.00 | 0.00 | 0.10 | 0.00 | 0.00 | 0.00 | 0.11 | 0.11
“WEonCV | 0.00 | 2.00| 0.00 | 0.34 | 0.00 | 0.00 | 0.00 | 0.16 | 0.00 | 0.00 | 0.20 | 0.00| 0.00 | 0.00 | 0.35
= WEonCA | 023 2.00| 057 | 0.19 | 0.00 | 0.18 | 0.38 | 0.23| 0.21| 0.38 | 0.26 | 0.18 | 0.00 | 0.56 | 0.49

Figure C.4 Weighted Effect WE on the co-residency metrics using Random
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Appendix D
Significant 2-Parameter Interactions on the Co-residency

Metrics

Chapter 4 identified the X1*X4 and X1*X8R@arameter interactions to have an influence on
the coresidency metrics under Next Fit and Randdiable4.9). Examining thenteraction
betweerparameters casignificantlyenhance the evaluation tbfar influenceon the ce
residency metrics. The presenaf a significant interaction indicates that the effect of one
parameter on the e@sidency metrics is different at different levels of the other parameter.
Based ortheresults of thdroad and narrow experimerfi&able4.5 andTable4.6), 22
significant effectgi.e. pvalue <0.05pn the ceresidency metrics were caused by the 2
parameter interactions (between X1*X4 and X1*X8). The following figures show the
statistically significant interactioeffects orthe coresidency metrics (i.€CCP, HFL,CV
andCA) under Next Fit and Random. The figures reveal that 14 of thpaeaiheter
interactions (nearly 63.6%) were able¢ducethe coresidency probability (as defined in
Section 5.1) when both X4 and X8 were in low levels.
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D.1 Significant 2-Parameter Interactions Using Next Fit (Broad-Experiment)

Interaction Plot for CCP
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Figure D.1 Interaction plot for CCP between X1%X4
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Figure D.2 Interaction plot for HFL between X1*X4
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Interaction Plot for OW CV
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Figure D.3 Interaction plot for CV between X1*X4
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Figure D.4 Interaction plot for CA between X1*X4
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Interaction Plot for CCP
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Figure D.5 Interaction plot for CCP between X1*X8
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Figure D.6 Interaction plot for HFL between X1*X8
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Figure D.7 Interaction plot for CV between X1*X8
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Figure D.8 Interaction plot for CA between X1*X8
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D.2 Significant 2-Parameter Interactions Using Next Fit (Narrow-Experiment)

Mean

Interaction Plot for CCP
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Figure D.9 Interaction plot for CCP between X1%X4
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Figure D.10 Interaction plot for CCP between X1*X8
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Interaction Plot for HFL
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Figure D.11 Interaction plot for HFL between X1*X8
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Figure D.12 Interaction plot for CA between X1*X8
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D.3 Significant 2-Parameter Interactions Using Random (Broad-Experiment)

Interaction Plot for CCP
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Figure D.13 Interaction plot for CCP between X1*X4
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Figure D.14 Interaction plot for CV between X1%X4
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Figure D.15 Interaction plot for CA between X1%X4
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Figure D.16 Interaction plot for CCP between X1*X8
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D.4 Significant 2-Parameter Interactions Using Random (Narrow-Experiment)
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Appendix E
VMC simulator’s Estimates of the Malicious Co-residency

Metrics

The following tables (Table.Eand TableE.2) list theVMC simulatorOsstimatesor the
malicious ceresidency metricMCP andAFL. These estimates were obtaingdler different
numbes of hods andusersO aval rateswith an! of 0.10 (see Sectiol.2for the definition
of ).

First Fit Next Fit Power Save Random
Number
MCP AFL MCP AFL MCP AFL MCP AFL
of Hosts
1000 0.2306 0.8382 0.3720 0.7919 0.2309 0.8436 0.3765 0.7833

10000 0.2408 0.8221 0.0416 0.9915 0.2372 0.8300 0.0648 0.9682

15000 0.2321 0.8305 0.0087 0.9997 0.3254 0.8087 0.1264 0.9769

30000 0.3182 0.8146 0.0000 1.0 0.3161 0.8151 0.1040 0.9883

Table E.1 The VMC simulator’s estimates of the malicious co-residency metrics under

different numbers of hosts with an a of 0.10
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First Fit Next Fit Power Save Random
Users’
Arrival MCP AFL MCP AFL MCP AFL MCP AFL
Rate
2 0.3206 0.8140 0.1864 0.9581 0.3213 0.8116 0.2067 0.9329
3 0.2837 0.8386 0.2537 0.9237 0.2936 0.8351 0.2720 0.8989
4 0.2729 0.8540 0.3224 0.8821 0.2726 0.8559 0.3150 0.8708
5 0.2615 0.8623 0.3685 0.8471 0.2636 0.8648 0.3644 0.8405

Table E.2 The VMC simulator’s estimates of the malicious co-residency metrics under

different users’ arrival rates with an o of 0.10
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Appendix F

Criteria for Selecting Simulation as a Testbed

F.1 Introduction

As pointed out in Chaptdr, this thesis takes an experimental approach to studssodency
occurrence behaviour in laaS clou8sudyingco-residencyin large, nortransparent and
diverse laaS clouds can become a very challenginghaskequires an effective testhibct
supports experimentation under different scenarios and sefingefore, thimppendix
makestwo contributions First,a number of cloud platforms and software tools are evaluated
on their suitability agxperimental testbedo examine diffeent aspects of ecesidency.
Second, a comparison is made of differentiteds based on how they meet certai
requirements for experimenting on larggale clouds, such as scalabibtydcost.

In thisappendix SectionF.2 outlines theéestbedselection criteria to help identify the most
suitabletestbedor experimentselated to caesidencyIn Secion F.3, a suvey of a number
of the available tebeds forexperimentation on ecesidencyis provided, followed by a
comparison andvaluation of the elected tbstds according to the selection critena
SectionF.4. This evaluation leads toracomnendaion for implementing a new VM Go
residency(VMC) simulatorin SectionF.5. TheVMC simulatoris usedin this thesisas a
testbedor research ogo-residencyin the cloud.

It is worth mentioninghat a summary of some of the results presented iapipisndix
appeared ifl].

F.2 Testbed Selection Criteria

It can be argued thdtére is no single or best approachdrgperimenting on coesidencyin

the cloud This isbecause too mamarameters exishat need to be taken into account when
conducting the experimentSuchparametersglescribecloud architecture, functional and
nonfunctional requirements.

ThethesisOs aim (Section Ir&juires studyingo-residencyin large 1aaS cloudsndera
variety of settings. Such settings includeious cloud user volumesn assorted numbef
VMs, different numbers of hosts and clusters,andst importantlya number oPAs.
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Performing such an experiment in large and dynamic environpeerts as laaS clouds,
needs a tebed that meets a certain set of criteria and requirendeeting these
requiremerd helpgo conduct the experiment efficiently withiime limited time and
resourcesvailable For the purpose of conducting this evaluation, it has been assumed that
the available time for expenentation on the selected testl issix calendar months. In
addition,the researchOs awdile resource is a small lab ticansists ofour mid-range
machines operated by a single researchsfollowing selectiorcriteria are set to help
choose the most suitable testl for experimesstin this thesisThe firg three criteria were
inspired by[34]. On the other hand, the remaining criteria were derived thenexperience
gained from previous own reseaifeh andweredirectly relevant to the needs of the type of
experimentsn this thesisThefinal evaluation will examine each tbstl against each of the

following selection criteria

F.2.1 Repeatable and Controllable

A repeatable experiment meanattheconducting the same experiment by the same
experimenter must produce similar results. Needless to say, being able to conduct and repe
co-residencyexperiments in unpredictable environment conditions is the most important key
to achiewng meaningfliresults Thereforeconducing and repeang coresidency
experimentsequiresfull controlof theunderlyingcloudinfrastructurgsuch ag?As, hosts

and clusters

F.2.2 Transparent

It is necesary to have a testd thabffers asafelevel oftransparencyo allowthe
observation of different aspects of@sidency behavioursuch as detecting aesidency
hit and estimating coesidency hit probability.

F.2.3 Flexible
A flexible testbednusteasilyoffer the ability to experiment on see¢cloudparametersO
settingswith different levels of details and differeRAs. Thisability is crucial to allow the

experiment results to be generalizable.
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F.2.4 Accessible
This criterion states that tiiestbednust beavailable and legal to use in experimental
activities. Also, the time required for downloadidgployingand mastering the tdxd with

proper technical documentation definesabeessibilityrequirement.

F.2.5 Scalable

The coeresidencyexperimengin this thesis need to lm®nducted on various scaleslaaS
clouds (such aghevarious number of hosts, clusters afds). Scalaldity means that the
chosen tebledcanaccommodate the increase in the size of cloud resources while

maintaining the mimum expenditure of the researchOs resources.

F.2.6 Inexpensive and Not Time-Consuming

In general, experimentation on large sdalSclouds requires both time and computational
resources. It is important to consider the time and budget limitations for running the
experimens on the seleted tedbed. Quick implementaties of the experiment on the testbed,
with minimum expense, as well as acegtable execution speed argortantfactors that
influence the tebied selection decisions.

F.2.7 Sufficient Reporting/Monitoring System

Largescale experiments usually produce a vast amount of output and statistical data that ar:
used to analyse the results. In addition to the neeekfellentreporting capabilities, the

testbed must alsallow the user to monitor effectively and recatbihecessary actions

related taco-residency.

F.3 Available Testbeds
The experimental validation methodologies present¢@dinaimto define the best practices
to conductsoundexperimentsn largescale systems. The suggested experimental
methodologies are categged based on the type of the testbed they use. They include:
¥ Real-platform experiments: that isexecuting reahpplications on real platforms,
¥ Benchmarking: that isexecuting modéd appliations on real platforms,
¥ Emulation: that isexecuting real apations omrmodelledplatformsand
¥

Simulation: that isexecuting modelled afpipations on modelled platforms



Looking at the above experimental methodologies, theplatfiorm am the benchmarking
experiments usulgl use real applications/systems as abest whereas the emulation and
simulation methodologies use modelled platforBysfocusing on reaplatform and
simulation methodologieshis thesisuseshree differentestbed for comparisondsed on
the aforementioned tdxd criteria:

(1) Real public laa$louds

(2) Real private laa$louds and

(3) Simulators.

A straightforwardevaluation of theomparison betweethese three tds¢dswasconducted
to assess each tbetl against each criterion. This comparison will helpaiect the most

suitable tedied forthe experimentsn this thesis

F.3.1 Public IaaS Clouds

Public laaS loud providers offer users theilly to rent computing infrastructure en

demand to cover their needs. PultdiaSclouds such as MicrosoftOs Windows Az[5@),
AmazonOs E(2] and Rackspze[77] allow users to run their own VMG.e. as servelsin

order to utilize their physical infrastructure, virtualization is used to allow physical resources
to be shared betweaisersBecause of this, eadhaScloud echibits different workloads and
can vary in the underlying infrastructure and configurations.

Using publiclaaS clouds as tdstds is possible, yet it shows some limitatiofiz9]

pioneered research uses AmazonOs ECgatbad. The researcheismonstratéhat it is
possible to map the internal cloudrastructure in order to locasad coereside with targets

(see Chapter 2 for more detail$hey also describe a number of attacking scenarios where a
malicious user can gather sensitive information fromesadent VMs that share the same
underlying machie using sidehannel attackOtherresearchsuch as the AmazonlA paper
[17], have used public laaS clouds as a testlveparticular the researchers in AmazonlA
have used AmazonOs EC2 to launch vamoafted Amazon Image Attacks in which they
were able to collect very sensitive information (including ergidls, passwords and keys).

In addition, AmazonO<R also has been used as adedtinan early stage of this thesis

As explained in Section.2, available public laaS clouds, including AmazonOs EC2, are
usuallyaccessible andasy to use with their rapid scalability addition,public 1aaS cloud
providers normally supplgocumemation and howto-use resources. However, using public
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clouds as tesbed comes with its own expenses. The diverse varietiasoointrollable
infrastructure configurations and settings make the upaliic laaSclouds as a tebedin

this thesis an unpredictald@d timeconsuming taskMoreover,the payasyou-go rature of
the publiclaaScloud and the need for conducting repeataljeerimentsvith different
parametersO settingsuld incur expensebat exceed the available resourdasrthermore,
publiclaaS cloud providersuch as Amazon EC2 and Windows Azuwrsually obscure the
details of their cloud infrastructure, networks and eév@s which resul in a lack of
transparency79]. With little to no transparency, it becomes difficult to conduct testing
experiments on such platformghis isbecausehe testers cannot obtain the necessary
information about the clad anatomy and the implemented, making the publi¢taaS cloud
a nontransparenand hard to control testd Further, hislack of controlmight also result in
the inability to implement a sufficient reporting system for detecting underlying events
relaied toco-residency. Thughislack of control does not supp@eneralizinghe
experimetOs results due to the use of \agcific cloud architecture. In some situations, it
is also possible that extensive experimental usage might lead to a viofatiencloudOs
usage policy4]. From what has been discussed before, this combination of limitations shows
that publiclaaSclouds are tlought not to be always the best best for this type of research.

F.3.2 Private IaaS Clouds

Private laaS clowg] such as the opeource Eucalyptus private clo{&lF] and OpenNebula
[60] offer similar functionalities as public laa®uds. However, there ame major
difference: private laaSlouds areimplemented in the userOs own physideastructure
whereas public laa8oudsrun on a third party infrastructu(eee Section 2.2Yhis feature
of the private laa$loudsoffers more flexibility to implement and model a vast array of
possible cloud architectures. Moreover, an epaurceprivate cloud gives the researchers
thenecessary transparenmycontrol and monitor every single event in their expents,
which forms a goodepeatable and controllaltestbed. Also, private l1aaS clouds have been
used as tebeds inanexperimental@search context for various objectives. For instdé¢e,
have conducted an evaluation of software ageing effects on Eucaglyptatecloud
infrastructure. Furthegther researchers have used Eucalyptus as a proof of concept of
autonomic resource prisioning in rocks clustergt3]. However, there is still a need when

using privatelaaS cloud for large capital investment to purchase and maintain the required



hardware infrastructure to conduct scalable experiments, which can sometimes exceed the

available resources fohis thesis

F.3.3 Simulators

One of the widely ugktesbeds in largescale experiments is to use simulators, such as grid
simulators and cloud computing simulators, @ast of using real 1aaS clouds ashiedt[34].
Computer simulation refers to thetual running of a program that describes a system model,
algorithms or equations.

Continuoussimulations mimic physical systems' execution at the exact rate as actual clock
time. This is in contradb discrde-event simulationwhich has a collectionfcstate variables
thatreflect the current system stafd2]. These state variables can change only at discrete
instants (called events), whose sequential order describes the simulatedlssisaviour. A

list of some of thgrid simulators and cloud computing simulatavkich are relad to the
experiments in this thesiwjth descriptions and comparisgisprovided next.

F.3.3.1 Grid Simulators

In the area of distributed computing, grid computing is a set of distributed systems that
provide oademand access to dependable, condisted inexpensive hardware and software
infrastructure Grid computingis usually usedo process large amountsrmn-interactive
workloads[29]. There are many multier data centre simulatigplatformsthat have been
designed to support the mdideg of different hardware specifications of the common data
centresGomponents. Such components incladsts network switches and communication
links. One example omulti-tier data centreimulators is MDCSinf51]. However, grd
simulators require more advanced capabilities in order to simulate the distributed
applications' behaviour more accurately. In order to meet the demand of research and
development on grid systems, several gimdulatorshave been introduceBxamples 6

these simulators include SimGjitB], MicroGrid [88], GridSim[88] and GangSinf27].
Recently SimGrid started to support a very basic interface to imghmmirtudization
environmentsHowever this interface is highly experimental as stated on the project website
and that they OEdo not exgitoo much of it right now({86].

Among these grid simulator$,can be argued th&ridSim is the most related tm-
residencyresearch as it has been extended to form the base of somewifrérecloud

simulatorg18]. Initially, GridSim was introduced as a simulator for resource modelling,
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application scheduling and performance analysis in grid computing environments. It support
the modelling of various application modedsd it is capable of automating the task of
generating a stream of application workloads. GridSim was built upon Sirdiya
processhased discretevent simulation framework implemented in Java. Since SimJava runs
a unique thread for each element in the satioih, it has been shown i8] that SimJava
performance degrades when simulating more ti&@® 2rid entities concurrently. This is due

to the high consumption of memonsince GridSim implements in the exact way in which
SimJava simulates the grids, it inherits this scalalihtytation. It is important to note that

grid simulators have been designedntodelcomprehensivelgrid systemgo the maximum
extent.However, none of these simulat@r® capable of clearly abstracting the application
layer from the viial and physical machines lay&his type of abstraction is required when
trying to model multlayer architecture such as the laaS cloud. In addition, the above grid
simulatorsare na initially intendedto model virtualized resourcéise. VMs)[30].

Therefore, itwould not be practical to use grid simulatons the coresidencyexperimers,
andthereforecloud simulatorsareinsteadconsidered as better testbeds in this thesis

F.3.3.2 Cloud Simulators

A cloud simulator is a toolkit that models and simulates different cloud computing elements
and environmets [58]. Cloud simulators are usually capable of simulating multGjulsters

and hosts. In addition, cloud simulators normally molelcreation of VMs and the
placementbf these VMdo hosts.Similarly, cloud simulators usually suppdtine creation of
cloud users anthe generationf different types of cloudelatedevents The use of cloud
simulators can provide a higher degree of flexibility to conduct different types of
experiments on a cloge-real cloud environment. SevetahScloud simulators are

reviewed next in order to include them in the evaluation at the end afoibendix

(i) CloudSim

CloudSim[18] is one of the widely usddaScloud nodelling and simulation toolkthat

was developed at the University of Melbourne, Australia. The main goal of CloudSim is to
helplaaScloud researchers to conduct comprehensive simutaised experiments. The
main features that CloudSim offers includies modelling and simulation of largeale laaS
clouds, with configurable data centres, physibabts resources and virtualization
provisioning, as well as power management. With its riajeer design framework that
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reflects the layered architectwereallaaScloud environments, CloudSim was developed
using Java and was built on top of the Simdaased grid simulator GridSim. Alescribed

earlier, GridSim haa scalability limitatiorthat CloudSim inherited initially. Therefore, the
developers o€loudSim decided to modify the first release of this simulator and implement a
new discreteevent management framework. This became the CloudSim core simulation
engine FigureF.1). The new framework uses only three main threaded components, and the
remaining entities are implemented as objects. Each component in the CloudSim architectui
is implemented as a Java class that can be extendbédrmged to reflect certain simulation

requirements.

User code
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Scheduling
Policy |

User or Data Center Broker |

CloudSim

User -
Virtual
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Services Execution Management
Cloud VM | cPU | | Memory | Storage | Bandwidth
Services isioni Allocation Allocation Allocation Allocation

Cloud Events Sensor Cloud Dale Contar
Resources Handling Coordinator
I
Network Network Message qe ay
Topolog Calculation

CloudSim core simulation engine

Figure F.1 CloudSim Architecture

Difficulties arise, however, when an attempt is made to simulate certain cloud environments
with specific requiremds using CloudSim. Each of these different difficulties forms a

reason behind the development of many successive simulators that have been built upon
CloudSim. At least four cloud computing simulators worldwide have been adopted to extend
CloudSim in ordeto add new functionality or components that CloudSim is mgssuch as
network latency, bandwidth simulation, SLA managemand more. For examp|[89]

highlights the need to adopt an edsysetup and usefriendly cloudsimulator They have
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surveyed the available cloud simulators in the market and elected CloudSim as a base
platform for their intendedesearchThey claim that new enhancements and extensions to
CloudSim are essential to maintaig a userfriendly cloudsimulator These extensions have
been implemented in the TeachCloud cloud simulator. TeachCloud features a new graphica
user interfac€GUI) for CloudSim, as well as adding SLA management and asjmmecess
management modules on the architecture level. In additeachClouduildsseveral cloud
network models such as VL2, BCube, Portland and DCell to model different topologies that
can be found in real cloud environments.

Moreover, a group of researchers at the Pontifical Catholic University of Rio Grande do Sul
in Brazil have introduced another cloud simulator and visual modeller basedwS@eh,

called CloudAnalysf96]. The primary goals of CloudAnalyst are to visually model, simulate
and analyse the effects of geographic distribution of large distributed social network
applications under multiple deploymt configurationen the cloud CloudAnalyst give

large applicationsO developers helpful insights into how to effectively distribute these types
of applications. Using CloudSim as the base simulation engine, CloudAnalyst leverages
whole features of CloudSiand implementgnportant missindunctionalities

For example, instead of spending unnecessary time on programming the simulation
environment requirements using CloudS@ioudAnalyst provides the user with a GUI to
easily control the simulator variabléhis action s expected to helihe user to focus on the
environment simulation experiment. The rest of the added functionality is mainly intended to
introduce a basic network, bandwidth and latency modelling managerhenallowsthe

user to configure theurmberof generated applicationsO workloads, to supply some
information of the geographic distribution of the origin of the generating traffic, as well as
defining the data centres' locations. By using this detailed information, CloudAnalyst is
capable of simlating distributed applations' behaviour in the cloud. Furth€pudAnalyst
producesarious graphical reports in the form of tables and charts of usersO requests respol
time, requests processing time and other useful analytical data.

In addition, GoudRepor{101] is another CloudSirbasedcloud computing simulator

developed athe Federal University dfeara, Brazil. Its functionalities are very similar to
CloudAnalyst, providing an eadg-use GUI and a rich reporting module.

Similar to CloudAnalyst, yet with more architectdesel changs, NetworkCloudSim cloud
computing simulatof30] has been introduced to overcome the limitations that can be found
in CloudSimOsetwork layer. CloudSim's network layer views the data centreOs resources as
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a collection of VMs, and therefore it is capable of simulating limited communications

activities between resources. The developers of NetworkCloudSim argue that CloudSim

suffers wken simulating a large distributed application (such as message passing parallel

applications or multtier web applications hosted in different ma&snThe developers

state that precise evaluation d?Asrequiresa more sophisticated modelling of tthata

centreOs interconnection network. They also claim that they dnaipped

NetworkCloudSim igureF.2) with the most advanced realistic applioa model compared

to CloudSim. Thus e developers O... have designed a network ,ow model for Cloud data

centres utilizing batwidth sharing and latencies to enable scalable and fast simulations.O
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Figure F.2 NetworkCloudSim's new elements introduced to CloudSim Architecture

(ii) GreenCloud

In recent years, there has been an increasing amount of literature onanarggiouddata

centres. Researchers in this area have started to adopt the use of cloud simulators to

experiment with different environmefriendly PAs, to utilise the computgiresources ian

energyefficient fashion{54]. As an extension of the wethown NS2 network simulator

[38], GreenCloud was first introduced in 2010 as a paleketl simulator for energgware

clouddata centrepl4]. Together with the workload generation and distribution which

GreenCloud offers, the simulatorOs primary taskdagiturepreciselythe energy
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consumption readings of the data centre components (hosts, switchiekgnMoreover, it

can simulate and produce the simulation results forttevaand thresier architectures.
GreenCloudOs core strength can be observed in its ability to model the communication
interactions of any data centre network with an extensi bf detail since it uses the NS2
to implement a full TCRP protocol model. However, this advantage can affect GreenCloud
by limiting its scalability due to the heavy memory requirement needed to simulate such
detailed models.

(iii) GroudSim

Similarto CloudSim, GroudSim is a Jabased discretevent cloud simulator developed by
[69]. In contrast to CloudSim and the aforementioned cloud simulators, Groud&ipaisle

of supporting the simulation of applications running on combined cloud and grid platforms.
Its developers claim that it offers better scalability and performance compared to related
processhased simulators since it uses discmtent simulationGroudSim presents some
basic analysis and statistics of the simulatedd It also supports the modelling of grid and
cloud infrastructures including network and computational resources, task scheduling, file
transfer, and cost, failure and backgrourmtieis. Nevertheless, GroudSim has not escaped
criticism from its evelopers. They state j68] that further programming needs to be done in
order to implement a differestmulation controlnterface from the one used in the real
cloud. Thisinterface is expected extendthe required efforts to execute thienulation

experiments.

(iv) Koala

As a mediursscale discretevent simulation of laaBlouds Koala is a project run by the
National Institute of Standards andchnology (NIST). The pfectaimsto implement a

cloud computing simulator that serves the research onsio@mae controllable
environmen{59]. High accuracy models require the definition of many parameters and lead
to long runtimes resulting in more realistic simulaticesults, whereas the opposite is true

for high abstraction models. Koala has been designed to simulate cloud environments with
some abstractions while maintaining a good level of model accuracy. Offenmodf-

layered architecturd-(gureF.3) based on the commercial discreteentsimulation

environment SLX35], Koala was designed to model the Amazon EC20s architecture
through the use of Eucalyptpsvate cloudAPIs.
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Figure F.3 Koala architecture

Koala is capable of simulating several essetdi@bcloud components, such as cloud
controller, cluster controller artbstcontroller, where they all communicate using web
services. Initial sensitity analyse using Koala as a testbfgd] identified the number of
cloud usersthenumber of clusters and numberhafstsper cluster as the major parameters
that influence the simulator behaviour. Perhaps the most interesting feature of Koata (whic
has a relation too-residenc{)s experiments) is that it has sevefalalreadyimplemented

in the cloud controller. ThedeAs are Leastull First, Next Fit, First Fit, Mostull First,

Percent Allocated, Random and T-agdPack. Unfortunately, NISTOs project would have
been more useful for thikesisif KoalaOs developers had made this simulator available for
the researchers to use. Tlisk of accesforms the key issue that might be a strong obstacle
that prevents considag Koala as a suitabtestbedor co-residencyexperimentsn this

thesis

(v) iCanCloud.
Very much like the Koala simulator, the iCanCloud simulation toolkit was specifically

implemented to simulate cloud resources as if thepetreallyrunning in the Amazon
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Elastic Compute Cloud (EC2). It can also be extended to simulatel@agi$eclouds.
iCanCloudgrimary aimis OE to predict the tradeffs between cost and performance of a
given application executed in a specific hardware, and tremdar users with useful
information about such cost§88]. Originally built upon the distributesystems simulator,
SIMCAN [65], iCanCloud adopts a mulayer system design that models the common cloud
computing stack.

With its useffriendly GUI and the abilityd generate graphical reports, iCanCloud simulator
easily allows the addition of new cloud components into its repository. UhBKgroudSim
simulator, iCanCloud provides a POSIidased API for modelling the simulation applications
in a much easier way. bddition AmazonOEC2is the only environmenwhich is modelled

in iCanCloudHowever,perhaps the most serious disadvantage of this simulator is that it
does not provide a module to take cafrereating the cloud resources. Such resources
includeusers hosts, and VMs, at the start of each simulation run. Instead, it retherese

of the provided GUI talefinemanuallythe new cloud resources parameters one by one,
which appears to be impractical when modelling a lsg@elaaScloud environmentin this

thesis

F.4 Evaluation and Discussion

The first and foremost decisidhatneed to be made when experimenting withresidency

in the cloud ido select the appropriate teset that meets the experimentOs requirements and
constrains. Whetheto select a real/physical testbedassimulator, each option is most
suitable in different scenarios and different situations. Inaghgendixa numbeof available
testbed for experimenting ono-residencyin the cloud have beesureyed, including real
tesbeds (i.e. public laaS and private lad®@uds) and simulatorsA summary of the previous

tesbeds evaluation is presentedliableF.1.



Criteria Real Platforms Simulators
Public IaaS Private IaaS Grid Cloud
Repeatable | No control on infrastructur{ Full Control runs in local infrastructure
and andPAs
Controllable
Transparent | Little to no knowledge Full transparency, runs in local infrastructure
about the infrastructure or
cloud settings
Flexible Very limited, strict usage | Yes, morem open| Yes, morem open source
policies sourceprivate simulators
clouds
Accessible Yeswith friendly web Requires self Yes when support and
based GUI and instant maintained documentation are
support infrastructure provided
Scalable Yes, adding as many Limited hardware | Limited in simulators that
resources as needed infrastructure (e.g| use threading
expensive to add
more
hosts/macimes
Cost and Pay per use, on demand | Requires investing Possible to run
Time in physical immediately on a single
infrastructure, machinebcost is limited
takes time for to the license fee (if
deployment and | required)- simulated
maintenance resources can be added
instantly with no cost
Reporting Very difficult for co- Requires implementation

residency

Table F.1 Testbeds evaluation matrix
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Simulators are usually capable of modelling several ess&mi@tioud components with

some abstractions while maintaining a good level of model accuracy. Simulators can be a
sensible option when prrimenting on very largscale and dynamic clouds when there is a
need to be able to control and monitor the simulated cloudOs beh@eitionF.3 shows

thatthe aforementioned cloud simuwas vary in satisfying the testbed criteria defined
earlier.One major criticism is that none of the discussed simulators implements suifzient
residencymonitoring,detection and reporting modules. As stated in Seé&tidnthese
modulesare critical when studyingo-residencyin the cloudHowever, mplementing these
modules into these existing simulators is not an option for closed source simulators. On the
other hand, introducing these modules to the open source simulators is possible, but require
a considerable amouaf time and effort to achiev@ his task becomes more challenging

when each of the discussed simulators focuses on modelling cloud eléméare

unrelated teo-residencyexperimens. In addition, some simulators are platform independent
(e.g. Javebased simulators) but relativediow in execution.

Having explored the availabpiblic and private laaS cloudise. thereal tesbeds for co
residency experimentthese testeds usuallyproduce moreaccurate resulthan when using
simulators, as they are OrealO platfortosever, given the context of this thedisth

public and private laaBlouds havebeenshown to suffer from a number of shortcomings.

For instance, public laaSouds are often naransparent teseds, whereasontroland
experimentepeatability are hrd to achieve. Private laa$ouds, in particular can be an
expensive option when the experiment needs to be conduetegltimeson a large and

scalable cloud environment.i$ worth mentioning thgB4] confirms Oexperiments on real
platforms are often not reproducible, whereas, extensibility, applicability and revisability are
hard to achiev®

Alternatively, satisfying all telsed criterian this thesican beaccomplishedy designing
andimplementing a new simulatofhis simulatossolelyimplements the system model in

this thesis (Section 3.2) and modalsthenecessarpehaviours oto-residencyin laaS

clouds. Implementing this new simulator is expected to sugip@run of thighessOs
experimeng according to the defined criteribn fact, implementing and usingoarposebuilt
simulator instead of relying on an existing simulation tool has become a sensible practice fol
satisfying each individal researchOs requirements. For instd@tpanalysed 14tesearch
papers that use simulation to study lasgale peeto-peer systems and reported that 30% of
these paps use their own custom simulation tool.
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From the previous discussiasimulation experimentation is adopt@edhis thesisin using
the system model, a purpebailt VM Co-residency(VMC) smulatorwasimplementedhat
allows modellingof co-resdencybehaviourusingvarious cloud parantersO settings and

PAs. The next section gives an overview of #hC simulator.

F.5 VM Co-residency (VMC) Simulator

Simulating largescale environmenstsuch as laaS clouds, can be achieved using several
different approaches that aim to provide a controllabd@sparentaccessiblescalable and
inexpensive test environment. These approaches can be categorised into taectas
purposebuilt (i.e. for a specific usesimulators and generglurpose simulators. Purpese

built simulators usually abstrasbme components of the modelled environm@ntthe

other hand, this type of simulatoarries a very detailed implementation of other components
tha are more related to the purpdeewhich the simulator is bui[©5]. The advantage of

using thisapproach is that the resulting simulator can be rather small in sizéharefore

more scalable as this type of light simulator usually reglass computational resources.
However, this imposes some limitations when there is a negdhtgesignificantlythe

system model by changing or adding some ofthrilatorOs missing components. This
challenge often involves rewritirgconsiderable part of the system architecture. On the
other hand, general purpose cloud simulators aimctade all possible components of the
modelled environments and all intercommunication eviédis Perhaps the most serious
disadvantage of this kind of simulator is that sometithey donot model enough
specifications that are usually regpd when attempting to conduct precise experimental
researches on particular components. In addition, this type of modelling usually results in a
large amount of simulation inpparameters, which imposes an extra level of complexity
when designing the iahded simulation experimejn4].

Instead, it is sometimes easier to simulate part of the whole systemOs components in order
reduce thenput parametes. Thisin turn results in simulating more precise system
behaviours and produsenore accurate respongé8]. For that reason, many distributed
systems simulators, including laaS cloud simulators, haveheposebuilt to simulate

specific system aldtectures or have been implemented only to study certain aspects of the
system behaviours. For examplee Koala cloud computing simulator has been specifically

designed to model the opsource Eucalyptus laaS platform structiWereover the
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iCanCloudsimulatorhas beerspecifically modelled to simulate cloud environments as
provided by the AmazoBC2 (SectionF.3).

Turning now to th&/MC simulator, the/MC has ber designed and implemented as a
discrete event simulatiebased testbed. More attentimaspaid especially téthe provision
of comprehensive modelling &fAs, co-residency monitoring and detection as well as
sufficient reporting moduledhis kind of modellingcan meet the testbed section criteria
(SectionF.2) for conducting experimentglated to ceresidency in particular in an
unprecedented fashiohhe main reason that motivated the introductiotheVMC was to
design and implement a simulator thatdelsvariouslaaScloud parameterandPAs. The
VMCis expected tassesefficiently the impact of eacharametesetting on the co
residency probabilityin addition,the VMC can be useds an experimentation tool to
determingheappropriatgparameter settings that reduce theesidency probability in a
givenPA TheVMC hasbeenusedsuccessfullyas a testbed in this thesis arah be usetbr
futureresearch related wo-residency in laaS clouds.

With regards to th&’ MC design theVMC has been primarily built as a layered design
simulator using objeatriented Java progmraming languag@82], which allowedmodularity
in the design of the simulator components. This modularity hel@ptaceeasily, reuse or
implement more details to tlEmulatorcomponents according to the user needs. This
includes modelling distributed clusters with multiple physical hgstiachines, different
types of cloud usemndmultiple VMs types More importantly, th&/ MC implementsa
number ofPAs based on the system model used in this thesis (Sectioil3e?¢ are two
main reasons behingsing layered desigithe first is that thdavaclasses in the mutti
layered design enjoy the same module dependdiiey module dependeneglds an extra
level of clarity when looking at théMC design for both simulator designers and users
compared to a flat architecturend second is that the layered design allows a straightforward
integration of existing software amabls Considering the scope of thigesis the majodaaS
cloudelementghat are related to this thesise implemented iMC (Appendix A). On the
otherhand,some othenonfunctionalelements havbeen excluded from the current
implementation since they are nothe focus of thishesis.Suchelements includée cloud
services broker, billing management aBdA management. FortunateiyMC modular
desgn, as mentioned earlieallows the inplementation of such components, if needed in the

future,easily.
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In addition, Appendix A provides more detail on ¥WdC simulator design and
implementatioras well as th®As that are used in this thesis and hoaMMC implements
them.

F.6 Summary

In thisappendix a number of cloud platforms and software tools Hmsaen examinetbr

their suitability as a telsed forexperimental research on-oesidency. These tésds have
been categorized intealplatforms (i.e public laaSclouds angrivate laaSlouds)and
simulators. These tdstds have been selected based on their popularity, availability of
documentation and support, and whether they are apldit@t®xperimentatioudusage.
These testeds were evaluated agaisstencriteria such as their capabilities and flexibilities
in modelling an laaS cloud, and for input control as well as output analysis. Using simulators
can be useful and more effective, especialtg@itesbeds (public and private laa3oudg

are expensive or not feasible. However, the evaluation shows that none of the current
simulators can be easily utilized foo-residencyrelated research. Therefoeepurposéebuilt
co-residencysimulatorVMC has been iplemented and used as a testbed in this thesis. The
VMC simulatorallows the modelling ofaaScloud environments and also can simulate and
monitor theco-residencybehaviour in more depth. It @sohoped thico-residency

simdator will form a suitabléesbed that helps in advancing research ondhisialtopic.
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