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Abstract

ABSTRACT

In reported pipeline failures globally, tpadyinterference (TPI) has been recognised as

a dominant failure mechanism in the oil and gas industry, although there has been limited
research in this area. The problem is receiving considerable attention within the oil and gas
industry, because tifie indstryt hr eat s (e. g. Al Qaedads ce¢
vulnerability of pipelines because of their long distance network distribution. The ability to
predict and secure pipelines against TPI is a valuable knowledge in the pipeline industry,
and espeally for the safety of the millions of people who live near pipelines. This thesis
develop an understanding of the relationships between the many and various contributory
factors leading to potential TPI, frequently resulting in mass deaths, econ@mantbsse
widesprad destruction to property. Thibesis used GlShased sptial statistical
methodologiesfirst, based ohotspot and cold spot cluster analyses to explain pipeline
incident patterns and distributions; agdagraphicallyweightedegressio(GWR) model

to investigate the determinants of TPl and to identify local and global effects of the
independent variableSecondlya generalizedinear model GLMs) methodology of
PoissonGLMs and Logistic Regression (LR) procedures, by using a camlmhadnd

use typs, pipeline geometry and intrinsic properties, aneésoc@mi@ndsociepolitical

factorsto identify and predict potentially vulnerable pipeline segments and regions in a
pipeline networkThe GWR model showesignificant spatiakltionship betweenPl,
geographical accessihilapd pipeline intrinsic properties (e.g. depth, age,vaizéng

with location in the study ar@de thesis showed that depth of pipeline and the socio
economic conditions of population living near lippeare the two major factors
influencing the occurrence ®PIl. This thesis have prompted the need for selective
protection of vulnerable segments of a pipeline by installing security tools where most
needed.The thesis examined available literaturecatidally evaluated and assessed
selected international pipeline failure databases, their effectiveness, limitations, trend, and
the evolving difficulties of addressing and minimising TPI. The result of the review showed
irregular nomenclature and thedhéar a universal classification of pipeline incidents
database. The advantages and disadvantages of different detection and prevention tools for
minimising TPI, used in the pipeline industry are discédssgrbstionnairsurveywas
developed and employess part of the thesis, for the employees and managers in the
pipeline industry. The results of the data analysis has contributed to the body of knowledge
on pipeline TPI, especially the industry perceptions, prevention strategies, capabilities and
compleities of the various application methods presently being implernbstédesis

also outlined the actions that governments and industry can and should take to help
manage and effectively reduce the risk of pipeline TPIl. The results of this study will be
used as a reference to develop strategies for managing pipeline TPI. The results of the
thesis also indicated that communications with all stakeholders is more effective in
preventing intentional pi peline onsliltgr fer el
to communities is the major factor influencing the occurrence of intentional piieline
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Oil and Gas Pipelines: Includes crude oil pipelines, refipeaducts pipeline, and natural
gas pipeline. Comprising: chemical liquids pipelines, natural gas
liquids (NGL) pipelines, liquefied petroleum gas (LPG); and
gathering, mains, transmission and distribution lines.

Third -party Interference: A failure resultig from an action by a thipdrty either
intentional or Unintentional (accidental). This also includes
damage undetected when it occurred and resulting in a failure at
some later point in time; and sabotage, theft, terrorism threats to
pipelines.

Dependent Variables A variable is any characteristic that is recorded for a subject in a
study. Thedependenwvariables are outcome variable on which
comparisons are made

Independent Variables The irdependentariables define the groups to be compared with
respet to values on the dependent variableg.islfgiven, theg
occurs"”, where represents the independent variables yand
represents the dependent variables.

Pipeline System All component part through which petroleum product moves
during transportation including pipe, valves, compressor units,
metering stations, regulator stations, delivery stations, holders and
other fabricated assembilies.

Detection The process of obtaining an inspection signal recognized as
coming from a pipeline defect that produce signals that are both
measurable and distinctive.

Mitigation Procedures to alleviate, reduce the severity consequences of
failure.

Prevention Activities and procedures initiated to prevent pipeline damage or
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Right-of-way Corridor width over anot her per .

pipeline with a legal right of passage granted, and acquired for
usage by pipeline operator.

Euclidean Any twopoints can be joined by a straight line, or a a straight line
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Z-Score A statistical measure in data analysis that quantifies the distance
(measured in standard deviations) a data point is fronedine m
of a data set.

Multicollinearity A statistical phenomenon in regression analysis describing,
because of the high degree of correlation between two or more
independent variables, the difficulty to accuratelgrate the
effect of each individual independent variable upon the
dependent variable.
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Chapter I: Introduction

1 INTRODUCTION

1.1 Background Information

It is predicted thahe global energy demand will rise by as much as 54 per cent over the
next two decades and oil consumptiorstitories 40 per cent of this energy denfiahil

2008) This increased demand for more oil encourages exploration and production of more
petroleum resources ahereforemore pipelineare required to transport the oil from the
production to the processing facility andmthe end useiThese pipelines are generally
designed, installed, and maintained using the best available engineering technology in order
to comply withregulatoryequirements. Howevegspitebeing one of the safest forms of

oil transportpipelines are still prone to several threats, which if not effectively managed
can lead to failure, egnvironmentalamageexternaland internal corrosiodamage,
defects, ahthird-party interferenc@PI). The form of TPI includsabotage, theftyber

attacks on control systems, #émorism threatévan Den Brand and Kutrowski, 2006Db,

Day et al., 1998)

Presently, the study of TPI is of considerable interest in the oil and gas industry, especially
in the current world oil and gas econgAwgusto et al., 2010h all forms of pipeline

failures reported all over the world, TPI has been recognsesl acithe most dominant

failure mechanism in the pipeline industryyamdt does not attract the attention of the
research communityPI is one of the major classificationgipieline failures, generally
classified into six cause categories, namely: (i) TRigrr@3ion, (iii)design and
construction defects, (imatural hazards, (eperational error, and (whknown causes
(Miesner and Leffler, 2006, Bolt, 2001, Jones et al., 1996, Kiefn&9djal., 1

International efforts to improve pipeline securdgausef terrorismand thecontinuous
fluctuation of the oil price, which can be attributed to intentional attacks against pipeline
installations, nownequires more emphasis on TPI research than ever before. These threats
(e.g. Al Qaedads capabil it i decguselofaheielongha d e
distance network distribution natugspeciallthe opportunitieghe long stretch provides

for TPI. For example, prior to September 11, 2001 (9/11), risk assessments in the pipeline
industry focused less on TPI and more on oth&réadut the terrorist events of 9/11

have changed the outlook significaiiterfomak, 2008, Lorenz, 2007, Baybutt and Ready,
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2003, Baybutt, 2002 owever, terrorism is not the only factor involved in pipeline TPI,

many other factorsouldinfluence the occurrence. These other determinants factors are
land use, environmental factors, socioeconomic andpebigal aspects, population

density, and pghine intrinsic propertie.orenz, 2007, Miesner and Leffler, 2006,
Muhlbauer, 2004, Mather et al., 2001, Macdonald and Cosham, 2005, Jager et al., 2002,
Frisbie and Minnesota, 197IMeultimateconsequence of these determinant factors is the

risk to human lives and properties, particularly with worldwide imgreagyths of

pipelines.

Consequently, the ability to predict and secure pgalgainst TPI is valuable knowledge

in the pipeline industry, especially for the safety of the millions of people who live near
pipelines. Hence, there is the need foprediction, monitoring and preventative
methodologyhatcan identify the most vultepipeline segmesin an overall network.

This will inform the expert deployment efforts more efficiently (e.g. to high consequence
areas), reduce response times, and help develop strategies -fanetiorelg pipeline
policing approackParfomak, 2008 herefore, this thesis is aimed at ptieadi future
occurrence of TPland examines potential relationships between TPI, land use,
environmental factors, socioeconomic and-padikical variables, population densibg

pipeline properties using hybrid multivariate statistical methods and spatial analysis. This
thesis will also allow for the effective allocation of preventative measures by identifying
patterns and trends of TPI.

1.2 The Study Area

The above factors makieetstudy area, Niger Delta, Nigeria, the swasiblechoice,

because of the prevalence of pipelineiMHat regionThe study area is the oil and gas
producing region of Delta State, in the Niger Delta of Nigeria. Overall, the country has a
network ofover five thousand kilometres (5000Qkof oil pipelines with an oil reserve
estimated to be over 20 billion barrelsvaldi ch has ri sen steadily
largest reserves at about 25 billion bgM®®C, 2005)The oil and gas industry is the
backbone of the Nigerian economy, accountinghtBomajority of the total forgn
exchange revenue. However, pipeline TPI is acdadgrn and has continuously put the
general environment, economy, ecosystem, and public health in danger. The avowed
intentions of ethnic guerrilla groups such as the Movement for the Emancipiduwgon of
Niger Delta (MEND) and similar shadow gangs, have continuously threatened oil and gas

2



Chapter I: Introduction

operations in the region. Such groups have captured hostages, destroyed pipelines, and
threaten oil and gas installations. This theBixamine the motivationrf@PI and
investigate the link betwepalitical instability, poverty and seetmnomic deprivation

and whether this results third-party pipeline damadsecominga more common

occurrence in the study area.

1.3 Pipeline Third-party Interference

PipelineTPI is a term frequently used in the literature, but to date there is no consensus
about its definition. TPI is simply any action taken to obstruct or tamper with the
functional operation of energy infrastructures by an individual or group of people not
directly (or indirectly) related to or hired by the operator of the (Mlitylbauer, 2004)

TPI1 within the context of this research means some form of system failure resulting from
an action by a third party either intentional or unintentional (accidental)cllidessin
damage that may have been initially undetected when it occurred and subsequently
resulting in a failure at some later point in time. The term also includes sabotage, theft, and

terrorism threats to pipelines.

Sometimesthe knowledge of the pdstlps understand the preser®l isone ofthe

oldest pipeline problemdaing back to the 1880sand the threat posed by the
Brotherhood of Pennsylvania Oil Haulers in the 1880s, in Pennsylvariijdd8& and

Leffler, 2006, Papadakis et al., 198@ilevarious definitions of TRire found in the
literature and several faildi@@abaseghey all recognise it ase ofthe mostprevailing

cause of pipeline failure. For examplan and Mita (201®ocke(2009) Seevar{2009)
Williamson and Danig[8008) Ai et al(2008) and Cao et gR007) have all classified the

most common causes of pipeline failures as being TPI and covibeistnthere is much
research regarding the threat of cayrosesulting in numerous research publications and
data, there are very few studies concerned witRd&dnt@search in this area is concern

on the development of remote sensing and surveillance technalagiésion to models

for pipeline hazardsk analysidNeverthelessyith regard to current technologiesd

taking advantage of the limited literature, TPI can be classified into the following two main
categories: (1) Intentional, and (2) Unintentional. The following sections describe in more

detail what is meant by intentional and unintentional pipeline interference.
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1.3.1 Intentional Pipeline Third-party Interference

In the literature, the term intentional TPI tends to be used to refer to the deliberate and
illegal intrusion into a pipeline netwoski t h o u't the operators?®o
permission. In global terms, activities of intentional TPI include vandalism, smuggling,
trespass, conspiracy, pilfering, sabotage and terrorism. It could also be in the form of
piracy, intrusion, hijacking, bunkgr political extremism, false alarm, and guerrilla
warfare. Intentional TPI also includes the use of mechanical equipment, firearms, and
explosives to cause physical damage, for exgigpte 11 shows activities of TPI in the

study area.

Figurel-:LActi vities of pipeline TPI (intent
valves to steal oil from pipelines; Rmtiture: Theft of pipeline product, a common occurren
the studyarea (Watts and Kashi, 2008).

Moreover, cyber (internet) attacks on pipeline network and the operation of monitoring
control systems are also other forms of TPI, this is in addition to robberies, militia groups,
hostage taking and kidnapping that nowrapany pipeline TPI. This shows a need to be
explicit about exactly whabtivatesntentional TPland makepipelines vulnerable. This
thesis hypothessthat these actions and threats are strongly influenced by environmental,

physical, social and ecomo conditions

Intentional pipeline damage resulting from TPI is criminal. For example, the Royal Dutch
Shell Company, the largest oil producer in Africa cut production by 500,000 barrels per day
in 2006(Watts and Kashi, 2008his resulted in a revenue loss of about $35 million daily

and was caused when kidnapping and attacks on facilities by militants and vandals became
unbearable. In additipvast volumes of oil are lost due to theft at oil flow monitoring
stations; between 275,000 and 685,000 barrels of oil are on average each day stolen in
Nigeria(NNPC, 2005)A total loss of between $1.5 and $4 billion annually are lost to the
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illegalhottappingf pipelines. Globally, the oil and gas industry is currently underepressur
to take a more proactive role at curbing such intentional pipeline (Rarfageak, 2008)

1.3.2 Unintentional Pipeline Third-party Interference

Unintentional thirgparty interferences are external events and activities unexpectedly
leading to the accidental damage of pipelines, and which could have been prevented if
protective measures had been taken prior to their occurrence. The term embodies a
multitude ofpossibilitieshowever, the activities anechanical failure, operation error,
control system failure, and alsp humans and natural hazards, for example, road
construction, farming, drilling, mechanical error, landslides, erosion, amablezsth
(James and McKinley, 2007, Houreld, 2007, Gale, 2006)

Figure 1-2: Aftermath of pipeline TPI in GhislenghiBe]gium, on the 30th July, 2004. Over
fatalities and 33 people severely burned were reported (Papadakis, 2005).

Recently, Nigeria (the study area) experienced a major disaster whermavirg
vehicle accidentally collided with a petroleum mpé&le resultant inferno raced throi
the neighbourhood, killing over 100 persons, including schoolchildren in a nearb
school(Nwankwo and Ezeobi, 2008)milar pipeline disasters, as reported worldwic
sometimes catastrophic and often result in mass deaths and widespread des
properties. For example, the Dépant of Justic007)andPapadaki2005yeviewed ¢
tragedy that involved various deaths, several serious casualtiéiserandho wert
hospitalised with severe burns when a Major Accident Hazard Pipeline (MAF
Ghislenghien in Belgium, that operated at a pressure of 70 bars, failed due to t
activities (Figure-2). For these reasons, thereghe need to lintithe consequences
pipeline TPI, especially since TPl can cause immediate pipeline failure, as wel
failure in undetected rupture and damage.
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1.4 Objectives and Scope athe Thesis

TPI is a serious threat to the integrity of the pipeline industnyith limited attention to

it given within the research literatuend few studies addressing theoretical and
methodological issues, especuaillly respect tontentional pipeline TPI. However, this
thesis, as described earlier, will develoderstanding of the relationships between the
many and various contributory factors leading to ImRiddition, the thesis wallow
pipeline operatot® effectively manage resoutcgthe selective protection of vulnerable

segments of a pipeline hgtallinghecessarsecurity.

This thesis could be used to minimise the cost per mile of pipeline installations against
possible TPI. Therefore, it could complement other solutions (as discussed in chapter 3),
and considerably reduce the huge invesimaited in protecting pipelines. The aim of

this thesis, therefore, is to determine and explore relationships between land use,
environmental factors, socioeconomic and -patitical factors, population density, and
pipeline properties by using hybridltimariate (and spatial) statistical methods and the
subsequent design of a prediction model for pipeline TPl. The main objectives of this

thesis are thus to:

1. Develop an understanding and description of pipeline TPinwestigate the
many possiblénfluencing factors, especially for intentional TPI, in developing

politicallycomplex countries such as Nigeria.

2. Review the available literature and critically evaluate and assess selected
international pipeline failure databases, their effectivenagasiphs, trend, and

the evolving difficulties of addressing and minimising TPI.

3. Sudy the aspects of safety and effectiveness of various detection and prevention
tools and approaches for minimising TPI, with their corresponding advantages,
limitationsand disadvantages; especially, the various ways for combating TPI that

are currently implemented.

4. Conduct a questionnaire based sufgeyparticipation of the employees and

managers in the pipeline indudtrnjinvestigat@erceptionsegardinglPl and he
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efficacy of prevention strategiespabilities and complexities of the various

application methods presently being implemented in the industry

5. ldentify the significant factors of geographical accessibility to pipelines and
vulnerable segments witlieatative methodologies based on: (a) point pattern
analysis to describe the spatial distribution ofghitgt damages in the study area;
and (b) a geographically weighted regression model to show spatial variations in the
relation between the occurrerafe TPl and selected exploratory independent

variables.

6. Determine the factors in particular that affect the occurrence of pipeline TPI, in a
measurable way, and the relationship patterns among the variables undertaken by
using Factor Analysis (FA) apples; in addition to identifying the most
significant variables for subsequent use in prediction models.

7. Develop a statistical prediction model with Generalised Linear NEida 0
predict andestimate the likelihood of TPI in the futatepostulatedulnerable
pipeline segments, byodellinga combination ofland use types, pipeline
geometry, failures count datsgciceconomic, socipolitical and pipeline

variables.

8. Review the limitations of the tools and modelling approach mahke
recommendatiafor further research.

9. Investigate the possible contribution of the thesis findings into the current pipeline
safety policy in the study area, Nigeria.

15 Structure of the Thesis

In summary, this thesis provides a critical examination of pipeline Tddaksndith the
fundamental concepts of best approaches to prevent and manage the problem. This thesis
consists of a general introduction; a detailed literature review of pipeline TPI issues;
detailed review of pipeline failures and of various preventgeres a description of

various methodologies adopted and applied for the thesis; and a discussion and conclusion

of the results obtained.
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Specifically, Chapter 1 presents basic definitions and covers background research materials
described in subsequaiapters. The chaptprovides an overview tiie meaning of

pipeline TPI, with a review of theories of major contributory factors leading to TPI. The
chaptepresents he t hesi s & sandcaneludebly descbing tleecstructureso$ |,

the thes, followed witla summary

Chapter 2 discusses TPI in detail and reviews pipeline failures especially intentional and
unintentional TPI. The chapter then focuses discussion on previous work on pipeline TPI.
The chapter concludes with a presentatiom exgensive description of general security

and policy issues, regulations and legislations concerning pipelines.

Chapter 3 describes and reviews various international pipeline failure databases. The
chapter focused on the Nigeria National Petroleum @tigpo (NNPC); European Gas

Pipeline Incident data Group (EGIG); Office of Pipeline Security (OPS), U.S;
Conservation of Clean Air and Water in Europe (CONCAWE); United Kingdom Onshore
Pipelines Operators Association (UKOPA); and National Energy BoamboaGNEB).

The chapter concludes with a discussion on the findings of the review. The chapter
concludes with commentary on the reviewed pipeline database as well as suggestions for
proper definition of TPI in the databases.

Chapter 4 provides an exteasilescription of the various detection and prevention tools

that are available for undertaking tpady damage control, with their corresponding
advantages, disadvantages and limitations. The review was based on review of literatures,
and was dividedito three broad categories:-m&allation, durirgstallation, and pest

installation.

Chapter 5 discusséxctors that affect and influence the occurrence of pipeline TPI. It
starts by defining and discussing the characteristics of the indiviohsaMiabtreference

to the Nigeria study area. The following factors influencingrérliscussed in this
chapteriand usesocioeconomic factorsjumanDevelopmentrdicators (HDI)socio
political factorspopulation densitygeographical accessibilgygeline intrinsic properties;
topographical and geologiaitors.
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Chapter 6 catalogues the overall methodology adopted for the analysis and development of
the TPI models in the thesis. The following are described: the thepaje approach

and modelling; and model development with Multivariate Statistics. Chapter 6 also
describs the various tools of multivariate statistical analyses and the application of

Geographical Information System (GIS).

Chapter 7 describes thesukts of the GIS hedegment analyséem the Gi* and Gi
statisticandthe Geographical Weight Regression (GWR) based procedures. The chapter
identifies a set of influential and signifidantors using(i) point pattern analysis of
pipeline incidentto describe their spatial distribution; (i) hotspot and cold spot cluster
analyses to explain pipeline incident patterns and distributions; and (imo@%YRhat
showed spatial variations and relationship between the pipeline incidents, prossnity acce

and pipeline intrinsic properties (e.g. depth, age, size) as explanatory variables.

In Chapter 8, the analyses and results of TPl activities from the studgiragea
multivariate statistical analysis from Generalised Linear NEkidé$) (of Logistic
Regression (LR) analyais presentedhe result obtained s/ using a combination of

land use type, pipeline geomesgcieeconomic, socipolitical and pipeline intrinsic
properties to identify and predict potentially vulnerable pipeline seJinisrtkapter
answered some of the most important questions involving TPl. Why are patrticular
segments of a pipeline experiencing increased level of TPI? What might be causing this?

What factors are contributing to higher than expected levels of inte?Pference

Chapter 9 outlirseand discusses the significance of the questionnaire survey as part of this
thesis.The chapter discuses the methodology for the administratithre stirvey,
constructed to identignd investigate perceptionvafious organisatiottsat are involved

in the pipeline industry and then compared them to the industry standards and
requirementdt describes the most suitable research design and methods used to collect
and analyse the questionnaire survey data collected. The chaptedifaukses the

considerations, sample size and limitations of the questionnaire survey.
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Chapter 10 presents the results, analysis, and discussion of the assembled and analysed
questionnaire. The chapter summarizes the findings from the survey,ngondbd

recommendation resulting from the analysis.

Chapter 1Ppresents a general discussion, in which the major conclusions are summed up
the chapter alseinforced the connections betwgarous results obtained, in particular,
describes howndividualunderpinningactors described in Chaptecdntribute tothe
understandingand interpretation of the resulismitations of the thesis are then
presented,Finally, potential future research directeom$ recommendations for future

work areexplored

Chapter 1resents the overall conclusions of the work undertaken and presented in this
thesis, their implicationgicedrawscomparisons with the theories discussed in the opening
literature review (Chapter Bhis is followed by an appendix containing the questionnaire
survey sample, selected GIS and statistical outputs and corresgwagentzions given

by the author during the period of development of this thesis. The appendix also presented

the eliciteariticalremarkdrom the respondents

1.6 Summary

Current knowledge about TPI lacks a deep understanding of the interaction effects of the
various factors influencing the occurrence. In summary, this chapter gives a brief
introductory context of TPI, the objeves and scope of the study; and the structure of the
thesis. Specificallgection 1.2 provides an overview of the study area. It describes the
characteristic of thagipeline network across the study area in a national cBetidn

13 describes intentional and unintentiqgripélineTPl. The objectives and scope of the

study are given in Section 1.4, followed by a description of the general organisation of the
thesisin Section 1.5The next chapter provides background and literatiar@nation
necessary for understanding the concepts of pipeline TPI, and presents an evaluation of
several studies about pipeline TPI, the theoretical and practical considerations of such
studies, and an overview of previous resesgandingipeline TP

10
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2 PIPELINE THIRD -PARTY INTERFERENCE,
SECURITY, AND GIS-BASED STATISTICS

2.1 Introduction

The negligence of pipeline thakty interference (TPI), especially aftermath of September

g™, 2001 (9/11Fould further put the pipeline industry and the local populations in serious
danger.The negligence have resulted in disruption of business activity, grave casualty, and
economic loss in various oil and gas producing region of théBegivdtt, 200Baybutt

and Ready, 2003, Parfomak, 2008¢ review of literature have shown that TPI is
responsible for high failure rates for all types of pipelines, for example, longitudinal studies
of pipeline failures by Conservation of Clean Air and Water (CONCAWE), reports that
TPI is responsible fothe increase ifailure rates for crude oil pipelines in Europe
(CONCAWE, 2000, 2006, 2007)

General pipeline failure and the behaviour has been the subject of considerable study over
the past forty years, according to Macdonald and C@b@B) with a large number of
full-scale tests, various analyses and other related work having been undertaken. Literature
reviews of pipeline failure studies confirm the growing number and complengty of t
available mathematical and scientific models; while, specifically, TPI, a subject that is both
technical, social, political and economic has been the subject of fewer studies. For instance,
many authors (e.g. Hongging (2005); Macdonald and Coshajnaf20Bspkins et al.

(1999) haveall studied pipeline TPI from compiled historical data witlmsideration

and poposals to mitigate damage caused by TPI

This chapter discusses and examine TPI in detail and reviews pipeline failures, especially
intentional and unintentional TPIl. The chapter focuses discussion on previous work in
mitigating pipeline TPI. Thehapter also introduces the application of statistical method

and Geographic Information Systems (GIS) in the analysis of pipeline failure, and
concludes with a presentation of an extensive description of general security and policy

issues, regulations dadislations concerning pipelines.

11
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2.2 Review of Pipeline Thirdparty Interference

Energy infrastructures, for example, pipelines, truck tankers, refineries and oil and gas
terminals are potential targets for terrorists and saboteurs. Many studies ahaveports
indirectly identified this potential (e.g. Nwankwo and EZ2008) Parfomak, 2008;

James and McKinl€2007) Houreld(2007) and Gal€¢2006). For example, rebels have
bombed the Cafio Limén oil pipelingGolombia over 600 times since 1995 and similarly

have detonated several bombs along Mexican natural gas pipelines in July 2007. The U.S
Presidentds Commi ssion on Critical I nfras
both report how London policeifed a plot by the Irish Republican Army (IRA) to bomb

gas pipelines and other utilities across the city. Similarly, in June 2007, the U.S. Department
of Justice arrested members of a terrorist group planning to attack jet fuel pipelines at the

John F. Kanedy (JFK) International Airport in New York.

The successes of any intentional or unintentional interference on oil and gas pipeline have
grave consequences that can be devastating for the local people and the environment. This
is more probable, espdgiatonsidering numerous pipeline companies that are continually
digging thousands of kilometres of construction holes to meet with the upsurge in
technological advancement. For example, a pipeline TPI tragedy that occurred in California
in 2004 resultedh ithe death of five utility workers. This was caused when an excavator,
accidentally ruptured a higiessure petroleum pipelifarfomak, 2008 here are other

various records of similar occurrences in several interr@peiiaé failure databases.

CONCAWE (2000) detailed how 500 people died in 1998 when an attempt to remove oll
product from a pipeline under its jurisdiction failed. In addition to this, it also recorded
how, in 1993, 51 people were burnt to death whgas pipeline failed in Venezuela. The

US Department of Transportation, in 1995, estimated that 50 people were seriously injured

in 1994, when a 36c¢ch pipeline in New Jersey (USA) failed as a result of TPIl. Parfomak
(2008) also reiterated hova 1 DI pipgliaesexplosion in Bellingham, Washington, killed tw
children and any&8old man, and caused $45 million in damage to a city water plant and ¢
property. In 2000, a natural gas pipeline explosion near Carlsbad, New Mexs;o, killed 12

including four childreno.

12
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The early developmental history of what by now has cumulated into the above cases of
TPI can be traced back to the nineteenth century. In 1806, the London Westminister Gas
Light and Coke Company (LWGL&C) laid the first gassramidst protest from third

parties. In 1850, the Brotherhood of Pennsylvania Oil Haulers vandalised pipes and pumps,
and interfered with production in the U.S. Similarly, in the 1880s, there were several
monopolistic activities, blackmail of pipeliperators and saboteurs of pipeline as the
industry and networks expanded. In the twentieth century, in 1906, the Hepburn Act
deemed all interstate oil pipelines to be regulated common carriers, this was amidst various
third-party protest and attempted eit&a The Levant pipeline built in 1932 to 1952 from

Irag through Israel to the Mediterranean has been held hostage several times for complex
political and economic reasons. In 1950, the Tapline built from Saudi Arabia through
Lebanon and Syria was closeavrd several times due to political reasons and TPI
(Miesner and Leffler, 2006)ence, pipelin€PI is as old as the history of oil exploration

itself.

2.2.1  Pipeline Third-Party Interference inNigeria

In Nigeria, militants have repeatedly attacked pipelines and related facilities resulting in
great loss of life and property. The country has the highest cases of pipeline TPI in the
world. This is combined with record high cases of hostageatadtiegtortion of money

from oil companies, to avoid attack on pipelines. The Petroleum Product Marketing
Company (PPMC), a subsidiary of the Nigerian National Petroleum Corporation (NNPC),
documented over 12,770 cases of vandalism between 2000 and €0QimbEn is
alarming compared the 450 cases of rupture for the same period (Figli(B\Rankwo

and Ezeobi, 2008)
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Figure2-1: Vandalisnand rupture rate on pipelines in Nigeria from 1999 to 2005; from 2005 the trend
and numbers of cases have been upwards (NNPC, 2005).
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In Januar®010, some unidendfl group in the study area blew C h eMakamipad s
Utonanagipelinethis force the company to reduce the production of crude oil by 20,000
barrels, per day. Earlier, in July 10, 2000 it was estimated 250 villagers weredthrnt to de
in Jesse, Delta State, while pilfering fuel from vandalised pipeline. This was followed by a
TPI of a pipeline that caught fire near the fishing villagbuténear Lagos, killing over

60 people in November 2000.

Figure 2-2: Scenes of pipeline failures in the study area that burnt to death hundreds of people in
Abule Egba suburb of Lagos in 2006 (Source: Unknown archive newspaper clip, 2007).

A pipeline explosion &tagbBeach on the oWtsts of Lagos resulted in the deaths of 250
people in May 12, 2006. Pipeline TPI reached aeaightin 2006, when on December

26, 2006, about 269 recovered burnt bodies from the scene of pipeliddiile Egha
suburb of Lagos, make news heasllifgure 2).

Figure 2-3: Consequences pipeline failures in Nigeria: (A) Shows various attempts by people
siphoning oil from a vandalised pipeline; (B) Aftermath wide destruction of properties from a
vandalised pipeline in Lagos, Nigeria; (C) Fire outbreak from a damaged pipeline; and (D) Humans
burnt to death as a result of a pipeline explosiseddy a TPl (compiled from bimm).

14
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Similarly, on June 19, 2003, a failed attempt at oil theftHedetglosion of pipelines in a

village neamuahiaAbia State; in this incident, 125 people died (Figibg)2This was
followed, in September 2004, when dozens of people died in a pipeline explosion in Lagos
after thieves had tried to siphon oilduat (Figure -3(C)). In addition, Nwankwo and

Ezeob (2008) recount how Nigeria experienced increased pipeline vandalism including a
simultaneous bombing of three oil pipelines in May 2007. In addition, on December 26,
2007, over 45 people burnt to deathagos when fuel they were siphoning from a buried
pipeline caught fire (Figure8@)). In May 2008, at least 100 people died and hundreds
were injured when fuel from a pipeline ruptured by an earthmover exploded in a village

near Lagos.

Overall, attackmade on the pipeline inevitably disrupt oil production eventually, having a
multiplier effect on the international oil price. For example, the total destruction of oil
pipelines insakaand Abonemaoth in Rivers State barely 72 hours after crippkng t
Adamakrcrude flow line belonging to Shell Petroleum Development Company (SPDC)
affected the international price of oil barrel (Nwankwo and Ezeob, 2008). Environmental
pollution (water, air and solid waste) also results from these pipeline atteaksband
attributed to lack of/and or enforcement of regulatory standards. The activities of the oil
companies in the study area have destroyed much of the land cover, for example, and as
confirmed by the review of the NNPC database, thousands of odcspiflyearly. The
inadequacy of the oil companies to redress this issue, together with the destruction of
livelihood, does lead people to vandalize and pilfer from the oil infrastructure, as a way of
revenge and obtaining compensation. More worrisoméeatargescale attempts of

armed groups against government reprisals, thus deepeningltpeline

2.3 Third Party Interference: Previous Research Studies

Since the discovery of oil and its transportation by pipeline, only few studies have been
conducted texamine pipelin€PI. This is in addition to the many questions that remain
unattended to about unifying the various complex contributory factors influencing the
occurrence of TPI. Particularly, the problem of intentional TPl and the ability to quantify
ard measure the salient factors, for example, geographical accessibitjitisatiand
socioeconomic factors. These factors have not been adequately treated, especially the
combined effect. These factors are imperative in developing an underdtamoktigeo

TPI. Although more studies and articles have been written, for example, on unintentional
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TPI, no studies have attempted to resolve the contradiction between intentional and
unintentional TPI. The results of various representative studieghgetat TPl are
described in the following sséctions.

2.3.1  Depth of Pipeline

It has been hypothesised that the deeper a pipeline is buried, the lower Ahe risk.
pioneering study by Knight and Grieve (1974), citddaliyer et a2001)provided a
comprehensive (although not exhaustive) overview of the influence of depth of cover on
TPI. It complements the companion review by Neville (1981), also dathbyet al

(2001) although no data existed to confirm this, the study concluded that increasing the
depth of cover will bring about a reduction in pipeline TPI. The two papers share the same
understanding, which provides a description of the influence of deptlhreofo€o

pipelines; which today is still one of the major factors for third party damage risk reduction.

Chen and S(2009)studied the relationship between the depth of pipeline, geological fault,
pipesoil friction, and accidentapeline damage using the predictive capability of Artificial
Neural Network (ANN). The occurrences of the pipeline damage are assumed nonlinear in
the analysis, and the numerical simulation of the model adequately produced an optimum
structured networkdowever, this study has not treated pipeline damage from accidental
interference in much detail. For example, the study did not capture the effects of the
number of previous damages has on future probability of reoccurrence and on the model.
The reliabilityrad practical evaluation of the study would have improved if the author had
not overlooked the fact that history of pipeline damages contributes to reliable prediction

of future occurrence and to understanding TPI.

2.3.2  Human Activities and Pipeline Third-party Interference

One of the greatest single challenges to safe operations of pipelines is the accidental
interference caused by human actiifley et al., 1998%eyer et a[1990)investigated

how organisations, management procedure, and human related factors might be quantified
and included into pipeline risk assessments and safety procedures. Their study is a socio
technical analysismipeline failures, taking into consideration various factors ranging from
management procedures, design for preventive measures, engineering reliability, and
human error as direct contributors of pipeline TPI. Their findings provide satisfactory

explanatin to understanding the effect of general human factors to occurrence of TPI,
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however, the study fdto exploretheassociation betwepnpulatiornproximityand land
usein reducing impact$hese two factors he failed to consider are basic significant human
factorsto understandinthe occurrencef TPI.

The availability of historical data further prompted $1j9@5)to study relationships
between human activities and their contribution towards pipeline failure. He also
recognised TPI as the single most probable cause of pipeline failure arising from, but not
limited to, landowners, utility companies, contractordpealdauthorities. It, however,
conflicted with a companion pagetovey and Farmer, 1998ho contended that the
probability of a spill, from TPI, along a pipeline is the responsibility of the risk managers
and not sockeconomic factos . The Sljvicds (1995) stud
Hongqing(2005) further encourages increased contact by pipeline operators with potential
third parties through quality dissemination of informatimwever, areview and
examination by Pipeline Safety Reguis (PSR) of 1996, aimed to make pipeline safer,
with particular referenad® TPI further concluded angoints out thatpeople who
intentionally interfere with pipelines are responsible and liable for the consequences of
their actions. These results auggestive, it is expected that @Ry should be the
collective responsibility of the owners of the pipeline and the third parties causing the

interference.

Furthermore, many analysts now argue that the strategy of involving all stakeholders in the
prevention ofTPl has been successfdbngqging (2005)for example, argues tthe
differential impact of primary causes of TPl is community based. He thereforeed

the need for traditional prevention of pipeline TPI (e.g. patrol and periodical survey). It can
be concluded that geographical inequalities in infrastructural development and facilities
between urban and rural areas also induced a high raggatibminto the urban areas

from the rural areas, putting considerable pressure on the urban centres to gradually
encroach into pipelingghtof-way (ROW). However, the study concludes that inadequate
communication between pipeline operator and loeddiiahts caused most TPI. In order

to guarantee pipeline safety and security, he also investigatpgbetioas can be
protected from TPI usingethods of GISRemoteSensingRS)and direct surveillance by
developing a model to 8tmilar dataThe prolabilistic model measuring failure rate of

third-party pipeline damage was designed using historical data and structured opinion
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survey of experts. Pipeline characteristics and environmental factors were also considered

in the probability model.

2.3.3 Researche®n Mechanical Methods for TPI

Previous studies have repotesv to remotely monitor any -going TPI on an oil and

gas pipeline using signal detection and classification (e.g. Wafafp@d)ahd Leis et
al(1998). They tested for the effect of pipeline drilling, excavation, and mechanical
hammering under normal typical working conditions. However, the model they employed
failed to significantly identifychfilter out false alarms and environmental noises that are
common with signals detection using the acoustic method as demonstrated by Cao et al.
(2007) Similarly, Nikle$2009)showed how fiber optic sensing technique was used to
measure strain and temperature for @gstry pipeline. The system is able to monitor
pipeline ground movement, interferences and detect leakages. The system was
corroborated by case studies andipeddield data test. Notwithstanding these results, it is
unclear from these studies whether what was learned in one area could be applied to
another. In addition, the main weakness of the study is the failure to address high
investment cost and expersbptical line transmitters and receivers this method will incur,
besides lacking industry standardisation (at least for now) and the limited acceptance in

pipeline project procurement.

Nam et al.(2006)introduced an cifine monitoring system forPl for underground

natural gas pipelines using accelerometers installed along pipeline, which could detect a
propagated acoustic pressure and pulse from any pipeline interference. The model was
validated with thirgparty damage simulation using hammer, drilling, etc. The study is
similar to the one carried out by Wang €2@)6) However, all the studies reviewed so

far, suffer from the fact that (according to Kop (1993)), over 80% of oil and gas
pipeline are onshore, long haul &d crosscountry. Hence, a system that's cheap to
implement and target vulnerable pipeline segments driven will do the industry good in term
of resources management, althoughdiiange security technologies are welcomed, and
could be suitable rulnerablesegments of pipeline network.

2.3.4  Application of Statistical Method in Pipeline Failure
One area in which statistiegdproaches are commonly applied in pipeline failere

modeitbasedprocedurs to investigate the influences of multiple variablesxgorple,
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Wan and Mitgd2010)presented a methodology for early warning ofdsata pipelines
using Eigenvaluelerivedrom Principal Component Analysis (P@&unique prediction
signature, coupled with acoustic information applied topgp&lm thireparty activities.
The effectiveness of the method was investigated ngingite application to a pipeline

that indicated possible determination of early warning for pipelines.

Cagno et a2000)uses the Analytic Hierarchy Process (AHP) and Bayesian approach to
investigate the pipeline failures and assess the probability of failurpredsiane cast

iron pipelines. The integration of historical data and knowledge of company experts to aid
accurate rehabilitation policy was employed in the study. Expert opinion using the AHP to
develop a Decision Support System (DSS) was also used280BgBy determine priori
distribution of gas pipeline failures coupled with a BI8®ever, there are several
drawback®f using this method. Firdtumans are not very good probability estimators
(Paulson and Zahir, 199%Yhile Dey (2004) recognises pipeline risk analysis as a group
effort, the unequal length of pipeline stretcfgegment) used lacks homogeneity
requirement and thus may negate unequal sample size, and lead to a loss in inference
efficiency. This method is mostly basethe worstonditionsfirst approach, which may

not be the most cosfffective approach in plpe risk managemerbecondly, the
Bayesiamethod by Cagno et al (2000) is vulnerable to a poor choice of factors for
consideration. This is evident considering the inappropriatenessrafidhisexpertso

give and determine adequate descriptivg@istafor failure density.

Limited research to date dealing with thandy pipeline damages using statistical
techniques have also failed to consider many essential factors that affect the susceptibility
of a pipeline network. Mather et al. (2000 )ek@ample, developed a predictive model,
which can be used to assess the likelihood of pipeline failure caused by TPI using such
factors as pipeline diameter, wall thickigesgraphitocation, and depth of cover. The

EGIG and BG Transco data were ugsedhe analysis. The Mather et{2001)analysis

with reliance on these factors may be subjected to certain error in the prediction of
frequencyof TPI. This was evident in comparison of predicted failure frequency values
derived from EGIG and BG Transdata investigated that showed a marked difference in

the result. This approach of drawing inferences concerning TPI from the failure history

and pipeline depth of cover rests on the assumption that vulnerability of pipeline is depth
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related. However, it fideen shown that a significant proportion of TPI activities do not
depends on the depth of cover. Activities such as drilling and seismograph activities
involving underground detonations are influential irrespective of pipeline cover
(Muhlbauer, 2004)

2.3.4.1AdvancelLinear Statistical Model

Previous research has usefully used the sitapte &nd least squares regressions methods

for pipeline failures, assuming normal distributions of the pipeline data (e.g. Barteneva
(1996). However, many authors (e.g. Tabachnick and(B@f) question the ability of

these assumption, by pointing out that assuming normal distributions of pipeline incident is
an inappropriate approach. Perhaps the simplest approach to evaluate patterns of TPI
measured by point counts is to use statistissl tieat are more flexible about the
distributional properties of the data, especially to make statistical inferences. Some authors
add that approach and methods involving the use of exponential distribution families
including the Poisson and Negative Biab models to address the issue are more

appropriate.

In addition, many previous research in various studies in transportation, biology, physics,
medical sciences, and marketing using least squares (e.g Jovanis @rg8&)Risipua

and Garbe(1990) and Miaou and Lurf1993) indicates the inappropriateness of these
techniques to modelling failure frequencies and recommends the employment of the
Poisson distribution. The Psp® distribution, however, also suffers from variance
disparity, where the variance is greater than the meauigpgesion) or when the
variance is less than the mean (udidpersionfHinde and Demetrio, 1998)his mean

and variance equality constraint can leads to biased coefficient estimates. A more general
distribution, such as the Negative Binomial has been employed in such situations to relax
the issue. However, recent research shows the inadequacy ofdhch apfphe authors

also show the misinterpretation of the inverse dispersion parameter when a sample size
becomes small and the samples mean value(Mdber and Summersgill, 1996, Wood,
2002)

Consequently, since these methods learh to erroneous inferences and coefficient
estimates, the Generalized Linear Mo@&IM¢), in which nomormal distributions can
be speci fied, i s appropr i at evaridneecegualgye it
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constraint. Th&LMs a r a braad dasf models that include ordinary regression and analysis
variance for continuous r espo fAgresti,1990)i abl e
Several studies have attempted toGldés in varying degrees to model utility network

(e.g. power transmission and water pipeline). Guikem@e0@)de\eloped a model for
infrastructure reliability of electric power system outages with Rliddsna Negative
BinomialGLMs. The models include predictor variables that were used to measure the
impacts of tree trimming on electric power system outages namdel operating

conditions.

2.3.4.2Geographically Weighted Regression (GWR)

Geographically Weighted Regression (GWR) is a technique pioneered at the Department
of Geography of Newcastle University (UK) by Stewart Fotheringham, Martin Charlton
and Chris Brunsaio The technique, in recent years has experienced increasing interest in
many science researches. One major theoretical issue that has made GWR dominated the
field of linear statistics concerns the limitations of the ordinary least squares regression
analges. Ordinary Least Squares (OLS) regression analyses produce only global statistics
with assumptions that relationships between variables are same in a given study area. The
objective of using GWR is first,ibwestigate the spatial correlation betwemghbouring
geographicdbcationsandthe local contribution of the independent variables, especially
how they influence the dependent variabl e
consistent relationships between the dependent variable aindeyzamdent variable are

across a given study area. This is simply to reveal where and how much variation is present

in a model.

A large and growing body of literature has investigated the use of GWR for different types
of crime related analysis, forregke, Malczewski and Poé&p05)used it to explore the
relationship between residential burglaries and neighbourhood socioeconomic context in
London. Recent evidence suggests the applicability of GWR in socioeconomic context; for
example, GIS based spatial analysis and modelling wédadlidtributions, and transport
analysis as demonstrated by Dendonckel(200al) and PaeZ£2006) Previous studies

have also reported the udeGWR as a suitable method for understanding the occurrence

of accidents (e.g. pipeline incidents), for example, Adi@@a6)amplied GWR to

improve the predictability of urban intersection vehicle accitleege. approaches with

GWR are applied to pipeline TPI, especially intentional TPI in this thesis.
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2.3.4.3Logistic Regression

Logistic Regression (LR) is a fornGafMs, and since stconception, it has been used
exclusively in the clinical, botany, biology, geology, and psychology disciplines for the
purpose of predicting events occurrence. In recent years, the use of LR in many
engineering, environmental and social applicatiosy ipopular. Tabachnick and Fidell
(2007)recount how it is now one of the most widely used statistical methods for
probability prediction of dependent and independent variables. The suitability includes
predicting landslide, earthquakes, rockslide, and in manufacturing process. However, at
present there is relatively little research published on the application dfeLBhadytsis

of petroleum pipeline failure. This limitation is probably due to inadequate data obtainable,
compared to other field where data can be reliably gathered successfully. Hence, this thesis
presents a novel methodology of multivariate statitatiques using the LR to
investigate the failure characteristics of TPI. It hypothesised that the factors influencing

TPI are environmental, socioeconomic, soalitical, and the pipeline geometry.

2.4 Geographic Information Systems (GIS)

Geographic Infonation Systems (GIS) first introduced in the 1960s in Canada is referred

to as a computerised system for mapflinggley et al., 2005)he technology is now
being widely accepted for t hebilienxppundoil at i on
business; when geoscientists, engineers, and geologist look for oil they i@ffement

(Day, 1998)GIS helps collect, store and integrpédial data for analysis to generate new
information in a mapased, database and graphical model fo@uaten(1988) Parker

(1988) DoE(1987) and Burrougl{1986)havedefined GIS asoa deci si on sup
i nvolving the integration of sopan iiardfl ogr maet
technology which stores, analyses andspiapidysnbdottopp at | al ndaganat ed c
systems for capturing, storing, checking, manipulating, analysing and displaying data which
referenced t o andpoveeHuhsetohtdoks forscallecfing, estnipgt vetk;
transforming and di s préspeygtivelyg spati al data f

The advent of GIS coupled with readily available various dataset in environmental studies
has made GIS increasingly useful in environmental assessment and gndhisria
because of its statistical and spatial analytical ability. It also enablesnd&aigion

capability and the detection of complex spatial relationships within various factors for
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consideratiofAugusto Filho et al., 2010, Facchinelli et al., 2001, Malczewski, 1999, Rigina,
1998) Researchers have ugkd statisticalcapability of GIS formanalyses in diverse
industrial applicationdosi and Iraokhal{010)used GlSased AHP procedure to
classify and assess numerous types of environmental risks to petroleum pipelines. The
study showed that the most significant influencing factors to the occurrencepaftshird
damage in thestudy area armhe local population and human activifestovi et al

(1999) used it for operations management denisiking. Dey et al. (1999) used it in
managing the risk of projecisie methodology of this thesis relies on application ef GIS
basedstatistical alysis to predict vulnerable segments and regions of a pipeline network.
This hybrid approach can identify and rank pipeline segments with potentially high risks
for TPI so that preventive actions can be taken to reduce the risks in these segments.

2.4.1  GIS Application in Pipeline Management

Malczewski (1999) identified GIS as a deeisatemg tool, using different data from
various sources for solving spatial problems through spatial analysis and modelling. In the
pipeline industryAugusto et al. (201Mneller (2007%; Hutson (2006) Luettinger and

Clark (2005) and Gale(1999)have used GIS as a dedcisinaking tool for optimum

pipeline route selection and for related oil and gas fadliescteristically, the
technique used involves the analysis of spatial data using data captured by remote sensing;
and hesestudies have only focussed emviroomental impactsrisk managememind
construction costfactors.For example, Augusto et al. (2010) used GIS to developed
qualitative models of pipeline hazard risk analysis using multicriteria decision investigation.
The study indentified pipeline segmentkerable to failureTPI, geotechnical and
environmental risks were considefdthough, despite the few research carried out on
pipeline TPI, no single study exists which adequately covers extensive factors (e.g.
socioeconomic, soepmlitical, geogphic accessibility, and human factors), and combined
with primary questionnaire survey to exploit opinion of the industry expssts.
Albuquergue et af2002)is critical of the conclusions that various authors draws about
unavailability of data to fully exploit other factors for consideratiaevielwed how GIS

could exploit online data and how decigi@aking process can be taken to the internet
where pip@&he data and other multimedia documents via a computer network can be

distributed and shared.
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Wild et al.(2002)reassessed how Conoco Inc. used GIS technology in pipeline project
development for sustainability growth of its asset by linking diverse organisations and key
players together on the internet. They showed how sustainabiiopnt@mabus use of

GIS from planning to pipeline operation is beneficial to a deuigiong framework,
especially the consideration for-effwiency, socioeconomic, and secieironmental

factors. However, it is perceived that the growing adventeofsegurity requires caution

be taken in any implementation of pipeline web mapping. This is important, & avoid

hijacof a companyds ser vepartyinterfeckicé.abase, a f o

An integrated use of GIS, for pipeline projects is useful in installation management,
emergency prevention, preparedness, and response. A European leading oil and gas
company, OMV, uses GIS for oil exploration and production workflow. They have used
GIS to create analysis tools, reduce data redundancy, and allow easy manipulation and
access to data, in addition to creating seismic navigation maps for oil exploration. The
company built a prototype Gé&dabled internet system where remote operators and

emploges can view, query, interact with essential datalkahmelger et al., 2006)

Shields(2006)reviewed how Earth Science Associates (ESA), uses GIS to predict the
impact of hurricanes on oil and gas production in the Gulf of Mexico between 2004 and
2005. The combined impact of hurricakatrinaRitg andWilmai mp |l i ci t |y o0 a
105,889,263 barrels of oil, an equivalent of approximately 19 per cent of the Gulf of
Mexico'"s yearly oil productiono. Particul
50,000 wells were used to develop a comprehensive risk analysis and recovery operations

planning.

The holder of the world's largest oil reserves, the Saudi Araliam@any explores the
advantages of GIS. They used GIS to plan pipeline route surveying projects and develop a
safety and emergency response system with a web based gas leak emergency responst
system. A land management system to manage land use penwoititmnetncroachment

in to the company's facilities was also developed witl{SaUsiAramco, 2003)In

addition, Btréleos de Venezuela S.A. (PDVSA), a Venezuelan petroleum company is using
GIS to manage its operations of hydrocarbon transportation and distribution facilities.

According to Leoret al.(2003) the GIS system developed manages Venezuela's 6,000
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kilometres of pipelines. Integration of satellite images, basic cartography, petroleum
pipeline data, well locations, and seismic data has improved oil and gas exploration and
production (Leon et al., 2003).

Gin et al.(2002)and Wild et al(2002) reviewed an indudtgsed role of GIS in the
sustanability of pipeline integrity. They reviewed that the role of GIS in pipeline
assessment and management provides the ideal tool for mapping pipeline attributes,
content movement, and spatial analysis. They further claimed it is taking over from the
tradtional cartography and statistical methods. However, applications of GIS-to socio
political and socioeconomic characteristics is been poorly integrated with these advance
techniques. Proper understanding of human activities and its relationship with the
ervironment is very important to produce accurate representation of a phenomenon
(Martin and Bracken, 1993)Thus, for a good analytical GIS analysis for petroleum
pipeline, it is important to recognise the many different roles various factors considered in

this thesis play in supporting pipeline failures.

2.4.2 GIS and Pipeline Secuty

The rapid population growth worldwide is pressuring the energy infrastructure to a
breaking point and resulting in high failure rates of pipeline. Such problems are not unique
to developing countries. Developed countries that have had similar exqrerigurcently

using GIS tools to solve these problems by realising that GIS is a powerful tool for law
enforcement, crime prevention and in risk assessments. Singularly, by applying GIS
technologies, crimes (for example, intentitPBlcan be getocatel to reveal significant

trends and relationships, thus helping in law enforcement planning and more effective
resource allocation, to avert subsequent reoccufEnéd¢buquerque Vasconcelos et al.,
2002, Ratcliffe and McCullagh, 20Th)s application of GIS is an indispensable tool in
preventing TPI. In brief, the following are the main tasks that-ba&#8 model can
accomplish iprotecting pipnes againgtPl (Chainey and Ratcliffe, 2005)

1 Generate reports and hardcopy maps for different type of queries enabling the law

enforcement agencies to visualise TPI patterns.

1 Show the hafpots in a typical pipeline segment (i.e. the areas with high rate of TPI)
on a map to assist with resource atiios more efficiently.
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1 Show TPI in buffer zones around institutions like schoolsgegsijlbegroleum
facilities This zones can be use tamrepeat calls where applicable also

identify trouble spots and TPI prone areas

1 Crossreference the locati of TPI with list of suspected vulnerable region to have
an approximate idea about the operation area of susceptible Tegiaean help
prepare police patrols for quick response to maximise limited resources in
combating TPRI

1 Customised GIS crime agsis model will provide the law enforcement agencies
and pipeline operatocapability to reate density maps of TPI and analyze trends

over time

1 Compare TPI data to demographic dath aalyse the probability and location of
future TPIlusing the exmted range of TPI activity

2.5 Pipeline Security: Policy Issues

2.5.1 Pipeline Regulation and Legislation

In the last few decades, environmental, political and financial awareness and consciousness
concerning the negative aspects of pipeline failures have led to the development of various
national policies to alleviate the consequences and probabilitiesh dhilsues.
Consequently, different legal frameworks and many actions have been taken to implement
a number of appropriate environmental protection laws. This legal initiative also aims to
harmonise the existing protection legislation, and make it &atonati duty of any
responsible government at all levels to safeguard oil and gas pipelines. Pipeline failures not
only influence the world energy supply of oil, but also cause serious environmental damage
and pollution(Wolf and Stanley, 2003herefore, the importance of effective regulation

and legislation for the prevention and remediation of pipehmegelacannot be over
emphasisedn countries where terrorigpersists, pipeline protection is given the utmost
attention and no amount of money or research is considered too much in ensuring their

protection and safety.

The European Council and the parliament, have, over the past few years, reviewed

regulations regding pipeline accidents (and related petrochemical hazards) and the need
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to follow strict international protocols to curb this global issue and which clearly indicated
thed maj or a patentid efrpipelinesa Thast tdedSeveso Il Directive2 888 of
1999became necessary considering the increase in the rate of environmental damage
resulting from pipeline TPPapadakis et al. (1999) further points out that a number of
guidelines and regulations on managing the environment and preventieggipsds in

Europe are stipulated by various organisations, departments, ministries and international
organisations that existed at that time. However, the platforms on which these numerous
legislations operate form the framework of planning decaionare mostly, inadequate

and | imited in application. They do not
accident hazardd | egislation in ppartgce fo
interference (Wolf and Stanley, 2003).

2.5.1.1 Pipeline SafetyLegislation

In the United Kingdom, the consequences of pipeline TPl and the continuous
devel opment of a nationdés economy and hum
1996 and have prompted the implementation of the Pipeline Safety Regulatiofis (PSR) o
1996 statutory regiméFisher, 1997)This statutory lawis applicable to onshore and
offshore pipelines throughout the entire life cycle of a pipeline, covering the following
activities: planning, design, construction, operation, maintenance, and rehabilitation (Fisher,
1997, cited by Mathet al.,2001). Prioto the PSR of 1996, several legislations have
addressed the control of accidents and hazards from pipelines. In England and Wales the
Maritime and Coastguard Agency (MCA) is the authority regulating the potential for
pollution from shiping and offshorenstallations, for example pipelinasaddition, the
Merchant Shipping Act (1995) is responsible for offshore installations to avoid pollution by

implementing necessary command and control actions.

However, the PSBf 1996 statutory regime deals rapiwarly with the issue of potential

TPl in terms of the requirements laid down under its regulations. Regulation 15 for
example states No person shall cause such damage
p e r, s Regdlation 16 stat@gr the purpose of ensuring that no damage is caused to a pipe
the operator shall take steps to .iTmsf orm p
commaneandcontrol statutory regime does not prescribe the form of protectian to b

used during pipeline construction, and only recommends that reasonable steps are to be

taken to inform people (owners and occupiers ofilacidse proximityo a pipeline) of
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the existence of the ©pipeline ®&algnmenved b
(Mather et al.2001). This inadequacy prompted Zyw(it&D5)to put forward many
arguments challenging such wide and general regulations, in that the distinction drawn by
such regaitions are sometimes narrow, political and unsocial; that choices in regulation
affecting environmental damages and pollution (for example, resulting from pipeline
damage) reflect political influence and intekestwi c ki 0 s argument I
categogal statutory regulation is required for factors contributing toward the growing
environmental problems like TPI

2.5.2 Legal and Administrative Framework in Nigeria

The present trend of thighrty interference in Nigeria has confirmed that more effort is
requred in establishing firmegulatory laws. In recognition, fleeleralgovernment of

Nigeria established the Federal Ministry of Environment (FMENV) with an overall
directiveto monitor, protect,and preserve all ecosystems of ¢hantry Today, the

FMENV is trying to implement the policy on the environment, coupled with some
assistance from environmentally friendly organisations anejowesnmental
organisations, especially in creating the awareness for environmental consciousness
regarding TPI.

A numkber of pipeline safety guidelines and regulations have been stipulated by various
national organisations, for example the Department of Petroleum Resources (DPR),
various State ministries of environment and various international organizations such as the
World Bank.According to FEPA (1991 hese legislations now form the framework on

which planning decisions are being made for pipeline installations in Nigeria. However,
national policies on pipeline safety and environmental protection require companies to
manage their pipeline networks in a socially responsible and ethical manner, in order to
protect and ensure the safety and fitness for purpose of pipeline. Federal laws have since
backed the initial guidelines produced by FEPA. For example, paragyayfhsew

regulations S.1.9 by FEPA statescleayo o i | , in any form, shal
rivers, lakes, sea, atmosphere or underground injection without a permit issued by the agen
an organization designated loydhPaggraph 17 of the same legal instrument states

industry or a facility which is likely to release gaseous, particulates, liquid or solid untreated di
install into its system appropriate abatement equipment in such detern@éne lyathde

A g e (FERBAH1991).
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The overall objective of the foregoing legal instrumesgarding oil and gas related
activitiesin Nigeria is to regulate operatioesvironmental damage, for example,
accidental spills of oil and gas froipelnesor processes within the territorial waters of
the country. These guidelines, issued by FEPA, stiputateum requiredtandards for

all industrial waste, either operational or accidental. In addition, it is tegumathagers
and operators of aind gas pipelines must comply Withregulationn order to improve

the quality of theservice deliversgnd other environmental hazarddswever, literature
review shows thdhe prevention of TPI and generahnagement practice within each
pipeline opratorin the study area dbeen guided by environmental standards including
those imposed by legislation and those established-tagdeling industrial codes of
practice, industry standards and company poligeneral, ane other related laws in
Nigeria al beit p i p e lincludepollotipnenitigationandirsdustpiad Waiste vy |,
from the activities of the oil and gas company, and include the following:

The Harmful Wastes (Criminal Provisions) Decree No. 42 of 1988
Pollution Abatement imdustries generating Waste Regulations: S.1.9 of 1991
Solid and Hazardous Wastes Management Regulations of 1991

1992 National Guidelines and Standards for Waste Management

2.5.2.1National guidelines for pipelines in Nigeria

Department of Petroleum Resources (BR): The Department of Petroleum Resources
(DPR), among its other duties, is responsible for regulating the activities of the oil and gas
industry in Nigeria. It also ensures strict compliance with relevant regulations in the
industry. The DPR has publidhthe environmental guidelines and standards for the
petroleum industry, which stipulate the manner by which pipelines should be protected
against TPl (FEPA, 1991). The methods include regular patrol -of-viglyt and detail

Environmental Impact AssessihéEIA) of pipeline projects.

Federal Ministry of Environment: The FEPA (1991) Guidelines and Standards for
Environmental Pollution Control in Nigeria (now the Federal Ministry of Environment)
provide and regulate th@ermissibleboundary and limits thawill help to prevent
indiscriminate discharge adil and gas product, for example, products from pipeline
rupture, into the environmenand coastal waters. These frameworks are also &pfdicab
themaintenance and rehabilitatiomibfand gas pipebs(FEPA,1991)
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State Legislation: The Nigeriaconstitution allowsates to make legislation, laws, and
edicts on the environmemior examplethe EIA Act No. 86 of 1992 recommends the
setting up of state environmemntabnitoringagencies to corroborate the efforts of the
federal governmeint regulating the consequencealladil and gas pipeline relgpedject
development. For exampllee edict setting up the Delta State Environmental Protection
Agency (DELSEPA)n thethesisstudy area outlines the primary responsibilities of the
agency, which is to protect amanitor all oil and gas activities with the potential to

disrupt thegereral environment ahe study arg&EPA, 1991)

2.6 Summary

This chapter provides a summary @f teview of existing information about TPI and
discussions on legal and administrative framework, in addition to a very detailed
description of pipeline TPI. The chapter suggest the need for developing critical legislation
in addition to technical capal@ehk to curb pipeline TPI. Specifically, in the study area, it

was found that pipeline TPI experienced a high rate of failure commencing from 2005 to
2009. The chapter also discusses several techniques in the literature that have been
developed in the past study and understand pipeline TRie following chapter,

Chapter 3 presentise review of major international pipeline failure databases in Europe,
America, Africa, Australend Asia.
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3 REVIEW AND COMPARISO N OF PIPELINE
FAILURES DATABASES

3.1 Introduction

This chapter reviews and compares the major international pipeline failure databases in
Europe, America, Africa, Australia and Asia. This coimpaaaglysis of major pipeline
incident databases is aimed at exploring the differences and similarities in order to
understand the background frequencies estimation of pipeligattyrdnterferences

(TPI), and contribute to literature, as a potergig@rences for future development of
pipeline incident database. The databases under comparison include:

1 Australian Pipeline Incident Database (APIA)

Conservation of Clean Air and Water in Europe (CONCAWE)
European Gas Pipeline Incident data Group (EGIG)

Office of Pipeline Security (OPS)

National Energy Board (NEB)

United Kingdom Onshore Pipelines Operators Association (UKOPA)

Russian Association for Licensing (JSC Gazprom/Rostechnadzor)

= 4 4 -4 A - -2

Nigeria National Petroleum Corporation (NNPC)

L=
it
Australia \
Ll 4
o
Legend Ay
nnec [l ves APIA ors [l vxora GAZPROM [555] conCAWE EGIG \ ‘~’_L«V’I

Figure 3-1 Map showing the major international pipeline failure databases review in this thesis, in
Europe, America, Africa, Australia, and Asia.
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Figure 31 illustrates the databases identified and reviewedsftinetsis; however, only
databases with its data in public domain, and are major world producers of oil and gas
products were revieweddowever, while the databases under consideration have
catalogued different causes of pipeline failures, this thestedsdnly to pipelin€PI in

these databases.

3.2 Australian Pipeline Incident Database (APIA)

The safety of over 21,000 kilometres of-prgksure transmission pipelines and related
facilities in Australia is the responsibility of the National Offshor@leBet Safety

Authority (NOPSA), a section of the Department of Industry, Tourism and Resources,
responsible for monitoring all pipelines and administering safety legislation. These
responsibilities i nclude managiacaunt fdrust r al

approximately 1.6% of the world combined oil and gas demand (Kimber, et al., 2003).

Others/Unknown 5
Third Party Damage 82
Ground Movement 3
Storm/Erosion 4
Corrosion 17

Construction defects 8

0 20 40 60 80 100

Figure3:2Sy mmary of pipeline failure TPrdamageAsP| AOs ¢
significantand account for over 60 per cent of the entire occurrences (Kimber, et al., 2003).

APIA defined TPI as any incident resulting in loss caused by land disturbance activities, for
example, excavation, boring activities, and unauthorised activities pnoglosty to

pipelines. Some analysts (e.g. Kimber et al., 2003) have attempted to draw attention to the
fact that pipeline TPI in Australia is low when compared to that of other countries with
similar oil and gas statis{iE$A, 2008) For example, no fatalities have occurred since the
1970s, and statistically, only one fatality per 60 years for the transmission system is
expected. However, TPl is the leading cause of pipeline damages in Australia, and this has
been confirmed by the 82 incidents of TPI between 1987 and 2002, 60 per cent of the total
number of incidents in that perigdPPEA, 2008, Kimber et al., 2008y way of
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illustration Figure 2 presentshe overall pipeline failure statistics between 1987 and 2002

in Australia,rad shows how TPI dominates causes of pipeline failures.

Many analysts argued that the strategy of N@&S#otecting pipelines from damage,
especially TPI, has been successful. Kimber et al. (2003), for example, argue that the reason
for this is that pipeline research and schemes (for example, the Australian Standard for
pipelines (AS2885) and the Austrdfigoeline Industry associates annual conference) in
Australia has focussed on preventing TPI through public awareness programmes. This
strategy, according torkber et al. has worked successfully in minimising the occurrence

of TPl in Australia. In other nua studies in Australia (e.g. Brooker, 2002), objective
measures have been shown to be very efficient compared to physical measures in
protecting pipelines against TPIl. Kimber (2001) for example, showed that using the
maximum wall thickness as prescribgdthe design standards, does not guarantee

protection of pipelines against direct drilling or other cutting actions by third parties.

The above studies corroborate the findings of a questionnaire survey, conducted as part of
this thesis and described @thapter 9, and the recommendations of the Australian
Standard for pipelines (AS288B97) supporting the use ofpgline awareness
programmes and rislased approaches in preveniiy For example, a respondent to

the questionnaire states thdt n tra#aurBl is brought about by deficiencies in the risk assessm
in the first instances failing to identify the threat and relevant controls of such interference. |
third parties would intentionally seek to damage a pipelseejtusless @otiboally unstable
environment e. gHo wWerveeqg , a R ak thg h(a&2mMi0s3t) a np. 0di n
success in reducing TPI incidents lies in a systematic evaluation of each threat and
proposing appropriate immediate action toiret® such risk, in addition to remotely

locating potential pipelines vulnerabl€Rb

Figure3-3 shows summarised plots of failure rate of alt#t@bases reviewed in the
thesis. Table-B showed the trend calculations for pipeline failure statistics between 1998
and 2007 where simple forecast analysis are implemented to show the treqmhuy third
interference in the APIA database, and othabalses reviewed in this thesis. The percent

change if the numbers of incidents changesRrtorP, is calculated by:
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P, -F
%Xmo (Equation3.1)
1

In equation 3.1R, is numbers of incidents last yearBnds t he currentds ye
incidents, for example, APIA had 8 numbers of incidents in 1998 and 7 incidents the
following year. Therefore, the percent ghafrom 1998 to 1999 is calculated by
subtracting7 from 8, divided by8; this give0.125that is further multiplied by 100.
Therefore, the number of incidents at API /
to 1999. This same procedure applies testaip this chapter showing trend calculation of

pipelines incidents.

1.20

1.00

0.80

0.60

0.40

Rate of failure (extracted for TPI

0.20 7
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Figure 3-3: A plot of failure rate calculated from the procedure described above, showing the trend
comparisorof pipeline incidents for the databases reviewed, from 1998 to 2007.

The rate calculation in Tablel, 3for the various databases under consideration is by
dividing the numbers of pipeline incidents by the total length of the pipelines, and
expressed asratio However, some missing data, for example, length of pipelines for
certain period of time where determined by using existing values, assuming the data values
increase or decrease at a steady rate. The simple linear equation was usedtiie calculate

least sqgares fit, and to predict subsequent estimated length of pipeline.

Australiads relativel y -1) o pipelineafailere i paobablg an b
because of the failure to address the voluntary provision of data by pipelioesoper

Although, this is not a regulatory requirement, as provision of major pipeline incidents in
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Australia is voluntary, according to Bolt (2006). This might explain the low failure rate,
because as Bq2006)argued that not only does the voluntary submission of dataset
provide an accurate measure of the Austra
low population density and relatively young age of most of its pipednesher

contributory sulExjuent estimated lengthgpgdelines

Table 3-1 Trend analysis of Australian pipelines incidents from 1998 to 2007.

Year | No. of Incidents* % Change  Length (Km '000)** Rate
1998 8 26.314 0.304
1999 7 -12.5% 26.778 0.261
2000 30 328.6% 27.604 1.087
2001 13 -56.7% 27.972 0.465
2002 7 -46.2% 28.512 0.246
2003 15 114.3% 29.109 0.515
2004 16 6.7% 29.666 0.539
2005 11 -31.3% 30.223 0.364
2006 9 -18.2% 30.780 0.292
2007 8 -11.1% 31.337 0.255

* Pipeline Spillages by TPI for year 1998 through 2003; **2005 to 2007 predicted using existing values

3.3 Conservation of Clean Air and Water in Europe (CONCAWE)

Conservation of Clean Air and Water in Europe (CONCAWE) started in 1963, as a
European organisatipcomprising various oil and gas companies. The objectives are to
monitor fuel quality, vehicle emissions, air quality, health, petroleum products,-and cross
country oil pipelines. The organisation monitors a combined network (as at the end of
2006) of 3890km onshore oil pipelines. They also produce annual statistical summary of
reported spillages, in addition to records and reports of all the annual pigging inspection
statistics of the participating seventy operating companies and agencies thdagarovide

for its reports.

CONCAWE, unlike EGIG (Section 3.5), analyses pipeline incidents by causes, procedures
and clean up costs of spillageavis et al., 2008, Restrepo et al., 2808)0 s pi | | a g €
related fatalities or ijuries were reported in 2008. Over the 38 reporting years there

have been a total of 14 fatalities in five separate incidents in 1975, 79, 89, 96 and 99.

All but one of these fatalities occurred when people were caught in a fire following a

s pi | (Davig et@l., 2009)Table 32 shows a summary output of a typical statistics
from CONCAWEOs database.
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Table 3-2 Summary of failure statistic from the CONCAWE database of incidents on oil pipelines
from 1971 to 2004.

Number of Incidents

Percentage Gross Volume

Failure Statistics Spilled (m.cu/yr)
(CONCAWE) Average per Year Percentage
(19712004) (19712004) 19712004

Mechanical Failure 3 23.8 314

Operational 0.9 6.8 3.6

Corrosion 3.6 28.9 18.8

Natural Hazard 0.4 3.5 4.1

Third Party Activity 4.6 36.9 42.1

The most obvious finding to emerge from C

TPI and corrosion as the two most prevalent causes of spillage incidents2)T&ae 3

exampleDavis et al. (2010) recently review the published report of CONCAEL Gor

that shows there were nine spillage incidents, and seven were attributed to TPI. This is an
f r o (a00Tracuried sleven tspillagé indidents in 2005, two of

which were because of unintentional TtRs.perceived the nine spillages that were caused

i ncrease

by intentional TPI is amanticipated finding the databag®avis et al., 2009)

100% -

60% 1

40% -

20% 1

0%‘

. 3rd party e Natural

1971 -
1975

80% T

-T 10

SN SN S E—m—"\

O O O B B L

- — — — — ——ta0

N1

—T 2.0

I\/\

1976 - 1981 -
1980 1985

Cerrosion

1986 - 1991 - 1996- 2001 -
1990 1995 2000 2005

2003 -
2007

— 0.0

0

Spills per year per '000 km

Operational mmm Mechanical «=Al causes

Figure 3-4: Pipelines spillage frequencies and distribution by major cause (CONGBI)E,

CONCAWED s

cause indicates a reduction in the number of incidents caused by corrosion. These results

(2007)

statisti

CS

of pi pelines

are consistent with those given in other databases. However, 8t tmowotitzer pipeline

incident databases (e.g. NEB), evidence of pipeline TPI declining was not reported by
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CONCAWE, an implication of this is the possibility that-frartly interference has been
increasing in Europe, and a conclusion that can be doawhéble 3.

Table 3-3: Trend analysis of CONCAWE pipeline spillages by TPI for year 1998 through 2003,
and details from 2005 to 2007 were interpo

Year No. of Incidents % Change Length (Km '000) Rate
1998 9 29.670 0.303
1999 11 22.2% 29.450 0.374
2000 6 -45.5% 30.800 0.195
2001 7 16.7% 35.575 0.197
2002 6 -14.3% 35.592 0.169
2003 10 66.7% 36.422 0.275
2004 2 -80.0% 35.383 0.057
2005 2 0.0% 35.807 0.056
2006 2 0.0% 35.832 0.056
2007 1 -50.0% 35.858 0.028

Table 33 shows the calculated trend analysis, following the description §aeiom

3.2.1, as part of this thesis, indicating the trend and rate of occurrence of TPI in the
database for CONCAWIE.can be seen from the data in TabBtBat the year 1999 and

2003 reported significantly more numbers of incidents than other years. On average, it can

be concluded that the trend of occurrence in the database is in the decline.

3.4 European Gas Pipelindncident data Group (EGIG)

The European Gas Pipeline Incident Data Group (EGIG) comprises operators of gas
transmission pipelines in twelve European courfirgee€3-5). The overall objectives of

the organisation are to communicate data regarding the safety performance of pipelines,
and to provide a reliable and realistic picture of incident frequencies within member
countries. Their other objectiae to prepare and maintain a database for statistical use in
studies and research; periodically analys:
of pipelines; and recommend improvements for safety performance of pipeline networks.
EGIG now collect data from over 130,000 km of pipelines and with an overall incident
frequency of 0.37 incidents per year per 1,000 km from 1970 to 2007.

The EGIG database uses the following variables to cafafafer their database: pipe
diameter, pressure, year of construction, cagpagpipeline depth, material grade, and
wall thickness. The incidents reported by the EGIG are however categorised by detection

method for failure, leak size, cause of incidgmtjon, consequences, and incidents
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summaryFocke, 2009, Van Den Brand and Kutrowski, 2006a}ecriteria, being use
by the EGIG database records 1,172 incidents from 1970 to 2007.
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Figure 3-5: TheEGIG countries, comprising Belgium, the Czech, Denmark, Germany, Finland,
France, Italy, NetherlandBortugal, Spain, Switzerland, and the United Kingdom.

One interesting observation from the data presented in Fi§ure tBat despite an
increase in the number of European companies becoming EGIG members, the numbers
of incidents are reduciagthough the pip@e network size is increasitigs considered
that further data is required before the association between the increased membership of

EGIG and the relative decrease in the number of incidents can be clearly understood.
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Figure 3-6: Primary failure frequencies per cause according to EGIG data. TPI, although
decreasing, is the most dominant cause of pipeline failure in the database (EGIGI, 2005).
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Table 3-4: The European Gas Pipeline Incident data Group (EGIG), showing the percentage rate
changes of pipeline incidents according to the EGIG. The rate of pipeline incidents according to
the EGIG database has decreased, and is decreasiegtipears.

Year | No. of Incidents % Change Length (Km '000) Rate
1998 11 104.341 0.103
1999 15 42.0% 105.729 0.144
2000 9 -37.9% 106.761 0.089
2001 10 1.9% 109.980 0.088
2002 12 20.3% 111.125 0.104
2003 8 -31.5% 119.111 0.067
2004 12 48.1% 122.168 0.096
2005 10 -16.5% 127.696 0.077
2006 7 -30.3% 128.345 0.053
2007 7 2.3% 129.719 0.054

EGIG recognises the consequences of TPI, and their database is consistent with other
similar databases that have also found TPI to be the leading cause of gas pipeline failures.
Thirdparty interference accounted fdatabasever 5
(Table 3). The database would be improved if EGIG had explicitly considered pipeline
incidents with an intentional gas release. Although uncommon in Europe (until 9/11),

intentional release cannot be entirely rulefLords, 2010)

Table 3-5: Summary statistic of EGIG database of gas pipelines (1970 to 2007), between 1970 and
2004, the coverage exposure was 2.8 million km.yr km.

Cause Overall Percentage (%)
External Interference 49.6
Construction defect/Material failure 16.5
Corrosion 15.4
Ground movement 7.3
Hot-tap made by error 4.6
Other and unknown 6.7

3.5 Office of Pipeline Security (OPS)

The Office of Pipeline Security (OPS) i s
Pipeline and Hazardous Materials Safety Administration (PHMSA)mdhage an
estimated 244,000 km of petroleum pipeline products and 549,000 km of natural gas
pipeling as well as regulating over 2000 operators in the oil and gas oS is
responsible for the safety of pipelinegibgeminatioprograms and practices to manage
pipeline integritgndreduce the likelihood of pipeline failure (OPS, 2008).
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Table 3-6: Trend analysis of pipeline incidence by Office of Pipeline Security (SPS)
Department of Transportation from 1998 to 2007. The data is based on incidentpatyhird
incidence from OPS datab&seyear 1998 through 2007.

Year | No. of Incidents % Change Length (Km '000) Rate
1998 64 971.630 0.066
1999 59 -7.8% 1000.599 0.059
2000 54 -8.5% 1027.952 0.053
2001 65 20.4% 1003.602 0.065
2002 59 -9.2% 1034.131 0.057
2003 72 22.0% 1076.971 0.067
2004 58 -19.4% 1084.896 0.053
2005 58 0.0% 1094.138 0.053
2006 46 -20.7% 1105.795 0.042
2007 52 13.0% 1093.774 0.048

The September 11, 2001 (9/11) terrorist attack on United States has made the country one
of the few countries that has taken serious precautions against all forms of intentional TPI.
The Department of Homeland Security (DHS) and the pipeline industowajently
responsible for the security of pipeline systems against intentional pipeline interference (e.g.
terrorist threats, cyber attacks and saboteur activities) in the country. The following are
among the key initiatives taken to forestall the dikelirof TPI: (i) extensive
communication systems, (ii) vulnerability assessments, (iii) consensus security guidance and
development, and (iv) research sponsorships for detection technology and the continuous
monitoring of right®f-wayqChen et al., 2007, Restrepo et al., 2009, OPS, 2008)

Table 3-7: Causes of pipeline failuresadcaorxdy t o OPSds failure databas
estimated from the raw data (OPS, 2006).
Cause of Failure Natural Gas (%) Hazardous Liquids (%)
Third Party 36 33
Corrosion 24 42
Weather related 11 3
Previously damaged pipe 4 8
Defective pipe seam 3 6
Defective girth weld 3 4
Defective fabrication weld 2 2
Defective pipe 2 3
Construction damage 1 0
Stress corrosion cracking 1 0

OPS identify the leading cause of pipeline incidents as beingablel3{7), and

consequently encourage stakehol ders to de\
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pi pelines. For example, Common Ground Al Il
Practicesd are available to pipeline oper
emerging technology that is suitable for preventing pipeline damage (for &vedigle,
Safelgnecall programs).\ildence of the effectiveness of this initiative was ascertained in

the questionnaire survey that vgast of this thesis, when a respondent from the U.S
statedthad For t he past 15 vy\wedhelping our pielinginodustry redacte n
excavation damage to our pipelines. Our efforts has resulted in reducing these damages by
while miles of underground pipelines have increased by more than 30%. This has been dc

publicadc ati on, wuse of technology and strong a

The U.Shas beeim the forefrontof research in pipelines)dthe incidents data analysed

and classified by the PRCI of the OPS, grouped8mtmt causes pipeline failur€alfle

3-8). The PRCI also classifigé®! to includeweather related and outside force. The
framework of the classification is the most detailed charactenspelioke failuresA
combination of factors could explained ékensive and thorougésearch into TPI by

the U.Shan that of any other country, for example, the dependence on energy per person
than any other country, and perceived threats, espelimiling theeventafter 9/11.

Table 3-8: The classification of Department of Transportation classification of oil and gas pipeline
failures grouped into 18 root causes. This data is extracted from OPS& (@®$d2006).

Main Causes | Sub-divisions of the causes

External Corrosion
Time Dependent | Internal corrosion
Stress Corrosion Cracking

Defective pipe seam
Defective pipe
Defective pipgirth weld
Welding/Fabrication | Defective fabrication weld

Related Wrinkle bend or buckle
Stripped threats and coupling failure
Gasket Gring failure
Control/relief equipment malfunction
Seal/pump packing failure
Miscellaneous

Manufacturing Defects

Stable

Equipment

Incorrect Operations

Cold weather

Weather related an| Lightning
outside force Heavy rains

Time Third Party/Mechanical
Independent Damage

Earth movements
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3.6 The National Energy Board (NEB)

The National Energy Board (NEB) is an independent federal agency with parliamentary
powers that regulates about 45l@0®f pipelines in Canada operated®y companies.

These companies compulsorily share their pipeline performance data with the NEB. The
NEB attempts to ensure the proper functioning of pipelines by promoting safety and
security, and thus ensuring an efficient energy infrastructure to the Canadidmeublic.
NEB regulates the planning, design, construction, commission, and mainteafince of

pipelines within Canada.

The NEB (2008) Pipeline Crossing Regulations déflrees unauthorized activities with a
potential to damage a pipeline or to prevent maintenance access to aTpip&lEe.
identified damage prevention as one of the B&ators that provide an understanding of
safety performance of pipelines. The NEB further recognises unauthorized mechanical
excavation; unintentional contact with a pipeline; andofiglaty encroachments as
indicators of TP(Jeglic, 2004, NEB, 2008)

Table 3-9: Third-party Interference on Rights of Way of NieBulated pipelines (NEB, 2008).

Unlike the OPS, EGIGI and UKOPA where TPI is found to be the leading cause of
pipeline failures, NEBGOGs | eading cause of
followed by operational errors. While TPI still occurs, it is relatively uncommon-in NEB
regulated pipelines (Figur&)3 The NEB (2008) claim that for nine consecutive years

(from 1998 to 2007), there were no fatalities involving employees, contractors, or third
parties. In addition, there were no ruptures on regulated pipelines frora 2006. t
Therefore, considering the near zero fatality rate of the NEB database, illustrating the

trend, for example, as shown in Talas3unfeasible.
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