













































































































































































































































































































































































Evaluation

mentioning that this experiment did not emphasize the selection of diverse network

paths between the sites and the possible network overlap between the Sub-Mediators

and the candidate Web Services. This experiment was designed only to validate the

applicability and functionality of the WS-Mediator.
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Evaluation

In this experiment we chose the VBI BLAST as the ultimate Web Service. Three
routes with dependability acceptance of 70%were required. The level of routing
diversity was set as “Country”. During the execution, The Sub-Mediators located in
Shanghai (China), Newcastle upon Tyne (UK), and Washington (USA), were selected
as the routing intermediate nodes according to their dependability metadata (see
Appendix I). Figure 5-9 shows some results obtained in this experiment. During the
experiment, the three Sub-Mediators and the VBI BLAST Web Service performed
reliably. Most of the time, the Sub-Mediator deployed in Newcastle upon Tyne (UK),
delivered the quickest responses, while the one in Shanghai (China), was the slowest
one. In this execution mode, the average overhead of the WS-Mediator was about 140

milliseconds.
5.5 Conclusions

The experiments reported in this chapter demonstrate the applicability of the WS-
Mediator approach. The experiments were conducted with realistic Web Services
deployed by diverse service providers in real-world environments. The results of the
experiments have proved that the WS-Mediator is capable of providing the required
functionalities. The quantitative evidence supports the evaluation of the approach as
feasible and effective. The experiments conducted with the BLAST Web Services
have clearly manifested the benefits of using the WS-Mediator approach with real-

world Web Service applications.

113



Conclusions and Suggestions for Future Work

6. Conclusions and Suggestions for Future Work

In this chapter, we summarize our work and make suggestions for further work. In
section 6.1, we summarize our research and studies reported in each chapter. In
section 6.2, we outline certain possible extensions that could be made to our solutions.
In addition, we discuss how the knowledge gained in this study can be applied in

future work to improve the dependability of Web Service applications.
6.1 Summary

Web Service technology is developing very fast, and has started to play a critical role
in more and more e-Commerce and e-Science applications. Due to the complexity of
architecture and complicated application scenarios of Web Services, their
dependability is a challenging research topic. While there have been many approaches
developed to improving the dependability of individual Web Services and Web
Service composition applications, there is still a need for solutions that would ensure
the dependability of Web Service composition given the persistence of varied types of
faults in the infrastructure. It is therefore essential to analyse concrete dependability
characteristics of Web Services and involved components, such as individual
component services, networks, etc. and develop solutions to cope with specific fault

assumptions.

Web Service composition is an activity involving integration of several component
services over computer networks. For instance, in the travel booking use case, the
travel agent has to invoke both an airway company and a hotel to follow the business

process logic. In practice, applications (e.g. [8, 9]) will be much more complicated
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and service composition will involve far more component services for the business
process logic to be implemented. The dependability of service composition relies on
the dependability of individual component services and of the networks. Failures of a
single node (e.g. a component service or a segment of the network) can undermine the
dependability of the entire application. In our example, the travel booking process
cannot be accomplished until the travel agent receives valid results from both the
airway company and the hotel. However, in reality, it is impossible to ensure that
Web Services do not fail during the integration; moreover, computer networks are
inherently unreliable. Hence, solutions for improving the dependability of service
composition need to deal with failures of individual component services and networks

to ensure the continuity of services.

All this has prompted us to develop an approach focusing on the dependability of
Web Service composition specifically from clients’ point of view, with network
failures considered to be part of the dependability characteristics of component Web
Services. Compared to the existing solutions, the WS-Mediator approach innovatively
adapts the resilience-explicit computing technology to improve the efficacy of fault
tolerance techniques (including the service diversity strategy), commonly employed in
other solutions. The WS-Mediator system utilises Sub-Mediators, deployed on the
overlay architecture, to monitor the dependability of component services, generate
dependability metadata reflecting clients’ point of view and apply fault tolerance
techniques to deal with faults. Dependability metadata consist of various attributes
that represent the dependability characteristics of Web Services, such as response
time, availability rate, types of failures, etc. The resilience-explicit dynamic
reconfiguration mechanism of the WS-Mediator system makes run-time decisions

according to these metadata to dynamically select the most dependable component
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services for assembling the business process logic. In addition, the system implements
a number of fault tolerance mechanisms (such as recovery blocks, N-version

programming and path diversity) to deal with various types of faults in order to ensure

the overall dependability of the service composition.

A prototype of the WS-Mediator system, called Java WS-Mediator, has been
implemented using the Java Web Service technology. We have conducted a series of
experiments with several real-world Web Services (e.g. the BLAST Web Services
commonly used in the bioinformatics domain, and Web Services deployed by the
GOLD project, etc) to evaluate our solution, and their results have demonstrated the

applicability and efficacy of the WS-Mediator approach.
6.2 Suggestions for Future Work

The architecture of the WS-Mediator system is flexible and scalable, and there are
many ways in which our system could be extended in future research. Below we

outline several promising extensions:

1. The efficacy of the WS-Mediator approach relies on dependability metadata
and the design and implementation of the dynamic reconfiguration
mechanism. Currently, the WS-Mediator system generates dependability
metadata comprising attributes such as response time (r), availability
measurement (m) and types of failures (f). The dynamic reconfiguration
mechanism utilises these attributes to select the most appropriate component
services. In future development, this solution could be extended to a
comprehensive metadata framework comprising more attributes to represent

other dependability characteristics of Web Services, including their changing
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dependability behaviour. For example, the response time (r) or availability
measurement (m) of a service may be consistently different at different times
of the day or on different days of the week because of the variations in the way
the service is accessed. Therefore, metadata may comprise an attribute
recording the average response time (r) or availability measurement (m) at a
certain time of the day, on a certain day of the week, etc. Another example
would be an attribute registering the average system down time [19, 34] after
the occurrence of each type of failure, which would allow the service
composition mechanism to decide when to retry the service after the
occurrence of a certain type of failure. The dynamic reconfiguration
mechanism could then be accordingly extended by more advanced algorithms
corresponding to each particular attribute of metadata or their combinations. In
particular, when the response time (r) or availability measurement (m) is
chosen as a criterion for selecting component services, a new algorithm
should be able to use a time slice of historic response time (») or availability
measurement (m) of a candidate service to forecast its changing dependability
behaviour. Thus the algorithm can explicitly decide if it is reasonable to use
the service at a certain time regardless of its overall response time (r) or
availability measurement (m).

The WS-Mediator system implements a number of fault tolerance mechanisms
as fault tolerance execution modes to deal with different types of faults. There
are two major ways to select a fault tolerance mechanism during service
composition: explicit selection by the client and automatic selection by the
WS-Mediator system. The client can select a particular fault tolerance

execution mode and set relevant parameters in the global execution policy. In
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practice, however, because the dependability characteristics of autonomous
component services are unknown, it may be difficult for the client to select the
appropriate fault tolerance execution mode. The dynamic reconfiguration of
the WS-Mediator system is designed to automatically select the most
appropriate fault tolerance mechanisms according to the types of failures (f)
captured in the dependability metadata related to particular component
services. Currently, the efficacy of the approach is restricted by the simple
form in which dependability metadata are recorded (for example, the types of
failures are saved and analysed at a very coarse level). This could be improved
in the future by developing a more efficient dynamic reconfiguration
mechanism in conjunction with a more comprehensive metadata framework.
In particular, specific algorithms could be developed to identify the common
types of failures in component services at a much finer level (e.g. following
the classification from [81]) and to select the suitable fault tolerance
mechanisms to be applied in service composition.

. The current development of the WS-Mediator system does not explicitly
address security issues, and yet Web Service security is emerging as an active
research topic today. There are several types of security techniques developed
for Web Services, one of the most important being the OASIS Web Services
Security (WSS) TC [82]. The WS-Mediator system implements the standard
Web Service intermediary architecture, which is extensively employed in
many applications implementing value-adding services between clients and
Web Services. The special requirements of the Web Service architecture is
realised in the research on security of Web Services. Paper [83] emphasises

that the development of security models and mechanisms in Web Services
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should be compatible with Web Service architecture, including such
components as intermediaries. Therefore, in theory, the WS-Mediator should
be compatible with those applications that employ security models and
mechanisms described in [82]. This supposition needs, however, to be
investigated in future work.

. The Business Process Execution Language (BPEL) [84] has been extensively
used in developing e-Commerce and e-Science applications in the past few
years. Compared to the Java Web Service technology, BPEL simplifies service
composition by specifically focusing on the description of the business process
logic, with other jobs left to the underlying middleware. The WS-Mediator
system offers the standard Web Service interface and can therefore be
seamlessly integrated into applications developed in the BPEL. The executable
process can directly invoke the WS-Mediator system to perform service
composition. However, generally speaking, the BPEL is not as powerful as a
general-purpose programming language like Java with regard to tasks such as
message processing, etc. Therefore, it is well worth investing some effort in
the future in improving the applicability of the WS-Mediator system to the
development of applications in the BPEL.

. The WS-Mediator approach addresses network-related issues in Web Service
composition, using the message routing diversity mechanism to deal with
some of them. Currently, message routing diversity is achieved by using
several remote Sub-Mediators as intermediary nodes. However, some overlaps
of message paths may still happen when we use this application-level message
routing approach. In future, the message routing diversity mechanism could be

implemented in a more elaborate way to discover low-level message paths by
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tracing messages sent to services. This message routing information needs to
contain specific network routes along which messages between the client and
the service travel. By comparing message routing paths to a particular service
from different Sub-Mediators, the WS-Mediator should be able to effectively
select the less overlapping paths to implement path diversity to the service.
Furthermore, by tracing messages, the WS-Mediator might be able to identify
the dependability characteristics of particular networks and select message
routing paths during service composition accordingly.

. The WS-Mediator system monitors Web Services at different locations in the
Internet and dynamically assesses their dependability. The dependability
metadata generated by Sub-Mediators can help clients to select the most
dependable services, taking into consideration the impact of the network.
Currently, these dependability metadata can be retrieved via the Web Service
interface of Sub-Mediators. In future, it would be possible to publish these
dependability metadata on a special Web site. The system would automatically
detect the IP address of the user who accessed it and dynamically publish
dependability metadata generated by the Sub-Mediator closest to the user.
This would help users to easily find out how dependable Web Services
were and use them accordingly. At the same time, Web Service providers
could use the Web site to obtain the dependability metadata about their

services generated by Sub-Mediators distributed across the Internet.
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Appendix A — The WSsDAT tool

Our work on the tool started with formulating the essential requirements which a
general Web Services dependability-monitoring tool needs to meet. The main
requirement is that such a tool should be able to monitor a Web Service continuously
for a preconfigured period of time and record various types of information in order for
the dependability of a service to be measured. Firstly, the tool should provide an
interface to accept user’s inputs and map these user inputs into internal processing
actions. Secondly, the tool has to be able to invoke the Web Service effectively and
wait for results; internal and external exceptions should be monitored during this
period. When the output of the service invocation is received. the response time for
the service should be recorded and analyzed. Idcally. the output of the senvice needs
to be assessed to determine whether the Web Service functioned properly and whether
it passed or failed according to the users’ demands. Moreover. when the test
invocation failed then any fault messages generated by the service should also be
documented. 1f available, these messages will provide insights behind the problems
causing the service failure. Finally. the tool should be able to produce reports of the

test and monitoring procedures.

Overview

The requirements of a general Web Services dependability-monitoring tool were
rcalised by the development of a Java-based application called Web Services
Dependability  Assessment Tool (WSsDAT) which is aimed at evaluating the
dependability of Web Services. The tool supports various methods of dependability

testing by acting as a client invoking the Web Services under investigation. The tool

'
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cnables users to monitor Web Services by collecting the following reliability

characteristics:

— Availability and Functionality: Calls are made to a Web Service at defined
intervals to check if the Web Service is functioning. The tool is able to test the
semantics of the response which are generated by the Web Service being
monitored. It is possible to pre-configure the tool using a regular expression
which represents the correct response expected by the scientist from a given Web
Service and ensure the service is functioning according to that expected by its
user. Results returned from a Web Service are recorded for further analysis
which can be manually carried out by a user.

— Performance: The WSsDAT measures the round-trip response time of calls
made to the Web Services. Average response time of successful calls is used as
performance metric of a Web Service.

~ Faults and exceptions: The tool records any faults generated by a failed
invocation of a Web Service. Internal and external cxceptions, for cxample,

networking timeout exceptions are also recorded for further analysis.

Further to the above metadata recorded by WSsDAT, the tool can also be used to test
and monitor the dependability of Web Services at geographically disparate locations
through the deployment of the tool on different computers. It is important to
understand the behaviour of a Web Service from the point of view of the clients. in
order to comprehend the networking consequences between the clients and the Web

Serviee.
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General principles and architecture

One of the problems with using public scientific Web Services is that their interfaces
differ from one resource to another. Therefore, testers would normally have to write a
customized invocation script for each service because of the different interfaces and
parameters required. The WSsDAT is an off-the-shelf tool offering general solutions
for monitoring the dependability of Web Services. This tool is implemented using

Apache Axis JAX-RPC style SOAP processing APIs.

WwSs1

User's Inputs > Data
- | O

Information

User : i ) g8 oty
database =©

A

/

Data Handler

Figure A-1: The architecture of the WSsDAT

The architecture of WSsDAT is shown in Figure A-1. It consists of three main
functional components, a graphical user interface (GUI), a Test Engine and a Data
Handler. The GUI captures the user’s request, and configures the test policy and
system settings. These inputs are modeled, mapped and stored in a database for
repeated use. The GUI is also a viewport which renders live dependability and
performance metrics of the Web Services being monitored. The Test Engine is
responsible for generating and executing invocation scripts using the modeled data

stored in the Web Services database to invoke Web Services. The Test Engine 1s able
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to run a batch of tests and measurements concurrently. The Data Handler processes
and models all test and observation measurements data. After statistical analysis.
these data are subsequently stored in a MySQL database or as plain text files; relevant

information is passed and rendered in the viewport on the GUI.

onMNn Web Services Dependability Test Toclkit

| File Tool About

DEZE -
s

Over view WS informassion | Tes1 Policy

Wss WS Name: WSZ
Endpoint http://localkost:8080/axis/Test.jws?
Operation: test
Timeout(s): 10C
Return Type XSD_STRING ¥ ) a
Expected Result: pass
Parameter Type XSD_STRING E
Paramecter: pass
Parameters Type Parameters [ Add
XSD_STRING pass R

( Enter | Next

Figure A-2: GUI for Web Services information inputs

Graphical user interface (GUI)

We designed and implemented the GUI by which users can interact with the
WSsDAT. Users can input information of Web Services on the GUI, set test
parameters and configure test policies, as shown in Figure A-2. The WSsDAT 1s
capable of testing multiple Web Services simultaneously. Each time the GUI accepts
inputs for one Web Service. Once user’s inputs are validated, these data are modeled

and saved in a database, and the Web Service is entered into a test array. The Web
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listed on the GUI and can be selected individually for

display. The viewport on the GUI renders information

of Web Services, such as errors, average response time, and graphs of response times.

The user can highlight a Web

nnoO

Service in the testing list for display. (See Figure A-3).

Web Services Dependability Test Toolkit

| File Tool About

BEEE-E

S =L — flOverviews| WS information  Test Policy | . —
WSs Ws Name Endpoint Operation Starttime  Average .. Response Pass rate Selecte
wSsi1 ws1 hup /localhost 8080/ test 00.00:00 878 905 100 ¥

ART 878 ms Tested Times 2134

Errors 0 Availability 100%

1000

800 ”E
600 - 2
400 |-

200

Figure A-3: GUI for test information display

Test engine

The Test Engine processes the user’s inputs and implements service invocation scripts

according to test policies. Tests on each Web Service are established as a single

thread and all tests are carried out in parallel. The number of test threads is only

s 0 e . < I
restricted by the computer system’s capability or restriction. Figure A-4 1s an UML
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diagram showing how the Test Engine cooperates with other components in the

WSsDAT. The mechanism of a test procedure described briefly as following:

— The Test Engine assembles an invocation script for a Web Service to be
monitored according to user’s inputs.

~ The Test Engine invokes the Web Service with the test script. A timer is started
for measuring the response time. The start time of the invocation is logged.

- If a valid result is received from a Web Service, the result is passed to the Data
Handler along with other measurements such as start time and end time of the
invocation. The test is terminated and will be started again after the preset
interval.

— If an exception is detected during the invocation, the cxception message is logged
along with other dependability and performance metrics. The test is terminated
and a new invocation will be initiated after the preset interval.

- If the Web Service does not return any response after a preset timeout period. the
timeout exception is logged. The test is terminated and will start again after the
preset interval.

Relevant statistics and analysis are processed and logged after each invocation.
The Test Engine implements the SOAP message processing mechanism. It is able to
analyze the SOAP message received from the Web Services by reporting the error
message attached in the SOAP message and thereby allowing users of the tool to

understand what failures occurred during an unsuccessful invocation.
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Data handler

The Data Handler processes all data generated during the test. After statistical
analysis, these data are stored in a MySQL database, and passed to the GUI if
appropriate. If a MySQL database is not installed on the computer, the WSsDAT has
an option to save these data in formatted text files. The contents of these files are
commented and split clearly and can be easily converted into Microsoft Excel or some

other statistics software which can import data from formatted text files such as

SPSs’.
(S, ) (aahandier] [Database] (TestEngine ]

1 1 1 1

ne | ' i
| User inputs |
: : SOAP/WSDL

CRp— i : é—b@ Web service
J Data
User ! :
=

Display Save

&

Figure A-4: Test procedure

*hitpy/. WWW.spss.com/SPSS/
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Appendix B — Implementation of Java Sub-Mediator Elite

We started implementing the Java WS-Mediator by using the UML modelling tool
[74] integrated in NetBeans to generate abstract classes of components. The
modelling technique allowed us to construct an abstract prototype of the WS-
Mediator and its components from scratch by defining attributes and operations to
present the functionalities and behaviours of components. Moreover, we were able to
validate the proposed system structure and components with Use Case and class
diagrams along with the modelling-based system validation techniques. The
modelling approach dramatically reduced the difficulty and complexity of the liva
WS-Mediator implementation. Figure B-1 presents the class diagram of the Sub-

Mediator Elite, illustrating the internal components of the implementation.

In the Sub-Mediator Elite, class Med Elite SOAPPort() acts as both service interface
and the BPL. The client application can invoke Java APls implemented in the
Med Elite SOAPPort() class to request different services. This class interprets the
client’s requests and assigns jobs to the corresponding components. Figure B-2
illustrates the dependency of the Med Elite SOAPPorts() class. The I'S_Bridge() and
the SubMed _Brisge() classes are the components for accessing the l'eh Service
database and the Sub-Mediator database. The Dynamic_Recon/ Engine() class
implements the Dynamic Reconfiguration Engine of the Sub-Mediator to process the
mediating service requests. The Aed Elite_PolicyPort() class interprets the global
evecution policy, while the WS _ReqPolicy_Parser() class extracts individual

evecution policies.
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Dynamic_Reconf_Engine
| Fram medater_Eie |

rlle By

WS _Bridge Med_Elite_PolicyPort SubMed_Bridge WS_Ri
= = o ) eqPolicy_P.
{ From merdator_Exe | | From medstor S | { From medaor_Eime | (_rm:mm:_e.:sy
\
\
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Figure B-2: The Service Processing Engine of the WS-Mediator Elite

Below we discuss a simple client application developed using the APIs provided by
the Sub-Mediator Elite. The client requests a mediating service and provides two Web
Services, ws/ and ws2, as candidates. The client application creates an instance of the
Med Elite_PolicyPort() class, names it mesp, and then creates an instance of
SOAPProc() class, and names it soapProc. The SOAPProc() class implements various
methods for converting String and XML document into SOAP messages.

Method ws/() assembles the information about ws/. It invokes the
soapProc.bindingSOAP() method to convert String smRequest into a SOAP message,
and then uses soapProc.readFileCreatDocument() to generate an individual execution
policy from a XML file. The variable faults is a Java HashMap containing customized
error information for identifying specific error messages defined by the client. For
instance, faults.put("Result”, "busy") means if “busy” appeared in Element “Result” of
the SOAP message, this SOAP message will be regarded as invalid and carrying error
message. mesp.insert () passes the information about ws/ to the Sub-Mediator Elite.
After capsulating the information about ws/ and ws2, mesp.setGlobalPolicy() sets the
global execution policy for this mediating service request. mesp.execute() starts the

Sub-Mediator Elite to execute a service request.
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The result of the execution will be returned as a Java Vector. The first element of

Vector will be the final result in the response to a service request. If no valid result is
obtained from candidate Web Services, an error message is returned as the result. The
last element of Vector is an XML processing report explaining its structure and
content. The report can be interpreted by a XML processing program to achieve
automatic processing of the results. The rest of the elements in Vector stores the
results returned from candidate Web Services.

import com.mediator.mediator_Elite.Med Elite. SOAPPort:
import com.mediator.mediator_Elite.SOAP_Proc;
public class TestCase |

private Med Elite. SOAPPort mesp;

private SOAP_Proc soapProc = new SOAP Proc();

public static void main(String[ args) {
mesp = new Med Elite SOAPPort();
wsl();
ws2();
globalPolicy= soapProc.readFileCreateDocument("C:\\ globalPolicy.xml");
mesp.setGlobalPolicy(globalPolicy);
Vector results = mesp.execute();
1
i
private void ws1(){
QName serviceQName = new QName("http://xml.nig.ac.jp:80/xddbj/Blast", "Blast")
QName portQName = new QName("http://tempuri.org/Blast", "Blast");
SOAPMessage soapMessage = soapProc.bindingSOAP( (String) smRequest);
xmlPolicy = soapProc.readFileCreateDocument("C:\\ws1 Policy.xml");
HashMap faults = new HashMap();
faults.put("Result", "busy");
mesp.insert (serviceQName, portQName, soapMessage, xmlPolicy, faults);
1
I
private void ws2() {

1
|

<<datatype>> <<datatype>> <<datatype>> <<datatype>>
Med_Global_Policy| NVP_Policy MR_Policy AR_Policy
{ From mediator_Elite } { From mediator_Elite } { From mediator_Elite } { From mediator_Elite }
e - .
0 o

Med_Elite_PolicyPort |~

{ From mediator_Elite }

Figure B-3: Interpreting the global execution policy
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Figure B-3 shows different types of execution policies extracted by th

e
Med_Elite_PolicyPort() class. As explained in chapter 3, the global execution policy
may change according to the execution mode. N VP _Policy, MR Policy and

AR _Policy present execution policies associated with the N-version programming, the

Multi-Routing and the Service Alternative Redundancy execution modes respectively.

WS_ReqPolicy_Parser <<datatype>>
{ From mediator_Elite } WS_Req_Policy

{ From mediator_Elite }

Figure B-4: The individual execution policy

As illustrated in Figure B-4, the WS ReqPolicy Parser() class extracts individual
execution policies from the service request SOAP message. An individual execution
policy is associated with each candidate Web Service. The Web Service Execution
Engine uses individual policies to decide how to invoke each of them.

Below is an example of an individual execution policy, followed with the explanation

of the entities.

<?xml version="1.0" encoding="UTF-8"?>
<wsp:Policy xmlns:wsp = http://schemas.xmlsoap.org/ws/2004/09/policy
xmlns:wsmip = "http://schemas.wsmediator.org/indevidualPolicy/policy">
<wsp:ExactlyOne>
<wsp:All>
<bindingMethod>SOAP1 1HTTP</bindingMethod>
<invocationMode>Sync</invocationMode>
<timeout>20000ms</timeout>

<autotimeout>maximum</autotimeout™>
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<retryAfterFailure-3-/retryA fterFailure>
<retryInterval>3000ms</retryInterval>
</wsp:All>
~/wsp:ExactlyOne>

</wsp:Policy~

» <bindingMethod>: this indicates the binding method of the SOAP message.
Web Service invocation APIs should follow the binding method to invoke the

Web Service. Default value: SOAP11HTTP

¢ <invoactionMode>: this entity indicates the invocation method to the Web
Service. There are three types of invocation methods: synchronous,
asynchronous invocation and the conventional RPC (Remote Procedure Call)

invocation. Default value: Sync (Synchronous invocation)

e <rimeout>: this sets the timeout parameter for an invocation. If it does not
complete in the timeout period, the invocation will be terminated and a
timeout exception will be raised. The value of the timeout parameter can be

automatically set by the Sub-Mediator if the value is set as Oms.

®  <awotimeout>: the Sub-Mediator can automatically set the timeout
parameter for invoking a particular Web Service according to dependability
metadata. There are three options: average., minimum and maximum,

representing average, minimum and maxinmum response time.

e ~rewvofrerFailure>: the Sub-Mediator implements the retry strategy to
tolerate temporary scrvice and netwvork failures. This entity sets the number of
retry invocations of a particular Web Service before giving up.

*  <yetryinterval>: this entity scts the interval between retries.
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Class Dynanic_Reconf Engine() implements the Dynamic Reconfiguration Engine of
the Sub-Mediator Elite. Figure B-5 illustrates the dependent components of the
Dynamic Reconfiguration Engine. The WS Bridge() class implements methods to
allow access to the Web Service database. Currently, there are three fault tolerance
execution modes implemented in the Sub-Mediator Elite. AR_Engine(),NVP Engine()

and MR Engine() implement the Service Alternative Redundancy, the N-version

Programming (Service Diversity) and the Multi-routing execution mode.

NVP_Engine

{ From mediator_Elite }

I

WS _Bridge AR_Engine Aatypar> MR_Engine
{ From mediator_Elite } { From mediator_Elite } Med_Global_Policy { From mediator_Elite }

{ From mediator_Elite }

\ I //// i mri'/’_ //
oz et

Dynamic_Reconf_Engine |>—

{ From mediator_Elite }

Figure B-5: The Dynamic Reconfiguration Engine of the Sub-Mediator Elite

The modelled system design and implementation of the Sub-Mediator Elite allow
scalable and flexible adaptation of fault tolerance mechanisms by implementing them

as individual fault tolerance execution models.
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Dispatch_Engine
SOAP_Proc { From medasor_ e )
{ Fram medaior_Eite | [<=—of =

e
AR_Policy
{ From medmor_Ehee )

$
AR_Engine 0—,

Results_Proc { From medanor_ e |
{ Fram medator_Ele )

WS _Metadata
! | Fram medao e |

— | :

Results_Cache WS_Bridge

| Fraom medator_ Site | | From medisor_Eite ) ‘ Fm\:/j_Proc&' '

L

Figure B-6: Service Alternative Redundancy F-T execution mode

Figure B-6 illustrates the Service Alternative Redundancy execution engine and its
dependent components. The AR Policy execution policy constrains the execution of
the AR Engine() class. Class WS Metadata() implements methods to retrieve the
dependability metadata of Web Services. AR Engine() checks the dependability
metadata of candidate Web Services, and then sorts them according to AR Policy.
Class WS Proc() implements methods for processing Web Services, such as sorting.
The SOAP Proc() class helps AR _Engine() to collect the necessary information for
invoking Web Services. Dispatch_Engine() implements Dispatch<T> invocation API
for invoking Web Services. When AR Engine() receives a result via
Dispatch Engine(), it caches the result using the Results_Cache() class. If this result
fails the validity check, the AR Engine() class will retry the Web Service or switch to
an alternative Web Service. If a valid result is received or all Web Services have been
tried, the AR Engine() finalizes Result Cache and generates final results using the

Results_Proc() component.
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<<datatype>>
NVP_Policy
{ From mediator_Bite }
WS__Proc ‘ f Resuits_Cache
{ From mediator_Bite } i { From mediator_Bite )
e = NVP_Engine [ 7|
{ From mediator_Bite }
WS _Invoke_Engine < S Results_Proc
{ From mediator_Hite } I Finr { From med:z?or_ane }

WS_Bridge

{ From mediator_Hite }

Figure B-7: N-Version Programming execution mode

Figure B-7 illustrates the N-Version Programming execution engine and its dependent
components. It processes candidate Web Services according to NVP_Policy. Then it
invokes the defined number of Web Services synchronously. All of the results
returned from Web Services will be cached in Results Cache(). The NVP Engine()
also performs the validity check. If a valid result is received, it is an option for the
NVP Engine() to terminate invocations and deliver the valid result as the first
received result to the client. If a number of valid results are expected, the
NVP_Engine() will wait until enough results have been received. If a Web Service
fails an invocation before the expected number of valid results has been received, the
NVP_Engine() will invoke alternative Web Services to continue execution. Valid
results can be voted by the voting mechanism implemented in NVP_Engine();

however, it is an optional procedure.

Figure B-8 illustrates the Multi-Routing execution engine and its dependent

components. The MR_Engine() interprets the MR Policy to define the execution
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procedure and checks the dependability of Sub-Mediators via the methods
implemented in class SubMed Metadate(). Then MR _Engine() selects a defined
number of Sub-Mediators to implement the Multi-Routing Strategy. Similarly to the
N-Version Programming execution mode, execution can be terminated when a valid
result is received via a Sub-Mediator. Otherwise, MR Engine() waits until all results
are returned from Sub-Mediators or timeout. The results can be voted using the voting

mechanism implemented in MR Engine().

Dispatch_Engine Results_Proc prr— Results_Cache SubMed_Metadata
{ From mediator_Bite } { From mediator_Bite } MR_Policy { From mediator_Bite } { From mediator_Bite )
{ From mediator_Bite )|

\ g I A 2

\\0 MR_Engine _—
o

{ From mediator_Eite }

Figure B-8: The Multi-Routing Execution mode

The Dispatch_Engine() class implements dynamic Web Service invocation
mechanisms. It utilizes the powerful Dispatch<T> dynamic Web Service invocation
API provided by the JAX-WS 2.1 framework to achieve run-time dynamic integration
of Web Services. The Dispatch<T> API supports synchronous, asynchronous and
one-way invocation to suit different application scenarios. The Sub-Mediator Elite
fully supports various invocation methods. An invocation method can be selected by

an individual execution policy.
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Appendix C — Dependability metadata

Below is given an example of dependability metadata implemented in the XML

format. Element <ws> indicates the name of the Web Service using its endpoint. The

nested elements represent various dependability attributes.

<?xml version="1.0"7>

<!-- Endpoint of the Web Service -->

<ws service="{http://xml.nig.ac.jp:80/xddbj/Blast} Blast">

WS>

<!-- dependability rank of the Web Service -->
<dependability>85%=</dependability>

<!-- the performance evaluation, e.g. the average responsc time -->

“performance>24141</performance>

<!-- The number of monitoring tests applied on the Web Services -->

<numOfTests>340</numOfTests>

<!-- The number of monitoring tests that returned valid results -->

<succTests>29(0</succTests>

<!I-- the average response time of the valid invocations -->

~aveResponseTime>24141ms</aveResponse Time>

<!-- the minimum response time of the valid invocation -->

<minimumResponseTime>1110ms</minimumResponse Time>

<!-- the maximum response time of the invocations -->

<maximumResponse Time>2730ms< maximumResponseTime>

._..
h
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Appendix D — Dependability metadata database in XML

During dependability monitoring of Web Services, a time series of dependability
metadata are kept in the dependability database. The changing dependability
behaviour of Web Services can be understood by tracing their dependability metadata
at different times, which helps the resilience-explicit decision-making mechanism to
select the most desirable component services. Below is shown a fraction of the time-

logged dependability metadata collected from one of our experiments.

~xml version="1.0" encoding="UTF-8"7>
<report>
<Execution startTime="Wed Mar 14 12:38:58 GMT 2007">
<wslist>

<WS

service="{http://www.ebi.ac.uk'collab/mygrid scrviced soaprse

rvices/alignment::blastn_ncbi} AnalysisWSAppLablmplService

">
<dependability>58</dependability>
<performance>62500</performance>
<numOfTests>340< numOfTests>
<succTests>200</succTests>
<aveResponseTime>62500< aveResponse Time>
<minimumResponseTime>9999</minimumResponseTi
me>
<maximumResponseTime>61485</maximumResponse
Time>

</ws™

~ws service="{http: xml.nig.ac.jp:80/xddbj Blast; Blast">
<dependability ~83-/dependability>
<performance>2+141</performance=

<numOtTests>340~ numOfTests™
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<succTests>290</succTests>
<aveResponseTime>24141</aveResponseTime>
<minimunResponseTime>1 | 10</minimunResponseTi
me>
<maximumResponseTime>2750</maximumResponscT
ime>

</ws>

<ws

service="{http://pathport.bioinformatics.vt.edu:6565/axis/ ser i

ces/blastbt} BlastbtService">
<dependability>91</dependability>
<performance>28990</performance>
<numOfTests>340</numOfTests>
<succTests>310</succTests>
<aveResponseTime>28990-</aveResponse Time>
<minimunResponseTime>9999</minimunResponscTi
me>
<maximumResponseTime>36297</maximumResponse
Time>

</ws>

</wslist>
</Execution>
<Exccution startTime="Wed Mar 14 12:44:28 GMT 2007">
<wslist>

<ws

service="{http://www.ebi.ac.uk/collab/mygrid/service4 soap/se

rvices/alignment::blastn_ncbi} AnalysisWSAppLabImplService
<dependability>58</dependability>
<performance™>62500</performance>
<numOfTests>33 1</numOfTests>
<succTests>200</succTests>

~aveResponse Time>62500</aveResponse Time>
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<m1n1munResponseTime>9999</minimunResponseTi

me>
<maximumResponseTime>6l485</maximumResponse
Time>

</ws>

<ws service=" {http://xml.nig.ac.jp:80 xddbj/Blast} Blast">
<dependability>85</dependability>
<performance>24141</performance>
<numOfTests>341</numOfTests>
<succTests>290</succTests>
<aveResponseTime>24141</aveResponseTime>
<minimunResponseTime>1110</minimunResponseTi
me>
<maximumResponseTime>275(- maximumResponseT
ime>

</ws>

<ws

service="{http://pathport.bioinformatics.vt.edu:6565 axis servi

ces/blastbt} BlastbtService">
<dependability>9 | </dependability=>
<performance>28983</performance>
<numOfTests>34 1 </numOfTests>
<succTests>3 1 1</succTests>
<aveResponseTime>28983< aveResponseTime>
<minimunResponseTime>9999</minimunResponsecTi
me>
<maximumResponseTime>36297-</maximumResponsc
Time>

</ws>

< wshist>
~/Exccution>
~Execution startTime="Wed Mar 14 12:49:58 GMT 2007">

~wslist™

N
th



<ws
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service="{ http://www.ebi.ac.uk/collab/mygrid/service4/soap, se

rvices/alignment: :blastn_ncbi}AnalysisWSAppLabImplService

ll>

</ws>

<dependability>58</dependability>
<performance>62500</performance>
<numOfTests>342</numOfTests>
<succTests>200</succTests>
<aveResponseTime>62500</aveResponse Time>
<minimumResponseTime>9999</minimumResponseTi
me>
<maximumResponseTime>61485</maximumResponse

Time>

<ws service="{http://xml.nig.ac.jp:80/xddbj/Blast} Blast">

</ws>

<ws

<dependability>84</dependability>
<performance>24141</performance>
<numOfTests>342</numOfTests>
<succTests>290</succTests>
<aveResponseTime>24141</aveResponseTime>
<minimumResponseTime>1110</minimumResponseTi
me>
<maximumResponseTime>2750</maximumResponseT

ime>

service="{http://pathport.bioinformatics.vt.edu:6565/axis/servi

ces/blastbt} BlastbtService">

<dependability>91</dependability>
<performance>28977</performance>
<numOfTests>342</numOfTests>
<succTests>312</succTests>

<aveResponseTime>28977</aveResponseTime>
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<mintmumResponseTime>9999</minimumResponseT1
me>
<maximumResponseTime>36297</maximumResponse
Time>
</ws>
</wslist>
</Execution™>

</report>
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Appendix E — Implementation of Java client application

The Java code shown below is an example of the Java client application based upon
the Sub-Mediator Elite that uses three Blast Web Services as component services to
implement service diversity strategy by using the N-version programming fault
tolerance execution mode. We use comments in the code to explain how to implement
a Java client application with the APIs provided by the Sub-Mediator Elite.

/*
* TestCases.java

*

* Created on 21 February 2007, 17:43

*

*/
package com.mediator.test,

/* The Java application needs to import the necessary classes. Med Elite_SOAPPort
is the interface of the Sub-Mediator Elite. SOAP_Proc and XML_Proc provide

optional methods for processing SOAP messages and XML files. */

import com.mediator.mediator_Elite.Med_Elite SOAPPort;
import com.mediator.mediator_Elite. SOAP_Proc:

import com.mediator.mediator_Elite. XML _Proc:

import java.io.FileOutputStream;,

import java.io.PrintStream;

import java.util. Date;

import java.util. Vector:

import javax.xml.namespacc.QName;

import javax.xml.soap.SOAPMessage:

import org.omg. CORBA.DATA_CONVERSION:
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import org.w3c.dom.Document;

/**
* (Y uhui Chen
*/

public class TestCases |

/* Creates the instance of the classes implemented in Sub-Mediator Elite. */
private Med Elite. SOAPPort mesp;

private SOAP_Proc soapProc = new SOAP_ Proc();

private XML Proc xmlp = new XML Proc();

/* Vector results is created for accepting the processing results returned from Sub-
Mediator Elite.*/

private Vector results;

public TestCases() {

/* The main method that implements the business logic */

public static void main(String[ args) |

/* Creates a new instance of TestCases */

TestCases tes = new TestCases():
/* Creates an instance of Log_ Proc for logging the execution of the bustness
procedures */

Log_Proc logproc = new Log_Proc();

/* Initiates the logging buffer */

logproc.init():

/* Excceutes the business process *!
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tcs.execute(logproc);

/* Prints the execution results returned from the Sub-Mediator Elite *

tes.printResult();

/* Assembling invocation to the Sub-Mediator Elite */

private long execute(Log_Proc logproc){

/* logs start time */
long t1 = System.currentTimeMillis();

mesp = null;

/* Initiates the interface of the Sub-Mediator Elite */

mesp =new Med_ Elite. SOAPPort();

/* Initiates the vector accepting the execution results*

results = new Vector();

/* Assembling invocations to the candidate Web Services */
wsl();
ws2():

ws3();

/* Imports the global execution policy*/

Document globalPolicy = null;

try |
globalPolicy =
xmlp.readFileCreatcDocument("E:\\Projects\\Mediator::doc “Current. globalP
olicy.xml");

t catch (Exception ¢x) |

excprintStack Trace():
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/* Sets the global execution policy*/

mesp.setGlobalPolicy(globalPolicy);
Date startTime = new Date();

/* Invokes the Sub-Mediator to execute the dynamic service composition *.

results = mesp.execute();

/* Calculates the response time externally in the client application*/
long t2 = System.currentTimeMillis();

long responseTime = t2-t1;

/* Logs the relevant results */
logproc.append((Document)results.lastElement(), startTime.
String.valueOf(responseTime));

logproc.writeLog("E:\\Projects\\Mediator\\doc\\output\\log.xml"):

System Out.println("***********************")'

System.out.println("* Response Time (ms) : " + responseTime);

System out println("***********************”)~

return response Time;

/* Assembling the invocation to a candidate Web Service */

private void ws1(){

/* The Japanese DDBJ Blast Web Service */

QName serviceQName = new QName("http: xml.nig.ac.jp:80 xddb) Blast",
"Blast");

QName portQName = new QName("http: tempuri.org Blast”, "Blast"):

/* String smRequest is the invocation SOAP message to DDBJ *
String smRequest = "<soapenv:Envelope

; X IR I e
xmlns:soapenv=\"http://schemas.xmlsoap.org 'soap envelope ><soapenv:Bod

161



Appendix E - Implementation of Java client application

y><searchSimple

xmlns=\"http://xml.nig.ac jp:80/xddbj/B last\"><program>blastn</program><d

atabase>ddbjhum</database>~arg2>ccccacatca ccactttgga taacgccaaa

o

o
oo

tacaccttca acgggctagg atacttcctg ctggttcagg CCcaggacag aaattcttec tteetgct
agggceegeac tgececagact gattetgeca atgecacgaa cttcattgec tttgeggecc aatacaacac
cagcagectg  aagtctceca tcacagttca gtggtttett gageccaatg acacaatccy agttgtacac
aataaccaaa cggtggcectt taacaccage gacactgaag acttgecegt attcaatgcce

actggtgtcc tactgatcca aaatggetee caagtctcag ccaactttga tgggacagtg

accatctetg tgattgetct ctccaacatce cttcacgect cctccagect gtcagaggag

taccgcaacc acacaaaggg ccttctggga gtctggaatg acaatccaga agatgactte
agaatgccca atggetccac catceectee aacacgteeg aggagactet tttccactat

ggaatgacat cggaaactaa cgggatagge ctecttgggg tgaggacaga ccctetgect

tctgagttta ctcccatctt cttgtcccaa ctgtggaaca agageggege cggteaagac

gaacagtggc cattgagate accageaact ctaaggatgt cgtattcage ctetecaaca
agtgcagtgg cctttgaget ctttgaaaac ggpagtitge acgtggacac caacateeee
agaagaacgt acctggagat tctagcaagy gatgtcaaga ctaacttgte atcggtacte
cagcctgaga cggtggcttg cttctgtagt aaggaggaac agtgtitgta caacgagac
agcaaagagg gcaactctte cactgaggtye accagetgea agtgcgatyg gaactectte

ggecgettgt gtgaacacte taaggaccte tgcactgage catgetteec taatgtggac

tgeattecte ggaaggecty tcaggeetge cetecaaaca tgactggaga tgggacgteat

s

tgtatagety tggagatete tgaattetge cagaaccatt cctgtectgt gaattactge  tataaccarg
gecattgega catetetggg cctecagact gecageeceac ttgeacctge geeectgect

teactggtaa cegetgette ctggecgega acaatttcac tceecateate tataaagagc ttecetigay

gaccatcacy ctetetetea gggaggacga aaacgectct  aacgetgacy teaatgecte

(L‘

ggtogcaaac gtactagaga acttggacat gegggctttt ctctccaaca gettagtgga

getgatacga accteteceg gageaccagt cettggeaag  cceatteate actggaaggt

¢
&

cgtcteceac ttcaagtace gteecagggy accecteate  cactatetga acaaccaact

gataageece gteatgoage cottectect ceaggetegg  €aggagagac geaagagdag

&

—_

gEagaagce aggaagaacy tecgettett ceecateteg agggeagacy teeaggacgy

gatggccoctg aacctaagta tgctggacga gtacttcacg  tgegatgget acaaaggcta

&

ceacttggte tacageecee aggatgaegt cacctgatg tcoccatgta gtgaggacta
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ctgtcacaat ggaggccaat gcaageacct gecagatggg ccccagtgcea cgtgegcaac
cttcagcatc tacacatcct ggggegaacg ctgtgageat Ctaagcgtga aacttggggc
attcttcggg atcctctttg gageectggg tgeectettg ctactggcca tettageatg tetogtettt
cacttctgeg getgetecat gaacaagttc tectacccte tggactcaga

actgtga</arg2></searchSimple></soapenv:Body></soapenv:En\'elope>";

/* String xmlPolicy contains the individual execution service policy */

String xmlPolicy= "<wsp:Policy
xmins:wsp=\"http://schemas.xmlsoap.org/ws/2004/09 policy\"
xmlns:wsmip=\"http://schemas.wsmediator.org/indevidualPolicy policy "><w
sp:ExactlyOne><wsp:All><!-- Binging method --

><bindingMethod>SOAP1 1HTTP</bindingMethod><!-- Invocation mode:
RPC | Sync | Async --><invocationMode>Sync</invocationMode ><!-- time
out parameter --><timeout>20000</timeout><!-- auto-set time out parameter:
average | max --><autotimeout>average</autotimeout> <!-- How many time
to retry after failure--><retryAfterFailure>3</retry AfterFailure><!-- Interval
between retries --><retrylnterval>30</retrylnterval ~!-- apply multi-routing.
and number of routes --><multirouting>0<'multirouting ~=!-- start to monitor
this Web Service locally? no | locally | remotely--
><monitorThisWS>no</monitorThisWS><!-- find identical Wcb Scervices?
how many?--

><searchldentical WS>2</searchldentical W S></wsp:All>< wsp:ExactlyOne>

</wsp:Policy>";

/* The endpoint address of DDBIJ */
String endpointAddress = "http://xml.nig.ac.jp:80/xddbj Blast":

/* Binding the invocation message to DDBJ in the invocation SOAP message
sending to the Sub-Mediator Elite */

SOAPMessage message = soapProc.bindingSO AP(smRequest);

/* Binding relevant information for invoking the Sub-Mediator Elite*/
mesp.insertW S(endpointAddress. serviceQName, portQ\ame, message.

xmlPolicvy
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!
f

/* Assembling the invocation to another candidate Web Service */
private void ws2(){

String smRequest = "<soapenv:Envelope
xm]ns:soapenv:\"http://schemas.xmlsoap.org/soap/envelopc "><soapenv:Bod
y><getFFEntry
xmins=\"http://www.themindelectric.com/wsdl/DDBJA\"><accession>AB0000
50</accession></getF FEntry></soapenv: Body></soapenv:Envelope>":

QName serviceQName = new QName("http://xml.nig.ac.jp/xddbj DDBJ",
"DDBIJ");

QName portQName = new QName("http://xml.nig.ac.jp ' xddbj DDBJ",
"DDBI");

String xmlPolicy= "<wsp:Policy
xmlns:wsp=\"http://schemas.xmlsoap.org/ws/2004 09 policy "
xmlins:wsmip=\"http://schemas.wsmediator.org/indevidualPolicy policy\"><w
sp:ExactlyOne><wsp: All:<1-- Binging method --
><bindingMethod>SOAPI THTTP-/bindingMethod: - !-- Invocation mode:
RPC | Sync | Async --><invocationMode>Sync-:invocationMode= '-- time
out parameter --><timeout>30000~/timeout><!-- auto-set time out parametcr:
average | max --><autotimeout™averages autotimeout™> <!-- How many time
to retry after failurc--><retry AfterFailure>3< retry AfterFailure><!-- Interval
between retrics --><retryInterval>30</retryInterval=-:!-- apply multi-routing,
and number of routes --<~multirouting>0</multirouting><!-- start to monitor
this Web Service locally? no | locally | remotely--
><monitorThisWS>no</monitorThisWS><"-- find identical Web Services?
how many?--
><scarchldentical WS>2</scarchldentical WS>< wsp: All><wsp:ExactlyOne>
~/wsp:Policy>";

String endpointAddress = "http:, xml.nig.ac.jp xddbj. DDBJ";

SOAPMessage message = soapProc.bindingSOAP(smRequest):

mesp.iscertWS(endpointAddress,

serviceQName, portQName.message.xmlPolicy):
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/* Assembling the invocation to another Web Service */
private void ws3(){

String smRequest = "<soapenv:Envelope
xmlns:soapenv=\”http://schemas.xmlsoap.org/soap/envelope/-”><soapenv:Bod
y=<execute
xmlns=\"http://www.themindelectric.com/wsdl/BlastDemo/A"><accession>AB
000050</accession></execute></soapenv:Body></soapenv:Envelope>":

(QName serviceQName = new QName("http://xml.nig.ac jpxddbj, BlastDemo".
"BlastDemo™");

QName portQName = new QName("http://xml.nig.ac.jp/xddbj 'BlastDemo",
"BlastDemo");

String xm!Policy= "<wsp:Policy
xmlns:wsp=\"http://schemas.xmlsoap.org/ws/2004/09/policy:"
xmlns:wsmip=\"http://schemas.wsmediator.org/indevidualPolicy/policy\"><w
sp:ExactlyOne><wsp:All><!-- Binging method --
><bindingMethod>SOAPI |HTTP</bindingMethod ~~!-- Invocation mode:
RPC | Sync | Async --><invocationMode>Sync<.invocationMode < '-- time
out parameter --><timeout>60000</timeout><!-- auto-set time out parameter:
average | max --><autotimeout>averagc< autotimeout> <!-- How many time
to retry after failure--><retryAfterFailure>3</retry A fterFailure><!-- Interval
between retrics --><retrylnterval>30</retrylnterval><!-- apply multi-routing,
and number of routes --><multirouting>0</multirouting><!-- start to monitor
this Web Service locally? no | locally | remotely--
><monitorThisWS>no</monitorThisWS><!-- find identical Web Services?
how many?--
~><searchldenticalW S>2</searchldentical WS>< wsp: All></wsp:ExactlyOne>
</wsp:Policy>";

String endpointAddress = "http:/’xml.nig.ac.jp/xddbj/BlastDemo™:

SOAPMessage message = soapProc.bindingSOAP(smRequest):

mesp.insertWS(endpointAddress, serviceQName, portQName, message.

xmlPolicy):

* Method for printing exccution results */
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private void printResult(){
System.out.printin();
System.out.println("'======s====s==-e—c_=________« ):

System.out.println("* Final result: *"):

System.out.printin(soapProc. SOAPToXMLString((SOAPMessage)results.ﬁrst
Element()));

System.out.println(" ====")

System.out.println("* Final report: *");

try |
xmlp.printNodeToConsole(( Document)results.lastElement());
System.out.println();
/Ixmlp.printXML((Document)obj);
} catch (Exception ex) {
ex.printStack Trace();

}
//System.out.printin();

System.out.println("'=========== e st ")

/* Logs execution results in a file */
private void wrtFile(long rst)}
FileOutputStream out; // declare a tile output object

PrintStream p; // declare a print stream object

try

|
\

// Create a new file output stream
// connected to "myfile.txt”

out = ncw FileOutputStream("E:\\Projects\\Current\itestCase.txt");

// Conncect print stream to the output stream
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p = new PrintStream( out );
p.append(String.valueOf(rst));

//p.close();
!

catch (Exception €)

{

System.err.println ("Error writing to file");
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Appendix F — Example of the valid result from DDBJ

Here we show a valid result expected from the DDBJ Blast Web Service. which
contains a gene sequence being used in bioinformatics research.

A. Invoking DDBJ Web Service

Invoking Web Service (Sync): {http://xml.nig.ac.jp/xddbj/DDBIJ} DDBJ

Received response:

com.sun.xml.messaging.saaj.soap.verl 1 .Messagel [Implia,422d0b

B. The result returned from DDB.J.

* Final result: *
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org soap.cnvelope ™
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmlns:xsd="http://www.w3.org/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instancc"
soap:encodingStyle="http://schemas.xmlsoap.org soap. cncoding/"><soap:Body ><n:g
etFFEntryResponse xmlns:n="http://tempuri.org/DDBJ" > Result
xsi:type="xsd:string">LOCUS AB000050 1755bp DNA  linear
VRL 05-FEB-1999
DEFINITION Feline panleukopenia virus DNA for capsid protein 2, complete cds.
ACCESSION ABO000050
VERSION  AB000050.1
KEYWORDS capsid protein 2.
SOURCE  Feline panleukopenia virus
ORGANISM Fcline parvovirus
Viruses; ssDNA viruses; Parvoviridae; Parvovirinae: Parvovirus.
REFERENCE 1 (bascs 1to 1755)
AUTHORS Horiuchi,M.
TITLE Direct Submission
JOURNAL Submitted (22-DEC-1996) to the DDBJ/EMBL:/GenBank databases.
Motohiro Horiuchi, Obihiro University of Agriculture and
Veterinary Medicine, Veterinary Public Health: Inada cho. Obihiro,
Hokkaido 080, Japan (E-mail:horiuchiw obihiro.ac.jp.
Tel:0155-49-5392, Fax:0155-49-5402)
REFERENCE 2 (bases | to 1735)
AUTHORS Horiuchi.M.
TITLE  Evolutionary pattern of felinc panleukopenia virus ditfers from
that of canine parvovirus
JOURNAL Unpublished (1997)
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COMMENT
FEATURES Location/Qualifiers
source 1..1755
/isolate="94-1"
/lab_host="Felis domesticus"
/mol_type="genomic DNA"
/organism="Feline panleukopenia virus"
CDS 1..1755
/product="capsid protein 2"
/protein_id="BAA19011.1"

franslation="MSDGAVQPDGGQPAVRNERATGSGNGSGGGGGGGSGGVGIST
GT

FNNQTEFKFLENGWVEITANSSRLVHLNMPESENYKRVVVNNMDKTAVKGN
MALDDTH

VQIVTPWSLVDANAWGY WFNPGDWQLIVNTMSELHLVSFEQEIFNVVLKTV
SESATQP

PTKVYNNDLTASLMVALDSNNTMPFTPAAMRSETLGFYPWKPTIPTPWRY YF
QWDRTL

IPSHTGTSGTPTNVYHGTDPDDVQFYTIENSVPVHLLRTGDEFATGTFFFDCKP
CRLT

HTWQTNRALGLPPFLNSLPQSEGATNFGDIGVQQDKRRGVTQMGNTDYITEA
TIMRPA

EVGYSAPY YSFEASTQGPFKTPIAAGRGGAQTDENQAADGDPRY AFGRQHG
QKTTTTG

ETPERFTYIAHQDTGRYPEGDWIQNINFNLPVTNDNVLLPTDPIGGKTGINYTN
IFNT

YGPLTALNNVPPVYPNGQIWDKEFDTDLKPRLHVNAPFVCQNNCPGQLFVK
VAPNLTN

EYDPDASANMSRIVTYSDFWWKGKLVFKAKLRASHTWNPIQQMSINVDNQF
NYVPNNI

GAMKIVYEKSQLAPRKLY™
BASE COUNT 618 a 271 ¢ Mog 520t
ORIGIN
| atgagteaty gageagttca accagacggt ggtcaaccty ctgtcagaaa tgaaagagcet
61 aca ;«:t I;Q;H: roote tggagecgeyg gatggtggtg gttctggggy tatggagatt
121 lutwg 1: E;ttcaataa tcagacggaa tttaaatttt tggaaaacgg gtgggtgsaa
I8 atcacageaa actcaageag acttgtacat ttaaatatge cagaaagtga aaattataaa

241 agagta ;ttﬂ taaataatat ggataaaact geagttaaag gaaatatggce tttagatgat
301 acteatgtae aaattgtaac acctiggtea tiggttgatg Laaa[wttg gegagtitgy

o080

361 tttaatecag gagattggea actaattgtt aatactatga gtgagttgca tttagttagt
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421 tttgaacaag aaatttttaa tgttgtttta aagactgttt cagaatctge tactcagcca

481 ccaactaaag tttataataa tgatttaact gcatcattga tggttgcatt agatagtaat
541 aatactatgc catttactcc agcagctatg agatctgaga cattgggttt ttatccatgg
601 aaaccaacca taccaactcc atggagatat tattttcaat gggatagaac attaatacca
661 tctcatactg gaactagtgg cacaccaaca aatgtatatc atggtacaga tccagatgat
721 gttcaatttt atactattga aaattctgtg ccagtacact tactaagaac aggtgatgaa
781 tttgctacag gaacattttt ttttgattgt aaaccatgta gactaacaca tacatggcaa
841 acaaatagag cattgggctt accaccattt ttaaattctt tgectcaate tgaaggagcet
901 actaactttg gtgatatagg agttcaacaa gataaaagac gtggtgtaac tcaaatggga
961 aatacagact atattactga agctactatt atgagaccag ctgaggttgg ttatagtgca
1021 ccatactatt cttttgaagc gtctacacaa gggccattta aaacacctat tgcageagga
1081 cgggggggag cgcaaacaga tgaaaatcaa gcageagatg gtgatccaag atatgeattt
1141 ggtagacaac atggtcaaaa aactactaca acaggagaaa cacctgagag atttacatat
1201 atagcacatc aagatacagg aagatatcca gaaggagatt ggattcaaaa tattaacttt
1261 aaccttcctg taacaaatga taatgtattg ctaccaacag atccaattgg aggtaaaaca
1321 ggaattaact atactaatat atttaatact tatggtcctt taactgcatt aaataatgta
1381 ccaccagttt atccaaatgg tcaaatttgg gataaagaat ttgatactga cttaaaacca
1441 agacttcatg taaatgcacc atttgtttgt cagaataatt gtcctggtca attatttgta
1501 aaagttgcge ctaatttaac gaatgaatat gatcctgatg catctgetaa tatgtcaaga
1561 attgtaactt attcagattt ttggtggaaa ggtaaattag tatttaaagc taaactaaga
1621 geatctcata cttggaatce aattcaacaa atgagtatta atgtagataa ccaatttaac
1681 tatgtaccaa ataatattgg agctatgaaa attgtatatg aaaaatctea actageacct
1741 agaaaattat attaa

</Result></n:getFFEntryResponse></soap:Body></soap:Envelope>
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Appendix G - Execution sequence of unsuccessful process

Here we give an example of a logged execution sequence. The logged file is
commented on during the execution and can be easily understood. In this example. no
valid results were received from candidate Web Services, as reported in the final

report section of the log.

init:

deps-jar:
compile-single:
run-single:

Binding Method: SOAPIIHTTP
Invocation mode: Sync

timeout (ms): 60000

Auto timeout rule:  average

Retry times: 3

Retry interval: 30

Monitor this Web Service:  no
Scarch identical Web Services: 2

Binding Method: SOAPIIHTTP
Invocation mode: Sync

timeout (ms): 60000

Auto timeout rule:  average

Retry times: 3

Retry interval: 30

Monttor this Web Service:  no
Scarch identical Web Services: 2

———=== Parsing Web Scrvice Request Policies ======

Binding Method: SOAPIIHTTP
Invocation mode: Syne
timeout (Ms): 60000

Auto timeout rule:
Retry times:
Retry interval:

average
1
R}

30

Monitor this Wb Service: no

Search identical Web Services: 2
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====== Parsing Global Policies ======

Number of Web Services: 3
Priority: dependability
Dependability Acceptance: 80
Performance Acceptance: 300
Timeout: 1000

Web Service: {http://xml.nig.ac.jp:80/xddbj/Blast} Blast
url: http://xml.nig.ac.jp:80/xddbj/Blast

dependability: 50

performance: 300

Web Service: {http://xml.nig.ac.jp:80/xddbj/Blast} Blast
url: http://xml.nig.ac.jp/xddbj/DDBJ

dependability: 80

performance: 400

Web Service: {http://xml.nig.ac.jp:80/xddbj/Blast} Blast
url: http://xml.nig.ac.jp/xddbj/BlastDemo
dependability: 80

performance: 500

Sorting Web Services according Dependability metadata.

Invoking Web Service (Sync): |http://xml.nig.ac.jp/xddbj DDBJ} DDBJ
Outbound SOAP message:

com.sun.xml.messaging.saaj.soap.verl [.Messagel 1lmplw dtd90f

Waiting for reply...

Invocation cxception: HTTP transport error: java.net.UnknownHostException:
xml.nig.ac.jp

Invoking Web Service (Sync): {http:/xml.nig.ac jp xddbyDDBJ} DDBJ
Outbound SOAP message:

com.sun.xml.messaging.saaj.soap.verl | .Messagel 1lmplw dfd90f

Invocation exception: HTTP transport error: java.net.UnknownHostException:
xml.nig.ac.jp

Invoking Web Serviee (Syne): {http://xml.nig.ac.jp xddbj/DDBJ} DDBJ
Outbound SOAP messagc:
com.sun.xml.messaging.saaj.soap.verl _1.Messagel 1Impla dfd90f
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Invocation exception: HTTP transport error: Java.net.UnknownHostE xception:
xml.nig.ac.jp

Invoking Web Service (Sync): {http:/, xml.nig.ac.jp/xddbj/BlastDemo} BlastDemo
Outbound SOAP message:

com.sun.xml.messaging.saaj.soap.verl | -Messagel 1Impl@cefdes

Invocation exception: HTTP transport error: Jjava.net.UnknownHostException:
xml.nig.ac.jp

Invoking Web Service (Sync): {http://xml.nig.ac.jp/xddbj/BlastDemo} BlastDemo
Outbound SOAP message:

com.sun.xml.messaging.saaj.soap.verl _1.Messagel 1Ilmplu cefded

Waiting for reply...

Invocation exception: HTTP transport error: java.net.UnknownHostException:
xml.nig.ac.jp

Invoking Web Service (Sync): {http://xml.nig.ac.jp/xddbj BlastDemo} BlastDemo
Outbound SOAP message:

com.sun.xml.messaging.saaj.soap.verl 1 .Messagel 1Implia cefded

Waiting for reply...

Invocation exception: HTTP transport error: java.net.UnknownHostException:
xml.nig.ac.jp

Invoking Web Service (Sync): {http://xml.nig.ac.jp:80./xddbj Blast! Blast
Outbound SOAP message:

com.sun.xml.messaging.saaj.soap.verl 1.Messagel [lmplia 79b7b0

Invocation exception: HTTP transport error: java.net.UnknownHostException:
xml.nig.ac.jp

Invoking Web Service (Sync): {http://xml.nig.ac.jp:830 xddbj Blast} Blast
Outbound SOAP message:

com.sun.xml.messaging.saaj.soap.verl _1.Messagel 1Impl@@ 79b7b0

Waiting for reply...

Invocation exception: HTTP transport error: java.net.UnknownHostException:
xml.nig.ac.jp

Invoking Web Service (Sync): thttp: xml.nig.ac.jp:80 xddbj Blast} Blast
Outbound SOAP message:

com.sun.xm!l.messaging saaj.soap.verl 1. Messagel mpla 79b7b0

[nvocation exception: HTTP transport error: java.net.UnknownHostException:
xml.nig.ac.jp
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* Final result: *

~soap:Envelope
xmlns:soap:”http://schemas.xmlsoap.org/soap/enve]ope/"><soap:Body><soap:Fault>
<faultcode>soap:Mediator</faultcode><faultstring>No valid result
received!</faultstring><detail/></soap:F ault></soap:Body></soap:Envelope>

* Final report: *

<?xml version="1.0" encoding="UTF-8"?><report><ws
service="1{http://xml.nig.ac.jp/xddbj/DDBJ} DDBJ"
validResult="false"><errorMessage>HTTP transport error:
java.net.UnknownHostException: xml.nig.ac.jp</errorMessage></ws><ws
service="{http://xml.nig.ac.jp/xddbj/DDBJ} DDBJ"
validResult="false"><errorMessage>HTTP transport error:
java.net.UnknownHostException: xml.nig.ac.jp</errorMessage><, ws><ws
service="http://xml.nig.ac jp/xddbj/DDBJ} DDBJ"
validResult="false"><errorMessage>HTTP transport error:
Jjava.net.UnknownHostException: xml.nig.ac.jp</errorMessage></ws><ws
service="{http://xml.nig.ac.jp/xddbj/BlastDemo! BlastDemo"
validResult="false"><errorMessage>HTTP transport error:
java.net.UnknownHostException: xml.nig.ac.jp</errorMessage></ws><ws
service="{http://xml.nig.ac.jp/xddbj/BlastDemo} BlastDemo"
validResult="false"><errorMessage>HTTP transport crror:
java.net.UnknownHostException: xml.nig.ac.jp</errorMessage-~< ws><ws
service="{http://xml.nig.ac.jp/xddbj/BlastDemo} BlastDemo"
validResult="false"><errorMessage>HTTP transport crror:
Java.net.UnknownHostException: xml.nig.ac jp</errorMessage = ‘ws><ws
service =" {http://xml.nig.ac.jp:80/xddbj/Blast | Blast"
validResult="falsc">-crrorMessage>HTTP transport error:
java.net.UnknownHostException: xml.nig.ac.jp</errorMessage <. ws><ws
service="{http://xml.nig.ac.jp:80/xddbj/Blast} Blast"
validResult="false"><errorMessage>HTTP transport error:
java.net.UnknownHostException: xml.nig.ac.jp</errorMessage><. ws><ws
service="{http://xml.nig.ac.jp:80/xddbj/Blast} Blast"
validResult="false"><errorMessage>HTTP transport error:
java.net.UnknownHostException: xml.nig.ac jp</errorMessage™>< ws></report>

s 3k e ok sk >k ok ik fe ke ke ok sk sk e e ke ok ok ok sk ok

* Response Time (ms) : 2012
K 2k 2 3k 3K e dle e sk 2k s dle sk ek sk 3k 3 ok ok 3k koK

BUILD SUCCESSFUL (total time: 2 seconds)
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Appendix H - Execution sequence of successful process

Here we give an example of a logged execution sequence of a successful business
process. In this example, a valid result was received from the DDBJ Web Service.
which terminated the entire execution, as the quickest response was expected. Details

can be found in the final report section of the log.

init:

deps-jar:

compile-single:

run-single:

====== Parsing Web Service Request Policies ======
Binding Method: SOAPIIHTTP
Invocation mode: Sync

timeout (ms): 60000

Auto timeout rule:  average

Retry times: 3

Retry interval: 30

Monitor this Web Service:  no

Search identical Web Services: 2

====== Parsing Web Service Request Policies ======
Binding Method: SOAPILIHTTP
Invocation mode: Sync

timeout (ms): 60000

Auto timeout rule:  average

Retry times: 3

Retry interval: 30

Monitor this Web Service:  no
Scarch identical Web Services: 2

Binding Method: SOAPIIHTTP
Invocation mode: Sync

timeout (Ms): 60000

Auto timeout rule:  average

Retry times: 3

Retry interval: 30

Monitor this Web Service: no
Search identical Web Services: 2
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Number of Web Services: 3
Priority: dependability
Dependability Acceptance: 80
Performance Acceptanc: 300
Timeout: 1000

Web Service: {http://xml.nig.ac.jp:80/xddbj/Blast} Blast
url: http://xml.nig.ac.jp:80/xddbj/Blast

dependability: 50

performance: 300

url: http://xml.nig.ac.jp/xddbj/DDBJ
dependability: 80
performance: 400

Web Service: {http://xml.nig.ac.jp:80/xddbj/Blast} Blast
url: http://xml.nig.ac.jp/xddbj/BlastDemo
dependability: 80

performance: 500

Sorting Web Services according Dependability metadata.

Invoking Web Service (Sync): {http://xml.nig.ac.jp/xddbj/DDBJ} DDBJ
Outbound SOAP message:

com.sun.xml.messaging.saaj.soap.verl _1.Messagel 1implw b48392
Waiting for reply...

Received response:
com.sun.xml.messaging.saaj.soap.ver! _1.Messagel 1lmpl422d0b

* Final result: *

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap,cnvelope "
xmins:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xs1="http://www.w3.0rg/2001/’XMLSchema-instance"
soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding "><soap:Body><n:g
ctFFEntryResponse xmlns:n="http:/ tempuri.org/DDBJ"><Result
xsi:type="xsd:string">LOCUS ~ AB000050 1755bp DNA  linear
VRL 05-FEB-1999

DEFINITION Fcline panleukopenia virus DNA for capsid protein 2. complete cds.
ACCESSION AB000050

VERSION  AB000050.1

KEYWORDS capsid protein 2.
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SOURCE  Feline panleukopenia virus
ORGANISM Feline parvovirus
Viruses; ssDNA viruses; Parvoviridae; Parvovirinae: Parvovirus.
REFERENCE 1 (bases I to 1755)
AUTHORS Horiuchi,M.
TITLE  Direct Submission
JOURNAL Submitted (22-DEC-1996) to the DDBJ, EMBL GenBank databases.
Motohiro Horiuchi, Obihiro University of Agriculture and
Veterinary Medicine, Veterinary Public Health; Inada cho, Obihiro,
Hokkaido 080, Japan (E-mail:horiuchi@obihiro.ac jp,
Tel:0155-49-5392, Fax:0155-49-5402)
REFERENCE 2 (bases 1 to 1755)
AUTHORS Horiuchi,M.
TITLE  Evolutionary pattern of feline panleukopenia virus differs from
that of canine parvovirus
JOURNAL Unpublished (1997)

COMMENT
FEATURES Location/Qualifiers
source 1..1755
/isolate="94-1"
/lab_host="Felis domesticus"
/mol_type="genomic DNA"
/forganism="Feline panleukopenia virus"
CDS 1..1755

/product="capsid protein 2"
/protein_id="BAA19011.1"

/translation="MSDGAVQPDGGQPAVRNERATGSGNGSGGGGGGGSGGVGIST
GT

FNNQTEFKFLENGWVEITANSSRLVHLNMPESENYKRVVVNNMDKTAVKGN
MALDDTH

VQIVTPWSLVDANAWGVWENPGDWQLIVNTMSELHLVSFEQEIFNVVLKTV
SESATQP

PTKVYNNDLTASLMVALDSNNTMPFTPAAMRSETLGFYPWKPTIPTPWRYYF
QWDRTL

IPSHTGTSGTPTNVYHGTDPDDVQFYTIENSVPVHLLRTGDEFATGTFFFDCKP
CRLT

HTWQTNRALGLPPFLNSLPQSEGATNFGDIGVQQDKRRGVTQMGNTDYITEA
TIMRPA

EVGYSAPYYSFEASTQGPFKTPIAAGRGGAQTDENQAADGDPRYAFGRQHG
QKTTTTG

ETPERFTYIAHQDTGRYPEGDWIQNINENLPVTNDNVLLPTDPIGGKTGINYTN
IFNT
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YGPLTALNNVPPVYPNGQIWDKEFDTDLKPRLHVNAPF\'CQ\.\'CPGQLF\'K
VAPNLTN

EYDPDASANMSR[VTYSDFWWKGKLVFKAKLRASHTWNPIQQ\ISI\\'DNQF
NYVPNNI
GAMKIVYEKSQLAPRKLY"
BASE COUNT 618 a 271 ¢ 346 g 520t
ORIGIN
| atgagtgatg gagcagttca accagacggt ggtcaacctg ctgtcagaaa tgaaagagct

61 acaggatctg ggaacgggte tggaggeggg getggtegte gtctggggg tgtegogatt
121 tctacgggta ctttcaataa tcagacggaa tttaaatttt tggaaaacgg gteggtggaa
181 atcacagcaa actcaagcag acttgtacat ttaaatatgc cagaaagtga aaattataaa
241 agagtagttg taaataatat ggataaaact gcagttaaag gaaatatggc tttagatgat
301 actcatgtac aaattgtaac accttggtca ttggttgatg caaatgcttg gggagtttgg
361 tttaatccag gagattggca actaattgtt aatactatga gtgagttgea tttagttagt
421 tttgaacaag aaatttttaa tgttgtttta aagactgttt cagaatctgc tactcagcca
481 ccaactaaag tttataataa tgatttaact geatcattga tggttgcatt agatagtaat
541 aatactatgc catttactce agcagctatg agatctgaga cattgggttt ttatccatgg
601 aaaccaacca taccaactce atggagatat tattttcaat gggatagaac attaatacca
661 tctcatactg gaactagtgg cacaccaaca aatgtatatc atggtacaga tccagatgat
721 gttcaatttt atactattga aaattctgtg ccagtacact tactaagaac aggtgatgaa
781 tttgctacag gaacattttt ttttgattgt aaaccatgta gactaacaca tacatggcaa
841 acaaatagag cattgggctt accaccattt ttaaattctt tgectcaate tgaaggagct
901 actaactttg gtgatatagg agttcaacaa gatanaagac gtggtetaac tcaaatggga
961 aatacagact atattactga agctactatt atgagaccag ctgaggltgg ttatagtgea
1021 ccatactatt cttttgaage gtctacacaa gggccattta aaacacctat tecageagga
1081 cgggggpgag cgeaaacaga tgaaaatcaa geageagaty gteatccaag atatgeattt
1141 ggtagacaac atggtcaaaa aactactaca acaggagaaa cacctgagag atttacatat
1201 atagcacatc aagatacagg aagatatcca gaaggagatt ggaticaaaa tattaacttt
1261 aaccttectg taacaaatga taatgtattg ctaccaacag atccaattgg aggtanaaca
1321 ggaattaact atactaatat atttaatact tatggtcctt taactgcatt aaataatgta
1381 ccaccagttt atccaaatgg tcaaatttgg gataaagaat ttgatactga cttaaaacca
1441 agacttcatg taaatgcacc atttgtttgt cagaataatt gtcetggtea attatttgta
1501 anagttgcge ctaatttaac gaatgaatat gatcetgatg catetgetaa tatgtcaaga
1561 attgtaactt attcagattt ttggtgeaaa gotaaattag tatttaaage taaactaaga
1621 geatcteata cttggaatee aattcaacaa atgagtatta atgtagataa ccaatttaac
1681 tatgtaccaa ataatattgg agetatgaaa attgtatatg aaaaatctca actageacct
1741 agaaaattat attaa

1

~'Result></n:getFFEntryResponse™></soap:Body></soap:Envelope>

* Final report: *

= e mmm——ee =====X ML Message

~<?xml version="1.0" encoding="UTF-8"?>

<report™ .
~ws service="{http:, xml.nig.ac.jp/xddbj' DDBJ}DDBJ" validResult="true">
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<responseTime>5264</responseTime>
<errorMessage>null</errorMessage>
</ws>
</report>

o 4 o ok ok ok ok ok 2k o ok ok sk ok dk ok ok ok ok ok ok ok K

* Response Time (ms) : 7814

o ok ok ok s s ok o sk ok ok ok ok ok ok ok ok ok ok ok sk ok

BUILD SUCCESSFUL (total time: 9 seconds)

179



Appendix [ - Dependability metadata of \'BI

Appendix | - Dependability metadata of VBI

Below are shown the dependability metadata of VBI stored on six Sub-Mediators

deployed on Planetlab:

s Sub-Mediator, Shanghai, China
<ws
service="{http://pathport.bioinformatics.vt.edu:6565/axis/services/blastbt} Bla
stbtService">
<dependability>85</dependability>
<aveResponseTime>54607</aveResponse Time>
<maximumResponseTime>87267</maximumResponseTime>

</ws>

e Sub-Mediator, Bejjing, China
<ws
service="{http://pathport.bioinformatics.vt.edu:6565/axis/services/blastbt} Bla
stbtService">
<dependability>65</dependability>
<aveResponseTime>59460</aveResponseTime>
<maximumResponseTime>88506</maximumResponseTime>

</ws>

¢ Sub-Mediator, Newcastle upon Tyne, UK
<ws
service="{http://pathport.bioinformatics.vt.edu:6565/axis/services/blastbt} Bla
stbtService">
<dependability>91</dependability>
<aveResponse Time>28990</aveResponseTime>
<maximumResponseTime>36297< maximumResponseTime>

SOWST
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e Sub-Mediator, Cambridge, UK
<ws
service="{http://pathport.bioinformatics.vt.edu:6565/axis services blastbt! Bla
stbtService'">
<dependability>8&</dependability>
<aveResponseTime>26573</aveResponseTime>
<maximumResponseTime>32675</maximumResponseTime>

</ws>

¢ Sub-Mediator, Washington, USA
<ws
service="{http://pathport.bioinformatics.vt.edu:6565/axis/services/blastbt} Bla
stbtService">
<dependability>96</dependability>
<aveResponseTime>23945</aveResponseTime>
<maximumResponseTime>29267</maximumResponseTime>

</ws>

e Sub-Mediator, New York, USA
<ws
service="{http://pathport.bioinformatics.vt.edu:6565/axis/services/blastbt} Bla
stbtService™>
<dependability>96</dependability>
<aveResponseTime>24901</aveResponse Time>
<maximumResponseTime>31297</maximumResponseTime>

</ws™

IN1
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